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Table 1. Pin description

Symbol Pin Type Function

P6.0 - P6.7

1 - 8 I/O

8-bit bidirectional I/O port, bit-wise programmable for input or output via direction 
bit. Programming an I/O pin as input forces the corresponding output driver to 
high impedance state. Port 6 outputs can be configured as push-pull or open 
drain drivers. The input threshold of Port 6 is selectable (TTL or CMOS). The 
following Port 6 pins have alternate functions:

1 O P6.0 CS0 Chip select 0 output

... ... ... ... ...

5 O P6.4 CS4 Chip select 4 output

6
I P6.5 HOLD External master hold request input

I/O SCLK1 SSC1: master clock output / slave clock input

7
O P6.6 HLDA Hold acknowledge output

I/O MTSR1 SSC1: master-transmitter / slave-receiver O/I

8
O P6.7 BREQ Bus request output

I/O MRST1 SSC1: master-receiver / slave-transmitter I/O

P8.0 - P8.7

9-16 I/O

8-bit bidirectional I/O port, bit-wise programmable for input or output via direction 
bit. Programming an I/O pin as input forces the corresponding output driver to 
high impedance state. Port 8 outputs can be configured as push-pull or open 
drain drivers. The input threshold of Port 8 is selectable (TTL or CMOS).
The following Port 8 pins have alternate functions:

9
I/O P8.0 CC16IO CAPCOM2: CC16 capture input / compare output

O XPWM0 PWM1: channel 0 output

... ... ... ... ...

12
I/O P8.3 CC19IO CAPCOM2: CC19 capture input / compare output

O XPWM0 PWM1: channel 3 output

13 I/O P8.4 CC20IO CAPCOM2: CC20 capture input / compare output

14 I/O P8.5 CC21IO CAPCOM2: CC21 capture input / compare output

15
I/O P8.6 CC22IO CAPCOM2: CC22 capture input / compare output

I/O RxD1 ASC1: Data input (Asynchronous) or I/O (Synchronous)

16
I/O P8.7 CC23IO CAPCOM2: CC23 capture input / compare output

O TxD1 ASC1: Clock / Data output (Asynchronous/Synchronous)
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4.2.3 Low power mode

The Flash modules are automatically switched off executing PWRDN instruction. The 
consumption is drastically reduced, but exiting this state can require a long time (tPD).

Note: Recovery time from Power Down mode for the Flash modules is anyway shorter than the 
main oscillator start-up time. To avoid any problem in restarting to fetch code from the Flash, 
it is important to size properly the external circuit on RPD pin.

Power-off Flash mode is entered only at the end of the eventually running Flash write 
operation.

4.2.4 Write operation

The Flash modules have one single register interface mapped in the memory space of the 
XFlash module (0x0E 0000 to 0x0E 0013). All the operations are enabled through four 16-bit 
control registers: Flash Control Register 1-0 High/Low (FCR1H/L-FCR0H/L). Eight other 16-
bit registers are used to store Flash Address and Data for Program operations (FARH/L and 
FDR1H/L-FDR0H/L) and Write Operation Error flags (FERH/L). All registers are accessible 
with 8 and 16-bit instructions (since mapped on ST10 XBUS). 

Note: Before accessing the XFlash module (and consequently also the Flash register to be used 
for program/erasing operations), bit XFLASHEN in XPERCON register and bit XPEN in 
SYSCON register shall be set.

The four banks have their own dedicated sense amplifiers, so that any bank can be read 
while any other bank is written. However simultaneous write operations (“write” means 
either Program or Erase) on different banks are forbidden: when there is a write operation 
on going (Program or Erase) anywhere in the Flash, no other write operation can be 
performed.

During a Flash write operation any attempt to read the bank under modification will output 
invalid data (software trap 009Bh). This means that the Flash bank is not fetchable when a 

Table 5. Control register interface

Bank Description Addresses Size
ST10 

bus size

FCR1-0 Flash control registers 1-0 0x000E 0000 - 0x000E 0007 8 byte

16-bit
(X-BUS)

FDR1-0 Flash data registers 1-0 0x000E 0008 - 0x000E 000F 8 byte

FAR Flash address registers 0x000E 0010 - 0x000E 0013 4 byte

FER Flash error register 0x000E 0014 - 0x000E 0015 2 byte

FNVWPXR
Flash non-volatile protection 
X register

0x000E DFB0 - 0x000E DFB3 4 byte

FNVWPIR
Flash non-volatile protection 
I register

0x000E DFB4 - 0x000E DFB7 4 byte

FNVAPR0
Flash non-volatile access 
protection register 0

0x000E DFB8 - 0x000E DFB9 2 byte

FNVAPR1
Flash non-volatile access 
protection register 1

0x000E DFBC - 0x000E DFBF 4 byte

XFICR XFlash interface control register 0x000E E000 - 0x000E E001 2 byte
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4.3.12 XFlash interface control register

This register is used to configure the XFLASH interface behavior on the XBUS. It allows to 
set the number of wait states introduced on the XBUS before the internal READY signal is 
given to the ST10 bus master.

         

         

SEQER

Sequence error

This bit is automatically set when the control registers (FCR1H/L-FCR0H/L, FARH/L, 
FDR1H/L-FDR0H/L) are not correctly filled to execute a valid write operation. in this 
case no write operation is executed. This bit has to be software reset.

RESER

Resume error

This bit is automatically set when a suspended program or erase operation is not 
resumed correctly due to a protocol error. In this case the suspended operation is 
aborted. This bit has to be software reset.

WPF

Write protection flag
This bit is automatically set when trying to program or erase in a sector write 
protected. In case of multiple sector erase, the not protected sectors are erased, while 
the protected sectors are not erased and bit WPF is set. This bit has to be software 
reset.

Table 17. Flash error register (continued)

Bit Function

XFICR (0xE E000h) XBUS Reset value: 000Fh

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Reserved WS3 WS2 WS1 WS0

RW RW RW RW

Table 18. X-Flash interface control register

Bit Function

WS(3:0)

Wait state setting

These three bits are the binary coding of the number of wait states introduced by the 
XFLASH interface through the XBUS internal READY signal. Default value after reset 
is 1111, that is the up to 15 wait states are set. The following recommendations for the 
ST10F276E are hereafter reported:
For fCPU > 40MHz1 Wait-StateWS(3:0) = ‘0001’

For fCPU ≤ 40MHz0 Wait-StateWS(3:0) = ‘0000’
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4.4.10 Write protection

The Flash modules have one level of Write Protections: each sector of each bank of each 
Flash Module can be Software Write Protected by programming at 0 the related bit WyPx of 
FNVWPXRH/L-FNVWPIRH/L registers.

4.4.11 Temporary unprotection

Bits WyPx of FNVWPXRH/L-FNVWPIRH/L can be temporary unprotected by executing the 
Set Protection operation and writing 1 into these bits. 

Bit ACCP can be temporary unprotected by executing the Set Protection operation and 
writing 1 into these bits, but only if these write instructions are executed from the Flash 
Modules.

To restore the write and access protection bits it is necessary to reset the microcontroller or 
to execute a Set Protection operation and write 0 into the desired bits.

It is not necessary to temporary unprotect an access protected Flash in order to update the 
code: it is, in fact, sufficient to execute the updating instructions from another Flash bank.

In reality, when a temporary unprotection operation is executed, the corresponding volatile 
register is written to 1, while the non-volatile registers bits previously written to 0 (for a 
protection set operation), will continue to maintain the 0. For this reason, the User software 
must be in charge to track the current protection status (for instance using a specific RAM 
area), it is not possible to deduce it by reading the non-volatile register content (a temporary 
unprotection cannot be detected).

Fetching from XRAM No / Yes Yes / Yes Yes No

Fetching from External 
Memory

No / Yes Yes / Yes Yes No

Table 26. Summary of access protection level (continued)

Memory fetch source
Read IFLASH/

Jump to 
IFLASH

Read XFLASH/
Jump to 
XFLASH

Read FLASH
Registers

Write FLASH
Registers



ST10F276E Bootstrap loader

Doc ID 12303 Rev 4 63/235

Error induced by the polling

The code used for the polling is the following:

WaitCom:
JNB P4.5,CAN_Boot ; if SOF detected on CAN, then go to 

CAN 
; loader

JB P3.11,WaitCom ; Wait for start bit at RxD0
BSET T6R ; Start Timer T6

....
CAN_Boot:

BSET PWMCON0.0 ; Start PWM Timer0   
 ; (resolution is 1 CPU clk cycle)

JMPR cc_UC,WaitRecessiveBit
WaitDominantBit:

JB P4.5,WaitDominantBit; wait for end of stuff bit
WaitRecessiveBit:

JNB P4.5,WaitRecessiveBit; wait for 1st dominant bit = Stuff 
bit

CMPI1R1,#5 ; Test if 5th stuff bit detected
JMPR cc_NE,WaitDominantBit; No, go back to count more
BCLR PWMCON.0 ; Stop timer

; here the 5th stuff bit is detected: 
; PT0 = 29 Bit_Time (25D and 4R)

Therefore the maximum error at the detection of the communication on CAN pin is:

(1 not taken + 1 taken jumps) + 1 taken jump + 1 bit set: (6) + 6 CPU clock cycles

The error at the detection for the 5th recessive bit is:

(1 taken jump) + 1 not taken jump + 1 compare + 1 bit clear: (4) + 6 CPU cycles

In the worst case, the induced error is 6 CPU clock cycles, so the polling could induce an 
error of 6 timer ticks.

Error induced by the baud rate calculation

The content of the timer PT0 counter corresponds to 29 bit times, resulting in the following 
equation:

PT0 = 58 x (BRP + 1) X (1 + Tseg1 + Tseg2)

where BRP, Tseg1 and Tseg2 are the field of the CAN Bit Timing register.

The CAN protocol specification recommends to implement a bit time composed of at least 8 
time quanta (tq). This recommendation is applied here. Moreover, the maximum bit time 
length is 25 tq. To ensure precision, the aim is to have the smallest Bit Rate Prescaler (BRP) 
and the maximum number of tq in a bit time.

This gives the following ranges for PT0 according to BRP:

8 ≤ 1 + Tseg1 + Tseg2 ≤ 25

464 x (1 + BRP) ≤ PT0 ≤ 1450 x (1 + BRP)
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5.6 Alternate boot mode (ABM)

5.6.1 Activation

Alternate boot is activated with the combination ‘01’ on Port0L[5..4] at the rising edge of 
RSTIN.

5.6.2 Memory mapping

The ST10F276E has the same memory mapping for standard boot mode and for alternate 
boot mode:

● Test-Flash: Mapped from 00’0000h. The Standard Bootstrap Loader can be started by 
executing a jump to the address of this routine (JMPS 00’xxxx; address to be defined).

● User Flash: The User Flash is divided in two parts: The IFLASH, visible only for 
memory reads and memory writes (no code fetch) and the XFLASH, visible for any 
ST10 access (memory read, memory write and code fetch).

● All ST10F276E XRAM and Xperipherals modules can be accessed if enabled in 
XPERCON register.

Note: The alternate boot mode can be used to reprogram the whole content of the ST10F276E 
User Flash (except Block 0 in Bank 2, where the alternate boot is mapped into).

5.6.3 Interrupts

The ST10 interrupt vector table is always mapped from address 00’0000h.

As a consequence, interrupts are not allowed in Alternate Boot Mode; all maskable and non-
maskable interrupts must be disabled.

5.6.4 ST10 configuration in alternate boot mode

When the ST10F276E enters BSL mode via CAN, the configuration shown in Table 35 is 
automatically set (values that deviate from the normal reset values are marked in bold).

         

Table 35. ST10 configuration in alternate boot mode

Function or register Access Notes

Watchdog timer Disabled

Register SYSCON 0404H(1)

1. In Bootstrap modes (standard or alternate) ROMEN, bit 10 of SYSCON, is always set regardless of EA pin 
level. BYTDIS, bit 9 of SYSCON, is set according to data bus width selection via Port0 configuration.

XPEN bit set 

Context pointer CP FA00H

Register STKUN FA00H

Stack pointer SP FA40H

Register STKOV FC00H

Register BUSCON0 acc. to startup config.(2)

2. BUSCON0 is initialized with 0000h, external bus disabled, if pin EA is high during reset. If pin EA is low 
during reset, BUSACT0, bit 10, and ALECTL0, bit 9, are set enabling the external bus with lengthened ALE 
signal. BTYP field, bit 7 and 6, is set according to Port0 configuration.

XPERCON 002DH XRAM1-2, XFlash, CAN1 enabled
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Mode 3
Pin set ‘1’ on match; pin reset ‘0’ on compare time overflow; only one compare event per timer 
period is generated

Double Register 
Mode

Two registers operate on one pin; pin toggles on each compare match; several compare events 
per timer period are possible.

Table 44. CAPCOM timer input frequencies, resolutions and periods at 40 MHz

fCPU = 40 MHz
Timer input selection TxI

000b 001b 010b 011b 100b 101b 110b 111b

Prescaler for fCPU 8 16 32 64 128 256 512 1024

Input frequency 5 MHz 2.5 MHz 1.25 MHz 625 kHz 312.5 kHz 156.25 kHz 78.125 kHz 39.1 kHz

Resolution 200ns 400ns 0.8µs 1.6µs 3.2µs 6.4µs 12.8µs 25.6µs

Period 13.1ms 26.2ms 52.4ms 104.8 ms 209.7ms 419.4ms 838.9ms 1.678s

Table 45. CAPCOM timer input frequencies, resolutions and periods at 64 MHz

fCPU = 64 MHz
Timer input selection TxI

000b 001b 010b 011b 100b 101b 110b 111b

Prescaler for fCPU 8 16 32 64 128 256 512 1024

Input frequency 8 MHz 4 MHz 2 MHz 1 kHz 500 kHz 250 kHz 128 kHz 64 kHz

Resolution 125ns 250ns 0.5µs 1.0µs 2.0µs 4.0µs 8.0µs 16.0µs

Period 8.2ms 16.4ms 32.8ms 65.5ms 131.1ms 262.1ms 524.3ms 1.049s

Table 43. Compare modes (continued)

Compare modes Function
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15 I2C interface

The integrated I2C Bus Module handles the transmission and reception of frames over the 
two-line SDA/SCL in accordance with the I2C Bus specification. The I2C Module can 
operate in slave mode, in master mode or in multi-master mode. It can receive and transmit 
data using 7-bit or 10-bit addressing. Data can be transferred at speeds up to 400 Kbit/s 
(both Standard and Fast I2C bus modes are supported).

The module can generate three different types of interrupt:

● Requests related to bus events, like start or stop events, arbitration lost, etc.

● Requests related to data transmission

● Requests related to data reception

These requests are issued to the interrupt controller by three different lines, and identified as 
Error, Transmit, and Receive interrupt lines.

When the I2C module is enabled by setting bit XI2CEN in XPERCON register, pins P4.4 and 
P4.7 (where SCL and SDA are respectively mapped as alternate functions) are 
automatically configured as bidirectional open-drain: the value of the external pull-up 
resistor depends on the application. P4, DP4 and ODP4 cannot influence the pin 
configuration.

When the I2C cell is disabled (clearing bit XI2CEN), P4.4 and P4.7 pins are standard I/ O 
controlled by P4, DP4 and ODP4.

The speed of the I2C interface may be selected between Standard mode (0 to 100 kHz) and 
Fast I2C mode (100 to 400 kHz).
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19.2 Asynchronous reset

An asynchronous reset is triggered when RSTIN pin is pulled low while RPD pin is at low 
level. Then the ST10F276E is immediately (after the input filter delay) forced in reset default 
state. It pulls low RSTOUT pin, it cancels pending internal hold states if any, it aborts all 
internal/external bus cycles, it switches buses (data, address and control signals) and I/O 
pin drivers to high-impedance, it pulls high Port0 pins.

Note: If an asynchronous reset occurs during a read or write phase in internal memories, the 
content of the memory itself could be corrupted: to avoid this, synchronous reset usage is 
strongly recommended.

Power-on reset

The asynchronous reset must be used during the power-on of the device. Depending 
on crystal or resonator frequency, the on-chip oscillator needs about 1ms to 10ms to 
stabilize (refer to Chapter 23: Electrical characteristics), with an already stable VDD. The 
logic of the ST10F276E does not need a stabilized clock signal to detect an asynchronous 
reset, so it is suitable for power-on conditions. To ensure a proper reset sequence, the 
RSTIN pin and the RPD pin must be held at low level until the device clock signal is 
stabilized and the system configuration value on Port0 is settled.

At Power-on it is important to respect some additional constraints introduced by the start-up 
phase of the different embedded modules.

In particular the on-chip voltage regulator needs at least 1ms to stabilize the internal 1.8V 
for the core logic: this time is computed from when the external reference (VDD) becomes 
stable (inside specification range, that is at least 4.5V). This is a constraint for the 
application hardware (external voltage regulator): the RSTIN pin assertion shall be extended 
to guarantee the voltage regulator stabilization.

A second constraint is imposed by the embedded Flash. When booting from internal 
memory, starting from RSTIN releasing, it needs a maximum of 1ms for its initialization: 
before that, the internal reset (RST signal) is not released, so the CPU does not start code 
execution in internal memory. 

Note: This is not true if external memory is used (pin EA held low during reset phase). In this case, 
once RSTIN pin is released, and after few CPU clock (Filter delay plus 3...8 TCL), the 
internal reset signal RST is released as well, so the code execution can start immediately 
after. Obviously, an eventual access to the data in internal Flash is forbidden before its 
initialization phase is completed: an eventual access during starting phase will return FFFFh 
(just at the beginning), while later 009Bh (an illegal opcode trap can be generated).

At Power-on, the RSTIN pin shall be tied low for a minimum time that includes also the start-
up time of the main oscillator (tSTUP = 1ms for resonator, 10ms for crystal) and PLL 
synchronization time (tPSUP = 200μs): this means that if the internal Flash is used, the 
RSTIN pin could be released before the main oscillator and PLL are stable to recover some 
time in the start-up phase (Flash initialization only needs stable V18, but does not need 
stable system clock since an internal dedicated oscillator is used).

Warning: It is recommended to provide the external hardware with a 
current limitation circuitry. This is necessary to avoid 
permanent damages of the device during the power-on 
transient, when the capacitance on V18 pin is charged. For 
the on-chip voltage regulator functionality 10nF are 
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Figure 25. Asynchronous power-on RESET (EA = 0)

1. 3 to 8 TCL depending on clock source selection.

Hardware reset

The asynchronous reset must be used to recover from catastrophic situations of the 
application. It may be triggered by the hardware of the application (internal hardware logic 
and application circuitry are described in Section 19.7: Reset circuitry and figures 37, 38 
and 39). It occurs when RSTIN is low and RPD is detected (or becomes) low as well. 



S T 10 F 27 6 E B o otstrap loader

Doc ID 12303 Rev 4 61/235

5.4.3 ST10 con figur ation in  CAN BSL

When the ST10F276E enters BSL mode via CAN, the configuration shown in Table 31 is 
automatically set (values that deviate from the normal reset values are marked in b o l d ).

         

Other than after a normal reset, the watchdog timer is disabled, so the bootstrap loading 
sequence is not time limited. Pin CAN1_TxD1 is configured as output, so the ST10F276E 
can return the identification frame. Even if the internal IFLASH is enabled, a code cannot be 
executed from it.

5.4.4 Loading the start-up cod e via CAN

After sending the acknowledge byte, the BSL enters a loop to receive 128 bytes via CAN1.

H i n t :  The number of bytes loaded when booting via the CAN interface has been extended to 
128 bytes to allow the reconfiguration of the CAN Bit Timing Register with the best timings 
(synchronization window, ...). This can be achieved by the following sequence of 
instructions:

ReconfigureBaud rate:
MOV R1,#041h
MOV DPP3:0EF00h,R1; Put CAN in Init, enable Configuration Change
MOV R1,#01600h
MOV DPP3:0EF06h,R1; 1MBaud at Fcpu = 20 MHz

These 128 bytes are stored sequentially into locations 00’FA40H through 00’FABFH of the 
IRAM, allowing up to 64 instructions to be placed into the RAM area. To execute the loaded 
code the BSL then jumps to location 00’FA40H, that is, the first loaded instruction. The 

Table 31. ST 10  c o nf i guration i n  C A N  B S L

Functio n or  r egister Access Notes

Watchdog timer Disabled

Register SYSCON 040 4 H  (1)

1. In Bootstrap modes (standard or alternate) ROMEN, bit 10 of SYSCON, is always set regardless of EA pin 
level. BYTDIS, bit 9 of SYSCON, is set according to data bus width selection via Port0 configuration.

XPEN bit set 

Context pointer CP FA00H

Register STKUN FA00H

Stack pointer SP FA40H

Register STKOV FC00H

Register BUSCON0
acc. to startup 
config.(2)

2. BUSCON0 is initialized with 0000h, external bus disabled, if pin EA is high during reset. If pin EA is low 
during reset, BUSACT0, bit 10, and ALECTL0, bit 9, are set enabling the external bus with lengthened ALE 
signal. BTYP field, bit 7 and 6, is set according to Port0 configuration.

CAN1 Status/Control register 0000H Initialized only if Bootstrap via CAN

CAN1 Bit timing register acc. to ‘0’ frame Initialized only if Bootstrap via CAN

XPERCON 042DH XRAM1-2, XFlash, CAN1 and XMISC enabled

P4.6 / CAN1_TxD ‘1 ’ Initialized only if Bootstrap via CAN

DP4.6 ‘1 ’ Initialized only if Bootstrap via CAN


