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Step Handshake Sequence MODE[3:0] DATA[15:0]

n+1 Write handshaking ADDR1 Memory Address

n+2 Read handshaking DATA *Memory Address++

n+3 Read handshaking DATA *Memory Address++

... ... ... ...

18.3.5.2 Flash Write Command
This command is used to write the Flash contents.

The Flash memory plane is organized into several pages. Data to be written are stored in a load buffer
that corresponds to a Flash memory page. The load buffer is automatically flushed to the Flash:

• before access to any page other than the current one
• when a new command is validated (MODE = CMDE)

The Write Page command (WP) is optimized for consecutive writes. Write handshaking can be chained;
an internal address buffer is automatically increased.

Table 18-7. Write Command

Step Handshake Sequence MODE[3:0] DATA[15:0]

1 Write handshaking CMDE WP or WPL or EWP or EWPL

2 Write handshaking ADDR0 Memory Address LSB

3 Write handshaking ADDR1 Memory Address

4 Write handshaking DATA *Memory Address++

5 Write handshaking DATA *Memory Address++

... ... ... ...

n Write handshaking ADDR0 Memory Address LSB

n+1 Write handshaking ADDR1 Memory Address

n+2 Write handshaking DATA *Memory Address++

n+3 Write handshaking DATA *Memory Address++

... ... ... ...

The Flash command Write Page and Lock (WPL) is equivalent to the Flash Write Command. However,
the lock bit is automatically set at the end of the Flash write operation. As a lock region is composed of
several pages, the programmer writes to the first pages of the lock region using Flash write commands
and writes to the last page of the lock region using a Flash write and lock command.

The Flash command Erase Page and Write (EWP) is equivalent to the Flash Write Command. However,
before programming the load buffer, the page is erased.

The Flash command Erase Page and Write the Lock (EWPL) combines EWP and WPL commands.

18.3.5.3 Flash Full Erase Command
This command is used to erase the Flash memory planes.
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19.4.3 Bus Matrix Priority Registers A For Slaves

Name:  MATRIX_PRASx
Offset:  0x80 + x*0x08 [x=0..8]
Reset:  0x00000222
Property:  Read/Write

This register can only be written if the WPE bit is cleared in the Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24  
   M7PR[1:0]   M6PR[1:0]  

Access R/W R/W R/W R/W  
Reset 0 0 0 0  

Bit 23 22 21 20 19 18 17 16  
   M5PR[1:0]   M4PR[1:0]  

Access R/W R/W R/W R/W  
Reset 0 0 0 0  

Bit 15 14 13 12 11 10 9 8  
   M3PR[1:0]   M2PR[1:0]  

Access R/W R/W R/W R/W  
Reset 0 0 1 0  

Bit 7 6 5 4 3 2 1 0  
   M1PR[1:0]   M0PR[1:0]  

Access R/W R/W R/W R/W  
Reset 1 0 1 0  

Bits 0:1, 4:5, 8:9, 12:13, 16:17, 20:21, 24:25, 28:29 – MxPR Master x Priority
Fixed priority of Master x for accessing the selected slave. The higher the number, the higher the priority.

All the masters programmed with the same MxPR value for the slave make up a priority pool.

Round-robin arbitration is used in the lowest (MxPR = 0) and highest (MxPR = 3) priority pools.

Fixed priority is used in intermediate priority pools (MxPR = 1) and (MxPR = 2).

See “Arbitration Priority Scheme” for details.
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20.3 Register Summary

Offset Name Bit Pos.         

0x10 UTMI_OHCIICR

7:0   APPSTART ARIE    RESx

15:8         

23:16 UDPPUDIS        

31:24         

0x14

...

0x2F

Reserved          

0x30 UTMI_CKTRIM

7:0       FREQ[1:0]

15:8         

23:16         

31:24         

 SAM E70/S70/V70/V71 Family
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28.5.2 Real-time Timer Alarm Register

Name:  RTT_AR
Offset:  0x04
Reset:  0xFFFFFFFF
Property:  Read/Write

The alarm interrupt must be disabled (ALMIEN must be cleared in RTT_MR) when writing a new ALMV
value.

Bit 31 30 29 28 27 26 25 24  
 ALMV[31:24]  

Access R/W R/W R/W R/W R/W R/W R/W R/W  
Reset 1 1 1 1 1 1 1 1  

Bit 23 22 21 20 19 18 17 16  
 ALMV[23:16]  

Access R/W R/W R/W R/W R/W R/W R/W R/W  
Reset 1 1 1 1 1 1 1 1  

Bit 15 14 13 12 11 10 9 8  
 ALMV[15:8]  

Access R/W R/W R/W R/W R/W R/W R/W R/W  
Reset 1 1 1 1 1 1 1 1  

Bit 7 6 5 4 3 2 1 0  
 ALMV[7:0]  

Access R/W R/W R/W R/W R/W R/W R/W R/W  
Reset 1 1 1 1 1 1 1 1  

Bits 31:0 – ALMV[31:0] Alarm Value
When the CRTV value in RTT_VR equals the ALMV field, the ALMS flag is set in RTT_SR. As soon as
the ALMS flag rises, the CRTV value equals ALMV+1 (refer to the figure RTT Counting above).
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30. Clock Generator

30.1 Description
The Clock Generator user interface is embedded within the Power Management Controller and is
described in Power Management Controller (PMC) User Interface. However, the Clock Generator
registers are named CKGR_.

30.2 Embedded Characteristics
The Clock Generator is comprised of the following:

• A low-power 32.768 kHz crystal oscillator with Bypass mode
• A low-power Slow RC oscillator (32 kHz typical)
• A 3 to 20 MHz Main crystal oscillator with Bypass mode
• A Main RC oscillator. Three output frequencies can be selected: 4/8/12 MHz. By default 12 MHz is

selected. 8 MHz and 12 MHz are factory-trimmed.
• A 480 MHz UTMI PLL, providing a clock for the USB high-speed controller
• A 160 to 500 MHz programmable PLL (input from 8 to 32 MHz)

It provides the following clocks:

• SLCK — Slow clock. The only permanent clock within the system
• MAINCK — output of the Main clock oscillator selection: either the Main crystal oscillator or Main

RC oscillator
• PLLACK — output of the divider and 160 to 500 MHz programmable PLL (PLLA)
• UPLLCK — output of the 480 MHz UTMI PLL (UPLL)
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32.6.1.2 PIO Disable Register

Name:  PIO_PDR
Offset:  0x0004
Property:  Write-only

This register can only be written if the WPEN bit is cleared in the PIO Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24  
 P31 P30 P29 P28 P27 P26 P25 P24  

Access  
Reset  

Bit 23 22 21 20 19 18 17 16  
 P23 P22 P21 P20 P19 P18 P17 P16  

Access  
Reset  

Bit 15 14 13 12 11 10 9 8  
 P15 P14 P13 P12 P11 P10 P9 P8  

Access  
Reset  

Bit 7 6 5 4 3 2 1 0  
 P7 P6 P5 P4 P3 P2 P1 P0  

Access  
Reset  

Bits 0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29,
30, 31 – P PIO Disable

Value Description
0 No effect.
1 Disables the PIO from controlling the corresponding pin (enables peripheral control of the

pin).
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As described above, the DMA can be programmed into a low latency mode, known as Partial Store and
Forward. For further details of this mode, see the related Links.

When the DMA is in full store and forward mode, full packets are buffered which provides the possibility
to:

• Discard packets with error on the receive path before they are partially written out of the DMA, thus
saving AHB bus bandwidth and driver processing overhead,

• Retry collided transmit frames from the buffer, thus saving AHB bus bandwidth,
• Implement transmit IP/TCP/UDP checksum generation offload.

With the packet buffers included, the structure of the GMAC data paths is shown in this image:

Figure 38-2. Data Paths with Packet Buffers Included
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38.6.3.7 Transmit Packet Buffer
The transmitter packet buffer will continue attempting to fetch frame data from the AHB system memory
until the packet buffer itself is full, at which point it will attempt to maintain its full level.

To accommodate the status and statistics associated with each frame, three words per packet (or two if
the GMAC is configured in 64-bit data path mode) are reserved at the end of the packet data. If the
packet is bad and requires to be dropped, the status and statistics are the only information held on that
packet. Storing the status in the DPRAM is required in order to decouple the DMA interface of the buffer
from the MAC interface, to update the MAC status/statistics and to generate interrupts in the order in
which the packets that they represent were fetched from the AHB memory.

If any errors occur on the AHB while reading the transmit frame, the fetching of packet data from AHB
memory is halted. The MAC transmitter will continue to fetch packet data, thereby emptying the packet

 SAM E70/S70/V70/V71 Family
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38.8.18 GMAC RX Partial Store and Forward Register

Name:  GMAC_RPSF
Offset:  0x044
Reset:  0x00000FFF
Property:  -

Bit 31 30 29 28 27 26 25 24  
 ENRXP         

Access R  
Reset 0  

Bit 23 22 21 20 19 18 17 16  
          

Access  
Reset  

Bit 15 14 13 12 11 10 9 8  
     RPB1ADR[11:8]  

Access R/W R/W R/W R/W  
Reset 1 1 1 1  

Bit 7 6 5 4 3 2 1 0  
 RPB1ADR[7:0]  

Access R/W R/W R/W R/W R/W R/W R/W R/W  
Reset 1 1 1 1 1 1 1 1  

Bit 31 – ENRXP Enable RX Partial Store and Forward Operation

Bits 11:0 – RPB1ADR[11:0] Receive Partial Store and Forward Address
Watermark value. Reset = 1.

 SAM E70/S70/V70/V71 Family
GMAC - Ethernet MAC
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38.8.68 GMAC 512 to 1023 Byte Frames Received Register

Name:  GMAC_TBFR1023
Offset:  0x178
Reset:  0x00000000
Property:  -

Bit 31 30 29 28 27 26 25 24  
 NFRX[31:24]  

Access R R R R R R R R  
Reset 0 0 0 0 0 0 0 0  

Bit 23 22 21 20 19 18 17 16  
 NFRX[23:16]  

Access R R R R R R R R  
Reset 0 0 0 0 0 0 0 0  

Bit 15 14 13 12 11 10 9 8  
 NFRX[15:8]  

Access R R R R R R R R  
Reset 0 0 0 0 0 0 0 0  

Bit 7 6 5 4 3 2 1 0  
 NFRX[7:0]  

Access R R R R R R R R  
Reset 0 0 0 0 0 0 0 0  

Bits 31:0 – NFRX[31:0] 512 to 1023 Byte Frames Received without Error
This bit field counts the number of 512 to 1023 byte frames successfully received without error. Excludes
pause frames, and is only incremented if the frame is successfully filtered and copied to memory.
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39.6.1 General Control Register

Name:  USBHS_CTRL
Offset:  0x0800
Reset:  0x03004000
Property:  Read/Write

Bit 31 30 29 28 27 26 25 24  
       UIMOD UID  

Access  
Reset 1 1  

Bit 23 22 21 20 19 18 17 16  
          

Access  
Reset  

Bit 15 14 13 12 11 10 9 8  
 USBE FRZCLK      VBUSHWC  

Access  
Reset 0 1 0  

Bit 7 6 5 4 3 2 1 0  
    RDERRE      

Access  
Reset 0  

Bit 25 – UIMOD USBHS Mode
0 (HOST): The module is in USB Host mode.

1 (DEVICE): The module is in USB Device mode.

This bit can be written even if USBE = 0 or FRZCLK = 1. Disabling the USBHS (by writing a zero to the
USBE bit) does not reset this bit.

Bit 24 – UID UID Pin Enable
Must be set to ‘0’.

Bit 15 – USBE USBHS Enable
Writing a zero to this bit resets the USBHS, disables the USB transceiver, and disables the USBHS clock
inputs. Unless explicitly stated, all registers then become read-only and are reset.

This bit can be written even if FRZCLK = 1

Value Description
0 The USBHS is disabled.
1 The USBHS is enabled.

 SAM E70/S70/V70/V71 Family
USB High-Speed Interface (USBHS)
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39.6.41 Host Address 3 Register

Name:  USBHS_HSTADDR3
Offset:  0x042C
Reset:  0x00000000
Property:  Read/Write

Bit 31 30 29 28 27 26 25 24  
          

Access  
Reset  

Bit 23 22 21 20 19 18 17 16  
          

Access  
Reset  

Bit 15 14 13 12 11 10 9 8  
  HSTADDRP9[6:0]  

Access  
Reset 0 0 0 0 0 0 0  

Bit 7 6 5 4 3 2 1 0  
  HSTADDRP8[6:0]  

Access  
Reset 0 0 0 0 0 0 0  

Bits 14:8 – HSTADDRP9[6:0] USB Host Address
This field contains the address of the Pipe9 of the USB device.

This field is cleared when a USB reset is requested.

Bits 6:0 – HSTADDRP8[6:0] USB Host Address
This field contains the address of the Pipe8 of the USB device.

This field is cleared when a USB reset is requested.

 SAM E70/S70/V70/V71 Family
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39.6.46 Host Pipe x Status Register (Interrupt Pipes)

Name:  USBHS_HSTPIPISRx (INTPIPES)
Offset:  0x0530 + x*0x04 [x=0..9]
Reset:  0
Property:  Read/Write

This register view is relevant only if PTYPE = 0x3 in ”Host Pipe x Configuration Register”.

Bit 31 30 29 28 27 26 25 24  
  PBYCT[10:4]  

Access  
Reset 0 0 0 0 0 0 0  

Bit 23 22 21 20 19 18 17 16  
 PBYCT[3:0]  CFGOK  RWALL  

Access  
Reset 0 0 0 0 0 0  

Bit 15 14 13 12 11 10 9 8  
 CURRBK[1:0] NBUSYBK[1:0]   DTSEQ[1:0]  

Access  
Reset 0 0 0 0 0 0  

Bit 7 6 5 4 3 2 1 0  
 SHORTPACKE

TI
RXSTALLDI OVERFI NAKEDI PERRI UNDERFI TXOUTI RXINI  

Access  
Reset 0 0 0 0 0 0 0 0  

Bits 30:20 – PBYCT[10:0] Pipe Byte Count
This field contains the byte count of the FIFO.

For an OUT pipe, the field is incremented after each byte written by the user into the pipe and
decremented after each byte sent to the peripheral.

For an IN pipe, the field is incremented after each byte received from the peripheral and decremented
after each byte read by the user from the pipe.

This field may be updated 1 clock cycle after the RWALL bit changes, so the user should not poll this field
as an interrupt bit.

Bit 18 – CFGOK Configuration OK Status
This bit is set/cleared when the USBHS_HSTPIPCFGx.ALLOC bit is set.

This bit is set if the pipe x number of banks (USBHS_HSTPIPCFGx.PBK) and size
(USBHS_HSTPIPCFGx.PSIZE) are correct compared to the maximal allowed number of banks and size
for this pipe, and to the maximal FIFO size (i.e., the DPRAM size).

If this bit is cleared, the user should rewrite correct values for the PBK and PSIZE fields in the
USBHS_HSTPIPCFGx register.

 SAM E70/S70/V70/V71 Family
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Value Description
0 Cleared when USBHS_HSTPIPIDR.OVERFIEC = 1. This disables the Transmitted IN Data

interrupt (USBHS_HSTPIPIMR.OVERFIE).
1 Set when USBHS_HSTPIPIER.OVERFIES = 1. This enables the Transmitted IN Data

interrupt (USBHS_HSTPIPIMR.OVERFIE).

Bit 4 – NAKEDE NAKed Interrupt Enable

Value Description
0 Cleared when USBHS_HSTPIPIDR.NAKEDEC = 1. This disables the Transmitted IN Data

interrupt (USBHS_HSTPIPIMR.NAKEDE).
1 Set when USBHS_HSTPIPIER.NAKEDES = 1. This enables the Transmitted IN Data

interrupt (USBHS_HSTPIPIMR.NAKEDE).

Bit 3 – PERRE Pipe Error Interrupt Enable

Value Description
0 Cleared when USBHS_HSTPIPIDR.PERREC = 1. This disables the Transmitted IN Data

interrupt (USBHS_HSTPIPIMR.PERRE).
1 Set when USBHS_HSTPIPIER.PERRES = 1. This enables the Transmitted IN Data interrupt

(USBHS_HSTPIPIMR.PERRE).

Bit 2 – UNDERFIE Underflow Interrupt Enable

Value Description
0 Cleared when USBHS_HSTPIPIDR.UNDERFIEC= 1. This disables the Transmitted IN Data

interrupt (USBHS_HSTPIPIMR.UNDERFIE).
1 Set when USBHS_HSTPIPIER.UNDERFIES = 1. This enables the Transmitted IN Data

interrupt (USBHS_HSTPIPIMR.UNDERFIE).

Bit 1 – TXOUTE Transmitted OUT Data Interrupt Enable

Value Description
0 Cleared when USBHS_HSTPIPIDR.TXOUTEC = 1. This disables the Transmitted IN Data

interrupt (USBHS_HSTPIPIMR.TXOUTE).
1 Set when USBHS_HSTPIPIER.TXOUTES = 1. This enables the Transmitted IN Data

interrupt (USBHS_HSTPIPIMR.TXOUTE).

Bit 0 – RXINE Received IN Data Interrupt Enable

Value Description
0 Cleared when USBHS_HSTPIPIDR.RXINEC = 1. This disables the Transmitted IN Data

interrupt (USBHS_HSTPIPIMR.RXINE).
1 Set when USBHS_HSTPIPIER.RXINES= 1. This enables the Transmitted IN Data interrupt

(USBHS_HSTPIPIMR.RXINE).
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43.7.5 TWIHS Clock Waveform Generator Register

Name:  TWIHS_CWGR
Offset:  0x10
Reset:  0x00000000
Property:  Read/Write

This register can only be written if the WPEN bit is cleared in the TWIHS Write Protection Mode Register.

TWIHS_CWGR is used in Master mode only.

Bit 31 30 29 28 27 26 25 24  
   HOLD[5:0]  

Access R/W R/W R/W R/W R/W R/W  
Reset 0 0 0 0 0 0  

Bit 23 22 21 20 19 18 17 16  
      CKDIV[2:0]  

Access R/W R/W R/W  
Reset 0 0 0  

Bit 15 14 13 12 11 10 9 8  
 CHDIV[7:0]  

Access R/W R/W R/W R/W R/W R/W R/W R/W  
Reset 0 0 0 0 0 0 0 0  

Bit 7 6 5 4 3 2 1 0  
 CLDIV[7:0]  

Access R/W R/W R/W R/W R/W R/W R/W R/W  
Reset 0 0 0 0 0 0 0 0  

Bits 29:24 – HOLD[5:0] TWD Hold Time Versus TWCK Falling
If High-speed mode is selected TWD is internally modified on the TWCK falling edge to meet the I2C
specified maximum hold time, else if High-speed mode is not configured TWD is kept unchanged after
TWCK falling edge for a period of (HOLD + 3) × tperipheral clock.

Bits 18:16 – CKDIV[2:0] Clock Divider
The CKDIV is used to increase both SCL high and low periods.

Bits 15:8 – CHDIV[7:0] Clock High Divider
The SCL high period is defined as follows:

thigh = ((CHDIV × 2CKDIV) + 3) × tperipheral clock

Bits 7:0 – CLDIV[7:0] Clock Low Divider
The SCL low period is defined as follows:

tlow = ((CLDIV × 2CKDIV) + 3) × tperipheral clock

 SAM E70/S70/V70/V71 Family
Two-wire Interface (TWIHS)
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45.8.7 I2SC Interrupt Disable Register

Name:  I2SC_IDR
Offset:  0x18
Property:  Write-only

Bit 31 30 29 28 27 26 25 24  
          

Access  
Reset  

Bit 23 22 21 20 19 18 17 16  
          

Access  
Reset  

Bit 15 14 13 12 11 10 9 8  
          

Access  
Reset  

Bit 7 6 5 4 3 2 1 0  
  TXUR TXRDY   RXOR RXRDY   

Access W W W W  
Reset – – – –  

Bit 6 – TXUR Transmit Underflow Interrupt Disable

Value Description
0 Writing a ’0’ to this bit has no effect.
1 Writing a ’1’ to this bit clears the corresponding bit in I2SC_IMR.

Bit 5 – TXRDY Transmit Ready Interrupt Disable

Value Description
0 Writing a ’0’ to this bit has no effect.
1 Writing a ’1’ to this bit clears the corresponding bit in I2SC_IMR.

Bit 2 – RXOR Receiver Overrun Interrupt Disable

Value Description
0 Writing a ’0’ to this bit has no effect.
1 Writing a ’1’ to this bit clears the corresponding bit in I2SC_IMR.

Bit 1 – RXRDY Receiver Ready Interrupt Disable

Value Description
0 Writing a ’0’ to this bit has no effect.
1 Writing a ’1’ to this bit clears the corresponding bit in I2SC_IMR.

 SAM E70/S70/V70/V71 Family
Inter-IC Sound Controller (I2SC)
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Value Description
0 There are characters in either US_THR or the Transmit Shift Register, or the transmitter is

disabled.
1 There are no characters in US_THR, nor in the Transmit Shift Register.

Bit 8 – TIMEOUT Receiver Timeout (cleared by writing a one to bit US_CR.STTTO)

Value Description
0 There has not been a timeout since the last Start Timeout command (STTTO in US_CR) or

the Timeout Register is 0.
1 There has been a timeout since the last Start Timeout command (STTTO in US_CR).

Bit 7 – PARE Parity Error (cleared by writing a one to bit US_CR.RSTSTA)

Value Description
0 No parity error has been detected since the last RSTSTA.
1 At least one parity error has been detected since the last RSTSTA.

Bit 6 – FRAME Framing Error (cleared by writing a one to bit US_CR.RSTSTA)

Value Description
0 No stop bit has been detected low since the last RSTSTA.
1 At least one stop bit has been detected low since the last RSTSTA.

Bit 5 – OVRE Overrun Error (cleared by writing a one to bit US_CR.RSTSTA)

Value Description
0 No overrun error has occurred since the last RSTSTA.
1 At least one overrun error has occurred since the last RSTSTA.

Bit 2 – RXBRK Break Received/End of Break (cleared by writing a one to bit US_CR.RSTSTA)

Value Description
0 No break received or end of break detected since the last RSTSTA.
1 Break received or end of break detected since the last RSTSTA.

Bit 1 – TXRDY Transmitter Ready (cleared by writing US_THR)

Value Description
0 A character is in the US_THR waiting to be transferred to the Transmit Shift Register, or an

STTBRK command has been requested, or the transmitter is disabled. As soon as the
transmitter is enabled, TXRDY becomes 1.

1 There is no character in the US_THR.

Bit 0 – RXRDY Receiver Ready (cleared by reading US_RHR)

Value Description
0 No complete character has been received since the last read of US_RHR or the receiver is

disabled. If characters were being received when the receiver was disabled, RXRDY
changes to 1 when the receiver is enabled.

1 At least one complete character has been received and US_RHR has not yet been read.

 SAM E70/S70/V70/V71 Family
Universal Synchronous Asynchronous Receiver Transc...
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51.7.4 PWM Status Register

Name:  PWM_SR
Offset:  0x0C
Reset:  0x00000000
Property:  Read-only

Bit 31 30 29 28 27 26 25 24  
          

Access  
Reset  

Bit 23 22 21 20 19 18 17 16  
          

Access  
Reset  

Bit 15 14 13 12 11 10 9 8  
          

Access  
Reset  

Bit 7 6 5 4 3 2 1 0  
     CHID3 CHID2 CHID1 CHID0  

Access R R R R  
Reset 0 0 0 0  

Bits 0, 1, 2, 3 – CHIDx Channel ID

Value Description
0 PWM output for channel x is disabled.
1 PWM output for channel x is enabled.

 SAM E70/S70/V70/V71 Family
Pulse Width Modulation Controller (PWM)
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53.7.1 DACC Control Register

Name:  DACC_CR
Offset:  0x00
Reset:  –
Property:  Write-only

Bit 31 30 29 28 27 26 25 24  
          

Access  
Reset  

Bit 23 22 21 20 19 18 17 16  
          

Access  
Reset  

Bit 15 14 13 12 11 10 9 8  
          

Access  
Reset  

Bit 7 6 5 4 3 2 1 0  
        SWRST  

Access W  
Reset –  

Bit 0 – SWRST Software Reset

Value Description
0 No effect.
1 Resets the DACC simulating a hardware reset.

 SAM E70/S70/V70/V71 Family
Digital-to-Analog Converter Controller (DACC)
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– CFB8 (CFB where the length of the data segment is 8 bits)
– CFB16 (CFB where the length of the data segment is 16 bits)
– CFB32 (CFB where the length of the data segment is 32 bits)
– CFB64 (CFB where the length of the data segment is 64 bits)
– CFB128 (CFB where the length of the data segment is 128 bits)

• CTR: Counter
• GCM: Galois/Counter Mode

The data preprocessing, data postprocessing and data chaining for the concerned modes are performed
automatically. Refer to the NIST Special Publication 800-38A and NIST Special Publication 800-38D for
more complete information.

Mode selection is done by configuring the OPMOD field in AES_MR.

In CFB mode, five data sizes are possible (8, 16, 32, 64 or 128 bits), configurable by means of
AES_MR.CFBS.

In CTR mode, the size of the block counter embedded in the module is 16 bits. Therefore, there is a
rollover after processing 1 Mbyte of data. If the file to be processed is greater than 1 Mbyte, this file must
be split into fragments of 1 Mbyte or less for the first fragment if the initial value of the counter is greater
than 0. Prior to loading the first fragment into AES_IDATARx, AES_IVRx must be fully programmed with
the initial counter value. For any fragment, after the transfer is completed and prior to transferring the next
fragment, AES_IVRx must be programmed with the appropriate counter value.

57.4.3 Last Output Data Mode (CBC_MAC)
This mode is used to generate cryptographic checksums on data (MAC) by means of cipher block
chaining encryption algorithm (CBC-MAC algorithm for example).

The CMAC algorithm is a variant of CBC-MAC with post-processing requiring one-block encryption in
ECB mode. Thus CBC-MAC is useful to accelerate CMAC.

After each end of encryption/decryption, the output data are available either on AES_ODATARx for
Manual and Auto mode, or at the address specified in the receive buffer pointer for DMA mode (see the
table "Last Output Data Mode Behavior versus Start Modes").

AES_MR.LOD allows retrieval of only the last data of several encryption/decryption processes.

Therefore, there is no need to define a read buffer in DMA mode.

This data are only available in AES_ODATARx.

57.4.3.1 Manual and Auto Modes

57.4.3.1.1 If AES_MR.LOD = 0
The DATRDY flag is cleared when at least one AES_ODATARx is read (see the figure below).

 SAM E70/S70/V70/V71 Family
Advanced Encryption Standard (AES)
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