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Device Overview

Low power flash devices consist of multiple distinct programmable architectural features (Figure 1-5 on
page 13 through Figure 1-7 on page 14):

* FPGA fabric/core (VersaTiles)

* Routing and clock resources (VersaNets)

*  FlashROM

» Dedicated SRAM and/or FIFO
— 30 k gate and smaller device densities do not support SRAM or FIFO.
— Automotive devices do not support FIFO operation.

* /O structures

* Flash*Freeze technology and low power modes
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Notes: * Bank O for the 30 k devices
1 Flash*Freeze mode is supported on IGLOO devices.

Figure 1-2 « IGLOO and ProASIC3 nano Device Architecture Overview with Two I/0O Banks (applies to 10 k and
30 k device densities, excluding IGLOO PLUS devices)
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Low Power Modes in ProASIC3/E and
ProASIC3 nano FPGASs

Introduction

The demand for low power systems and semiconductors, combined with the strong growth observed for
value-based FPGAs, is driving growing demand for low power FPGAs. For portable and battery-operated
applications, power consumption has always been the greatest challenge. The battery life of a system
and on-board devices has a direct impact on the success of the product. As a result, FPGAs used in
these applications should meet low power consumption requirements.

ProASIC®3/E and ProASIC3 nano FPGAs offer low power consumption capability inherited from their
nonvolatile and live-at-power-up (LAPU) flash technology. This application note describes the power
consumption and how to use different power saving modes to further reduce power consumption for
power-conscious electronics design.

Power Consumption Overview

In evaluating the power consumption of FPGA technologies, it is important to consider it from a system
point of view. Generally, the overall power consumption should be based on static, dynamic, inrush, and
configuration power. Few FPGAs implement ways to reduce static power consumption utilizing sleep
modes.

SRAM-based FPGAs use volatile memory for their configuration, so the device must be reconfigured
after each power-up cycle. Moreover, during this initialization state, the logic could be in an indeterminate
state, which might cause inrush current and power spikes. More complex power supplies are required to
eliminate potential system power-up failures, resulting in higher costs. For portable electronics requiring
frequent power-up and -down cycles, this directly affects battery life, requiring more frequent recharging
or replacement.

SRAM-Based FPGA Total Power Consumption = Pgtatic + Pgynamic * Pinrush * Pconfig
EQ1
ProASIC3/E Total Power Consumption = Pgatic + Pgynamic
EQ?2
Unlike SRAM-based FPGAs, Microsemi flash-based FPGAs are nonvolatile and do not require power-up
configuration. Additionally, Microsemi nonvolatile flash FPGAs are live at power-up and do not require
additional support components. Total power consumption is reduced as the inrush current and
configuration power components are eliminated.
Note that the static power component can be reduced in flash FPGAs (such as the ProASIC3/E devices)
by entering User Low Static mode or Sleep mode. This leads to an extremely low static power
component contribution to the total system power consumption.
The following sections describe the usage of Static (Idle) mode to reduce the power component, User
Low Static mode to reduce the static power component, and Sleep mode and Shutdown mode to achieve

a range of power consumption when the FPGA or system is idle. Table 2-1 on page 22 summarizes the
different low power modes offered by ProASIC3/E devices.
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Figure 2-3 « User Low Static (Idle) Mode Application—External Control Signal
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Figure 2-4 « User Low Static (Idle) Mode Timing Diagram

Sleep Mode

ProASIC3/E and ProASIC3 nano FPGAs support Sleep mode when device functionality is not required.
In Sleep mode, the VCC (core voltage), VITAG (JTAG DC voltage), and VPUMP (programming voltage)
are grounded, resulting in the FPGA core being turned off to reduce power consumption. While the
ProASIC3/E device is in Sleep mode, the rest of the system is still operating and driving the input buffers
of the ProASIC3/E device. The driven inputs do not pull up power planes, and the current draw is limited
to a minimal leakage current.

Table 2-3 shows the status of the power supplies in Sleep mode. When a power supply is powered off,
the corresponding power pin can be left floating or grounded.

Table 2-3 « Sleep Mode—Power Supply Requirements for ProASIC3/E/nano Devices

Power Supplies ProASIC3/E/nano Device
VCC Powered off
VCCI = VMV Powered on
VJTAG Powered off
VPUMP Powered off
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Global Resources in Low Power Flash Devices

Global Resource Support in Flash-Based Devices

The flash FPGAs listed in Table 3-1 support the global resources and the functions described in this

document.

Table 3-1 « Flash-Based FPGAs

Series Family” Description
IGLOO IGLOO Ultra-low power 1.2 V to 1.5 V FPGAs with Flash*Freeze technology
IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards
IGLOO PLUS IGLOO FPGAs with enhanced I/O capabilities
IGLOO nano The industry’s lowest-power, smallest-size solution
ProASIC3 ProASIC3 Low power, high-performance 1.5V FPGAs
ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and additional I/O standards
ProASIC3 nano Lowest-cost solution with enhanced 1/O capabilities
ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology
RT ProASIC3 Radiation-tolerant RT3PE600L and RT3PE3000L
Military ProASIC3/EL | Military temperature A3BPE600OL, A3P1000, and A3PE3000L
Automotive ProASIC3 | ProASIC3 FPGAs qualified for automotive applications
Fusion Fusion Mixed signal FPGA integrating ProASIC3 FPGA fabric, programmable
analog block, support for ARM® Cortex™-M1 soft processors, and flash
memory into a monolithic device
Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,

and packaging information.

IGLOO Terminology

In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO products as
listed in Table 3-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.

ProASIC3 Terminology

In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 3-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.

To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGAs Portfolio.
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Each global buffer, as well as the PLL reference clock, can be driven from one of the following:
» 3 dedicated single-ended I/Os using a hardwired connection

» 2 dedicated differential I/Os using a hardwired connection (not applicable for IGLOO nano and
ProASIC3 nano devices)

* The FPGA core

Since the architecture of the devices varies as size increases, the following list details 1/O types
supported for globals:

IGLOO and ProASIC3

+ LVDS-based clock sources are available only on 250 k gate devices and above (IGLOO nano and
ProASIC3 nano devices do not support differential inputs).

» 60 k and 125 k gate devices support single-ended clock sources only.
» 15k and 30 k gate devices support these inputs for CCC only and do not contain a PLL.
* nano devices:

— 10Kk, 15k, and 20 k devices do not contain PLLs in the CCCs, and support only CLKBUF and
CLKINT.
— 60k, 125 k, and 250 k devices support one PLL in the middle left CCC position. In the

absence of the PLL, this CCC can be used by CLKBUF, CLKINT, and CLKDLY macros. The
corner CCCs support CLKBUF, CLKINT, and CLKDLY.

Fusion
» AFS600 and AFS1500: All single-ended, differential, and voltage-referenced 1/O standards (Pro
1/0).

» AFS090 and AFS250: All single-ended and differential I/O standards.

Clock Sources for PLL and CLKDLY Macros

The input reference clock (CLKA for a PLL macro, CLK for a CLKDLY macro) can be accessed from
different sources via the associated clock multiplexer tree. Each CCC has the option of choosing the
source of the input clock from one of the following:

+ Hardwired I/O

+ External I/O

+ Core Logic

* RC Oscillator (Fusion only)

» Crystal Oscillator (Fusion only)

The SmartGen macro builder tool allows users to easily create the PLL and CLKDLY macros with the
desired settings. Microsemi strongly recommends using SmartGen to generate the CCC macros.

Hardwired I/O Clock Source

Hardwired I/O refers to global input pins that are hardwired to the multiplexer tree, which directly
accesses the CCC global buffers. These global input pins have designated pin locations and are
indicated with the 1/0O naming convention Gmn (m refers to any one of the positions where the PLL core
is available, and n refers to any one of the three global input MUXes and the pin number of the
associated global location, m). Choosing this option provides the benefit of directly connecting to the
CCC reference clock input, which provides less delay. See Figure 4-9 on page 74 for an example
illustration of the connections, shown in red. If a CLKDLY macro is initiated to utilize the programmable
delay element of the CCC, the clock input can be placed at one of nine dedicated global input pin
locations. In other words, if Hardwired 1/O is chosen as the input source, the user can decide to place the
input pin in one of the GmAO, GmA1, GmA2, GmB0, GmB1, GmB2, GmCO0, GmC1, or GmC2 locations of
the low power flash devices. When a PLL macro is used to utilize the PLL core in a CCC location, the
clock input of the PLL can only be connected to one of three GmA* global pin locations: GmAQ, GmA1, or
GmA2.
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Conclusion

The advanced CCCs of the IGLOO and ProASIC3 devices are ideal for applications requiring precise
clock management. They integrate easily with the internal low-skew clock networks and provide flexible
frequency synthesis, clock deskewing, and/or time-shifting operations.

Related Documents

Application Notes

Board-Level Considerations
http://www.microsemi.com/soc/documents/ALL_AC276_AN.pdf

Datasheets

Fusion Family of Mixed Signal FPGAs
http://www.microsemi.com/soc/documents/Fusion_DS.pdf

User’s Guides

IGLOO, ProASIC3, SmartFusion, and Fusion Macro Library Guide
http://www.microsemi.com/soc/documents/pa3_libguide_ug.pdf

List of Changes

The following table lists critical changes that were made in each revision of the chapter.

Date Changes Page

August 2012 The "Implementing EXTFB in ProASIC3/E Devices" section is new (SAR 36647). 70

Table 4-7 » Delay Values in Libero SoC Software per Device Family was added to the 86
"Clock Delay Adjustment" section (SAR 22709).

The "Phase Adjustment" section was rewritten to explain better why the visual 87
CCC shows both the actual phase and the actual delay that is equivalent to this phase
shift (SAR 29647).

The hyperlink for the Board-Level Considerations application note was corrected (SAR | 112, 113
36663)

December 2011 Figure 4-20 « PLL Block Diagram, Figure 4-22 « CCC Block Control Bits — Graphical 85, 89,
Representation of Assignments, and Table 4-12 « MUXA, MUXB, MUXC were revised 93
to change the phase shift assignments for PLLs 4 through 7 (SAR 33791).

June 2011 The description for RESETEN in Table 4-8 « Configuration Bit Descriptions for the 90
CCC Blocks was revised. The phrase "and should not be modified via dynamic
configuration" was deleted because RESETEN is read only (SAR 25949).

July 2010 This chapter is no longer published separately with its own part number and version N/A
but is now part of several FPGA fabric user’s guides.

Notes were added where appropriate to point out that IGLOO nano and ProASIC3 N/A
nano devices do not support differential inputs (SAR 21449).
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Configuration Bit <76:75> / VCOSEL<2:1> Selection for All Families are new.

Date Changes Page
vi4 The"CCC Support in Microsemi’s Flash Devices" section was updated to include 63
(December 2008) |IGLOO nano and ProASIC3 nano devices.

Figure 4-2 « CCC Options: Global Buffers with No Programmable Delay was revised to 64

add the CLKBIBUF macro.

The description of the reference clock was revised in Table 4-2 « Input and Output 65

Description of the CLKDLY Macro.

Figure 4-7 « Clock Input Sources (30 k gates devices and below) is new. Figure 4-8 « 72

Clock Input Sources Including CLKBUF, CLKBUF_LVDS/LVPECL, and CLKINT (60 k

gates devices and above) applies to 60 k gate devices and above.

The "IGLOO and ProASIC3" section was updated to include information for IGLOO 73

nano devices.

A note regarding Fusion CCCs was added to Figure 4-9 ¢ lllustration of Hardwired I/O 74

(global input pins) Usage for IGLOO and ProASIC3 devices 60 k Gates and Larger

and the name of the figure was changed from Figure 4-8 « lllustration of Hardwired 1/0

(global input pins) Usage. Figure 4-10 ¢ lllustration of Hardwired 1/0 (global input pins)

Usage for IGLOO and ProASIC3 devices 30 k Gates and Smaller is new.

Table 4-5 « Number of CCCs by Device Size and Package was updated to include 78

IGLOO nano and ProASIC3 nano devices. Entries were added to note differences for

the CS81, CS121, and CS201 packages.

The "Clock Conditioning Circuits without Integrated PLLs" section was rewritten. 79

The "IGLOO and ProASIC3 CCC Locations" section was updated for nano devices. 81

Figure 4-13 « CCC Locations in the 15 k and 30 k Gate Devices was deleted. 4-20
v1.3 This document was updated to include Fusion and RT ProASIC3 device information. N/A
(October 2008) Please review the document very carefully.

The "CCC Support in Microsemi’s Flash Devices" section was updated. 63

In the "Global Buffer with Programmable Delay" section, the following sentence was 64

changed from:

"In this case, the I1/0O must be placed in one of the dedicated global I/O locations."

To

"In this case, the software will automatically place the dedicated global I/O in the

appropriate locations."

Figure 4-4 « CCC Options: Global Buffers with PLL was updated to include OADIVRST 67

and OADIVHALF.

In Figure 4-6 + CCC with PLL Block "fixed delay" was changed to "programmable 67

delay".

Table 4-3 ¢ Input and Output Signals of the PLL Block was updated to include 68

OADIVRST and OADIVHALF descriptions.

Table 4-8 « Configuration Bit Descriptions for the CCC Blocks was updated to include 90

configuration bits 88 to 81. Note 2 is new. In addition, the description for bit <76:74>

was updated.

Table 4-16 « Fusion Dynamic CCC Clock Source Selection and Table 4-17 « Fusion 94

Dynamic CCC NGMUX Configuration are new.

Table 4-18 « Fusion Dynamic CCC Division by Half Configuration and Table 4-19 « 95

114
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FlashROM in Microsemi’s Low Power Flash
Devices

Introduction

The Fusion, IGLOO, and ProASIC3 families of low power flash-based devices have a dedicated
nonvolatile FlashROM memory of 1,024 bits, which provides a unique feature in the FPGA market. The
FlashROM can be read, modified, and written using the JTAG (or UJTAG) interface. It can be read but
not modified from the FPGA core. Only low power flash devices contain on-chip user nonvolatile memory
(NVM).

Architecture of User Nonvolatile FlashROM

Low power flash devices have 1 kbit of user-accessible nonvolatile flash memory on-chip that can be
read from the FPGA core fabric. The FlashROM is arranged in eight banks of 128 bits (16 bytes) during
programming. The 128 bits in each bank are addressable as 16 bytes during the read-back of the
FlashROM from the FPGA core. Figure 5-1 shows the FlashROM logical structure.

The FlashROM can only be programmed via the IEEE 1532 JTAG port. It cannot be programmed directly
from the FPGA core. When programming, each of the eight 128-bit banks can be selectively
reprogrammed. The FlashROM can only be reprogrammed on a bank boundary. Programming involves
an automatic, on-chip bank erase prior to reprogramming the bank. The FlashROM supports
synchronous read. The address is latched on the rising edge of the clock, and the new output data is
stable after the falling edge of the same clock cycle. For more information, refer to the timing diagrams in
the DC and Switching Characteristics chapter of the appropriate datasheet. The FlashROM can be read
on byte boundaries. The upper three bits of the FlashROM address from the FPGA core define the bank
being accessed. The lower four bits of the FlashROM address from the FPGA core define which of the 16
bytes in the bank is being accessed.

Byte Number in Bank 4 L. SB of ADDR (READ)
15 |14 |13 |12 |11 |10 | 9 8 7 6 5 4 3 2 1 0

ADDR (READ)
NlwihhlO|O| N

N

Bank Number 3 MSB of

o

Figure 5-1 « FlashROM Architecture
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/O Features

Both IGLOO nano and ProASIC3 nano devices support multiple I/O features that make board design
easier. For example, an I/O feature like Schmitt Trigger in the input buffer saves the board space that
would be used by an external Schmitt trigger for a slow or noisy input signal. These features are also
programmable for each I/O, which in turn gives flexibility in interfacing with other components. The
following is a detailed description of all available features in nano devices.

I/O Programmable Features

Low power flash devices offer many flexible 1/0 features to support a wide variety of board designs.
Some of the features are programmable, with a range for selection. Table 7-7 lists programmable /O

features and their ranges.

Table 7-7 « Programmable 1/0O Features (user control via I/O Attribute Editor)

Feature Description Range

Slew Control Output slew rate HIGH, LOW
Output Drive (mA) Output drive strength Depends on I/O type
Resistor Pull Weak resistor pull circuit Up, Down, None
Schmitt Trigger Schmitt trigger for input only ON, OFF

Hot-Swap Support

All nano devices are hot-swappable.

The hot-swap feature appears as a read-only check box in the I/O Attribute Editor that shows whether an
1/0 is hot-swappable or not. Refer to the "Power-Up/-Down Behavior of Low Power Flash Devices"
section on page 307 for details on hot-swapping.

Hot-swapping is the operation of hot insertion or hot removal of a card in a powered-up system. The
levels of hot-swap support and examples of related applications are described in Table 7-8 on page 168
to Table 7-11 on page 169. The 1/Os also need to be configured in hot-insertion mode if hot-plugging
compliance is required. nano devices have an /O structure that allows the support of Level 3 and Level 4

hot-swap with only two levels of staging.
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Description Hot-swap while bus idle
Power Applied to Device Yes
Bus State Held idle (no ongoing I/O processes during

insertion/removal)

Card Ground Connection

Reset must be maintained for 1 ms before, during,
and after insertion/removal.

Device Circuitry Connected to Bus Pins

Must remain glitch-free during power-up or power-
down

Example Application

Board bus shared with card bus is "frozen," and
there is no toggling activity on the bus. It is critical
that the logic states set on the bus signal not be
disturbed during card insertion/removal.

Compliance of nano Devices

Compliant

Table 7-11 « Hot-Swap Level 4

Description

Hot-swap on an active bus

Power Applied to Device

Yes

Bus State

Bus may have active 1/0 processes ongoing, but
device being inserted or removed must be idle.

Card Ground Connection

Reset must be maintained for 1 ms before, during,
and after insertion/removal.

Device Circuitry Connected to Bus Pins

Must remain glitch-free during power-up or power-
down

Example Application

There is activity on the system bus, and it is critical
that the logic states set on the bus signal not be
disturbed during card insertion/removal.

Compliance of nano Devices

Compliant

For Level 3 and Level 4 compliance with the nano devices, cards with two levels of staging should have

the following sequence:
+ Grounds
+ Powers, I/Os, and other pins
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I/O Function
Figure 8-8 shows an example of the 1/0 Function table included in the I/O bank report:

I/0 Function:

Type w/o register w/ register w/ DDR register
Input I/0

Bidirectional IO
Differential Input I/Q Pair=z

|
|
|
Jutput IS0
|
|
Differential Cutput IS0 Pair=z |

Figure 8-8 « I/0 Function Table

This table lists the number of input I/Os, output I/Os, bidirectional 1/0Os, and differential input and output
I/O pairs that use 1/0 and DDR registers.

Note: IGLOO nano and ProASIC3 nano devices do not support differential inputs.

Certain rules must be met to implement registered and DDR I/O functions (refer to the 1/O Structures
section of the handbook for the device you are using and the "DDR" section on page 190).

I/O Technology

The 1/0 Technology table (shown in Figure 8-9) gives the values of VCCI and VREF (reference voltage)
for all the I/O standards used in the design. The user should assign these voltages appropriately.

[/D Technology:
| Voltages | I/0s
———————————————————————————————— e [ [ e ———
I/0 Standardis) | Vool | Wekef | Input | COutput | Eidirectional
———————————————————————————————— e I [ ] B
LVTTL | 3.30v | NS4 | 1 | 1 | 0
LWVCHMOS33 | 3.30v | NS4 | 1 | 0 | 0
LWVCHOS25_ 50 | 2.50v | NS4 | 1 | 1 | 0
LVCHMOS 1S | 1.80v | NS4 | 1 | 0 | 0
LWVCHMOS15 | 1.50v | NS4 | 1 | 0 | 0
PCIX | 3.30v | NS4 | 1 | 0 | 0
LVD3 | 2.50v | NS4 | 0 | 2 | 0
F3TL3I (Input/Bidirectional) | 3.30v | 1.50w | 1 | 0 | 0
GTLP33 (Input/Bidirectional) | 3.30v | 1.00w | 1 | 0 | 0

Figure 8-9 « 1/0 Technology Table
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Automatically Assigning Technologies to I/O Banks

The I/O Bank Assigner (IOBA) tool runs automatically when you run Layout. You can also use this tool
from within the MultiView Navigator (Figure 8-17). The IOBA tool automatically assigns technologies and
VREF pins (if required) to every I/O bank that does not currently have any technologies assigned to it.
This tool is available when at least one I/O bank is unassigned.

To automatically assign technologies to I/O banks, choose I/O Bank Assigner from the Tools menu (or
click the 1/0 Bank Assigner's toolbar button, shown in Figure 8-16).

-
i

Figure 8-16 « I/0 Bank Assigner’'s Toolbar Button

Messages will appear in the Output window informing you when the automatic /O bank assignment
begins and ends. If the assignment is successful, the message "I/O Bank Assigner completed
successfully" appears in the Output window, as shown in Figure 8-17.
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Figure 8-17 « I1/0 Bank Assigner Displays Messages in Output Window
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If the assignment is not successful, an error message appears in the Output window.

To undo the I/O bank assignments, choose Undo from the Edit menu. Undo removes the 1/O
technologies assigned by the IOBA. It does not remove the I/O technologies previously assigned.

To redo the changes undone by the Undo command, choose Redo from the Edit menu.

To clear I/O bank assignments made before using the Undo command, manually unassign or reassign
1/0 technologies to banks. To do so, choose I/0 Bank Settings from the Edit menu to display the I/O
Bank Settings dialog box.

Conclusion

Fusion, IGLOO, and ProASIC3 support for multiple 1/O standards minimizes board-level components and
makes possible a wide variety of applications. The Microsemi Designer software, integrated with Libero
SoC, presents a clear visual display of /0 assignments, allowing users to verify 1/0O and board-level
design requirements before programming the device. The device I/O features and functionalities ensure
board designers can produce low-cost and low power FPGA applications fulfilling the complexities of
contemporary design needs.

Related Documents

User’s Guides

Libero SoC User’s Guide
http://www.microsemi.com/soc/documents/libero_ug.pdf

IGLOO, ProASIC3, SmartFusion, and Fusion Macro Library Guide
http://www.microsemi.com/soc/documents/pa3_libguide ug.pdf
SmartGen Core Reference Guide
http://www.microsemi.com/soc/documents/genguide_ug.pdf
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Table 9-2 « DDR 1/O Options (continued)

DDR Register
Type

I/0 Type

I/O Standard

Sub-Options

Comments

(continued)

Transmit Register

Tristate
Buffer

Normal

Enable Polarity

Low/high (low default)

LVTTL

Output Drive

2,4, 6,8, 12,16, 24, 36 mA (8 mA
default)

Slew Rate

Low/high (high default)

Enable Polarity

Low/high (low default)

Pull-Up/-Down

None (default)

LVCMOS

Voltage

15V, 18V, 25V, 5V (15 V
default)

Output Drive

2,4,6, 8,12, 16, 24, 36 mA (8 mA
default)

Slew Rate

Low/high (high default)

Enable Polarity

Low/high (low default)

Pull-Up/-Down

None (default)

PCI/PCI-X

Enable Polarity

Low/high (low default)

GTL/GTL+

Voltage

1.8V,2.5V,3.3V (3.3V default)

Enable Polarity

Low/high (low default)

HSTL

Class

I /11 (I default)

Enable Polarity

Low/high (low default)

SSTL2/SSTL3

Class

I /11 (I default)

Enable Polarity

Low/high (low default)

Bidirectional
Buffer

Normal

Enable Polarity

Low/high (low default)

LVTTL

Output Drive

2,4,6, 8,12, 16, 24, 36 mA (8 mA
default)

Slew Rate

Low/high (high default)

Enable Polarity

Low/high (low default)

Pull-Up/-Down

None (default)

LVCMOS

Voltage

1.5V, 18V, 25V, 5V (15V
default)

Enable Polarity

Low/high (low default)

Pull-Up

None (default)

PCI/PCI-X

None

Enable Polarity

Low/high (low default)

GTL/GTL+

Voltage

1.8V,2.5V, 3.3V (3.3V default)

Enable Polarity

Low/high (low default)

HSTL

Class

I /11 (I default)

Enable Polarity

Low/high (low default)

SSTL2/SSTL3

Class

1/11 (1 default)

Enable Polarity

Low/high (low default)

Note:

*IGLOO nano and ProASIC3 nano devices do not support differential inputs.
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Security Architecture

Fusion, IGLOO, and ProASIC3 devices have been designed with the most comprehensive programming
logic design security in the industry. In the architecture of these devices, security has been designed into
the very fabric. The flash cells are located beneath seven metal layers, and the use of many device
design and layout techniques makes invasive attacks difficult. Since device layers cannot be removed
without disturbing the charge on the programmed (or erased) flash gates, devices cannot be easily
deconstructed to decode the design. Low power flash devices are unique in being reprogrammable and
having inherent resistance to both invasive and noninvasive attacks on valuable IP. Secure, remote ISP
is now possible with AES encryption capability for the programming file during electronic transfer.
Figure 11-2 shows a view of the AES decryption core inside an IGLOO device; Figure 11-3 on page 238
shows the AES decryption core inside a Fusion device. The AES core is used to decrypt the encrypted
programming file when programming.
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[]oooooooooooooooooooooooooooooooooooooooooooof, e — CCC
all Il Il Il Il Il Il Il Il Il (3
all |! |! |! |1 |! |! |! |! | 8—— RAM Block
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o o
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a g<f— 1/Os
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O ]
o o
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o o i
a et VersaTile
o a DUJ
~ 0 o9
F e
a gl Il Il Il Il Il |! |! Il |! I3~
= Il Il Il Il Il Il Il |! |[__«8—— RAM Block
a ISP AES User Nonvolatile Flash*Freeze Charge a 4,608-Bit Dual-Port
g Decryption*® FlashRom Technology Pumps g SRAM or FIFO Block
||oooooooooooooooooooooooooooooooooooooooooooaly)
. Bank 2 *

Note: *ISP AES Decryption is not supported by 30 k gate devices and smaller. For details of other architecture features
by device, refer to the appropriate family datasheet.

Figure 11-2 « Block Representation of the AES Decryption Core in IGLOO and ProASIC3 Devices
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Figure 11-3 « Block Representation of the AES Decryption Core in a Fusion AFS600 FPGA

Security Features

IGLOO and ProASIC3 devices have two entities inside: FlashROM and the FPGA core fabric. Fusion
devices contain three entities: FlashROM, FBs, and the FPGA core fabric. The parts can be programmed
or updated independently with a STAPL programming file. The programming files can be AES-encrypted
or plaintext. This allows maximum flexibility in providing security to the entire device. Refer to the
"Programming Flash Devices" section on page 221 for information on the FlashROM structure.

Unlike SRAM-based FPGA devices, which require a separate boot PROM to store programming data,
low power flash devices are nonvolatile, and the secured configuration data is stored in on-chip flash
cells that are part of the FPGA fabric. Once programmed, this data is an inherent part of the FPGA array
and does not need to be loaded at system power-up. SRAM-based FPGAs load the configuration
bitstream upon power-up; therefore, the configuration is exposed and can be read easily.

The built-in FPGA core, FBs, and FlashROM support programming files encrypted with the 128-bit AES
(FIPS-192) block ciphers. The AES key is stored in dedicated, on-chip flash memory and can be
programmed before the device is shipped to other parties (allowing secure remote field updates).

Security in ARM-Enabled Low Power Flash Devices

There are slight differences between the regular flash devices and the ARM®-enabled flash devices,
which have the M1 and M7 prefix.

The AES key is used by Microsemi and preprogrammed into the device to protect the ARM IP. As a
result, the design is encrypted along with the ARM IP, according to the details below.
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ISP Programming Header Information

The FlashPro4/3/3X programming cable connector can be connected with a 10-pin, 0.1"-pitch
programming header. The recommended programming headers are manufactured by AMP (103310-1)
and 3M (2510-6002UB). If you have limited board space, you can use a compact programming header
manufactured by Samtec (FTSH-105-01-L-D-K). Using this compact programming header, you are
required to order an additional header adapter manufactured by Microsemi SoC Products Group (FP3-
10PIN-ADAPTER-KIT).

Existing ProASICELYS family customers who are using the Samtec Small Programming Header
(FTSH-113-01-L-D-K) and are planning to migrate to IGLOO or ProASIC3 devices can also use
FP3-10PIN-ADAPTER-KIT.

Table 12-3 « Programming Header Ordering Codes

Manufacturer Part Number Description

AMP 103310-1 10-pin, 0.1"-pitch cable header (right-angle PCB mount
angle)

3M 2510-6002UB 10-pin, 0.1"-pitch cable header (straight PCB mount
angle)

Samtec FTSH-113-01-L-D-K Small programming header supported by FlashPro and
Silicon Sculptor

Samtec FTSH-105-01-L-D-K Compact programming header

Samtec FFSD-05-D-06.00-01-N [ 10-pin cable with 50 mil pitch sockets; included in FP3-
10PIN-ADAPTER-KIT.

Microsemi FP3-10PIN-ADAPTER-KIT | Transition adapter kit to allow FP3 to be connected to a
micro 10-pin header (50 mil pitch). Includes a 6 inch
Samtec FFSD-05-D-06.00-01-N cable in the kit. The
transition adapter board was previously offered as
FP3-26PIN-ADAPTER and includes a 26-pin adapter for
design transitions from ProASICPLYS pased boards to
ProASIC3 based boards.

TCK
DO
™s [
VPUMP
DI

O N W -

2| GND

4 | NC (FlashPro3/3X); Prog_Mode* (FlashPro4)
6 | VUTAG

8| TRST

10 GND

Note: *Prog_Mode on FlashPro4 is an output signal that goes High during device programming and
returns to Low when programming is complete. This signal can be used to drive a system to provide
a 1.5V programming signal to IGLOO nano, ProASIC3L, and RT ProASIC3 devices that can run
with 1.2V core voltage but require 1.5V for programming. IGLOO nano V2 devices can be
programmed at 1.2 V core voltage (when using FlashPro4 only), but IGLOO nano V5 devices are
programmed with a VCC core voltage of 1.5 V.

Figure 12-5 « Programming Header (top view)
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a) CORRECT Instantiation

IREG[T:
><——-TDO UIREG[7:0]
URSTB
(DI ubRUPD)| INPUTS
>€> T™MS UDRCK > FPGA
VersaTiles
UDRCAP
:><§—>-TCK
UDRSH
D& TRsT uTDI
UTDO OUTPUTS

b) INCORRECT Instantiation

< DO UIREGI7:0]
»| TDI URSTB INPUTS
UDRUPD/
X »| TMS UDRCK > FPGA
VersaTiles
UDRCAP
> TCK
UDRSH
> TRST uTDI
UTDO OUTPUTS

Note: Do not connect JTAG pins (TDO, TDI, TMS, TCK, or TRST) to I/Os in the design.
Figure 16-3 « Connectivity Method of UJITAG Macro

UJTAG Operation

There are a few basic functions of the UJTAG macro that users must understand before designing with it.

The most important fundamental concept of the UJTAG design is its connection with the TAP Controller
state machine.

TAP Controller State Machine

The 16 states of the TAP Controller state machine are shown in Figure 16-4 on page 301. The 1s and Os,
shown adjacent to the state transitions, represent the TMS values that must be present at the time of a
rising TCK edge for a state transition to occur. In the states that include the letters "IR," the instruction
register operates; in the states that contain the letters "DR," the test data register operates. The TAP
Controller receives two control inputs, TMS and TCK, and generates control and clock signals for the rest
of the test logic.

On power-up (or the assertion of TRST), the TAP Controller enters the Test-Logic-Reset state. To reset
the controller from any other state, TMS must be held HIGH for at least five TCK cycles. After reset, the
TAP state changes at the rising edge of TCK, based on the value of TMS.
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Figure 17-1 « Types of Power Consumption in SRAM FPGAs and Microsemi Nonvolatile FPGAs

Transient Current on VCC

The characterization of the transient current on VCC is performed on nearly all devices within the
IGLOO, ProASIC3L, and ProASIC3 families. A sample size of five units is used from each device family
member. All the device I/Os are internally pulled down while the transient current measurements are
performed. For ProASIC3 devices, the measurements at typical conditions show that the maximum
transient current on VCC, when the power supply is powered at ramp-rates ranging from 15 V/ms to
0.15 V/ms, does not exceed the maximum standby current specified in the device datasheets. Refer to
the DC and Switching Characteristics chapters of the ProASIC3 Flash Family FPGAS datasheet and
ProASIC3E Flash Family FPGAs datasheet for more information.

Similarly, IGLOO, IGLOO nano, IGLOO PLUS, and ProASIC3L devices exhibit very low transient current
on VCC. The transient current does not exceed the typical operating current of the device while in active
mode. For example, the characterization of AGL600-FG256 V2 and V5 devices has shown that the
transient current on VCC is typically in the range of 1-5 mA.

Transient Current on VCCI

The characterization of the transient current on VCCI is performed on devices within the IGLOO, IGLOO
nano, IGLOO PLUS, ProASIC3, ProASIC3 nano, and ProASIC3L groups of devices, similarly to VCC
transient current measurements. For ProASIC3 devices, the measurements at typical conditions show
that the maximum transient current on VCCI, when the power supply is powered at ramp-rates ranging
from 33 V/ms to 0.33 V/ms, does not exceed the maximum standby current specified in the device
datasheet. Refer to the DC and Switching Characteristics chapters of the ProASIC3 Flash Family
FPGAS datasheet and ProASIC3E Flash Family FPGAs datasheet for more information.

Similarly, IGLOO, IGLOO PLUS, and ProASIC3L devices exhibit very low transient current on VCCI. The
transient current does not exceed the typical operating current of the device while in active mode. For
example, the characterization of AGL600-FG256 V2 and V5 devices has shown that the transient current
on VCCl is typically in the range of 1-2 mA.
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