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Table 1-4 « IGLOO nano and ProASIC3 nano Array Coordinates

VersaTiles Memory Rows Entire Die
Device Min. Max. Bottom Top Min. Max.
IGLOO nano |ProASIC3 nano x,y) (X, y) X, ) X, y) (x,y) *x.y)
AGLNO10 A3P010 (0, 2) (32, 5) None None (0, 0) (34, 5)
AGLNO015 A3PNO015 0, 2) (32,9) None None (0, 0) (34,9)
AGLN020 A3PN020 (0,2) 32, 13) None None (0, 0) (34, 13)
AGLN060 A3PNO060 (3,2) (66, 25) None (3, 26) (0, 0) (69, 29)
AGLN125 A3PN125 (3,2) (130, 25) None (3, 26) (0, 0) (133, 29)
AGLN250 A3PN250 (3,2) (130, 49) None (3, 50) (0, 0) (133, 49)
Top Row (7, 79) to (189, 79)
Bottom Row (5, 78) to (192, 78)
(0, 79) /G Tile o (97,79
}—MHH—HH—H ENEREERRRERRREE
Memory (3, 77) iH I:H:( (194, 77) Memory

Blocks (3,76)¢ :::::l | | | | | | | | | | | | | | Ht | (194, 76) Blocks

VersaTile (Core) — . — meee--

(3,75) ‘" Rtk
______ :l-\:H;(194,75)
‘ﬁ. ______ VersaTile (Core)
HEEEERRERRREnn NARRERRRRERRNRE

------ (194, 4)
VersaTile (Core) L LT 1T T T T T I 1 ------ VersaTile (Core)

@4 T
(194, 3) Memory

____ 194, 2
o< RS EEEE T -

Blocks (3 2= T
|:l:F._(197, 1)
0,0
©.0) 1/0 Tile UJTAG FlashROM (197, 0)
—_— —
Top Row (5, 1) to (168, 1) Top Row (169, 1) to (192, 1)

Bottom Row (7, 0) to (165, 0)

Note: The vertical I/O tile coordinates are not shown. West-side coordinates are {(0, 2) to (2, 2)} to {(0, 77) to (2, 77)};
east-side coordinates are {(195, 2) to (197, 2)} to {(195, 77) to (197, 77)}.

Figure 1-9 « Array Coordinates for AGL600, AGLE600, A3P600, and A3PE600
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Global Resources in Low Power Flash Devices

The following will happen during demotion of a global signal to regular nets:
* CLKBUF_x becomes INBUF_x; CLKINT is removed from the netlist.

» The essential global macro, such as the output of the Clock Conditioning Circuit, cannot be
demoted.

* No automatic buffering will happen.

Since no automatic buffering happens when a signal is demoted, this net may have a high delay due to
large fanout. This may have a negative effect on the quality of the results. Microsemi recommends that
the automatic global demotion only be used on small-fanout nets. Use clock networks for high-fanout
nets to improve timing and routability.

Spine Assignment

The low power flash device architecture allows the global networks to be segmented and used as clock
spines. These spines, also called local clock networks, enable the use of PDC or MVN to assign a signal
to a spine.

PDC syntax to promote a net to a spine/local clock:

assign_local_clock —net netname —type [quadrant|chip] Tn|Bn|Tn:Bm
If the net is driven by a clock macro, Designer automatically demotes the clock net to a regular net before
it is assigned to a spine. Nets driven by a PLL or CLKDLY macro cannot be assigned to a local clock.

When assigning a signal to a spine or quadrant global network using PDC (pre-compile), the Designer
software will legalize the shared instances. The number of shared instances to be legalized can be
controlled by compile options. If these networks are created in MVN (only quadrant globals can be
created), no legalization is done (as it is post-compile). Designer does not do legalization between non-
clock nets.

As an example, consider two nets, net_clk and net_reset, driving the same flip-flop. The following PDC
constraints are used:

assign_local_clock —net net_clk —type chip T3

assign_local_clock —net net_reset —type chip T1:T2

During Compile, Designer adds a buffer in the reset net and places it in the T1 or T2 region, and places
the flip-flop in the T3 spine region (Figure 3-16).

Before Compile After Compile
—1D —{D
net_clk > CLK net_clk > CLK ,
| CLR > CLR|
net_reset net_reset Added
buffer

¥

O

1 i
1 1
1 i
1 1
! !
| T1 T2 |
1 1
1 1
1 i
1 1
1 i
1 1
: i

| = |

assign_local_clock -net net_clk -type chip T3
assign_local_clock -net net_reset -type chip T1:T2

Figure 3-16 « Adding a Buffer for Shared Instances
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4 — Clock Conditioning Circuits in Low Power
Flash Devices and Mixed Signal FPGAs

Introduction

This document outlines the following device information: Clock Conditioning Circuit (CCC) features, PLL
core specifications, functional descriptions, software configuration information, detailed usage
information, recommended board-level considerations, and other considerations concerning clock
conditioning circuits and global networks in low power flash devices or mixed signal FPGAs.

Overview of Clock Conditioning Circuitry

In Fusion, IGLOO, and ProASIC3 devices, the CCCs are used to implement frequency division,
frequency multiplication, phase shifting, and delay operations. The CCCs are available in six chip
locations—each of the four chip corners and the middle of the east and west chip sides. For device-
specific variations, refer to the "Device-Specific Layout" section on page 78.

The CCC is composed of the following:
* PLL core
* 3 phase selectors
* 6 programmable delays and 1 fixed delay that advances/delays phase

» 5 programmable frequency dividers that provide frequency multiplication/division (not shown in
Figure 4-6 on page 71 because they are automatically configured based on the user's required
frequencies)

» 1 dynamic shift register that provides CCC dynamic reconfiguration capability

Figure 4-1 provides a simplified block diagram of the physical implementation of the building blocks in
each of the CCCs.

Multiplexer
! Tree
To‘A
3 Global 1/0s e LA _,_{ To Global Network A
From
Core
To
A CLKB cce
3 Global /0s |22 Function Block _._{ To Global Network B
From (with or without PLL)
Core
To
3 Global I/0s F22re. CLKe _,_{ To Global Network C
From
Core

Multiple Signals
Single Signals

Figure 4-1 « Overview of the CCCs Offered in Fusion, IGLOO, and ProASIC3
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Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal FPGAs

IGLOOe and ProASIC3E CCC Locations

IGLOOe and ProASIC3E devices have six CCCs—one in each of the four corners and one each in the
middle of the east and west sides of the device (Figure 4-15).

All six CCCs are integrated with PLLs, except in PQFP-208 package devices. PQFP-208 package
devices also have six CCCs, of which two include PLLs and four are simplified CCCs. The CCCs with
PLLs are implemented in the middle of the east and west sides of the device (middle right and middle
left). The simplified CCCs without PLLs are located in the four corners of the device (Figure 4-16).

CCC A_.. DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD. B
] o o o i R =YX VR
o <o .
= N | | N | N | | N | O | | 4,608-Bit Dual-Port SRAM
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o o
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o o
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o o
o o
o o
o o
o o-e1— Pro 1/Os
o a
Fl m mc
o o
o o
a = VersaTile
o o
o o
o o
o o
] | o o o o o | RAM Block
< .
g [ I I I I I[ I I I [ = = 4,608-Bit Dual-Port SRAM
E ISP AES User Nonvolatile Flash*Freeze Charge E or FIFO Block
= Decryption FlashRom Technology Pumps =
E .DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD. D

[ = CCC with integrated PLL

Figure 4-15 « CCC Locations in IGLOOe and ProASIC3E Family Devices (except PQFP-208

package)
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Figure 4-16 « CCC Locations in ProASIC3E Family Devices (PQFP-208 package)
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Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal FPGAs

PLL Core Specifications

PLL core specifications can be found in the DC and Switching Characteristics chapter of the appropriate
family datasheet.

Loop Bandwidth

Common design practice for systems with a low-noise input clock is to have PLLs with small loop
bandwidths to reduce the effects of noise sources at the output. Table 4-6 shows the PLL loop
bandwidth, providing a measure of the PLL's ability to track the input clock and jitter.

Table 4-6 « —3 dB Frequency of the PLL

Minimum Typical Maximum
(T4 =+125°C,VCCA =1.4V)| (T, =+25°C,VCCA =1.5V)| (T, =—55°C,VCCA=1.6V)
—-3dB 15 kHz 25 kHz 45 kHz
Frequency

PLL Core Operating Principles

This section briefly describes the basic principles of PLL operation. The PLL core is composed of a
phase detector (PD), a low-pass filter (LPF), and a four-phase voltage-controlled oscillator (VCO).
Figure 4-19 illustrates a basic single-phase PLL core with a divider and delay in the feedback path.

Frequency Frequency
Reference Output
Input FiN
—_— Phase Low-Pass Voltage M x FiN

Detect — Filt »| Controlled P>

etector fier Oscillator
Divide by M
Counter [ | Delay

Figure 4-19 « Simplified PLL Core with Feedback Divider and Delay

The PLL is an electronic servo loop that phase-aligns the PD feedback signal with the reference input. To
achieve this, the PLL dynamically adjusts the VCO output signal according to the average phase
difference between the input and feedback signals.

The first element is the PD, which produces a voltage proportional to the phase difference between its
inputs. A simple example of a digital phase detector is an Exclusive-OR gate. The second element, the
LPF, extracts the average voltage from the phase detector and applies it to the VCO. This applied voltage
alters the resonant frequency of the VCO, thus adjusting its output frequency.

Consider Figure 4-19 with the feedback path bypassing the divider and delay elements. If the LPF
steadily applies a voltage to the VCO such that the output frequency is identical to the input frequency,
this steady-state condition is known as lock. Note that the input and output phases are also identical. The
PLL core sets a LOCK output signal HIGH to indicate this condition.

Should the input frequency increase slightly, the PD detects the frequency/phase difference between its
reference and feedback input signals. Since the PD output is proportional to the phase difference, the
change causes the output from the LPF to increase. This voltage change increases the resonant
frequency of the VCO and increases the feedback frequency as a result. The PLL dynamically adjusts in
this manner until the PD senses two phase-identical signals and steady-state lock is achieved. The
opposite (decreasing PD output signal) occurs when the input frequency decreases.

Now suppose the feedback divider is inserted in the feedback path. As the division factor M (shown in
Figure 4-20 on page 85) is increased, the average phase difference increases. The average phase
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The following is an example of a PLL configuration utilizing the clock frequency synthesis and clock delay
adjustment features. The steps include generating the PLL core with SmartGen, performing simulation
for verification with ModelSim, and performing static timing analysis with SmartTime in Designer.

Parameters of the example PLL configuration:
Input Frequency — 20 MHz
Primary Output Requirement — 20 MHz with clock advancement of 3.02 ns
Secondary 1 Output Requirement — 40 MHz with clock delay of 2.515 ns

Figure 4-29 shows the SmartGen settings. Notice that the overall delays are calculated automatically,
allowing the user to adjust the delay elements appropriately to obtain the desired delays.

Actual data iz shown in blue.

CLEA, Frimary
i
20 MHe /3 YO = 40,000 MHz /2 Ll
& [0025ns -’-3.020 ns
Hardwired 1/0 driven - /B
. 20 MHz 20.000 MHz 0.755 ns

' Odeg | 0.000deg(0.000ns)
0.000ns = |=—
*—]3800ns

v GLE
Secondary 1
55E0ns v -’2.515 ns
— il |- 0.755 nz
. I~ YB
40 MHz 40.000 MHz
Odeg | 0.000deg/(0.000ns)
I~ GLC
~
o G

Figure 4-29 « SmartGen Settings

After confirming the correct settings, generate a structural netlist of the PLL and verify PLL core settings
by checking the log file:

Name . test_pll_delays
Family : ProASIC3E
Output Format - VHDL

Type - Static PLL
Input Freq(MHZz) : 20.000

CLKA Source : Hardwired 1/0
Feedback Delay Value Index - 21

Feedback Mux Select 12

XDLY Mux Select : No

Primary Freq(MHz) : 20.000
Primary PhaseShift -0

Primary Delay Value Index o1

Primary Mux Select t 4

Secondaryl Freq(MHz) : 40.000

Use GLB : YES

Use YB - NO

Primary Clock frequency 20.000
Primary Clock Phase Shift 0.000
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SRAM and FIFO Architecture

To meet the needs of high-performance designs, the memory blocks operate strictly in synchronous
mode for both read and write operations. The read and write clocks are completely independent, and
each can operate at any desired frequency up to 250 MHz.

o 4kx1, 2kx2, 1kx4, 512x9 (dual-port RAM—2 read / 2 write or 1 read / 1 write)
+  512x9, 256x18 (2-port RAM—1 read / 1 write)
»  Sync write, sync pipelined / nonpipelined read

Automotive ProASIC3 devices support single-port SRAM capabilities or dual-port SRAM only under
specific conditions. Dual-port mode is supported if the clocks to the two SRAM ports are the same and
180° out of phase (i.e., the port A clock is the inverse of the port B clock). The Libero SoC software
macro libraries support a dual-port macro only. For use of this macro as a single-port SRAM, the inputs
and clock of one port should be tied off (grounded) to prevent errors during design compile. For use in
dual-port mode, the same clock with an inversion between the two clock pins of the macro should be
used in the design to prevent errors during compile.

The memory block includes dedicated FIFO control logic to generate internal addresses and external flag
logic (FULL, EMPTY, AFULL, AEMPTY).

Simultaneous dual-port read/write and write/write operations at the same address are allowed when
certain timing requirements are met.

During RAM operation, addresses are sourced by the user logic, and the FIFO controller is ignored. In
FIFO mode, the internal addresses are generated by the FIFO controller and routed to the RAM array by
internal MUXes.

The low power flash device architecture enables the read and write sizes of RAMs to be organized
independently, allowing for bus conversion. For example, the write size can be set to 256x18 and the
read size to 512x9.

Both the write width and read width for the RAM blocks can be specified independently with the WW
(write width) and RW (read width) pins. The different DxW configurations are 256x18, 512x9, 1kx4,
2kx2, and 4kx1. When widths of one, two, or four are selected, the ninth bit is unused. For example,
when writing nine-bit values and reading four-bit values, only the first four bits and the second four bits of
each nine-bit value are addressable for read operations. The ninth bit is not accessible.

Conversely, when writing four-bit values and reading nine-bit values, the ninth bit of a read operation will
be undefined. The RAM blocks employ little-endian byte order for read and write operations.

Memory Blocks and Macros

Memory blocks can be configured with many different aspect ratios, but are generically supported in the
macro libraries as one of two memory elements: RAM4K9 or RAM512X18. The RAM4K9 is configured
as a true dual-port memory block, and the RAM512X18 is configured as a two-port memory block. Dual-
port memory allows the RAM to both read from and write to either port independently. Two-port memory
allows the RAM to read from one port and write to the other using a common clock or independent read
and write clocks. If needed, the RAM4K9 blocks can be configured as two-port memory blocks. The
memory block can be configured as a FIFO by combining the basic memory block with dedicated FIFO
controller logic. The FIFO macro is named FIFO4KX18 (Figure 6-3 on page 136).

Clocks for the RAM blocks can be driven by the VersaNet (global resources) or by regular nets. When
using local clock segments, the clock segment region that encompasses the RAM blocks can drive the
RAMs. In the dual-port configuration (RAM4K9), each memory block port can be driven by either rising-
edge or falling-edge clocks. Each port can be driven by clocks with different edges. Though only a rising-
edge clock can drive the physical block itself, the Microsemi Designer software will automatically bubble-
push the inversion to properly implement the falling-edge trigger for the RAM block.
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1/0 Software Control in Low Power Flash Devices

Flash FPGAs I/O Support

The flash FPGAs listed in Table 8-1 support I/Os and the functions described in this document.

Table 8-1 « Flash-Based FPGAs

Series Family” Description
IGLOO IGLOO Ultra-low power 1.2 V to 1.5 V FPGAs with Flash*Freeze technology
IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards
IGLOO nano The industry’s lowest-power, smallest-size solution
IGLOO PLUS IGLOO FPGAs with enhanced I/O capabilities
ProASIC3 ProASIC3 Low power, high-performance 1.5V FPGAs
ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and additional I/O standards
ProASIC3 nano Lowest-cost solution with enhanced 1/O capabilities
ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology
RT ProASIC3 Radiation-tolerant RT3PE6G0OL and RT3PE3000L
Military ProASIC3/EL Military temperature ASPE600L, A3P1000, and A3SPE3000L
Automotive ProASIC3 | ProASIC3 FPGAs qualified for automotive applications
Fusion Fusion Mixed signal FPGA integrating ProASIC3 FPGA fabric, programmable
analog block, support for ARM® Cortex™-M1 soft processors, and flash
memory into a monolithic device
Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,

and packaging information.

IGLOO Terminology

In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 8-1. Where the information applies to only one product line or limited devices, these exclusions

will be explicitly stated.

ProASIC3 Terminology

In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 8-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.

To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGASs Portfolio.
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3. Double-click I/O to open the Create Core window, which is shown in Figure 8-3).

/0 : Create Core FZ|
Input Buffers l DutputBuffers] Bi-directionalBuffers] TriState Buffers] COR ]

W ariations j

‘width

Technology [Lvenos =l

Voltage Level 1.5¢ hd H;Si;t;e
 Pull-Up
" Pull-Diown

Generate | Feset Help Cloze

Figure 8-3 « 1/O Create Core Window

As seen in Figure 8-3, there are five tabs to configure the I/O macro: Input Buffers, Output Buffers,
Bidirectional Buffers, Tristate Buffers, and DDR.

Input Buffers

There are two variations: Regular and Special.

If the Regular variation is selected, only the Width (1 to 128) needs to be entered. The default value for
Width is 1.

The Special variation has Width, Technology, Voltage Level, and Resistor Pull-Up/-Down options (see
Figure 8-3). All the I/O standards and supply voltages (V) supported for the device family are available
for selection.
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Instantiating DDR Registers

Using SmartGen is the simplest way to generate the appropriate RTL files for use in the design.
Figure 9-4 shows an example of using SmartGen to generate a DDR SSTL2 Class | input register.
SmartGen provides the capability to generate all of the DDR 1/O cells as described. The user, through the
graphical user interface, can select from among the many supported I/O standards. The output formats
supported are Verilog, VHDL, and EDIF.

Figure 9-5 on page 211 through Figure 9-8 on page 214 show the 1/O cell configured for DDR using
SSTL2 Class | technology. For each I/O standard, the I/O pad is buffered by a special primitive that
indicates the 1/O standard type.
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Figure 9-4 « Example of Using SmartGen to Generate a DDR SSTL2 Class | Input Register
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Programming Flash Devices

Types of Programming for Flash Devices

The number of devices to be programmed will influence the optimal programming methodology. Those
available are listed below:

In-system programming

— Using a programmer

— Using a microprocessor or microcontroller

Device programmers

— Single-site programmers

— Multi-site programmers, batch programmers, or gang programmers
— Automated production (robotic) programmers

Volume programming services

— Microsemi in-house programming

— Programming centers

In-System Programming

Device Type Supported: Flash

ISP refers to programming the FPGA after it has been mounted on the system printed circuit board. The
FPGA may be preprogrammed and later reprogrammed using ISP.

The advantage of using ISP is the ability to update the FPGA design many times without any changes to
the board. This eliminates the requirement of using a socket for the FPGA, saving cost and improving
reliability. It also reduces programming hardware expenses, as the ISP methodology is die-/package-
independent.

There are two methods of in-system programming: external and internal.

Programmer ISP—Refer to the "In-System Programming (ISP) of Microsemi’s Low Power Flash
Devices Using FlashPro4/3/3X" section on page 261 for more information.

Using an external programmer and a cable, the device can be programmed through a header on
the system board. In Microsemi SoC Products Group documentation, this is referred to as
external ISP. Microsemi provides FlashPro4, FlashPro3, FlashPro Lite, or Silicon Sculptor 3 to
perform external ISP. Note that Silicon Sculptor Il and Silicon Sculptor 3 can only provide ISP for
ProASIC and ProASICELUS® families, not for SmartFusion, Fusion, IGLOO, or ProASIC3. Silicon
Sculptor Il and Silicon Sculptor 3 can be used for programming ProASIC and ProASICELUS
devices by using an adapter module (part number SMPA-ISP-ACTEL-3).

— Advantages: Allows local control of programming and data files for maximum security. The
programming algorithms and hardware are available from Microsemi. The only hardware
required on the board is a programming header.

— Limitations: A negligible board space requirement for the programming header and JTAG
signal routing

Microprocessor ISP—Refer to the "Microprocessor Programming of Microsemi’s Low Power
Flash Devices" chapter of an appropriate FPGA fabric user’s guide for more information.

Using a microprocessor and an external or internal memory, you can store the program in
memory and use the microprocessor to perform the programming. In Microsemi documentation,
this is referred to as internal ISP. Both the code for the programming algorithm and the FPGA
programming file must be stored in memory on the board. Programming voltages must also be
generated on the board.

— Advantages: The programming code is stored in the system memory. An external programmer
is not required during programming.

— Limitations: This is the approach that requires the most design work, since some way of
getting and/or storing the data is needed; a system interface to the device must be designed;
and the low-level API to the programming firmware must be written and linked into the code
provided by Microsemi. While there are benefits to this methodology, serious thought and
planning should go into the decision.
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List of Changes

The following table lists critical changes that were made in each revision of the chapter.

Date Changes Page
July 2010 FlashPro4 is a replacement for FlashPro3 and has been added to this chapter. N/A
FlashPro is no longer available.
The chapter was updated to include SmartFusion devices. N/A
The following were deleted: N/A
"Live at Power-Up (LAPU) or Boot PROM" section
"Design Security" section
Table 14-2 « Programming Features for Actel Devices and much of the text in the
"Programming Features for Microsemi Devices" section
"Programming Flash FPGAs" section
"Return Material Authorization (RMA) Policies" section
The "Device Programmers" section was revised. 225
The Independent Programming Centers information was removed from the "Volume 226
Programming Services" section.
Table 10-3 » Programming Solutions was revised to add FlashPro4 and note that 227
FlashPro is discontinued. A note was added for FlashPro Lite regarding power
supply requirements.
Most items were removed from Table 10-4 « Programming Ordering Codes, 228
including FlashPro3 and FlashPro.
The "Programmer Device Support" section was deleted and replaced with a 228
reference to the Microsemi SoC Products Group website for the latest information.
The "Certified Programming Solutions" section was revised to add FlashPro4 and 228
remove Silicon Sculptor | and Silicon Sculptor 6X. Reference to Programming and
Functional Failure Guidelines was added.
The file type *.pdb was added to the "Use the Latest Version of the Designer 229
Software to Generate Your Programming File (recommended)" section.
Instructions on cleaning and careful insertion were added to the "Perform Routine 229
Hardware Self-Diagnostic Test" section. Information was added regarding testing
Silicon Sculptor programmers with an adapter module installed before every
programming session verifying their calibration annually.
The "Signal Integrity While Using ISP" section is new. 230
The "Programming Failure Allowances" section was revised. 230
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STAPL File with AES Encryption
» Does not contain AES key / FlashLock Key information

* Intended for transmission through web or service to unsecured locations for programming

NOTE "CREATOR'" '‘Designer Version: 6.1.1.108";
NOTE "DEVICE" "A3PE600";

NOTE ""PACKAGE™ '208 PQFP™";

NOTE "'DATE'"™ *2005/04/08";

NOTE "STAPL_VERSION'" "JESD71";

NOTE *"IDCODE" "'$123261CF";

NOTE "DESIGN" *counter32";

NOTE "'CHECKSUM'" “'$EF57";

NOTE '"SAVE_DATA™ "‘FRomStream";

NOTE ""SECURITY"™ "ENCRYPT FROM CORE ™
NOTE "ALG_VERSION™ "1";

NOTE **MAX_FREQ™ "'20000000";

NOTE *SILSIG"™ "$00000000";

Conclusion

The new and enhanced security features offered in Fusion, IGLOO, and ProASIC3 devices provide state-
of-the-art security to designs programmed into these flash-based devices. Microsemi low power flash
devices employ the encryption standard used by NIST and the U.S. government—AES using the 128-bit
Rijndael algorithm.

The combination of an on-chip AES decryption engine and FlashLock technology provides the highest
level of security against invasive attacks and design theft, implementing the most robust and secure ISP
solution. These security features protect IP within the FPGA and protect the system from cloning,
wholesale “black box” copying of a design, invasive attacks, and explicit IP or data theft.

Glossary

Term Explanation

Security Header Programming file used to program the FlashLock Pass Key and/or AES key into the device to
programming file secure the FPGA, FlashROM, and/or FBs.

AES (encryption) key | 128-bit key defined by the user when the AES encryption option is set in the Microsemi
Designer software when generating the programming file.

FlashLock Pass Key | 128-bit key defined by the user when the FlashLock option is set in the Microsemi Designer
software when generating the programming file.

The FlashLock Key protects the security settings programmed to the device. Once a device
is programmed with FlashLock, whatever settings were chosen at that time are secure.

FlashLock The combined security features that protect the device content from attacks. These features
are the following:

» Flash technology that does not require an external bitstream to program the device

* FlashLock Pass Key that secures device content by locking the security settings and
preventing access to the device as defined by the user

» AES key that allows secure, encrypted device reprogrammability

References

National Institute of Standards and Technology. “ADVANCED ENCRYPTION STANDARD (AES)
Questions and Answers.” 28 January 2002 (10 January 2005).
See http://csrc.nist.gov/archive/aes/index1.html for more information.
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In-System Programming (ISP) of Microsemi’s Low Power Flash Devices Using FlashPro4/3/3X

IEEE 1532 (JTAG) Interface

The supported industry-standard IEEE 1532 programming interface builds on the IEEE 1149.1 (JTAG)
standard. IEEE 1532 defines the standardized process and methodology for ISP. Both silicon and
software issues are addressed in IEEE 1532 to create a simplified ISP environment. Any IEEE 1532
compliant programmer can be used to program low power flash devices. Device serialization is not
supported when using the IEEE1532 standard. Refer to the standard for detailed information about IEEE
1532.

Security

Unlike SRAM-based FPGAs that require loading at power-up from an external source such as a
microcontroller or boot PROM, Microsemi nonvolatile devices are live at power-up, and there is no
bitstream required to load the device when power is applied. The unique flash-based architecture
prevents reverse engineering of the programmed code on the device, because the programmed data is
stored in nonvolatile memory cells. Each nonvolatile memory cell is made up of small capacitors and any
physical deconstruction of the device will disrupt stored electrical charges.

Each low power flash device has a built-in 128-bit Advanced Encryption Standard (AES) decryption core,
except for the 30 k gate devices and smaller. Any FPGA core or FlashROM content loaded into the
device can optionally be sent as encrypted bitstream and decrypted as it is loaded. This is particularly
suitable for applications where device updates must be transmitted over an unsecured network such as
the Internet. The embedded AES decryption core can prevent sensitive data from being intercepted
(Figure 12-1 on page 265). A single 128-bit AES Key (32 hex characters) is used to encrypt FPGA core
programming data and/or FlashROM programming data in the Microsemi tools. The low power flash
devices also decrypt with a single 128-bit AES Key. In addition, low power flash devices support a
Message Authentication Code (MAC) for authentication of the encrypted bitstream on-chip. This allows
the encrypted bitstream to be authenticated and prevents erroneous data from being programmed into
the device. The FPGA core, FlashROM, and Flash Memory Blocks (FBs), in Fusion only, can be updated
independently using a programming file that is AES-encrypted (cipher text) or uses plain text.
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Microprocessor Programming of Microsemi’s Low Power Flash Devices

Microprocessor Programming Support in Flash Devices

The flash-based FPGAs listed in Table 14-1 support programming with a microprocessor and the
functions described in this document.

Table 14-1 « Flash-Based FPGAs

Series Family” Description
IGLOO IGLOO Ultra-low power 1.2 V to 1.5 V FPGAs with Flash*Freeze technology
IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards
IGLOO nano The industry’s lowest-power, smallest-size solution
IGLOO PLUS IGLOO FPGAs with enhanced I/O capabilities
ProASIC3 ProASIC3 Low power, high-performance 1.5V FPGAs
ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and additional I/O standards
ProASIC3 nano Lowest-cost solution with enhanced 1/O capabilities
ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology
RT ProASIC3 Radiation-tolerant RT3PE600L and RT3PE3000L
Military ProASIC3/EL | Military temperature A3BPE600OL, A3P1000, and A3PE3000L
Automotive ProASIC3 | ProASIC3 FPGAs qualified for automotive applications
Fusion Fusion Mixed signal FPGA integrating ProASIC3 FPGA fabric, programmable
analog block, support for ARM® Cortex™-M1 soft processors, and flash
memory into a monolithic device
Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,

and packaging information.

IGLOO Terminology

In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 14-1. Where the information applies to only one device or limited devices, these exclusions will
be explicitly stated.

ProASIC3 Terminology

In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 14-1. Where the information applies to only one device or limited devices, these
exclusions will be explicitly stated.

To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGAs Portfolio.
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Boundary Scan in Low Power Flash Devices

Microsemi’s Flash Devices Support the JTAG Feature
The flash-based FPGAs listed in Table 15-1 support the JTAG feature and the functions described in this

document.

Table 15-1 « Flash-Based FPGAs

Series Family” Description
IGLOO IGLOO Ultra-low power 1.2 V to 1.5 V FPGAs with Flash*Freeze technology
IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards
IGLOO nano The industry’s lowest-power, smallest-size solution
IGLOO PLUS IGLOO FPGAs with enhanced I/O capabilities
ProASIC3 ProASIC3 Low power, high-performance 1.5V FPGAs
ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and additional I/O standards
ProASIC3 nano Lowest-cost solution with enhanced 1/O capabilities
ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology
RT ProASIC3 Radiation-tolerant RT3PE600L and RT3PE3000L
Military ProASIC3/EL | Military temperature A3BPE600OL, A3P1000, and A3PE3000L
Automotive ProASIC3 | ProASIC3 FPGAs qualified for automotive applications
Fusion Fusion Mixed signal FPGA integrating ProASIC®3 FPGA fabric, programmable
analog block, support for ARM® Cortex™-M1 soft processors, and flash
memory into a monolithic device
Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,

and packaging information.

IGLOO Terminology

In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 15-1. Where the information applies to only one product line or limited devices, these exclusions
will be explicitly stated.

ProASIC3 Terminology

In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 15-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.

To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGAs Portfolio.
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vCcC

VCC=1575V _p

VCC=1425V _p

Activation trip point:

Va=085V£025V

Deactivation trip point:
Vg=0.75VvV£0.25V

VCC =VCCI + VT

Where VT can be from 0.58 V to 0.9 V (typically 0.75 V)

\ Region 4: I/O
buffers are ON.

1/Os are functional
(except differential inputs)
but slower because VCCl is
below specifcation. For the
same reason, input buffers do not
meet VIH/VIL levels, and output
buffers do not meet VOH/VOL levels.

Region 1: 1/O Buffers are OFF

Region 5: I/0 buffers are ON
and power supplies are within
specification.

1/Os meet the entire datasheet
and timer specifications for
speed, VIH/VIL , VOH /VOL , etc.

Region 2: 1/0 buffers are ON.

1/Os are functional (except differential inputs)
but slower because VCCI / VCC are below
specification. For the same reason, input
buffers do not meet VIH / VIL levels, and
output buffers do not meet VOH / VOL levels.

Region 3: I/O buffers are ON.
1/Os are functional; 1/0 DC
specifications are met,

but I/Os are slower because
the VCC is below specification

Region 1: 1/0 buffers are OFF

Activation trip point:
Va=09VvV£03V
Deactivation trip point:
Vg=08VvV+03V

}

Min VCCI datasheet specification
voltage at a selected /O
standard; i.e., 1.425Vor 1.7V
or2.3Vor3.0V

VCCI

Figure 17-4 « 1/O State as a Function of VCCI and VCC Voltage Levels for IGLOO V5, IGLOO nano V5,
IGLOO PLUS V5, ProASIC3L, and ProASIC3 Devices Running at VCC =15V £ 0.075 V
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