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What is "Embedded - Microcontrollers"?

"Embedded - Microcontrollers" refer to small, integrated
circuits designed to perform specific tasks within larger
systems. These microcontrollers are essentially compact
computers on a single chip, containing a processor core,
memory, and programmable input/output peripherals.
They are called "embedded" because they are embedded
within electronic devices to control various functions,
rather than serving as standalone computers.
Microcontrollers are crucial in modern electronics,
providing the intelligence and control needed for a wide
range of applications.

Applications of "Embedded -
Microcontrollers"

Embedded microcontrollers are used in virtually every
sector of electronics, providing the necessary control and
processing power for a multitude of applications. In
consumer electronics, they manage the operations of
smartphones, home appliances, and wearable devices. In
automotive systems, microcontrollers control engine
functions, safety features, and infotainment systems.
Industrial applications rely on microcontrollers for
automation, robotics, and process control. Additionally,
microcontrollers are integral in medical devices, handling
functions such as monitoring, diagnostics, and control of
therapeutic equipment. Their versatility and
programmability make them essential components in
creating efficient, responsive, and intelligent electronic
systems.

Common Subcategories of "Embedded -
Microcontrollers"

Embedded microcontrollers can be categorized based on
their architecture, performance, and application focus.
Common subcategories include 8-bit, 16-bit, and 32-bit
microcontrollers, differentiated by their processing power
and memory capacity. 8-bit microcontrollers are typically
used in simple applications like basic control systems and
small devices. 16-bit microcontrollers offer a balance
between performance and complexity, suitable for
medium-scale applications like industrial automation. 32-
bit microcontrollers provide high performance and are
used in complex applications requiring advanced
processing, such as automotive systems and sophisticated
consumer electronics. Each subcategory serves a specific
range of applications, providing tailored solutions for
different performance and complexity needs.

Types of "Embedded - Microcontrollers"

There are various types of embedded microcontrollers,
each designed to meet specific application requirements.
General-purpose microcontrollers are versatile and used in
a wide range of applications, offering a balance of
performance, memory, and peripheral options. Special-
purpose microcontrollers are tailored for specific tasks,
such as automotive controllers, which include features like
built-in motor control peripherals and automotive-grade
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family
TABLE 1-4: OC1 THROUGH OC9 PINOUT I/O DESCRIPTIONS 

Pin Name

Pin Number

Pin
Type

Buffer
Type

Description64-pin
QFN/
TQFP

100-pin
TQFP

124-pin
VTLA

144-pin 
TQFP/
LQFP

Output Compare

OC1 PPS PPS PPS PPS O — Output Compare Outputs 1-9

OC2 PPS PPS PPS PPS O —

OC3 PPS PPS PPS PPS O —

OC4 PPS PPS PPS PPS O —

OC5 PPS PPS PPS PPS O —

OC6 PPS PPS PPS PPS O —

OC7 PPS PPS PPS PPS O —

OC8 PPS PPS PPS PPS O —

OC9 PPS PPS PPS PPS O —

OCFA PPS PPS PPS PPS I ST Output Compare Fault A Input

OCFB 30 44 B24 62 I ST Output Compare Fault B Input

Legend: CMOS = CMOS-compatible input or output Analog = Analog input P = Power
ST = Schmitt Trigger input with CMOS levels O = Output I = Input
TTL = Transistor-transistor Logic input buffer PPS = Peripheral Pin Select

TABLE 1-5: EXTERNAL INTERRUPTS PINOUT I/O DESCRIPTIONS 

Pin Name

Pin Number

Pin
Type

Buffer
Type

Description64-pin
QFN/
TQFP

100-pin
TQFP

124-pin
VTLA

144-pin 
TQFP/
LQFP

External Interrupts

INT0 46 71 A48 104 I ST External Interrupt 0

INT1 PPS PPS PPS PPS I ST External Interrupt 1

INT2 PPS PPS PPS PPS I ST External Interrupt 2

INT3 PPS PPS PPS PPS I ST External Interrupt 3

INT4 PPS PPS PPS PPS I ST External Interrupt 4

Legend: CMOS = CMOS-compatible input or output Analog = Analog input P = Power
ST = Schmitt Trigger input with CMOS levels O = Output I = Input
TTL = Transistor-transistor Logic input buffer PPS = Peripheral Pin Select
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family
REGISTER 4-2: SBFLAG: SYSTEM BUS STATUS FLAG REGISTER  

Bit 
Range

Bit
31/23/15/7

Bit
30/22/14/6

Bit
29/21/13/5

Bit
28/20/12/4

Bit
27/19/11/3

Bit
26/18/10/2

Bit
25/17/9/1

Bit
24/16/8/0

31:24
U-0 U-0 U-0 U-0 U-0 U-0 U-0 U-0

— — — — — — — —

23:16
U-0 U-0 U-0 U-0 U-0 U-0 U-0 U-0

— — — — — — — —

15:8
U-0 U-0 R-0 R-0 R-0 R-0 R-0 R-0

— — T13PGV T12PGV T11PGV T10PGV T9PGV T8PGV

7:0
R-0 R-0 R-0 R-0 R-0 R-0 R-0 R-0

T7PGV T6PGV T5PGV T4PGV T3PGV T2PGV T1PGV T0PGV

Legend:

R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’

-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared

bit 31-14 Unimplemented: Read as ‘0’

bit 13-0 TxPGV: Target ‘x’ Permission Group Violation Status bits (‘x’ = 0-13)

Refer to Table 4-6 for the list of available targets and their descriptions.

1 = Target is reporting a Permission Group (PG) violation
0 = Target is not reporting a PG violation

Note: All errors are cleared at the source (i.e., SBTxELOG1, SBTxELOG2, SBTxECLRS, or SBTxECLRM 
registers).
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family
REGISTER 8-5: REFOxTRIM: REFERENCE OSCILLATOR TRIM REGISTER (‘x’ = 1-4)

Bit 
Range

Bit
31/23/15/7

Bit
30/22/14/6

Bit
29/21/13/5

Bit
28/20/12/4

Bit
27/19/11/3

Bit
26/18/10/2

Bit
25/17/9/1

Bit
24/16/8/0

31:24
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

ROTRIM<8:1>

23:16
R/W-0 R-0 U-0 U-0 U-0 U-0 U-0 U-0

ROTRIM<0> — — — — — — —

15:8
U-0 R-0 U-0 U-0 U-0 U-0 U-0 U-0

— — — — — — — —

7:0
U-0 U-0 U-0 U-0 U-0 U-0 U-0 U-0

— — — — — — — —

Legend:

R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’

-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 31-23 ROTRIM<8:0>: Reference Oscillator Trim bits

111111111 = 511/512 divisor added to RODIV value
111111110 = 510/512 divisor added to RODIV value
•
•
•
100000000 = 256/512 divisor added to RODIV value
•
•
•
000000010 = 2/512 divisor added to RODIV value
000000001 = 1/512 divisor added to RODIV value
000000000 = 0 divisor added to RODIV value

bit 22-0 Unimplemented: Read as ‘0’

Note 1: While the ON bit (REFOxCON<15>) is ‘1’, writes to this register do not take effect until the DIVSWEN bit is 
also set to ‘1’.

2: Do not write to this register when the ON bit (REFOxCON<15>) is not equal to the ACTIVE bit 
(REFOxCON<8>).

3: Specified values in this register do not take effect if RODIV<14:0> (REFOxCON<30:16>) = 0.
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family
bit 19-16 ENDPOINT<3:0>: Endpoint Registers Select bits
1111 = Reserved

•

•

•

1000 = Reserved
0111 = Endpoint 7

•

•

•

0000 = Endpoint 0

These bits select which endpoint registers are accessed through addresses 3010-301F.

bit 15-11 Unimplemented: Read as ‘0’

bit 10-0 RFRMNUM<10:0>: Last Received Frame Number bits

REGISTER 11-4: USBCSR3: USB CONTROL STATUS REGISTER 3 (CONTINUED)
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family
REGISTER 11-30: USBCRCON: USB CLOCK/RESET CONTROL REGISTER 

Bit 
Range

Bit
31/23/15/7

Bit
30/22/14/6

Bit
29/21/13/5

Bit
28/20/12/4

Bit
27/19/11/3

Bit
26/18/10/2

Bit
25/17/9/1

Bit
24/16/8/0

31:24
U-0 U-0 U-0 U-0 U-0 R-0, HS, HC R-0, HS, HC R/W-1, HS

— — — — — USBIF USBRF USBWKUP

23:16
U-0 U-0 U-0 U-0 U-0 U-0 U-0 U-0

— — — — — — — —

15:8

r-1 U-0 U-0 U-0 U-0 U-0 R/W-0 R/W-0

— — — — — —
USB

IDOVEN
USB

IDVAL

7:0

R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

PHYIDEN
VBUS

MONEN
ASVAL

MONEN
BSVAL

MONEN
SEND

MONEN
USBIE USBRIE

USB
WKUPEN

Legend:

R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’

-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 31-27 Unimplemented: Read as ‘0’

bit 26 USBIF: USB General Interrupt Flag bit
1 = An event on the USB Bus has occurred
0 = No interrupt from USB module or interrupts have not been enabled

bit 25 USBRF: USB Resume Flag bit
1 = Resume from Suspend state. Device wake-up activity can be started.
0 = No Resume activity detected during Suspend, or not in Suspend state

bit 24 USBWK: USB Activity Status bit
1 = Connect, disconnect, or other activity on USB detected since last cleared
0 = No activity detected on USB

Note: This bit should be cleared just prior to entering sleep, but it should be checked that no activity 
has already occurred on USB before actually entering sleep.

bit 23-14 Unimplemented: Read as ‘0’

bit 15 Reserved: Read as ‘1’

bit 14-10 Unimplemented: Read as ‘0’

bit 9 USBIDOVEN: USB ID Override Enable bit
1 = Enable use of USBIDVAL bit
0 = Disable use of USBIDVAL and instead use the PHY value

bit 8 USBIDVAL: USB ID Value bit
1 = ID override value is 1
0 = ID override value is 0

bit 7 PHYIDEN: PHY ID Monitoring Enable bit
1 = Enable monitoring of the ID bit from the USB PHY
0 = Disable monitoring of the ID bit from the USB PHY

bit 6 VBUSMONEN: VBUS Monitoring for OTG Enable bit
1 = Enable monitoring for VBUS in VBUS Valid range (between 4.4V and 4.75V)
0 = Disable monitoring for VBUS in VBUS Valid range

bit 5 ASVALMONEN: A-Device VBUS Monitoring for OTG Enable bit
1 = Enable monitoring for VBUS in Session Valid range for A-device (between 0.8V and 2.0V)
0 = Disable monitoring for VBUS in Session Valid range for A-device

bit 4 BSVALMONEN: B-Device VBUS Monitoring for OTG Enable bit
1 = Enable monitoring for VBUS in Session Valid range for B-device (between 0.8V and 4.0V)
0 = Disable monitoring for VBUS in Session Valid range for B-device
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family
REGISTER 14-1: TxCON: TYPE B TIMER CONTROL REGISTER (‘x’ = 2-9) 

Bit 
Range

Bit
31/23/15/7

Bit
30/22/14/6

Bit
29/21/13/5

Bit
28/20/12/4

Bit
27/19/11/3

Bit
26/18/10/2

Bit
25/17/9/1

Bit
24/16/8/0

31:24
U-0 U-0 U-0 U-0 U-0 U-0 U-0 U-0

— — — — — — — —

23:16
U-0 U-0 U-0 U-0 U-0 U-0 U-0 U-0

— — — — — — — —

15:8
R/W-0 U-0 R/W-0 U-0 U-0 U-0 U-0 U-0

ON(1) — SIDL(2) — — — — —

7:0
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 U-0 R/W-0 U-0

TGATE(1) TCKPS<2:0>(1) T32(3) — TCS(1) —

Legend:

R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’

-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 31-16 Unimplemented: Read as ‘0’

bit 15 ON: Timer On bit(1)

1 = Module is enabled
0 = Module is disabled

bit 14 Unimplemented: Read as ‘0’

bit 13 SIDL: Stop in Idle Mode bit(2)

1 = Discontinue operation when device enters Idle mode
0 = Continue operation even in Idle mode

bit 12-8 Unimplemented: Read as ‘0’

bit 7 TGATE: Timer Gated Time Accumulation Enable bit(1)

When TCS = 1:
This bit is ignored and is read as ‘0’.

When TCS = 0:
1 = Gated time accumulation is enabled
0 = Gated time accumulation is disabled

bit 6-4 TCKPS<2:0>: Timer Input Clock Prescale Select bits(1)

111 = 1:256 prescale value
110 = 1:64 prescale value
101 = 1:32 prescale value
100 = 1:16 prescale value
011 = 1:8 prescale value
010 = 1:4 prescale value
001 = 1:2 prescale value
000 = 1:1 prescale value

bit 3 T32: 32-Bit Timer Mode Select bit(3)

1 = Odd numbered and even numbered timers form a 32-bit timer
0 = Odd numbered and even numbered timers form separate 16-bit timers

Note 1: While operating in 32-bit mode, this bit has no effect for odd numbered timers (Timer1, Timer3, Timer5, 
Timer7, and Timer9). All timer functions are set through the even numbered timers.

2: While operating in 32-bit mode, this bit must be cleared on odd numbered timers to enable the 32-bit timer 
in Idle mode.

3: This bit is available only on even numbered timers (Timer2, Timer4, Timer6, and Timer8).
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family
bit 12 BURSTEN: Burst Configuration bit(1)

1 = Burst is enabled
0 = Burst is not enabled

bit 11 Reserved: Must be programmed as ‘0’

bit 10 HOLD: Hold bit

In Single Lane or Dual Lane mode, this bit is used to drive the SQID3 pin, which can be used for devices 
with a HOLD input pin. The meaning of the values for this bit will depend on the device to which SQID3 is 
connected.

bit 9 WP: Write Protect bit

In Single Lane or Dual Lane mode, this bit is used to drive the SQID2 pin, which can be used with devices 
with a write-protect pin. The meaning of the values for this bit will depend on the device to which SQID2 is 
connected.

bit 8-6 Unimplemented: Read as ‘0’

bit 5 LSBF: Data Format Select bit

1 = LSB is sent or received first
0 = MSB is sent or received first

bit 4 CPOL: Clock Polarity Select bit

1 = Active-low SQICLK (SQICLK high is the Idle state)
0 = Active-high SQICLK (SQICLK low is the Idle state)

bit 3 CPHA: Clock Phase Select bit

1 = SQICLK starts toggling at the start of the first data bit
0 = SQICLK starts toggling at the middle of the first data bit

bit 2-0 MODE<2:0>: Mode Select bits

111 = Reserved

•

•

•

100 = Reserved
011 = XIP mode is selected (when this mode is entered, the module behaves as if executing in place (XIP), 

but uses the register data to control timing)
010 = DMA mode is selected
001 = CPU mode is selected (the module is controlled by the CPU in PIO mode. This mode is entered when 

leaving Boot or XIP mode)
000 = Reserved

REGISTER 20-3: SQI1CFG: SQI CONFIGURATION REGISTER (CONTINUED)

Note 1: This bit must be programmed as ‘1’.
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family
22.0 UNIVERSAL ASYNCHRONOUS 
RECEIVER TRANSMITTER 
(UART)

The UART module is one of the serial I/O modules 
available in the PIC32MZ EF family of devices. The 
UART is a full-duplex, asynchronous communication 
channel that communicates with peripheral devices 
and personal computers through protocols, such as 
RS-232, RS-485, LIN, and IrDA®. The module also 
supports the hardware flow control option, with 
UxCTS and UxRTS pins, and also includes an IrDA 
encoder and decoder.

The primary features of the UART module are:

• Full-duplex, 8-bit or 9-bit data transmission

• Even, Odd or No Parity options (for 8-bit data)

• One or two Stop bits

• Hardware auto-baud feature

• Hardware flow control option

• Fully integrated Baud Rate Generator (BRG) with 
16-bit prescaler

• Baud rates ranging from 76 bps to 25 Mbps at 
100 MHz (PBCLK2)

• 8-level deep First-In-First-Out (FIFO) transmit 
data buffer

• 8-level deep FIFO receive data buffer

• Parity, framing and buffer overrun error detection

• Support for interrupt-only on address detect 
(9th bit = 1)

• Separate transmit and receive interrupts

• Loopback mode for diagnostic support

• LIN Protocol support

• IrDA encoder and decoder with 16x baud clock 
output for external IrDA encoder/decoder support

Figure 22-1 illustrates a simplified block diagram of the 
UART module.

FIGURE 22-1: UART SIMPLIFIED BLOCK DIAGRAM 

Note: This data sheet summarizes the features 
of the PIC32MZ EF family of devices. It is 
not intended to be a comprehensive 
reference source. To complement the 
information in this data sheet, refer to 
Section 21. “Universal Asynchronous 
Receiver Transmitter (UART)”
(DS60001107) in the “PIC32 Family 
Reference Manual”, which is available 
from the Microchip web site 
(www.microchip.com/PIC32).

Baud Rate Generator

UxRX

Hardware Flow Control

UARTx Receiver

UARTx Transmitter UxTX

UxCTS

UxRTS/BCLKx

IrDA®

PBCLK2
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family
REGISTER 26-8: CEPOLLCON: CRYPTO ENGINE POLL CONTROL REGISTER 

Bit 
Range

Bit
31/23/15/7

Bit
30/22/14/6

Bit
29/21/13/5

Bit
28/20/12/4

Bit
27/19/11/3

Bit
26/18/10/2

Bit
25/17/9/1

Bit
24/16/8/0

31:24
U-0 U-0 U-0 U-0 U-0 U-0 U-0 U-0

— — — — — — — —

23:16
U-0 U-0 U-0 U-0 U-0 U-0 U-0 U-0

— — — — — — — —

15:8
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

BDPPLCON<15:8>

7:0
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

BDPPLCON<7:0>

Legend:

R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’

-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 31-16 Unimplemented: Read as ‘0’

bit 15 BDPPLCON<15:0>: Buffer Descriptor Processor Poll Control bits

These bits determine the number of SYSCLK cycles that the Crypto DMA would wait before refetching the 
descriptor control word if the Buffer Descriptor fetched was disabled.
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family
26.3 Security Association Structure

Table 26-4 shows the Security Association Structure. 
The Crypto Engine uses the Security Association to 
determine the settings for processing a Buffer Descrip-
tor Processor. The Security Association contains:

• Which algorithm to use

• Whether to use engines in parallel (for both 
authentication and encryption/decryption)

• The size of the key

• Authentication key

• Encryption/decryption key

• Authentication Initialization Vector (IV)

• Encryption IV

TABLE 26-4: CRYPTO ENGINE SECURITY ASSOCIATION STRUCTURE 

Name
Bit

31/23/15/7
Bit

30/22/14/6
Bit

29/21/13/5
Bit

28/20/12/4
Bit

27/19/11/3
Bit

26/18/10/2
Bit

25/17/9/1
Bit

24/16/8/0

SA_CTRL 31:24 — — VERIFY — NO_RX OR_EN ICVONLY IRFLAG

23:16 LNC LOADIV FB FLAGS — — — ALGO<6>

15:8 ALGO<5:0> ENCTYPE KEYSIZE<1>
7:0 KEYSIZE<0> MULTITASK<2:0> CRYPTOALGO<3:0>

SA_AUTHKEY1 31:24 AUTHKEY<31:24>

23:16 AUTHKEY<23:16>

15:8 AUTHKEY<15:8>

7:0 AUTHKEY<7:0>

SA_AUTHKEY2 31:24 AUTHKEY<31:24>

23:16 AUTHKEY<23:16>

15:8 AUTHKEY<15:8>

7:0 AUTHKEY<7:0>

SA_AUTHKEY3 31:24 AUTHKEY<31:24>

23:16 AUTHKEY<23:16>

15:8 AUTHKEY<15:8>

7:0 AUTHKEY<7:0>

SA_AUTHKEY4 31:24 AUTHKEY<31:24>

23:16 AUTHKEY<23:16>

15:8 AUTHKEY<15:8>

7:0 AUTHKEY<7:0>

SA_AUTHKEY5 31:24 AUTHKEY<31:24>

23:16 AUTHKEY<23:16>

15:8 AUTHKEY<15:8>

7:0 AUTHKEY<7:0>

SA_AUTHKEY6 31:24 AUTHKEY<31:24>

23:16 AUTHKEY<23:16>

15:8 AUTHKEY<15:8>

7:0 AUTHKEY<7:0>

SA_AUTHKEY7 31:24 AUTHKEY<31:24>

23:16 AUTHKEY<23:16>

15:8 AUTHKEY<15:8>

7:0 AUTHKEY<7:0>

SA_AUTHKEY8 31:24 AUTHKEY<31:24>

23:16 AUTHKEY<23:16>

15:8 AUTHKEY<15:8>

7:0 AUTHKEY<7:0>

SA_ENCKEY1 31:24 ENCKEY<31:24>

23:16 ENCKEY<23:16>

15:8 ENCKEY<15:8>

7:0 ENCKEY<7:0>

SA_ENCKEY2 31:24 ENCKEY<31:24>

23:16 ENCKEY<23:16>
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family
Figure 26-10: Format of SA_CTRL (Continued)

bit 16-10 ALGO<6:0>: Type of Algorithm to Use
1xxxxxx = HMAC 1
x1xxxxx = SHA-256
xx1xxxx = SHA1
xxx1xxx = MD5
xxxx1xx = AES
xxxxx1x = TDES
xxxxxx1 = DES

bit 9 ENC: Type of Encryption Setting
1 = Encryption
0 = Decryption

bit 8-7 KEYSIZE<1:0>: Size of Keys in SA_AUTHKEYx or SA_ENCKEYx
11 = Reserved; do not use
10 = 256 bits
01 = 192 bits
00 = 128 bits(1)

bit 6-4 MULTITASK<2:0>: How to Combine Parallel Operations in the Crypto Engine
111 = Parallel pass (decrypt and authenticate incoming data in parallel)
101 = Pipe pass (encrypt the incoming data, and then perform authentication on the encrypted data)
011 = Reserved
010 = Reserved
001 = Reserved
000 = Encryption or authentication or decryption (no pass)

bit 3-0 CRYPTOALGO<3:0>: Mode of operation for the Crypto Algorithm
1111 = Reserved
1110 = AES_GCM (for AES processing)
1101 = RCTR (for AES processing)
1100 = RCBC_MAC (for AES processing)
1011 = ROFB (for AES processing)
1010 = RCFB (for AES processing)
1001 = RCBC (for AES processing)
1000 = RECB (for AES processing)
0111 = TOFB (for Triple-DES processing)
0110 = TCFB (for Triple-DES processing)
0101 = TCBC (for Triple-DES processing)
0100 = TECB (for Triple-DES processing)
0011 = OFB (for DES processing)
0010 = CFB (for DES processing)
0001 = CBC (for DES processing)
0000 = ECB (for DES processing)

Note 1: This setting does not alter the size of SA_AUTHKEYx or SA_ENCKEYx in the Security Association, 
only the number of bits of SA_AUTHKEYx and SA_ENCKEYx that are used.
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family
REGISTER 28-23: ADCFIFO: ADC FIFO DATA REGISTER 

Bit Range Bit
31/23/15/7

Bit
30/22/14/6

Bit
29/21/13/5

Bit
28/20/12/4

Bit
27/19/11/3

Bit
26/18/10/2

Bit
25/17/9/1

Bit
24/16/8/0

31:24
R-0 R-0 R-0 R-0 R-0 R-0 R-0 R-0

DATA<31:24>

23:16
R-0 R-0 R-0 R-0 R-0 R-0 R-0 R-0

DATA<23:16>

15:8
R-0 R-0 R-0 R-0 R-0 R-0 R-0 R-0

DATA<15:8>

7:0
R-0 R-0 R-0 R-0 R-0 R-0 R-0 R-0

DATA<7:0>

Legend:

R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’

-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 31-0 DATA<31:0>: FIFO Data Output Value bits

Note: When an alternate input is used as the input source for a dedicated ADC module, the data output is still read 
from the Primary input Data Output Register.
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20/4 19/3 18/2 17/1 16/0

CANCAP — — — — 0480

DNCNT<4:0> 0000

— — SEG2PH<2:0> 0000

BRP<5:0> 0000

— MODIE CTMRIE RBIE TBIE 0000

— MODIF CTMRIF RBIF TBIF 0000

— — — — — 0000

ICODE<6:0> 0040

TXBP RXBP TXWARN RXWARN EWARN 0000

RERRCNT<7:0> 0000

FIFOIP20 FIFOIP19 FIFOIP18 FIFOIP17 FIFOIP16 0000

FIFOIP4 FIFOIP3 FIFOIP2 FIFOIP1 FIFOIP0 0000

RXOVF20 RXOVF19 RXOVF18 RXOVF17 RXOVF16 0000

RXOVF4 RXOVF3 RXOVF2 RXOVF1 RXOVF0 0000

0000

0000

-— MIDE — EID<17:16> xxxx

xxxx

-— MIDE — EID<17:16> xxxx

xxxx

-— MIDE — EID<17:16> xxxx

xxxx

-— MIDE — EID<17:16> xxxx

xxxx

FSEL2<4:0> 0000

FSEL0<4:0> 0000

FSEL6<4:0> 0000

FSEL4<4:0> 0000

FSEL10<4:0> 0000

FSEL8<4:0> 0000

FSEL14<4:0> 0000

FSEL12<4:0> 0000

e Section 12.3 “CLR, SET, and INV Registers” for more 
TABLE 29-2: CAN2 REGISTER SUMMARY FOR PIC32MZXXXXECF AND PIC32MZXXXXECH DEVIC
V
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Bits

31/15 30/14 29/13 28/12 27/11 26/10 25/9 24/8 23/7 22/6 21/5

1000 C2CON
31:16 — — — — ABAT REQOP<2:0> OPMOD<2:0>

15:0 ON — SIDLE — CANBUSY — — — — — —

1010 C2CFG
31:16 — — — — — — — — — WAKFIL —

15:0 SEG2PHTS SAM SEG1PH<2:0> PRSEG<2:0> SJW<1:0>

1020 C2INT
31:16 IVRIE WAKIE CERRIE SERRIE RBOVIE — — — — — —

15:0 IVRIF WAKIF CERRIF SERRIF RBOVIF — — — — — —

1030 C2VEC
31:16 — — — — — — — — — — —

15:0 — — — FILHIT<4:0> —

1040 C2TREC
31:16 — — — — — — — — — — TXBO

15:0 TERRCNT<7:0>

1050 C2FSTAT
31:16 FIFOIP31 FIFOIP30 FIFOIP29 FIFOIP28 FIFOIP27 FIFOIP26 FIFOIP25 FIFOIP24 FIFOIP23 FIFOIP22 FIFOIP21

15:0 FIFOIP15 FIFOIP14 FIFOIP13 FIFOIP12 FIFOIP11 FIFOIP10 FIFOIP9 FIFOIP8 FIFOIP7 FIFOIP6 FIFOIP5

1060 C2RXOVF
31:16 RXOVF31 RXOVF30 RXOVF29 RXOVF28 RXOVF27 RXOVF26 RXOVF25 RXOVF24 RXOVF23 RXOVF22 RXOVF21

15:0 RXOVF15 RXOVF14 RXOVF13 RXOVF12 RXOVF11 RXOVF10 RXOVF9 RXOVF8 RXOVF7 RXOVF6 RXOVF5

1070 C2TMR
31:16 CANTS<15:0>

15:0 CANTSPRE<15:0>

1080 C2RXM0
31:16 SID<10:0>

15:0 EID<15:0>

10A0 C2RXM1
31:16 SID<10:0>

15:0 EID<15:0>

10B0 C2RXM2
31:16 SID<10:0>

15:0 EID<15:0>

10B0 C2RXM3
31:16 SID<10:0>

15:0 EID<15:0>

1010 C2FLTCON0
31:16 FLTEN3 MSEL3<1:0> FSEL3<4:0> FLTEN2 MSEL2<1:0>

15:0 FLTEN1 MSEL1<1:0> FSEL1<4:0> FLTEN0 MSEL0<1:0>

10D0 C2FLTCON1
31:16 FLTEN7 MSEL7<1:0> FSEL7<4:0> FLTEN6 MSEL6<1:0>

15:0 FLTEN5 MSEL5<1:0> FSEL5<4:0> FLTEN4 MSEL4<1:0>

10E0 C2FLTCON2
31:16 FLTEN11 MSEL11<1:0> FSEL11<4:0> FLTEN10 MSEL10<1:0>

15:0 FLTEN9 MSEL9<1:0> FSEL9<4:0> FLTEN8 MSEL8<1:0>

10F0 C2FLTCON3
31:16 FLTEN15 MSEL15<1:0> FSEL15<4:0> FLTEN14 MSEL14<1:0>

15:0 FLTEN13 MSEL13<1:0> FSEL13<4:0> FLTEN12 MSEL12<1:0>

Legend: x = unknown value on Reset; — = unimplemented, read as ‘0’. Reset values are shown in hexadecimal.
Note 1: All registers in this table have corresponding CLR, SET and INV registers at their virtual addresses, plus offsets of 0x4, 0x8 and 0xC, respectively. Se

information.



PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family
REGISTER 29-12: CiFLTCON2: CAN FILTER CONTROL REGISTER 2 

Bit 
Range

Bit
31/23/15/7

Bit
30/22/14/6

Bit
29/21/13/5

Bit
28/20/12/4

Bit
27/19/11/3

Bit
26/18/10/2

Bit
25/17/9/1

Bit
24/16/8/0

31:24
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

FLTEN11 MSEL11<1:0> FSEL11<4:0>

23:16
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

FLTEN10 MSEL10<1:0> FSEL10<4:0>

15:8
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

FLTEN9 MSEL9<1:0> FSEL9<4:0>

7:0
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

FLTEN8 MSEL8<1:0> FSEL8<4:0>

Legend:

R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’

-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 31 FLTEN11: Filter 11 Enable bit

1 = Filter is enabled
0 = Filter is disabled

bit 30-29 MSEL11<1:0>: Filter 11 Mask Select bits

11 = Acceptance Mask 3 selected
10 = Acceptance Mask 2 selected
01 = Acceptance Mask 1 selected
00 = Acceptance Mask 0 selected

bit 28-24 FSEL11<4:0>: FIFO Selection bits

11111 = Message matching filter is stored in FIFO buffer 31

11110 = Message matching filter is stored in FIFO buffer 30

•

•

•

00001 = Message matching filter is stored in FIFO buffer 1
00000 = Message matching filter is stored in FIFO buffer 0

bit 23 FLTEN10: Filter 10 Enable bit

1 = Filter is enabled
0 = Filter is disabled

bit 22-21 MSEL10<1:0>: Filter 10 Mask Select bits

11 = Acceptance Mask 3 selected
10 = Acceptance Mask 2 selected
01 = Acceptance Mask 1 selected
00 = Acceptance Mask 0 selected

bit 20-16 FSEL10<4:0>: FIFO Selection bits

11111 = Message matching filter is stored in FIFO buffer 31

11110 = Message matching filter is stored in FIFO buffer 30

•

•

•

00001 = Message matching filter is stored in FIFO buffer 1
00000 = Message matching filter is stored in FIFO buffer 0

Note: The bits in this register can only be modified if the corresponding filter enable (FLTENn) bit is ‘0’.
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family
,4

REGISTER 29-14: CiFLTCON4: CAN FILTER CONTROL REGISTER 4 

Bit 
Range

Bit
31/23/15/7

Bit
30/22/14/6

Bit
29/21/13/5

Bit
28/20/12/4

Bit
27/19/11/3

Bit
26/18/10/2

Bit
25/17/9/1

Bit
24/16/8/0

31:24
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

FLTEN19 MSEL19<1:0> FSEL19<4:0>

23:16
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

FLTEN18 MSEL18<1:0> FSEL18<4:0>

15:8
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

FLTEN17 MSEL17<1:0> FSEL17<4:0>

7:0
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

FLTEN16 MSEL16<1:0> FSEL16<4:0>

Legend:

R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’

-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 31 FLTEN19: Filter 19 Enable bit

1 = Filter is enabled
0 = Filter is disabled

bit 30-29 MSEL19<1:0>: Filter 19 Mask Select bits

11 = Acceptance Mask 3 selected
10 = Acceptance Mask 2 selected
01 = Acceptance Mask 1 selected
00 = Acceptance Mask 0 selected

bit 28-24 FSEL19<4:0>: FIFO Selection bits

11111 = Message matching filter is stored in FIFO buffer 31

11110 = Message matching filter is stored in FIFO buffer 30

•

•

•

00001 = Message matching filter is stored in FIFO buffer 1
00000 = Message matching filter is stored in FIFO buffer 0

bit 23 FLTEN18: Filter 18 Enable bit

1 = Filter is enabled
0 = Filter is disabled

bit 22-21 MSEL18<1:0>: Filter 18 Mask Select bits

11 = Acceptance Mask 3 selected
10 = Acceptance Mask 2 selected
01 = Acceptance Mask 1 selected
00 = Acceptance Mask 0 selected

bit 20-16 FSEL18<4:0>: FIFO Selection bits

11111 = Message matching filter is stored in FIFO buffer 31

11110 = Message matching filter is stored in FIFO buffer 30

•

•

•

00001 = Message matching filter is stored in FIFO buffer 1
00000 = Message matching filter is stored in FIFO buffer 0

Note: The bits in this register can only be modified if the corresponding filter enable (FLTENn) bit is ‘0’.
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family
30.0 ETHERNET CONTROLLER

The Ethernet controller is a bus master module that 
interfaces with an off-chip Physical Layer (PHY) to 
implement a complete Ethernet node in a system.

Key features of the Ethernet Controller include:

• Supports 10/100 Mbps data transfer rates

• Supports full-duplex and half-duplex operation

• Supports RMII and MII PHY interface

• Supports MIIM PHY management interface

• Supports both manual and automatic Flow Control

• RAM descriptor-based DMA operation for both 
receive and transmit path

• Fully configurable interrupts

• Configurable receive packet filtering

- CRC check

- 64-byte pattern match

- Broadcast, multicast and unicast packets

- Magic Packet™

- 64-bit hash table

- Runt packet

• Supports packet payload checksum calculation

• Supports various hardware statistics counters

Figure 30-1 illustrates a block diagram of the Ethernet 
controller.

FIGURE 30-1: ETHERNET CONTROLLER BLOCK DIAGRAM

Note: This data sheet summarizes the 
features of the PIC32MZ EF family of 
devices. It is not intended to be a 
comprehensive reference source. To 
complement the information in this data 
sheet, refer to Section 35. “Ethernet 
Controller” (DS60001155) in the “PIC32 
Family Reference Manual”, which is 
available from the Microchip web site 
(www.microchip.com/PIC32).
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family
TABLE 37-11: DC CHARACTERISTICS: I/O PIN OUTPUT SPECIFICATIONS  

DC CHARACTERISTICS

Standard Operating Conditions: 2.1V to 3.6V
(unless otherwise stated)
Operating temperature -40°C  TA  +85°C for Industrial 

-40°C  TA  +125°C for Extended

Param. Sym. Characteristic Min. Typ. Max. Units Conditions(1)

DO10 VOL

Output Low Voltage
I/O Pins
4x Sink Driver Pins - 
RA3, RA9, RA10, RA14, RA15
RB0-RB2, RB4, RB6, RB7, RB11, RB13
RC12-RC15
RD0, RD6-RD7, RD11, RD14
RE8, RE9
RF2, RF3, RF8
RG15
RH0, RH1, RH4-RH6, RH8-RH13
RJ0-RJ2, RJ8, RJ9, RJ11

— — 0.4 V IOL  10 mA, VDD = 3.3V

Output Low Voltage
I/O Pins:
8x Sink Driver Pins - 
RA0-RA2, RA4, RA5
RB3, RB5, RB8-RB10, RB12, RB14, RB15
RC1-RC4
RD1-RD5, RD9, RD10, RD12, RD13, RD15
RE4-RE7
RF0, RF4, RF5, RF12, RF13
RG0, RG1, RG6-RG9
RH2, RH3, RH7, RH14, RH15
RJ3-RJ7, RJ10, RJ12-RJ15
RK0-RK7

— — 0.4 V IOL  15 mA, VDD = 3.3V

Output Low Voltage
I/O Pins: 
12x Sink Driver Pins -
RA6, RA7
RE0-RE3
RF1
RG12-RG14

— — 0.4 V IOL  20 mA, VDD = 3.3V

Note 1: Parameters are characterized, but not tested.
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family
39.2 AC Characteristics and Timing 
Parameters 

The information contained in this section defines 
PIC32MZ EF device AC characteristics and timing 
parameters.

TABLE 39-5: SYSTEM TIMING REQUIREMENTS

AC CHARACTERISTICS
Standard Operating Conditions: 2.1V to 3.6V
(unless otherwise stated)
Operating temperature -40°C  TA  +85°C for Industrial 

Param.
No.

Symbol Characteristics Minimum Typical Maximum Units Conditions

MOS51 FSYS System Frequency DC — 252 MHz USB module disabled

60 — 252 MHz USB module enabled

MOS55a FPB Peripheral Bus Frequency DC — 100 MHz For PBCLKx, ‘x’  4, 7
(see Note 1)

MOS55b DC — 200 MHz For PBCLK4

MOS55c DC — 252 MHz For PBCLK7

MOS56 FREF Reference Clock Frequency — — 50 MHz For REFCLKI1, 3, 4 
and REFCLKO1, 3, 4 
pins

Note 1: If the DEVCFG registers are configured for a SYSCLK speed greater than 200 MHz, these PBCLKs will 
be running faster than the maximum rating when the device comes out of Reset. To ensure proper 
operation, firmware must start the device at a speed less than or equal to 200 MHz, adjust the speed of 
the PBCLKs, and then raise the SYSCLK speed to the desired speed.

TABLE 39-6: PLL CLOCK TIMING SPECIFICATIONS 

AC CHARACTERISTICS
Standard Operating Conditions: 2.1V to 3.6V
(unless otherwise stated)
Operating temperature -40°C  TA  +85°C for Industrial 

Param.
No.

Symbol Characteristics(1) Min. Typical Max. Units Conditions

MOS54a FPLL PLL Output Frequency Range 10 — 252 MHz —

Note 1: These parameters are characterized, but not tested in manufacturing.

2: This jitter specification is based on clock-cycle by clock-cycle measurements. To get the effective jitter for 
individual time-bases on communication clocks, use the following formula:

For example, if PBCLK2 = 100 MHz and SPI bit rate = 50 MHz, the effective jitter is as follows:

EffectiveJitter
DCLK

PBCLK2
CommunicationClock
----------------------------------------------------------

--------------------------------------------------------------=

EffectiveJitter
DCLK

100
50
---------

--------------
DCLK

1.41
--------------= =
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Taiwan - Kaohsiung
Tel: 886-7-213-7828

Taiwan - Taipei
Tel: 886-2-2508-8600 
Fax: 886-2-2508-0102

Thailand - Bangkok
Tel: 66-2-694-1351
Fax: 66-2-694-1350

EUROPE
Austria - Wels
Tel: 43-7242-2244-39
Fax: 43-7242-2244-393

Denmark - Copenhagen
Tel: 45-4450-2828 
Fax: 45-4485-2829

France - Paris
Tel: 33-1-69-53-63-20 
Fax: 33-1-69-30-90-79

Germany - Dusseldorf
Tel: 49-2129-3766400

Germany - Karlsruhe
Tel: 49-721-625370

Germany - Munich
Tel: 49-89-627-144-0 
Fax: 49-89-627-144-44

Italy - Milan 
Tel: 39-0331-742611 
Fax: 39-0331-466781

Italy - Venice
Tel: 39-049-7625286 

Netherlands - Drunen
Tel: 31-416-690399 
Fax: 31-416-690340

Poland - Warsaw
Tel: 48-22-3325737 

Spain - Madrid
Tel: 34-91-708-08-90
Fax: 34-91-708-08-91

Sweden - Stockholm
Tel: 46-8-5090-4654

UK - Wokingham
Tel: 44-118-921-5800
Fax: 44-118-921-5820

Worldwide Sales and Service
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