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Welcome to E-XFL.COM

What is "Embedded - Microcontrollers"?

"Embedded - Microcontrollers" refer to small, integrated
circuits designed to perform specific tasks within larger
systems. These microcontrollers are essentially compact
computers on a single chip, containing a processor core,
memory, and programmable input/output peripherals.
They are called "embedded" because they are embedded
within electronic devices to control various functions,
rather than serving as standalone computers.
Microcontrollers are crucial in modern electronics,
providing the intelligence and control needed for a wide
range of applications.

Applications of "Embedded -
Microcontrollers"

CANbus, EBI/EMI, Ethernet, I12C, PMP, SPI, SQI, UART/USART, USB OTG

Brown-out Detect/Reset, DMA, I2S, POR, PWM, WDT

120

2MB (2M x 8)
FLASH

512K x 8

2.1V ~ 3.6V

A/D 48x12b
Internal

-40°C ~ 85°C (TA)
Surface Mount
144-LQFP
144-LQFP (20x20)
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family

TABLE 1-1: ADC PINOUT 1I/O DESCRIPTIONS
Pin Number
Pin Name | 64-pin 100-pin | 124-pin 144-pin T?:e BTL;;S Description
QFN/ TQFP VTLA TQFP/
TQFP LQFP
ANO 16 25 A18 36 | Analog | Analog Input Channels
AN1 15 24 Al7 35 | Analog
AN2 14 23 Al6 34 | Analog
AN3 13 22 Al4 31 | Analog
AN4 12 21 Al3 26 | Analog
AN5 23 34 B19 49 | Analog
AN6 24 35 A24 50 | Analog
AN7 27 41 A27 59 | Analog
AN8 28 42 B23 60 | Analog
AN9 29 43 A28 61 | Analog
AN10 30 44 B24 62 | Analog
AN11 10 16 B9 21 | Analog
AN12 6 12 B7 16 | Analog
AN13 5 11 A8 15 | Analog
AN14 4 10 B6 14 | Analog
AN15 3 5 A4 5 | Analog
AN16 2 4 B2 4 | Analog
AN17 1 3 A3 3 | Analog
AN18 64 100 A67 144 | Analog
AN19 — 9 A7 13 | Analog
AN20 — 8 B5 12 | Analog
AN21 — 7 A6 11 | Analog
AN22 — 6 B3 | Analog
AN23 — 1 A2 | Analog
AN24 — 17 All 22 | Analog
AN25 — 18 B10 23 | Analog
AN26 — 19 Al2 24 | Analog
AN27 — 28 B15 39 | Analog
AN28 — 29 A20 40 | Analog
AN29 — 38 B21 56 | Analog
AN30 — 39 A26 57 | Analog
AN31 — 40 B22 58 | Analog
AN32 — a7 B27 69 | Analog
AN33 — 48 A32 70 | Analog
AN34 — 2 B1 2 | Analog
AN35 — — A5 7 | Analog
Legend: CMOS = CMOS-compatible input or output Analog = Analog input P = Power
ST = Schmitt Trigger input with CMOS levels O = Output I = Input

TTL = Transistor-transistor Logic input buffer

PPS = Peripheral Pin Select
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family

3.4 EJTAG Debug Support

The processor core provides for an Enhanced JTAG
(EJTAG) interface for use in the software debug of
application and kernel code. In addition to standard
User mode and Kernel modes of operation, the proces-
sor core provides a Debug mode that is entered after a
debug exception (derived from a hardware breakpoint,
single-step exception, etc.) is taken and continues until
a Debug Exception Return (DERET) instruction is
executed. During this time, the processor executes the
debug exception handler routine.

The EJTAG interface operates through the Test Access
Port (TAP), a serial communication port used for trans-
ferring test data in and out of the core. In addition to the
standard JTAG instructions, special instructions
defined in the EJTAG specification specify which
registers are selected and how they are used.

3.5 MIPS DSP ASE Extension

The MIPS DSP Application-Specific Extension
Revision 2 is an extension to the MIPS32 architecture.
This extension comprises new integer instructions and
states that include new HI/LO accumulator register
pairs and a DSP control register. This extension is
crucial in a wide range of DSP, multimedia, and DSP-
like algorithms covering Audio and Video processing
applications. The extension supports native fractional
format data type operations, register Single Instruction
Multiple Data (SIMD) operations, such as add,
subtract, multiply, and shift. In addition, the extension
includes the following features that are essential in
making DSP algorithms computationally efficient:

« Support for multiplication of complex operands

 Variable bit insertion and extraction

* Implementation and use of virtual circular buffers

« Arithmetic saturation and overflow handling
support

» Zero cycle overhead saturation and rounding
operations

3.6 microMIPS ISA

The processor core supports the microMIPS ISA,
which contains all MIPS32 ISA instructions (except for
branch-likely instructions) in a new 32-bit encoding
scheme, with some of the commonly used instructions
also available in 16-bit encoded format. This ISA
improves code density through the additional 16-bit
instructions while maintaining a performance similar to
MIPS32 mode. In microMIPS mode, 16-bit or 32-bit
instructions will be fetched and recoded to legacy
MIPS32 instruction opcodes in the pipeline’s | stage, so
that the processor core can have the same microAptiv
UP microarchitecture. Because the microMIPS instruc-
tion stream can be intermixed with 16-bit halfword or
32-bit word size instructions on halfword or word
boundaries, additional logic is in place to address the
word  misalignment  issues, thus minimizing
performance loss.
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family

REGISTER 6-3:  RNMICON: NON-MASKABLE INTERRUPT (NMI) CONTROL REGISTER
Bit Bit Bit Bit Bit Bit Bit Bit Bit
Range | 31/23/15/7 | 30/22/14/6 | 29/21/13/5 | 28/20/12/4 | 27/19/11/3 | 26/18/10/2 | 25/17/9/1 | 24/16/8/0
_ U0 U-0 U-0 U-0 U-0 U-0 RIW-0 RIW-0
31:24 = = = = = = DMTO WDTO
2316 R/W-0 u-0 u-0 u-0 R/W-0 u-0 R/W-0 R/W-0
' SWNMI = = = GNMI = CF WDTS
. RIW-0 RIW-0 RIW-0 RIW-0 RIW-0 RIW-0 RIW-0 RIW-0
158 NMICNT<15:8>
70 RW-0 | RW-0 rRw-0 | Rwo [ Rwo | Rwo | Rwo0 | RWO
' NMICNT<7:0>
Legend:

R = Readable bit
-n = Value at POR

W = Writable bit
‘1’ = Bit is set

U = Unimplemented bit, read as ‘0’
‘0’ = Bitis cleared X = Bit is unknown

bit 31-26
bit 25

bit 24

bit 23

bit 22-20
bit 19

bit 18
bit 17

bit 16

bit 15-0

Note 1:

Unimplemented: Read as ‘0’

DMTO: Deadman Timer Time-out Flag bit

1 = DMT time-out has occurred and caused a NMI

0 = DMT time-out has not occurred

Setting this bit will cause a DMT NMI event, and NMICNT will begin counting.
WDTO: Watchdog Timer Time-Out Flag bit

1 = WDT time-out has occurred and caused a NMI

0 = WDT time-out has not occurred

Setting this bit will cause a WDT NMI event, and MNICNT will begin counting.
SWNMI: Software NMI Trigger.

1 = An NMI will be generated

0 = An NMI will not be generated

Unimplemented: Read as ‘0’

GNMI: General NMI bit

1 = A general NMI event has been detected or a user-initiated NMI event has occurred
0 = A general NMI event has not been detected

Setting GNMI to a ‘1’ causes a user-initiated NMI event. This bit is also set by writing OX4E to the
NMIKEY<7:0> (INTCON<31:24>) bits.

Unimplemented: Read as ‘0’

CF: Clock Fail Detect bit

1 = FSCM has detected clock failure and caused an NMI

0 = FSCM has not detected clock failure

Setting this bit will cause a a CF NMI event, but will not cause a clock switch to the BFRC.

WDTS: Watchdog Timer Time-out in Sleep Mode Flag bit

1 = WDT time-out has occurred during Sleep mode and caused a wake-up from sleep

0 = WDT time-out has not occurred during Sleep mode

Setting this bit will cause a WDT NMI.

NMICNT<15:0>: NMI Reset Counter Value bits

1111112111111111-0000000000000001 = Number of SYSCLK cycles before a device Reset occurs®
0000000000000000 = No delay between NMI assertion and device Reset event

When a Watchdog Timer NMI event (when not in Sleep mode) or a Deadman Timer NMI event is triggered
the NMICNT will start decrementing. When NMICNT reaches zero, the device is Reset. This NMI reset
counter is only applicable to these two specific NMI events.

Note:

The system unlock sequence must be performed before the SWRST bit can be written. Refer to Section
42. “Oscillators with Enhanced PLL” in the “PIC32 Family Reference Manual” for details.

© 2015-2016 Microchip Technology Inc.
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15.1 Deadman Timer Control Registers
TABLE 15-1: DEADMAN TIMER REGISTER MAP
@ Bits
o % — g a
o Lo ]
gl z5 | & ¢
E & gz = 31/15 30/14 29/13 28/12 27/11 26/10 25/9 24/8 23/7 22/6 21/5 20/4 19/3 18/2 17/1 16/0 -
2= [ <
£
3116 — = — = = = = — — — — = — — = — o000
0A00 DMTCON
150 | ON — — — — — — — — — — — — — — — |xo000
31:16 — — — — — — — — — — — — — — — — 0000
0A10 [ DMTPRECLR
15:0 STEP1<7:0> — — — — — — — — 0000
3116 — — — — — — — — — — — — — — — — o000
0A20 DMTCLR
15:0 — — — — — — — — STEP2<7:0> 0000
31:16 — — — — — — — — — — — — — — — — 0000
0A30( DMTSTAT
15:0 — — — — — — — — BAD1 BAD2 [DMTEVENT| — — — — WINOPN | 0000
31:16 0000
0A40 DMTCNT COUNTER<31:0>
15:0 0000
31:16 0000
0A60( DMTPSCNT PSCNT<31:0>
15:0 00xx
31:16 0000
0OA70 DMTPSINTV PSINTV<31:0>
15:0 000x
Legend: x = unknown value on Reset; — = unimplemented, read as ‘0’. Reset values are shown in hexadecimal.

Aliwed (43) uun wiod Buireold yum A1andssuuo)d pappaqw3 ZINZEDId



PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family

The timer source for each Output Compare module
depends on the setting of the OCACLK bit in the CFG-
CON register. The available configurations are shown

in Table 18-1.

TABLE 18-1: TIMER SOURCE
CONFIGURATIONS

Output
Compare Timerx Timery
Module
OCACLK (CFGCON<16>) =0
ocC1 Timer2 Timer3
0C9 Timer2 Timer3
OCACLK (CFGCON<16>) =1
OoC1 Timer4 Timer5
ocC2 Timer4 Timer5
0Cs3 Timer4 Timer5
oc4 Timer2 Timer3
0C5 Timer2 Timer3
0C6 Timer2 Timer3
ocC7 Timer6 Timer7
0cC8 Timer6 Timer7
0C9 Timer6 Timer7

DS60001320D-page 310
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family

REGISTER 20-22: SQI1INTSIGEN: SQI INTERRUPT SIGNAL ENABLE REGISTER

Bit Bit Bit Bit Bit Bit Bit Bit Bit
Range | 31/23/15/7 | 30/22/14/6 | 29/21/13/5 | 28/20/12/4 | 27/19/11/3 | 26/18/10/2 | 25/17/9/1 | 24/16/8/0
U-0 uU-0 uU-0 U-0 U-0 uU-0 U-0 U-0
31:24 — — — — — — — —
u-0 u-0 u-0 u-0 u-0 u-0 u-0 u-0
23:16 — — — — — — — —
u-0 u-0 u-0 u-0 R/W-0 R/W-0 R/W-0 R/W-0
15:8 PKT BD CON
_ T _ _ DMAEISE | hoNEISE | DONEISE | THRISE
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0
7:0 CON CON RX RX RX TX X TX
EMPTYISE | FULLISE | THRISE FULLISE | EMPTYISE | THRISE | FULLISE |EMPTYISE

Legend:
R = Readable hit W = Writable bit U = Unimplemented bit, read as ‘0’
-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared X = Bit is unknown

bit 31-12 Unimplemented: Read as ‘0’
bit 11 DMAEISE: DMA Bus Error Interrupt Signal Enable bit
1 = Interrupt signal is enabled
0 = Interrupt signal is disabled
bit 10 PKTDONEISE: Receive Error Interrupt Signal Enable bit
1 = Interrupt signal is enabled
0 = Interrupt signal is disabled
bit 9 BDDONEISE: Transmit Error Interrupt Signal Enable bit
1 = Interrupt signal is enabled
0 = Interrupt signal is disabled
bit 8 CONTHRISE: Control Buffer Threshold Interrupt Signal Enable bit
1 = Interrupt signal is enabled
0 = Interrupt signal is disabled
bit 7 CONEMPTYISE: Control Buffer Empty Interrupt Signal Enable bit
1 = Interrupt signal is enabled
0 = Interrupt signal is disabled
bit 6 CONFULLISE: Control Buffer Full Interrupt Signal Enable bit
1 = Interrupt signal is enabled
0 = Interrupt signal is disabled
bit 5 RXTHRISE: Receive Buffer Threshold Interrupt Signal Enable bit
1 = Interrupt signal is enabled
0 = Interrupt signal is disabled
bit 4 RXFULLISE: Receive Buffer Full Interrupt Signal Enable bit
1 = Interrupt signal is enabled
0 = Interrupt signal is disabled
bit 3 RXEMPTYISE: Receive Buffer Empty Interrupt Signal Enable bit
1 = Interrupt signal is enabled
0 = Interrupt signal is disabled
bit 2 TXTHRISE: Transmit Buffer Threshold Interrupt Signal Enable bit
1 = Interrupt signal is enabled
0 = Interrupt signal is disabled
bit 1 TXFULLISE: Transmit Buffer Full Interrupt Signal Enable bit
1 = Interrupt signal is enabled
0 = Interrupt signal is disabled
bit 0 TXEMPTYISE: Transmit Buffer Empty Interrupt Signal Enable bit
1 = Interrupt signal is enabled
0 = Interrupt signal is disabled

© 2015-2016 Microchip Technology Inc. DS60001320D-page 347



PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family

FIGURE 21-1: I2C BLOCK DIAGRAM
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family

24.0 EXTERNAL BUS INTERFACE
(EBI)

Note:  This data sheet summarizes the features
of the PIC32MZ EF family of devices. It is
not intended to be a comprehensive
reference source. To complement the
information in this data sheet, refer to
Section 47. “External Bus Interface
(EBI)” (DS60001245) in the “PIC32
Family Reference Manual”’, which is
available from the Microchip web site

(www.microchip.com/PIC32).

The External Bus Interface (EBI) module provides a
high-speed, convenient way to interface external
parallel memory devices to the PIC32MZ EF family
device.

With the EBI module, it is possible to connect
asynchronous SRAM and NOR Flash devices, as well
as non-memory devices such as camera sensors and

TABLE 24-1: EBI MODULE FEATURES
Number of Device
Feature Pins
100 124 | 144
Async SRAM Y Y Y
Async NOR Flash Y Y Y

Available address lines

8-bit data bus support

16-bit data bus support

Available Chip Selects

Timing mode sets

8-bit R/W from 16-bit bus

Non-memory device

LCD

Note:
nal devices w

Once the EBI module is configured, exter-

ill be memory mapped and

LCDs.

The features of the EBI module depend on the pin
count of the PIC32MZ EF device, as shown in

Table 24-1.

Note:

devices.

The EBI module is not available on 64-pin I

can be access from KSEG2 memory
space (see Figure 4-1 through Figure 4-4
in Section 4.0 “Memory Organization”
for more information). The MMU must be
enabled and the TLB must be set up to
access this memory (refer to Section 50.
“CPU for Devices with MIPS32®
microAptivi™ and M-Class Cores”
(DS60001192) of the “PIC32 Family
Reference Manual” for more information).

FIGURE 24-1: EBI SYSTEM BLOCK DIAGRAM
External Bus Interface
Bus Interface Memory Interface »[<| EBIA<23:0>
<a—» < EBID<15:0>
SYSCLK —p»| Control -
Registers Address Decoder — <] EBIBS<1:0>
—»[X] EBICS<3:0>
System . -
<> Data Control Registers ——»[<| EBIOE
Bus FIFO
—»[<|EBIRP
Static Memory Controller > &m
Address
FIFO <«—[<|EBIRDY<3:1>
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25.1

RTCC Control Registers

TABLE 25-1: RTCC REGISTER MAP
@ Bits
2= — <] (%)
5 o o 2
oo Do s I
<2 >E o &
Tg & g 3 = 31/15 30/14 29/13 28/12 27/11 26/10 25/9 24/8 23/7 22/6 21/5 20/4 19/3 18/2 171 16/0 =
2> om <
<
31:16 — — — — — — CAL<9:0> 0000
0CO00| RTCCON
15:0 ON — SIDL — — RTCCLKSEL<1:0> | RTCOUTSEL<1:0> |RTCCLKON — — RTCWREN|RTCSYNC|HALFSEC| RTCOE (0000
31:16 — — — — — — — — — — — — — — — — 0000
0C10 | RTCALRM
15:0 | ALRMEN | CHIME PIV  |[ALRMSYNC AMASK<3:0> ARPT<7:0> 0000
31:16 HR10<3:0> HR01<3:0> MIN10<3:0> MINO1<3:0> XXXX
0C20| RTCTIME
15:0 SEC10<3:0> SEC01<3:0> — = | =1 = — — — —  |xxo0
31:16 YEAR10<3:0> YEARO01<3:0> MONTH10<3:0> MONTHO01<3:0> XXXX
0C30 | RTCDATE
15:0 DAY10<3:0> DAY01<3:0> — — | — | — WDAY01<3:0> xx00
31:16 HR10<3:0> HR01<3:0> MIN10<3:0> MINO1<3:0> XXXX
0C40 |[ALRMTIME
15:0 SEC10<3:0> SEC01<3:0> — = | =1 = — — — —  |xxo0
31:16 — — — — — — — — MONTH10<3:0> MONTHO01<3:0> 00xx
0C50 [ALRMDATE
15:0 DAY10<3:0> DAY01<3:0> — — | — | — WDAY01<3:0> xX0x
Legend: X = unknown value on Reset; — = unimplemented, read as ‘0’. Reset values are shown in hexadecimal.
Note 1:  Allregisters in this table have corresponding CLR, SET and INV registers at its virtual address, plus an offset of 0x4, 0x8 and OxC, respectively. See Section 12.3 “CLR, SET, and INV Registers” for

more information.
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family

REGISTER 25-2: RTCALRM: REAL-TIME CLOCK ALARM CONTROL REGISTER (CONTINUED)
bit 7-0  ARPT<7:0>: Alarm Repeat Counter Value bits(®
11111111 = Alarm will trigger 256 times

00000000 = Alarm will trigger one time
The counter decrements on any alarm event. The counter only rolls over from 0x00 to OxFF if CHIME = 1.

Note 1: Hardware clears the ALRMEN bit anytime the alarm event occurs, when ARPT<7:0> =00 and

CHIME = 0.
2. This field should not be written when the RTCC ON bit = ‘1’ (RTCCON<15>) and ALRMSYNC = 1.

Note:  This register is reset only on a Power-on Reset (POR). I
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family

REGISTER 25-3:

RTCTIME: REAL-TIME CLOCK TIME VALUE REGISTER

Bit Bit Bit Bit Bit Bit Bit Bit Bit
Range | 31/23/15/7 | 30/22/14/6 | 29/21/13/5 | 28/20/12/4 | 27/19/11/3 | 26/18/10/2 | 25/17/9/1 | 24/16/8/0
. R/W-x R/W-x R/W-x R/W-x R/W-x R/W-x R/W-x R/W-x
3124 HR10<3:0> HR01<3:0>
R/W-x | R/W-x | R/W-x | R/W-x R/W-x | R/W-x | R/W-x | R/W-x
23:16 MIN10<3:0> MIN01<3:0>
. R/W-x | R/W-x | R/W-x | R/W-x R/W-x | R/W-x | R/W-x | R/W-x
158 SEC10<3:0> SEC01<3:0>
70 uU-0 uU-0 U-0 uU-0 uU-0 u-0 U-0 U-0
Legend:

R = Readable bit
-n = Value at POR

W = Writable bit
‘1’ = Bit is set

U = Unimplemented bit, read as ‘0’

‘0’ = Bitis cleared X = Bit is unknown

bit 31-28
bit 27-24
bit 23-20
bit 19-16

HR10<3:0>: Binary-Coded Decimal Value of Hours bits, 10 digits; contains a value from 0 to 2
HRO01<3:0>: Binary-Coded Decimal Value of Hours bits, 1 digit; contains a value from 0 to 9
MIN10<3:0>: Binary-Coded Decimal Value of Minutes bits, 10 digits; contains a value from 0to 5
MINO01<3:0>: Binary-Coded Decimal Value of Minutes bits, 1 digit; contains a value from 0 to 9

bit 15-12 SEC10<3:0>: Binary-Coded Decimal Value of Seconds bits, 10 digits; contains a value from 0 to 5
bit 11-8 SEC01<3:0>: Binary-Coded Decimal Value of Seconds bits, 1 digit; contains a value from 0 to 9
bit 7-0 Unimplemented: Read as ‘0’
Note:  This register is only writable when RTCWREN = 1 (RTCCON<3>). I
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REGISTER 25-6:

ALRMDATE: ALARM DATE VALUE REGISTER

Bit Bit Bit Bit Bit Bit Bit Bit Bit
Range | 31/23/15/7 | 30/22/14/6 | 29/21/13/5 28/20/12/4 27/19/11/3 | 26/18/10/2 | 25/17/9/1 | 24/16/8/0
124 U0 U0 U0 U0 U0 U0 U0 U0
R/W-x R/W-x R/W-x R/W-x R/W-x R/W-x R/W-x R/W-x
2316 MONTH10<3:0> MONTHO1<3:0>
R/W-x R/W-x R/W-x R/W-x R/W-x R/W-x | R/W-x | R/W-x
158 DAY10<1:0> DAY01<3:0>
_ U-0 U-0 U-0 U-0 RIW-x RW-x | Rwx | Rwx
70 — — — — WDAY01<3:0>
Legend:

R = Readable bit
-n = Value at POR

W = Writable bit

‘1’ = Bit is set

U = Unimplemented bit, read as ‘0’

‘0’ = Bit is cleared

X = Bit is unknown

bit 31-24
bit 23-20
bit 19-16
bit 15-12
bit 11-8
bit 7-4
bit 3-0

Unimplemented: Read as ‘0’
MONTH10<3:0>: Binary Coded Decimal value of months bits, 10 digits; contains a value from 0 to 1
MONTHO01<3:0>: Binary Coded Decimal value of months bits, 1 digit; contains a value from 0 to 9

DAY10<3:0>: Binary Coded Decimal value of days bits, 10 digits; contains a value from 0 to 3

DAY01<3:0>: Binary Coded Decimal value of days bits, 1 digit; contains a value from 0 to 9
Unimplemented: Read as ‘0’
WDAY01<3:0>: Binary Coded Decimal value of weekdays bits, 1 digit; contains a value from 0 to 6
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PIC32MZ Embedded Connectivity with Floating Point Unit (EF) Family

26.0 CRYPTO ENGINE

Note:  This data sheet summarizes the
features of the PIC32MZ EF family of
devices. It is not intended to be a
comprehensive reference source. To
complement the information in this data
sheet, refer to Section 49. “Crypto
Engine (CE) and Random Number
Generator (RNG)” (DS60001246) in
the “PIC32 Family Reference Manual”,
which is available from the Microchip
web site (www.microchip.com/PI1C32).

The Crypto Engine is intended to accelerate applica-
tions that need cryptographic functions. By execut-
ing these functions in the hardware module, software
overhead is reduced and actions, such as encryp-
tion, decryption, and authentication can execute
much more quickly.

The Crypto Engine uses an internal descriptor-based
DMA for efficient programming of the security associ-
ation data and packet pointers (allowing scatter/
gather data fetching). An intelligent state machine
schedules the Crypto Engines based on the protocol
selection and packet boundaries. The hardware
engines can perform the encryption and authentica-
tion in sequence or in parallel.

Bulk ciphers that are handled by the Crypto Engine
include:
« AES:
- 128-bit, 192-bit, and 256-bit key sizes
- CBC, ECB, CTR, CFB, and OFB modes
« DES/TDES:
- CBC, ECB, CFB, and OFB modes
Authentication engines that are available through the
Crypto Engine include:
¢ SHA-1
¢ SHA-256
e MD-5
¢ AES-GCM
« HMAC operation (for all authentication engines)

The rate of data that can be processed by the Crypto
Engine depends on these factors:

« Which engine is in use

« Whether the engines are used in parallel or in series

¢ The demands on source and destination memories
by other parts of the system (i.e., CPU, DMA, etc.)

¢ The speed of PBCLKS5, which drives the Crypto
Engine

Table 26-1 shows typical performance for various

engines.

The following are key features of the Crypto Engine: TABLE 26-1: CRYPTO ENGINE
. . PERFORMANCE
« Bulk ciphers and hash engines
« Integrated DMA to off-load processing: Engine/ Perlf:c;rcntwcz)arnce Maximum Mbps
- Buffer descripltor_based . Algorithm (Mbps/MHz) (PBCLK5 =100 MHz)
-S SeCI:re a:somatnon per t;uffer deslcirllptor DES A4 7470
ome functions can execute in paralle TDES 66 560
AES-128 9.0 900
AES-192 7.9 790
AES-256 7.2 720
MD5 15.6 1560
SHA-1 13.2 1320
SHA-256 9.3 930
FIGURE 26-1: CRYPTO ENGINE BLOCK DIAGRAM
- AES
INB »
FIFO P?ecget ™
System
Bus
- » |[<—® TDES
DMA Crypto @
Controller < » FSM 3
‘ ’ § SHA-1
SFR ~&—P SHA-256
System
Bus ouTB Packet
FIFO e B WR -
- MD5
PBCLK5
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FIGURE 26-4: FORMAT OF BD_SRCADDR
Bit Bit Bit Bit Bit Bit Bit Bit Bit
Range 31/23/15/7 30/22/14/6 29/21/13/5 28/20/12/4 27/19/11/3 26/18/10/2 25/17/9/1  24/16/8/0
31-24 BD_SCRADDR<31:24>
23-16 BD_SCRADDR<23:16>
15-8 BD_SCRADDR<15:8>
7-0 BD_SCRADDR<7:0>

bit 31-0 BD_SCRADDR: Buffer Source Address

The source address of the buffer that needs to be passed through the PE-CRDMA for encryption or
authentication. This address must be on a 32-bit boundary.

FIGURE 26-5: FORMAT OF BD_DSTADDR
Bit Bit Bit Bit Bit Bit Bit Bit Bit
Range 31/23/15/7 30/22/14/6 29/21/13/5 28/20/12/4 27/19/11/3 26/18/10/2 25/17/9/1 24/16/8/0
31-24 BD_DSTADDR<31:24>
23-16 BD_DSTADDR<23:16>
15-8 BD_DSTADDR<15:8>
7-0 BD_DSTADDR<7:0>

bit 31-0 BD_DSTADDR: Buffer Destination Address

The destination address of the buffer that needs to be passed through the PE-CRDMA for encryption
or authentication. This address must be on a 32-bit boundary.

FIGURE 26-6: FORMAT OF BD_NXTADDR
Bit Bit Bit Bit Bit Bit Bit Bit Bit
Range 31/23/15/7 30/22/14/6 29/21/13/5 28/20/12/4 27/19/11/3 26/18/10/2 25/17/9/1 24/16/8/0
31-24 BD_NXTADDR<31:24>
23-16 BD_NXTADDR<23:16>
15-8 BD_NXTADDR<15:8>
7-0 BD_NXTADDR<7:0>

bit 31-0 BD_NXTADDR: Next BD Pointer Address Has Next Buffer Descriptor
The next buffer can be a next segment of the previous buffer or a new packet.
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FIGURE 26-7: FORMAT OF BD_UPDPTR
Bit Bit Bit Bit Bit Bit Bit Bit Bit
Range 31/23/15/7 30/22/14/6 29/21/13/5 28/20/12/4 27/19/11/3 26/18/10/2 25/17/9/1 24/16/8/0
31-24 BD_UPDADDR<31:24>
23-16 BD_UPDADDR<23:16>
15-8 BD_UPDADDR<15:8>
7-0 BD_UPDADDR<7:0>

bit 31-0 BD_UPDADDR: UPD Address Location
The update address has the location where the CRDMA results are posted. The updated results are
the ICV values, key output values as needed.

FIGURE 26-8: FORMAT OF BD_MSG_LEN
Bit Bit Bit Bit Bit Bit Bit Bit Bit
Range 31/23/15/7 30/22/14/6 29/21/13/5 28/20/12/4 27/19/11/3 26/18/10/2 25/17/9/1 24/16/8/0
31-24 MSG_LENGTH<31:24>
23-16 MSG_LENGTH<23:16>
15-8 MSG_LENGTH<15:8>
7-0 MSG_LENGTH<7:0>

bit 31-0 MSG_LENGTH: Total Message Length
Total message length for the hash and HMAC algorithms in bytes. Total number of crypto bytes in
case of GCM algorithm (LEN-C).

FIGURE 26-9: FORMAT OF BD_ENC_OFF
Bit Bit Bit Bit Bit Bit Bit Bit Bit
Range 31/23/15/7 30/22/14/6 29/21/13/5 28/20/12/4 27/19/11/3 26/18/10/2 25/17/9/1  24/16/8/0
31-24 ENCR_OFFSET<31:24>
23-16 ENCR_OFFSET<23:16>
15-8 ENCR_OFFSET<15:8>
7-0 ENCR_OFFSET<7:0>

bit 31-0 ENCR_OFFSET: Encryption Offset
Encryption offset for the multi-task test cases (both encryption and authentication). The number of
AAD bytes in the case of GCM algorithm (LEN-A).
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REGISTER 28-20: ADCCMPCON1: ADC DIGITAL COMPARATOR 1 CONTROL REGISTER

Bit Bit Bit Bit Bit Bit Bit Bit Bit
Range | 31/23/15/7 | 30/22/14/6 | 29/21/13/5 | 28/20/12/4 | 27/19/11/3 | 26/18/10/2 | 25/17/9/1 | 24/16/8/0
_ R-0,HS,HC | R0,HS,HC | RO,HS HC | RO,HS,HC | RO,HS HC | R0 HS,HC | R0, HS,HC | R0, HS,HC
3L:24 CVDDATA<15:8>
_ R-0,HS,HC | R0,HS,HC | RO,HS,HC | RO,HS,HC | RO,HS,HC | RO, HS, HC | RO,HS,HC | R0, HS, HC
23:16 CVDDATA<7:0>
_ U0 u-o R-0,HS,HC | RO,HS,HC | RO,HS,HC | RO,HS,HC | R0O,HS,HC | R-0,HS, HC
158 = = AINID<5:0>
' RIW-0 RIW-0 R-0, HS, HC RIW-0 RIW-0 RIW-0 RIW-0 RIW-0
0 ENDCMP | DCMPGIEN | DCMPED IEBTWN IEHIHI IEHILO IELOHI IELOLO
Legend: HS = Hardware Set HC = Hardware Cleared
R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’
-n = Value at POR ‘1’ = Bitis set ‘0’ = Bit is cleared X = Bit is unknown

bit 31-16

bit 15-14
bit 13-8

bit 7

bit 6

bit 5

bit 4

CVDDATA<15:0>: CVD Data Status bits

In CVD mode, these bits obtain the CVD differential output data (subtraction of CVD positive and negative
measurement), whenever a Digital Comparator interrupt is generated. The value in these bits is compliant
with the FRACT bit (ADCCON1<23>) and is always signed.

Unimplemented: Read as ‘0’

AINID<5:0>: Digital Comparator O Analog Input Identification (ID) bits

When a digital comparator event occurs (DCMPED = 1), these bits identify the analog input being
monitored by Digital Comparator 0.

In normal ADC mode, only analog inputs <31:0> can be processed by the Digital Comparator O.
The Digital Comparator 0 also supports the CVD mode, in which all Class 2 and Class 3 analog
inputs may be stored in the AINID<5:0> bits.

Note:

111111 = Reserved

101101 = Reserved
101100 = AN44 is being monitored
101011 = AN43 is being monitored

000001 = AN1 is being monitored

000000 = ANO is being monitored

ENDCMP: Digital Comparator 0 Enable bit

1 = Digital Comparator 0 is enabled

0 = Digital Comparator 0 is not enabled, and the DCMPED status bit (ADCCMPOCON<5>) is cleared
DCMPGIEN: Digital Comparator 0 Global Interrupt Enable bit

1 = A Digital Comparator 0 interrupt is generated when the DCMPED status bit (ADCCMPOCON<5>) is set
0 = A Digital Comparator 0 interrupt is disabled

DCMPED: Digital Comparator 0 “Output True” Event Status bit

The logical conditions under which the digital comparator gets “True” are defined by the IEBTWN, IEHIHI,
IEHILO, IELOHI, and IELOLO bits.

Note: This bit is cleared by reading the AINID<5:0> bits or by disabling the Digital Comparator module

(by setting ENDCMP to ‘0").

1 = Digital Comparator 0 output true event has occurred (output of Comparator is ‘1’)

0 = Digital Comparator 0 output is false (output of comparator is ‘0’)

IEBTWN: Between Low/High Digital Comparator 0 Event bit

1 = Generate a digital comparator event when DCMPLO<15:0> < DATA<31:0> < DCMPHI<15:0>
0 = Do not generate a digital comparator event

© 2015-2016 Microchip Technology Inc.
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REGISTER 29-4:

CiVEC: CAN INTERRUPT CODE REGISTER

Bit Bit Bit Bit Bit Bit Bit Bit Bit
Range | 31/23/15/7 | 30/22/14/6 | 29/21/13/5 | 28/20/12/4 | 27/19/11/3 | 26/18/10/2 | 25/17/9/1 | 24/16/8/0
u-0 u-0 u-0 u-0 u-0 u-0 u-0 u-0
31:24 ‘ ‘
u-o0 U-0 U-0 uU-0 U-0 U-0 uU-0 U-0
23:16 | |
158 u-0 u-0 u-0 R-0 R-0 R-0 R-0 R-0
: _ ‘ _ — FILHIT<4:0>
70 u-o0 R-1 R-0 R-0 R-0 R-0 R-0 R-0
' — | ICODE<6:0>(
Legend:

R = Readable bit
-n = Value at POR

W = Writable bit

‘1’ = Bit is set

‘0’ = Bitis cleared

U = Unimplemented bit, read as ‘0’

X = Bit is unknown

bit 31-13 Unimplemented: Read as ‘0’
bit 12-8  FILHIT<4:0>: Filter Hit Number bit

11111 = Filter 31
11110 = Filter 30

bit 7
bit 6-0

Note 1:

00001 = Filter 1
00000 = Filter 0

Unimplemented: Read as ‘0’

ICODE<6:0>: Interrupt Flag Code bits(®

1001000- 1111111 = Reserved
1001000 = Invalid message received (IVRIF)
1000111 = CAN module mode change (MODIF)
1000110 = CAN timestamp timer (CTMRIF)
1000101 = Bus bandwidth error (SERRIF)
1000100 = Address error interrupt (SERRIF)
1000011 = Receive FIFO overflow interrupt (RBOVIF)

1000010 = Wake-up interrupt (WAKIF)

1000001 = Error Interrupt (CERRIF)

1000000 =

No interrupt

0100000- 0111111 = Reserved
0011111 = FIFO31 Interrupt (CiIFSTAT<31> set)
0011110 = FIFO30 Interrupt (CiFSTAT<30> set)

0000001 = FIFO1 Interrupt (CiIFSTAT<1> set)
0000000 = FIFOO Interrupt (CiIFSTAT<0> set)

These bits are only updated for enabled interrupts.
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Table 30-1, Table 30-2, Table 30-3 and Table 30-4
show four interfaces and the associated pins that can
be used with the Ethernet Controller.

TABLE 30-3: MIl MODE ALTERNATE
INTERFACE SIGNALS
(FMIIEN =1, FETHIO = 0)

Pin Name Description

AEMDC Management Clock

AEMDIO Management I/O

AETXCLK Transmit Clock

AETXEN Transmit Enable

AETXDO Transmit Data

AETXD1 Transmit Data

AETXD2 Transmit Data

AETXD3 Transmit Data

AETXERR Transmit Error

AERXCLK Receive Clock

AERXDV Receive Data Valid

AERXDO Receive Data

AERXD1 Receive Data

AERXD2 Receive Data

AERXD3 Receive Data

AERXERR Receive Error

AECRS Carrier Sense

AECOL Collision Indication

Note: The MIl mode Alternate Interface is not
available on 64-pin devices.

TABLE 30-1: MIlI MODE DEFAULT
INTERFACE SIGNALS
(FMIIEN = 1, FETHIO =1)
Pin Name Description
EMDC Management Clock
EMDIO Management I/O
ETXCLK Transmit Clock
ETXEN Transmit Enable
ETXDO Transmit Data
ETXD1 Transmit Data
ETXD2 Transmit Data
ETXD3 Transmit Data
ETXERR Transmit Error
ERXCLK Receive Clock
ERXDV Receive Data Valid
ERXDO Receive Data
ERXD1 Receive Data
ERXD2 Receive Data
ERXD3 Receive Data
ERXERR Receive Error
ECRS Carrier Sense
ECOL Collision Indication
TABLE 30-2: RMII MODE DEFAULT
INTERFACE SIGNALS
(FMIIEN =0, FETHIO =1)
Pin Name Description
EMDC Management Clock
EMDIO Management I/O
ETXEN Transmit Enable
ETXDO Transmit Data
ETXD1 Transmit Data
EREFCLK Reference Clock
ECRSDV Carrier Sense — Receive Data Valid
ERXDO Receive Data
ERXD1 Receive Data
ERXERR Receive Error

TABLE 30-4: RMII MODE ALTERNATE
INTERFACE SIGNALS
(FMIIEN =0, FETHIO = 0)

Pin Name Description

AEMDC Management Clock

AEMDIO Management I/O

AETXEN Transmit Enable

AETXDO Transmit Data

AETXD1 Transmit Data

AEREFCLK Reference Clock

AECRSDV Carrier Sense — Receive Data Valid

AERXDO Receive Data

AERXD1 Receive Data

AERXERR Receive Error

Note:  Ethernet controller pins that are not used
by selected interface can be used by
other peripherals.
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TABLE 37-6: DC CHARACTERISTICS: OPERATING CURRENT (IDD)

Standard Operating Conditions: 2.1V to 3.6V

DC CHARACTERISTICS (unless otherwise stated)

Operating temperature  -40°C < TA < +85°C for Industrial

Parilrzeter Typical® | Maximum® |  units Conditions

Operating Current (Ipp)®)

DC20 8 25 mA 4 MHz (Note 4,5)

DC21 10 30 mA 10 MHz (Note 5)

DC22 32 65 mA 60 MHz (Note 2,4)

DC23 40 75 mA 80 MHz (Note 2,4)

DC25 61 95 mA 130 MHz (Note 2,4)

DC26 72 110 mA 160 MHz (Note 2,4)

DC28 81 120 mA 180 MHz (Note 2,4)

DC27a 92 130 mA 200 MHz (Note 2)

DC27b 78 100 mA 200 MHz (Note 4,5)

Note 1. A device’s IDD supply current is mainly a function of the operating voltage and frequency. Other factors,
such as PBCLK (Peripheral Bus Clock) frequency, number of peripheral modules enabled, internal code
execution pattern, 1/0 pin loading and switching rate, oscillator type, as well as temperature, can have an
impact on the current consumption.

2.  The test conditions for IDD measurements are as follows:
» Oscillator mode is EC (for 8 MHz and below) and EC+PLL (for above 8 MHz) with OSC1 driven by
external square wave from rail-to-rail, (OSC1 input clock input over/undershoot < 100 mV required)
* OSC2/CLKO is configured as an I/O input pin
* USB PLL is disabled (USBMD = 1), VusB3v3 is connected to Vss
¢ CPU, Program Flash, and SRAM data memory are operational, Program Flash memory Wait states
are equal to two
¢ L1 Cache and Prefetch modules are enabled
« No peripheral modules are operating, (ON bit = 0), and the associated PMD bit is set. All clocks are
disabled ON bit (PBxDIV<15>) =0 (x # 1,7)
« WDT, DMT, Clock Switching, Fail-Safe Clock Monitor, and Secondary Oscillator are disabled
« All'I/O pins are configured as inputs and pulled to Vss
¢ MCLR = VDD
¢ CPU executing whi | e(1) statement from Flash
¢ RTCC and JTAG are disabled
3. Data in “Typical” column is at 3.3V, +25°C at specified operating frequency unless otherwise stated.
Parameters are for design guidance only and are not tested.
4: This parameter is characterized, but not tested in manufacturing.
5. Note 2 applies with the following exceptions: L1 Cache and Prefetch modules are disabled, Program
Flash memory Wait states are equal to seven.
6. Data in the “Maximum” column is at 3.3V, +85°C at specified operating frequency, unless otherwise

stated. Parameters are for design guidance only and are not tested.
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TABLE A-3:

ADC DIFFERENCES (CONTINUED)

PIC32MX5XX/6XX/7XX Feature

PIC32MZ EF Feature

ADC Calibration

On PIC32MX devices, the ADC module can be used immediately,
once it is enabled.

PIC32MZ devices require a calibration step prior to operation.
This is done by copying the calibration data from DEVADCX to the
corresponding ADCXCFG register.

/0 Pin Analog Function Selection

On PIC32MX devices, the analog function of an I/O pin was deter-
mined by the PCFGx bit in the AD1PCFG register.

PCFGx (AD1PCFG<x>)
1 = Analog input pin in Digital mode
0 = Analog input pin in Analog mode

On PIC32MZ EF devices, the analog selection function has been
moved into a separate register on each /O port. Note that the
sense of the bit is different.

ANSxy (ANSELx<y>)
1 = Analog input pin in Analog mode
0 = Analog input pin in Digital mode

Electrical Specifications and Timing Requirements

Refer to “Section 31. Electrical Characteristics” in the
PIC32MX5XX/6XX/7TXX Data Sheet for ADC module
specifications and timing requirements.

On PIC32MZ EF devices, the ADC module sampling and conver-
sion time and other specifications have changed. Refer to
37.0 “Electrical Characteristics” for more information.
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