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What is "Embedded - Microcontrollers"?

"Embedded - Microcontrollers" refer to small, integrated
circuits designed to perform specific tasks within larger
systems. These microcontrollers are essentially compact
computers on a single chip, containing a processor core,
memory, and programmable input/output peripherals.
They are called "embedded" because they are embedded
within electronic devices to control various functions,
rather than serving as standalone computers.
Microcontrollers are crucial in modern electronics,
providing the intelligence and control needed for a wide
range of applications.

Applications of "Embedded -
Microcontrollers"

Embedded microcontrollers are used in virtually every
sector of electronics, providing the necessary control and
processing power for a multitude of applications. In
consumer electronics, they manage the operations of
smartphones, home appliances, and wearable devices. In
automotive systems, microcontrollers control engine
functions, safety features, and infotainment systems.
Industrial applications rely on microcontrollers for
automation, robotics, and process control. Additionally,
microcontrollers are integral in medical devices, handling
functions such as monitoring, diagnostics, and control of
therapeutic equipment. Their versatility and
programmability make them essential components in
creating efficient, responsive, and intelligent electronic
systems.

Common Subcategories of "Embedded -
Microcontrollers"

Embedded microcontrollers can be categorized based on
their architecture, performance, and application focus.
Common subcategories include 8-bit, 16-bit, and 32-bit
microcontrollers, differentiated by their processing power
and memory capacity. 8-bit microcontrollers are typically
used in simple applications like basic control systems and
small devices. 16-bit microcontrollers offer a balance
between performance and complexity, suitable for
medium-scale applications like industrial automation. 32-
bit microcontrollers provide high performance and are
used in complex applications requiring advanced
processing, such as automotive systems and sophisticated
consumer electronics. Each subcategory serves a specific
range of applications, providing tailored solutions for
different performance and complexity needs.

Types of "Embedded - Microcontrollers"

There are various types of embedded microcontrollers,
each designed to meet specific application requirements.
General-purpose microcontrollers are versatile and used in
a wide range of applications, offering a balance of
performance, memory, and peripheral options. Special-
purpose microcontrollers are tailored for specific tasks,
such as automotive controllers, which include features like
built-in motor control peripherals and automotive-grade
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• Up to four compare channels with optional complementary output
• Generation of synchronized pulse width modulation (PWM) pattern across port pins
• Deterministic fault protection, fast decay and configurable dead-time between

complementary output
• Dithering that increase resolution with up to 5 bit and reduce quantization error

– 32-bit Real Time Counter (RTC) with clock/calendar function
– Watchdog Timer (WDT)
– CRC-32 generator
– One full-speed (12Mbps) Universal Serial Bus (USB) 2.0 interface

• Embedded host and device function
• Eight endpoints

– Up to six Serial Communication Interfaces (SERCOM), each configurable to operate as either:
• USART with full-duplex and single-wire half-duplex configuration
• I2C up to 3.4MHz
• SPI
• LIN slave

– One two-channel Inter-IC Sound (I2S) interface
– One 12-bit, 350ksps Analog-to-Digital Converter (ADC) with up to 20 channels

• Differential and single-ended input
• 1/2x to 16x programmable gain stage
• Automatic offset and gain error compensation
• Oversampling and decimation in hardware to support 13-, 14-, 15- or 16-bit resolution

– 10-bit, 350ksps Digital-to-Analog Converter (DAC)
– Two Analog Comparators (AC) with window compare function
– Peripheral Touch Controller (PTC)

• 256-Channel capacitive touch and proximity sensing
• I/O

– Up to 52 programmable I/O pins
• Drop in compatible with SAM D20
• Packages

– 64-pin TQFP, QFN, UFBGA
– 48-pin TQFP, QFN, WLCSP
– 32-pin TQFP, QFN, WLCSP

• Operating Voltage
– 1.62V – 3.63V
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1. Description
The SAM D21 is a series of low-power microcontrollers using the 32-bit ARM® Cortex®-M0+ processor,
and ranging from 32- to 64-pins with up to 256KB Flash and 32KB of SRAM. The SAM D21 operate at a
maximum frequency of 48MHz and reach 2.46 CoreMark/MHz. They are designed for simple and intuitive
migration with identical peripheral modules, hex compatible code, identical linear address map and pin
compatible migration paths between all devices in the product series. All devices include intelligent and
flexible peripherals, Event System for inter-peripheral signaling, and support for capacitive touch button,
slider and wheel user interfaces.

The SAM D21 provide the following features: In-system programmable Flash, twelve-channel direct
memory access (DMA) controller, 12 channel Event System, programmable interrupt controller, up to 52
programmable I/O pins, 32-bit real-time clock and calendar, up to five 16-bit Timer/Counters (TC) and
three 24-bit Timer/Counters for Control (TCC), where each TC can be configured to perform frequency
and waveform generation, accurate program execution timing or input capture with time and frequency
measurement of digital signals. The TCs can operate in 8- or 16-bit mode, selected TCs can be cascaded
to form a 32-bit TC, and three timer/counters have extended functions optimized for motor, lighting and
other control applications. The series provide one full-speed USB 2.0 embedded host and device
interface; up to six Serial Communication Modules (SERCOM) that each can be configured to act as an
USART, UART, SPI, I2C up to 3.4MHz, SMBus, PMBus, and LIN slave; two-channel I2S interface; up to
twenty-channel 350ksps 12-bit ADC with programmable gain and optional oversampling and decimation
supporting up to 16-bit resolution, one 10-bit 350ksps DAC, two analog comparators with window mode,
Peripheral Touch Controller supporting up to 256 buttons, sliders, wheels and proximity sensing;
programmable Watchdog Timer, brown-out detector and power-on reset and two-pin Serial Wire Debug
(SWD) program and debug interface.

All devices have accurate and low-power external and internal oscillators. All oscillators can be used as a
source for the system clock. Different clock domains can be independently configured to run at different
frequencies, enabling power saving by running each peripheral at its optimal clock frequency, and thus
maintaining a high CPU frequency while reducing power consumption.

The SAM D21 have two software-selectable sleep modes, idle and standby. In idle mode the CPU is
stopped while all other functions can be kept running. In standby all clocks and functions are stopped
expect those selected to continue running. The device supports SleepWalking. This feature allows the
peripheral to wake up from sleep based on predefined conditions, and thus allows the CPU to wake up
only when needed, e.g. when a threshold is crossed or a result is ready. The Event System supports
synchronous and asynchronous events, allowing peripherals to receive, react to and send events even in
standby mode.

The Flash program memory can be reprogrammed in-system through the SWD interface. The same
interface can be used for non-intrusive on-chip debug of application code. A boot loader running in the
device can use any communication interface to download and upgrade the application program in the
Flash memory.

The SAM D21 microcontrollers are supported with a full suite of program and system development tools,
including C compilers, macro assemblers, program debugger/simulators, programmers and evaluation
kits.
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Ordering Code FLASH (bytes) SRAM (bytes) Package Carrier Type

ATSAMD21E16A-AU 64K 8K TQFP32 Tray

ATSAMD21E16A-AUT Tape & Reel

ATSAMD21E16A-AF Tray

ATSAMD21E16A-AFT Tape & Reel

ATSAMD21E16A-MU QFN32 Tray

ATSAMD21E16A-MUT Tape & Reel

ATSAMD21E16A-MF Tray

ATSAMD21E16A-MFT Tape & Reel

ATSAMD21E17A-AU 128K 16K TQFP32 Tray

ATSAMD21E17A-AUT Tape & Reel

ATSAMD21E17A-AF Tray

ATSAMD21E17A-AFT Tape & Reel

ATSAMD21E17A-MU QFN32 Tray

ATSAMD21E17A-MUT Tape & Reel

ATSAMD21E17A-MF Tray

ATSAMD21E17A-MFT Tape & Reel

ATSAMD21E18A-AU 256K 32K TQFP32 Tray

ATSAMD21E18A-AUT Tape & Reel

ATSAMD21E18A-AF Tray

ATSAMD21E18A-AFT Tape & Reel

ATSAMD21E18A-MU QFN32 Tray

ATSAMD21E18A-MUT Tape & Reel

ATSAMD21E18A-MF Tray

ATSAMD21E18A-MFT Tape & Reel
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Table 3-2. Device Variant B

Ordering Code FLASH (bytes) SRAM (bytes) Package Carrier Type

ATSAMD21E15B-AU 32K 4K TQFP32 Tray

ATSAMD21E15B-AUT Tape & Reel

ATSAMD21E15B-AF Tray

ATSAMD21E15B-AFT Tape & Reel

ATSAMD21E15B-MU QFN32 Tray

ATSAMD21E15B-MUT Tape & Reel

ATSAMD21E15B-MF Tray

ATSAMD21E15B-MFT Tape & Reel

ATSAMD21E15B-UUT WLCSP35 (GJR) Tape & Reel

ATSAMD21E16B-AU 64K 8K TQFP32 Tray

ATSAMD21E16B-AUT Tape & Reel

ATSAMD21E16B-AF Tray

ATSAMD21E16B-AFT Tape & Reel

ATSAMD21E16B-MU QFN32 Tray

ATSAMD21E16B-MUT Tape & Reel

ATSAMD21E16B-MF Tray

ATSAMD21E16B-MFT Tape & Reel

ATSAMD21E16B-UUT 64K 8K WLCSP35 (GJR) Tape & Reel

Table 3-3. Device Variant C

Ordering Code FLASH (bytes) SRAM (bytes) Package Carrier Type

ATSAMD21E15C-UUT 32K 4K WLCSP35 (GJS) Tape & Reel

ATSAMD21E16C-UUT 64K 8K WLCSP35 (GJS) Tape & Reel
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Ordering Code FLASH (bytes) SRAM (bytes) Package Carrier Type

ATSAMD21G18A-AU 256K 32K TQFP48 Tray

ATSAMD21G18A-AUT Tape & Reel

ATSAMD21G18A-AF Tray

ATSAMD21G18A-AFT Tape & Reel

ATSAMD21G18A-MU QFN48 Tray

ATSAMD21G18A-MUT Tape & Reel

ATSAMD21G18A-MF Tray

ATSAMD21G18A-MFT Tape & Reel

ATSAMD21G18A-UUT WLCSP45 Tape & Reel

Table 3-5. Device Variant B

Ordering Code FLASH (bytes) SRAM (bytes) Package Carrier Type

ATSAMD21G15B-AU 32K 4K TQFP48 Tray

ATSAMD21G15B-AUT Tape & Reel

ATSAMD21G15B-AF Tray

ATSAMD21G15B-AFT Tape & Reel

ATSAMD21G15B-MU QFN48 Tray

ATSAMD21G15B-MUT Tape & Reel

ATSAMD21G15B-MF Tray

ATSAMD21G15B-MFT Tape & Reel

ATSAMD21G16B-AU 64K 8K TQFP48 Tray

ATSAMD21G16B-AUT Tape & Reel

ATSAMD21G16B-AF Tray

ATSAMD21G16B-AFT Tape & Reel

ATSAMD21G16B-MU QFN48 Tray

ATSAMD21G16B-MUT Tape & Reel

ATSAMD21G16B-MF Tray

ATSAMD21G16B-MFT Tape & Reel
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3.3 SAM D21J
Table 3-6. Device Variant A

Ordering Code FLASH (bytes) SRAM (bytes) Package Carrier Type

ATSAMD21J15A-AU 32K 4K TQFP64 Tray

ATSAMD21J15A-AUT Tape & Reel

ATSAMD21J15A-AF Tray

ATSAMD21J15A-AFT Tape & Reel

ATSAMD21J15A-MU QFN64 Tray

ATSAMD21J15A-MUT Tape & Reel

ATSAMD21J15A-MF Tray

ATSAMD21J15A-MFT Tape & Reel

ATSAMD21J16A-AU 64K 8K TQFP64 Tray

ATSAMD21J16A-AUT Tape & Reel

ATSAMD21J16A-AF Tray

ATSAMD21J16A-AFT Tape & Reel

ATSAMD21J16A-MU QFN64 Tray

ATSAMD21J16A-MUT Tape & Reel

ATSAMD21J16A-MF Tray

ATSAMD21J16A-MFT Tape & Reel

ATSAMD21J16A-CU UFBGA64 Tray

ATSAMD21J16A-CUT Tape & Reel

ATSAMD21J17A-AU 128K 16K TQFP64 Tray

ATSAMD21J17A-AUT Tape & Reel

ATSAMD21J17A-AF Tray

ATSAMD21J17A-AFT Tape & Reel

ATSAMD21J17A-MU QFN64 Tray

ATSAMD21J17A-MUT Tape & Reel

ATSAMD21J17A-MF Tray

ATSAMD21J17A-MFT Tape & Reel

ATSAMD21J17A-CU UFBGA64 Tray

ATSAMD21J17A-CUT Tape & Reel
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Ordering Code FLASH (bytes) SRAM (bytes) Package Carrier Type

ATSAMD21J18A-AU 256K 32K TQFP64 Tray

ATSAMD21J18A-AUT Tape & Reel

ATSAMD21J18A-AF Tray

ATSAMD21J18A-AFT Tape & Reel

ATSAMD21J18A-MU QFN64 Tray

ATSAMD21J18A-MUT Tape & Reel

ATSAMD21J18A-MF Tray

ATSAMD21J18A-MFT Tape & Reel

ATSAMD21J18A-CU UFBGA64 Tray

ATSAMD21J18A-CUT Tape & Reel

Table 3-7. Device Variant B

Ordering Code FLASH (bytes) SRAM (bytes) Package Carrier Type

ATSAMD21J15B-AU 32K 4K TQFP64 Tray

ATSAMD21J15B-AUT Tape & Reel

ATSAMD21J15B-AF Tray

ATSAMD21J15B-AFT Tape & Reel

ATSAMD21J15B-MU QFN64 Tray

ATSAMD21J15B-MUT Tape & Reel

ATSAMD21J15B-MF Tray

ATSAMD21J15B-MFT Tape & Reel

ATSAMD21J16B-AU 64K 8K TQFP64 Tray

ATSAMD21J16B-AUT Tape & Reel

ATSAMD21J16B-AF Tray

ATSAMD21J16B-AFT Tape & Reel

ATSAMD21J16B-MU QFN64 Tray

ATSAMD21J16B-MUT Tape & Reel

ATSAMD21J16B-MF Tray

ATSAMD21J16B-MFT Tape & Reel

ATSAMD21J16B-CU UFBGA64 Tray

ATSAMD21J16B-CUT Tape & Reel
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4. Block Diagram
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1. Some products have different number of SERCOM instances, Timer/Counter instances, PTC
signals and ADC signals. Refer to the Configuration Summary for details.

2. The three TCC instances have different configurations, including the number of Waveform Output
(WO) lines. Refer to the TCC Configuration for details.
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5.1.2 UFBGA64
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Peripheral Source NVIC Line

AC – Analog Comparator 24

DAC – Digital-to-Analog Converter 25

PTC – Peripheral Touch Controller 26

I2S - Inter IC Sound 27

7.3 Micro Trace Buffer

7.3.1 Features
• Program flow tracing for the Cortex-M0+ processor
• MTB SRAM can be used for both trace and general purpose storage by the processor
• The position and size of the trace buffer in SRAM is configurable by software
• CoreSight compliant

7.3.2 Overview
When enabled, the MTB records changes in program flow, reported by the Cortex-M0+ processor over
the execution trace interface shared between the Cortex-M0+ processor and the CoreSight MTB-M0+.
This information is stored as trace packets in the SRAM by the MTB. An off-chip debugger can extract the
trace information using the Debug Access Port to read the trace information from the SRAM. The
debugger can then reconstruct the program flow from this information.

The MTB simultaneously stores trace information into the SRAM, and gives the processor access to the
SRAM. The MTB ensures that trace write accesses have priority over processor accesses.

The execution trace packet consists of a pair of 32-bit words that the MTB generates when it detects the
processor PC value changes non-sequentially. A non-sequential PC change can occur during branch
instructions or during exception entry. See the CoreSight MTB-M0+ Technical Reference Manual for more
details on the MTB execution trace packet format.

Tracing is enabled when the MASTER.EN bit in the Master Trace Control Register is 1. There are various
ways to set the bit to 1 to start tracing, or to 0 to stop tracing. See the CoreSight Cortex-M0+ Technical
Reference Manual for more details on the Trace start and stop and for a detailed description of the MTB’s
MASTER register. The MTB can be programmed to stop tracing automatically when the memory fills to a
specified watermark level or to start or stop tracing by writing directly to the MASTER.EN bit. If the
watermark mechanism is not being used and the trace buffer overflows, then the buffer wraps around
overwriting previous trace packets.

The base address of the MTB registers is 0x41006000; this address is also written in the CoreSight ROM
Table. The offset of each register from the base address is fixed and as defined by the CoreSight MTB-
M0+ Technical Reference Manual. The MTB has 4 programmable registers to control the behavior of the
trace features:

• POSITION: Contains the trace write pointer and the wrap bit,
• MASTER: Contains the main trace enable bit and other trace control fields,
• FLOW: Contains the WATERMARK address and the AUTOSTOP and AUTOHALT control bits,
• BASE: Indicates where the SRAM is located in the processor memory map. This register is

provided to enable auto discovery of the MTB SRAM location, by a debug agent.

See the CoreSight MTB-M0+ Technical Reference Manual for a detailed description of these registers.
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The MTB has fixed QoS level 3 and the DSU has fixed QoS level 1.

The CPU QoS level can be written/read at address 0x41007110, bits [1:0]. Its reset value is 0x0.

Refer to different master QOSCTRL registers for configuring QoS for the other masters (USB, DMAC).

7.5 AHB-APB Bridge
The AHB-APB bridge is an AHB slave, providing an interface between the high-speed AHB domain and
the low-power APB domain. It is used to provide access to the programmable control registers of
peripherals.

AHB-APB bridge is based on AMBA APB Protocol Specification V2.0 (ref. as APB4) including:
• Wait state support
• Error reporting
• Transaction protection
• Sparse data transfer (byte, half-word and word)

Additional enhancements:
• Address and data cycles merged into a single cycle
• Sparse data transfer also apply to read access

to operate the AHB-APB bridge, the clock (CLK_HPBx_AHB) must be enabled. See PM – Power
Manager for details.

Figure 7-1. APB Write Access.
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Value Description
0 Write-protection is disabled.
1 Write-protection is enabled.

Bit 3 – PORT
Writing a zero to these bits has no effect.

Writing a one to these bits will clear the Write Protect bit for the corresponding peripherals.

Value Description
0 Write-protection is disabled.
1 Write-protection is enabled.

Bit 2 – NVMCTRL
Writing a zero to these bits has no effect.

Writing a one to these bits will clear the Write Protect bit for the corresponding peripherals.

Value Description
0 Write-protection is disabled.
1 Write-protection is enabled.

Bit 1 – DSU
Writing a zero to these bits has no effect.

Writing a one to these bits will clear the Write Protect bit for the corresponding peripherals.

Value Description
0 Write-protection is disabled.
1 Write-protection is enabled.

Write Protect Set

Name:  WPSET
Offset:  0x04
Reset:  0x000002
Property:
 

–

Bit 31 30 29 28 27 26 25 24  
          

Access  
Reset  

Bit 23 22 21 20 19 18 17 16  
          

Access  
Reset  

Bit 15 14 13 12 11 10 9 8  
          

Access  
Reset  

 32-bit ARM-Based Microcontrollers

© 2017 Microchip Technology Inc.  Datasheet Summary 40001884A-page 37



Property:
 

–

Bit 31 30 29 28 27 26 25 24  
          

Access  
Reset  

Bit 23 22 21 20 19 18 17 16  
    I2S PTC DAC AC ADC  

Access R/W R/W R/W R/W R/W  
Reset 0 0 0 0 0  

Bit 15 14 13 12 11 10 9 8  
 TC7 TC6 TC5 TC4 TC3 TCC2 TCC1 TCC0  

Access R/W R/W R/W R/W R/W R/W R/W R/W  
Reset 0 0 0 0 0 0 0 0  

Bit 7 6 5 4 3 2 1 0  
 SERCOM5 SERCOM4 SERCOM3 SERCOM2 SERCOM1 SERCOM0 EVSYS   

Access R/W R/W R/W R/W R/W R/W R/W  
Reset 0 0 0 0 0 0 0  

Bit 20 – I2S
Writing a zero to these bits has no effect.

Writing a one to these bits will clear the Write Protect bit for the corresponding peripherals.

Value Description
0 Write-protection is disabled.
1 Write-protection is enabled.

Bit 19 – PTC
Writing a zero to these bits has no effect.

Writing a one to these bits will clear the Write Protect bit for the corresponding peripherals.

Value Description
0 Write-protection is disabled.
1 Write-protection is enabled.

Bit 18 – DAC: 
Writing a zero to these bits has no effect.

Writing a one to these bits will clear the Write Protect bit for the corresponding peripherals.

Value Description
0 Write-protection is disabled.
1 Write-protection is enabled.

Bit 17 – AC
Writing a zero to these bits has no effect.

Writing a one to these bits will clear the Write Protect bit for the corresponding peripherals.
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8.2 Package Drawings

8.2.1 64 pin TQFP

Table 8-2. Device and Package Maximum Weight

300 mg

Table 8-3. Package Characteristics

Moisture Sensitivity Level MSL3
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Table 8-5. Device and Package Maximum Weight

200 mg

Table 8-6. Package Charateristics

Moisture Sensitivity Level MSL3

Table 8-7. Package Reference

JEDEC Drawing Reference MO-220

JESD97 Classification E3

8.2.3 64-ball UFBGA

Table 8-8. Device and Package Maximum Weight

27.4 mg
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Table 8-11. Device and Package Maximum Weight

140 mg

Table 8-12. Package Characteristics

Moisture Sensitivity Level MSL3

Table 8-13. Package Reference

JEDEC Drawing Reference MS-026

JESD97 Classification E3
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8.2.5 48 pin QFN

Note:  The exposed die attach pad is not connected electrically inside the device.

Table 8-14. Device and Package Maximum Weight

140 mg

Table 8-15. Package Characteristics

Moisture Sensitivity Level MSL3
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Table 8-27. Package Characteristics

Moisture Sensitivity Level MSL1

Table 8-28. Package Reference

JEDEC Drawing Reference MO-220

JESD97 Classification E1

8.2.10 35 ball WLCSP (Device Variant C)
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The Microchip Web Site

Microchip provides online support via our web site at http://www.microchip.com/. This web site is used as
a means to make files and information easily available to customers. Accessible by using your favorite
Internet browser, the web site contains the following information:

• Product Support – Data sheets and errata, application notes and sample programs, design
resources, user’s guides and hardware support documents, latest software releases and archived
software

• General Technical Support – Frequently Asked Questions (FAQ), technical support requests,
online discussion groups, Microchip consultant program member listing

• Business of Microchip – Product selector and ordering guides, latest Microchip press releases,
listing of seminars and events, listings of Microchip sales offices, distributors and factory
representatives

Customer Change Notification Service

Microchip’s customer notification service helps keep customers current on Microchip products.
Subscribers will receive e-mail notification whenever there are changes, updates, revisions or errata
related to a specified product family or development tool of interest.

To register, access the Microchip web site at http://www.microchip.com/. Under “Design Support”, click on
“Customer Change Notification” and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

• Distributor or Representative
• Local Sales Office
• Field Application Engineer (FAE)
• Technical Support

Customers should contact their distributor, representative or Field Application Engineer (FAE) for support.
Local sales offices are also available to help customers. A listing of sales offices and locations is included
in the back of this document.

Technical support is available through the web site at: http://www.microchip.com/support

Related Links
Worldwide Sales and Service

Product Identification System

To order or obtain information, e.g., on pricing or delivery, refer to the factory or the listed sales office.
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 SAMD  21  E  15  L   -   M  F  T          

Product Family
SAMD = General Purpose Microcontroller

21 = Cortex M0 + CPU, Basic Feature Set  

E = 32 Pins
G = 48 Pins

  No character = Tray (Default)
                   T = Tape and Reel 

U = -40 - 85OC Matte Sn Plating
N = -40 - 105oC Matte Sn Plating
F = -40 - 125OC Matte Sn Plating

A = TQFP
M = QFN

+ DMA + Analog/PWM Optimized

Product Series

Flash Memory Density

Device Variant
A = Default Variant
L = Pinout optimized for analog and PWM

Pin Count

Package Carrier

Package Grade

16 = 64KB
15 = 32KB 

Package Type

Note: 
1. Tape and Reel identifier only appears in the catalog part number description. This identifier is used

for ordering purposes and is not printed on the device package. Check with your Microchip Sales
Office for package availability with the Tape and Reel option.

2. Small form-factor packaging options may be available. Please check http://www.microchip.com/
packaging for small-form factor package availability, or contact your local Sales Office.

Microchip Devices Code Protection Feature
Note the following details of the code protection feature on Microchip devices:

• Microchip products meet the specification contained in their particular Microchip Data Sheet.
• Microchip believes that its family of products is one of the most secure families of its kind on the

market today, when used in the intended manner and under normal conditions.
• There are dishonest and possibly illegal methods used to breach the code protection feature. All of

these methods, to our knowledge, require using the Microchip products in a manner outside the
operating specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is
engaged in theft of intellectual property.

• Microchip is willing to work with the customer who is concerned about the integrity of their code.
• Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their

code. Code protection does not mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the
code protection features of our products. Attempts to break Microchip’s code protection feature may be a
violation of the Digital Millennium Copyright Act. If such acts allow unauthorized access to your software
or other copyrighted work, you may have a right to sue for relief under that Act.

Legal Notice
Information contained in this publication regarding device applications and the like is provided only for
your convenience and may be superseded by updates. It is your responsibility to ensure that your
application meets with your specifications. MICROCHIP MAKES NO REPRESENTATIONS OR
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