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What is "Embedded - Microcontrollers"?

"Embedded - Microcontrollers" refer to small, integrated
circuits designed to perform specific tasks within larger
systems. These microcontrollers are essentially compact
computers on a single chip, containing a processor core,
memory, and programmable input/output peripherals.
They are called "embedded" because they are embedded
within electronic devices to control various functions,
rather than serving as standalone computers.
Microcontrollers are crucial in modern electronics,
providing the intelligence and control needed for a wide
range of applications.

Applications of "Embedded -
Microcontrollers"

Embedded microcontrollers are used in virtually every
sector of electronics, providing the necessary control and
processing power for a multitude of applications. In
consumer electronics, they manage the operations of
smartphones, home appliances, and wearable devices. In
automotive systems, microcontrollers control engine
functions, safety features, and infotainment systems.
Industrial applications rely on microcontrollers for
automation, robotics, and process control. Additionally,
microcontrollers are integral in medical devices, handling
functions such as monitoring, diagnostics, and control of
therapeutic equipment. Their versatility and
programmability make them essential components in
creating efficient, responsive, and intelligent electronic
systems.

Common Subcategories of "Embedded -
Microcontrollers"

Embedded microcontrollers can be categorized based on
their architecture, performance, and application focus.
Common subcategories include 8-bit, 16-bit, and 32-bit
microcontrollers, differentiated by their processing power
and memory capacity. 8-bit microcontrollers are typically
used in simple applications like basic control systems and
small devices. 16-bit microcontrollers offer a balance
between performance and complexity, suitable for
medium-scale applications like industrial automation. 32-
bit microcontrollers provide high performance and are
used in complex applications requiring advanced
processing, such as automotive systems and sophisticated
consumer electronics. Each subcategory serves a specific
range of applications, providing tailored solutions for
different performance and complexity needs.

Types of "Embedded - Microcontrollers"

There are various types of embedded microcontrollers,
each designed to meet specific application requirements.
General-purpose microcontrollers are versatile and used in
a wide range of applications, offering a balance of
performance, memory, and peripheral options. Special-
purpose microcontrollers are tailored for specific tasks,
such as automotive controllers, which include features like
built-in motor control peripherals and automotive-grade
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Offset Name Bit Pos.         

...

0x3F

0x40 GP0

7:0 GP[7:0]

15:8 GP[15:8]

23:16 GP[23:16]

31:24 GP[31:24]

0x44 GP1

7:0 GP[7:0]

15:8 GP[15:8]

23:16 GP[23:16]

31:24 GP[31:24]

0x48 GP2

7:0 GP[7:0]

15:8 GP[15:8]

23:16 GP[23:16]

31:24 GP[31:24]

0x4C GP3

7:0 GP[7:0]

15:8 GP[15:8]

23:16 GP[23:16]

31:24 GP[31:24]

0x50

...

0x5F

Reserved          

0x60 TAMPCTRL

7:0 IN3ACT[1:0] IN2ACT[1:0] IN1ACT[1:0] IN0ACT[1:0]

15:8       IN4ACT[1:0]

23:16    TAMLVL4 TAMLVL3 TAMLVL2 TAMLVL1 TAMLVL0

31:24    DEBNC4 DEBNC3 DEBNC2 DEBNC1 DEBNC0

0x64 TIMESTAMP

7:0 COUNT[7:0]

15:8 COUNT[15:8]

23:16         

31:24         

0x68 TAMPID

7:0    TAMPID4 TAMPID3 TAMPID2 TAMPID1 TAMPID0

15:8         

23:16         

31:24 TAMPEVT        

0x6C

...

0x7F

Reserved          

0x80 BKUP0

7:0 BKUP[7:0]

15:8 BKUP[15:8]

23:16 BKUP[23:16]

31:24 BKUP[31:24]

0x84 BKUP1

7:0 BKUP[7:0]

15:8 BKUP[15:8]

23:16 BKUP[23:16]

31:24 BKUP[31:24]

0x88 BKUP2
7:0 BKUP[7:0]

15:8 BKUP[15:8]
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Offset Name Bit Pos.         

0x24 RADDR3

7:0 RADDR[7:0]

15:8 RADDR[15:8]

23:16 RADDR[23:16]

31:24 RADDR[31:24]

0x24 RNEXT2

7:0         

15:8         

23:16         

31:24         

0x28 RCFG3

7:0 WCIEN BEIEN DMIEN RHIEN  EOM WRAP CDWBN

15:8  ALGO[2:0]  PROCDLY SUIEN ECIEN

23:16         

31:24         

0x2C RCTRL3

7:0 TRSIZE[7:0]

15:8 TRSIZE[15:8]

23:16         

31:24         

0x30 RNEXT3

7:0         

15:8         

23:16         

31:24         
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32.9.3 Data Direction Set

Name:  DIRSET
Offset:  0x08
Reset:  0x00000000
Property:  PAC Write-Protection

This register allows the user to set one or more I/O pins as an output, without doing a read-modify-write
operation. Changes in this register will also be reflected in the Data Direction (DIR), Data Direction Toggle
(DIRTGL) and Data Direction Clear (DIRCLR) registers.

Tip:  The I/O pins are assembled in pin groups (”PORT groups”) with up to 32 pins. Group 0
consists of the PA pins, group 1 is for the PB pins, etc. Each pin group has its own PORT
registers, with a 0x80 address spacing. For example, the register address offset for the Data
Direction (DIR) register for group 0 (PA00 to PA31) is 0x00, and the register address offset for
the DIR register for group 1 (PB00 to PB31) is 0x80.

Bit 31 30 29 28 27 26 25 24  
 DIRSET[31:24]  

Access RW RW RW RW RW RW RW RW  
Reset 0 0 0 0 0 0 0 0  

Bit 23 22 21 20 19 18 17 16  
 DIRSET[23:16]  

Access RW RW RW RW RW RW RW RW  
Reset 0 0 0 0 0 0 0 0  

Bit 15 14 13 12 11 10 9 8  
 DIRSET[15:8]  

Access RW RW RW RW RW RW RW RW  
Reset 0 0 0 0 0 0 0 0  

Bit 7 6 5 4 3 2 1 0  
 DIRSET[7:0]  

Access RW RW RW RW RW RW RW RW  
Reset 0 0 0 0 0 0 0 0  

Bits 31:0 – DIRSET[31:0] Port Data Direction Set
Writing '0' to a bit has no effect.

Writing '1' to a bit will set the corresponding bit in the DIR register, which configures the I/O pin as an
output.

Value Description
0 The corresponding I/O pin in the PORT group will keep its configuration.
1 The corresponding I/O pin in the PORT group is configured as an output.
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32.9.10 Control

Name:  CTRL
Offset:  0x24
Reset:  0x00000000
Property:  PAC Write-Protection

Tip:  The I/O pins are assembled in pin groups (”PORT groups”) with up to 32 pins. Group 0
consists of the PA pins, group 1 is for the PB pins, etc. Each pin group has its own PORT
registers, with a 0x80 address spacing. For example, the register address offset for the Data
Direction (DIR) register for group 0 (PA00 to PA31) is 0x00, and the register address offset for
the DIR register for group 1 (PB00 to PB31) is 0x80.

Bit 31 30 29 28 27 26 25 24  
 SAMPLING[31:24]  

Access RW RW RW RW RW RW RW RW  
Reset 0 0 0 0 0 0 0 0  

Bit 23 22 21 20 19 18 17 16  
 SAMPLING[23:16]  

Access RW RW RW RW RW RW RW RW  
Reset 0 0 0 0 0 0 0 0  

Bit 15 14 13 12 11 10 9 8  
 SAMPLING[15:8]  

Access RW RW RW RW RW RW RW RW  
Reset 0 0 0 0 0 0 0 0  

Bit 7 6 5 4 3 2 1 0  
 SAMPLING[7:0]  

Access RW RW RW RW RW RW RW RW  
Reset 0 0 0 0 0 0 0 0  

Bits 31:0 – SAMPLING[31:0] Input Sampling Mode
Configures the input sampling functionality of the I/O pin input samplers, for pins configured as inputs via
the Data Direction register (DIR).

The input samplers are enabled and disabled in sub-groups of eight. Thus if any pins within a byte
request continuous sampling, all pins in that eight pin sub-group will be continuously sampled.

Value Description
0 On demand sampling of I/O pin is enabled.
1 Continuous sampling of I/O pin is enabled.
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Bit 30 – WRPINCFG Write PINCFG
This bit determines whether the atomic write operation will update the Pin Configuration register
(PINCFGy) or not for all pins selected by the WRCONFIG.PINMASK and WRCONFIG.HWSEL bits.

Writing '0' to this bit has no effect.

Writing '1' to this bit updates the configuration of the selected pins with the written WRCONFIG.DRVSTR,
WRCONFIG.PULLEN, WRCONFIG.INEN, WRCONFIG.PMUXEN, and WRCONFIG.PINMASK values.

This bit will always read as zero.

Value Description
0 The PINCFGy registers of the selected pins will not be updated.
1 The PINCFGy registers of the selected pins will be updated.

Bit 28 – WRPMUX Write PMUX
This bit determines whether the atomic write operation will update the Peripheral Multiplexing register
(PMUXn) or not for all pins selected by the WRCONFIG.PINMASK and WRCONFIG.HWSEL bits.

Writing '0' to this bit has no effect.

Writing '1' to this bit updates the pin multiplexer configuration of the selected pins with the written
WRCONFIG. PMUX value.

This bit will always read as zero.

Value Description
0 The PMUXn registers of the selected pins will not be updated.
1 The PMUXn registers of the selected pins will be updated.

Bits 27:24 – PMUX[3:0] Peripheral Multiplexing
These bits determine the new value written to the Peripheral Multiplexing register (PMUXn) for all pins
selected by the WRCONFIG.PINMASK and WRCONFIG.HWSEL bits, when the WRCONFIG.WRPMUX
bit is set.

These bits will always read as zero.

Bit 22 – DRVSTR Output Driver Strength Selection
This bit determines the new value written to PINCFGy.DRVSTR for all pins selected by the
WRCONFIG.PINMASK and WRCONFIG.HWSEL bits, when the WRCONFIG.WRPINCFG bit is set.

This bit will always read as zero.

Bit 18 – PULLEN Pull Enable
This bit determines the new value written to PINCFGy.PULLEN for all pins selected by the
WRCONFIG.PINMASK and WRCONFIG.HWSEL bits, when the WRCONFIG.WRPINCFG bit is set.

This bit will always read as zero.

Bit 17 – INEN Input Enable
This bit determines the new value written to PINCFGy.INEN for all pins selected by the
WRCONFIG.PINMASK and WRCONFIG.HWSEL bits, when the WRCONFIG.WRPINCFG bit is set.

This bit will always read as zero.
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PMUXO[3:0] Name Description

0xC M Peripheral function M selected

0xD N Peripheral function N selected

0xE-0xF - Reserved

Bits 3:0 – PMUXE[3:0] Peripheral Multiplexing for Even-Numbered Pin
These bits select the peripheral function for even-numbered pins (2*n) of a PORT group, if the
corresponding PINCFGy.PMUXEN bit is '1'.

Not all possible values for this selection may be valid. For more details, refer to the I/O Multiplexing and
Considerations.

PMUXE[3:0] Name Description

0x0 A Peripheral function A selected

0x1 B Peripheral function B selected

0x2 C Peripheral function C selected

0x3 D Peripheral function D selected

0x4 E Peripheral function E selected

0x5 F Peripheral function F selected

0x6 G Peripheral function G selected

0x7 H Peripheral function H selected

0x8 I Peripheral function I selected

0x9 J Peripheral function J selected

0xA K Peripheral function K selected

0xB L Peripheral function L selected

0xC M Peripheral function M selected

0xD N Peripheral function N selected

0xE-0xF - Reserved

Related Links
6.  I/O Multiplexing and Considerations
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34.8.10 Synchronization Busy

Name:  SYNCBUSY
Offset:  0x1C
Reset:  0x00000000
Property:  -

Bit 31 30 29 28 27 26 25 24  
          

Access  
Reset  

Bit 23 22 21 20 19 18 17 16  
          

Access  
Reset  

Bit 15 14 13 12 11 10 9 8  
          

Access  
Reset  

Bit 7 6 5 4 3 2 1 0  
    LENGTH RXERRCNT CTRLB ENABLE SWRST  

Access R R R R R  
Reset 0 0 0 0 0  

Bit 4 – LENGTH LENGTH Synchronization Busy
Writing to the LENGTH register requires synchronization. When writing to LENGTH,
SYNCBUSY.LENGTH will be set until synchronization is complete. If the LENGTH register is written to
while SYNCBUSY.LENGTH is asserted, an APB error is generated.

Value Description
0 LENGTH synchronization is not busy.
1 LENGTH synchronization is busy.

Bit 3 – RXERRCNT Receive Error Count Synchronization Busy
The RXERRCNT register is automatically synchronized to the APB domain upon error. When returning
from sleep, this bit will be raised until the new value is available to be read.

Value Description
0 RXERRCNT synchronization is not busy.
1 RXERRCNT synchronization is busy.

Bit 2 – CTRLB CTRLB Synchronization Busy
Writing to the CTRLB register when the SERCOM is enabled requires synchronization. When writing to
CTRLB the SYNCBUSY.CTRLB bit will be set until synchronization is complete. If CTRLB is written while
SYNCBUSY.CTRLB is asserted, an APB error will be generated.

 SAMD5x/E5x Family Data Sheet
SERCOM USART - SERCOM Synchronous and Asyn...

© 2018 Microchip Technology Inc.  Datasheet DS60001507B-page 991



Value Description
0 Data is captured on the leading edge of SCK and changed on the following edge of SCK.
1 Data is changed on the leading edge of SCK and captured on the following edge of SCK.

Bit 0 – CPOL Clock Polarity
CPOL is used to determine the inactive state value of the serial clock (SCK). It is used with CPHA to
produce the required clock/data relationship between master and slave devices.

Value Description
0 The inactive state value of SCK is logic level zero.
0 The inactive state value of SCK is logic level 'one'.
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38. USB – Universal Serial Bus

38.1 Overview
The Universal Serial Bus interface (USB) module complies with the Universal Serial Bus (USB) 2.1
specification supporting both device and embedded host modes.

The USB device mode supports 8 endpoint addresses. All endpoint addresses have one input and one
output endpoint, for a total of 16 endpoints. Each endpoint is fully configurable in any of the four transfer
types: control, interrupt, bulk or isochronous. The USB host mode supports up to 8 pipes. The maximum
data payload size is selectable up to 1023 bytes.

Internal SRAM is used to keep the configuration and data buffer for each endpoint. The memory locations
used for the endpoint configurations and data buffers is fully configurable. The amount of memory
allocated is dynamic according to the number of endpoints in use, and the configuration of these. The
USB module has a built-in Direct Memory Access (DMA) and will read/write data from/to the system RAM
when a USB transaction takes place. No CPU or DMA Controller resources are required.

To maximize throughput, an endpoint can be configured for ping-pong operation. When this is done the
input and output endpoint with the same address are used in the same direction. The CPU or DMA
Controller can then read/write one data buffer while the USB module writes/reads from the other buffer.
This gives double buffered communication.

Multi-packet transfer enables a data payload exceeding the maximum packet size of an endpoint to be
transferred as multiple packets without any software intervention. This reduces the number of interrupts
and software intervention needed for USB transfers.

For low power operation the USB module can put the microcontroller in any sleep mode when the USB
bus is idle and a suspend condition is given. Upon bus resume, the USB module can wake the
microcontroller from any sleep mode.

38.2 Features
• Compatible with the USB 2.1 specification
• USB Embedded Host and Device mode
• Supports full (12Mbit/s) and low (1.5Mbit/s) speed communication
• Supports Link Power Management (LPM-L1) protocol
• On-chip transceivers with built-in pull-ups and pull-downs
• On-Chip USB serial resistors
• 1kHz SOF clock available on external pin
• Device mode

– Supports 8 IN endpoints and 8 OUT endpoints
– No endpoint size limitations
– Built-in DMA with multi-packet and dual bank for all endpoints
– Supports feedback endpoint
– Supports crystal less clock

• Host mode
– Supports 8 physical pipes
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38.8.2.3 Status

Name:  STATUS
Offset:  0x0C
Reset:  0x40
Property:  -

Bit 7 6 5 4 3 2 1 0  
 LINESTATE[1:0]   SPEED[1:0]    

Access R R R/W R/W  
Reset 0 1 0 1  

Bits 7:6 – LINESTATE[1:0] USB Line State Status
These bits define the current line state DP/DM.

LINESTATE[1:0] USB Line Status

0x0 SE0/RESET

0x1 FS-J or LS-K State

0x2 FS-K or LS-J State

Bits 3:2 – SPEED[1:0] Speed Status
These bits define the current speed used of the device

.

SPEED[1:0] SPEED STATUS

0x0 Low-speed mode

0x1 Full-speed mode

0x2 Reserved

0x3 Reserved
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Value Description

0x5 256 Byte(1)

0x6 512 Byte(1)

0x7 1023 Byte(1)

(1) for Isochronous endpoints only.

Bits 27:14 – MULTI_PACKET_SIZE[13:0] Multiple Packet Size
These bits define the 14-bit value that is used for multi-packet transfers.

For IN endpoints, MULTI_PACKET_SIZE holds the total number of bytes sent. MULTI_PACKET_SIZE
should be written to zero when setting up a new transfer.

For OUT endpoints, MULTI_PACKET_SIZE holds the total data size for the complete transfer. This value
must be a multiple of the maximum packet size.

Bits 13:0 – BYTE_COUNT[13:0] Byte Count
These bits define the 14-bit value that is used for the byte count.

For IN endpoints, BYTE_COUNT holds the number of bytes to be sent in the next IN transaction.

For OUT endpoint or SETUP endpoints, BYTE_COUNT holds the number of bytes received upon the last
OUT or SETUP transaction.
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40.8.20 Error Interrupt Status Enable Register

Name:  EISTER
Offset:  0x36
Reset:  0x0000
Property:  -

Bit 15 14 13 12 11 10 9 8  
    BOOTAE   ADMA ACMD  

Access R/W R/W R/W  
Reset 0 0 0  

Bit 7 6 5 4 3 2 1 0  
 CURLIM DATEND DATCRC DATTEO CMDIDX CMDEND CMDCRC CMDTEO  

Access R/W R/W R/W R/W R/W R/W R/W R/W  
Reset 0 0 0 0 0 0 0 0  

Bit 12 – BOOTAE Boot Acknowledge Error Status Enable
Note:  This register entry is specific to the e.MMC operation mode.

Value Name Description
0 MASKED The BOOTAE status flag in EISTR is masked.
1 ENABLED The BOOTAE status flag in EISTR is enabled.

Bit 9 – ADMA ADMA Error Status Enable

Value Name Description
0 MASKED The ADMA status flag in EISTR is masked.
1 ENABLED The ADMA status flag in EISTR is enabled.

Bit 8 – ACMD Auto CMD Error Status Enable

Value Name Description
0 MASKED The ACMD status flag in EISTR is masked.
1 ENABLED The ACMD status flag in EISTR is enabled.

Bit 7 – CURLIM Current Limit Error Status Enable

Value Name Description
0 MASKED The CURLIM status flag in EISTR is masked.
1 ENABLED The CURLIM status flag in EISTR is enabled.

Bit 6 – DATEND Data End Bit Error Status Enable

Value Name Description
0 MASKED The DATEND status flag in EISTR is masked.
1 ENABLED The DATEND status flag in EISTR is enabled.

Bit 5 – DATCRC Data CRC Error Status Enable
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40.8.31 ADMA Error Status Register

Name:  AESR
Offset:  0x54
Reset:  0x00
Property:  -

Bit 7 6 5 4 3 2 1 0  
      LMIS ERRST[1:0]  

Access R R R  
Reset 0 0 0  

Bit 2 – LMIS ADMA Length Mismatch Error
This error occurs in the following two cases:

• While Block Count Enable (BCEN) is being set, the total data length specified by the Descriptor
table is different from that specified by the Block Count (BLKCNT) and Transfer Block Size
(BLKSIZE).

• The total data length cannot be divided by the Transfer Block Size (BLKSIZE).

Value Description
0 No error
1 Error

Bits 1:0 – ERRST[1:0] ADMA Error State
This field indicates the state of ADMA when an error has occurred during an ADMA data transfer. This
field never indicates 2 because ADMA never stops in this state.

Value Name Description
0x0 ST_STOP (Stop DMA) Points to the descriptor following the error descriptor
0x1 ST_FDS (Fetch Descriptor) Points to the error descriptor
0x2 - Reserved
0x3 ST_TRF (Transfer Data) Points to the descriptor following the error descriptor
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42. AES – Advanced Encryption Standard

42.1 Overview
The Advanced Encryption Standard peripheral (AES) provides a means for symmetric-key encryption of
128-bit blocks, in compliance to NIST specifications.

A symmetric-key algorithm requires the same key for both encryption and decryption.

Different key sizes are supported. The key size determines the number of repetitions of transformation
rounds that convert the input (called the "plaintext") into the final output ("ciphertext"). The number of
rounds of repetition is as follows:

• 10 rounds of repetition for 128-bit keys
• 12 rounds of repetition for 192-bit keys
• 14 rounds of repetition for 256-bit keys

42.2 Features
• Compliant with FIPS Publication 197, Advanced Encryption Standard (AES)
• 128/192/256 bit cryptographic key supported
• Encryption time of 57/67/77 cycles with 128-bit/192-bit/256-bit cryptographic key
• Five confidentiality modes of operation as recommended in NIST Special Publication 800-38A
• Electronic Code Book (ECB)
• Cipher Block Chaining (CBC)
• Cipher Feedback (CFB)
• Output Feedback (OFB)
• Counter (CTR)
• Supports Counter with CBC-MAC (CCM/CCM*) mode for authenticated encryption
• 8, 16, 32, 64, 128-bit data sizes possible in CFB mode
• Optional (parameter) Galois Counter mode (GCM) encryption and authentication
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The following table shows all of the necessary parameters for the Full Multiply option. When the Addition
or Subtraction option is not chosen, it is not necessary to fill in the nu1ZBase parameter.

Table 43-26. Fmult Service Options

Option Purpose Required
Parameters

SET_MULTIPLIEROPTION(PUKCL_FMUL_ONLY) Perform R = X*Y +
CarryOperand

nu1RBase,
nu1YBase,
u2YLength,
nu1XBase, u2XLength

SET_MULTIPLIEROPTION(PUKCL_FMUL_ADD) Perform R = Z + X*Y +
CarryOperand

nu1RBase,
nu1ZBase, nu1YBase,
u2YLength,
nu1XBase, u2XLength

SET_MULTIPLIEROPTION(PUKCL_FMUL_SUB) Perform R = Z - (X*Y +
CarryOperand)

nu1RBase,
nu1ZBase, nu1YBase,
u2YLength,
nu1Xlength,
u2XLength

43.3.4.9.6 Code Example
PUKCL_PARAM PUKCLParam;
PPUKCL_PARAM pvPUKCLParam = &PUKCLParam;

// Gf2n and CarryIn shall be beforehand filled (with zero or one) 
PUKCL(Specific).Gf2n = ...;
PUKCL(Specific).CarryIn = ...;

PUKCL(u2Option) =...;
// Depending on the option specified, not all fields should be filled 
PUKCL_Fmult(nu1XBase) = <Base of the ram location of X>; 
PUKCL_Fmult(u2XLength) = <Length of X>;
PUKCL_Fmult(nu1YBase) = <Base of the ram location of Y>; 
PUKCL_Fmult(u2YLength) = <Length of Y>; 
PUKCL_Fmult(nu1ZBase) = <Base of the ram location of Z>; 
PUKCL_Fmult(nu1RBase) = <Base of the ram location of R>;

// vPUKCL_Process() is a macro command, which populates the service name
// and then calls the library... 
vPUKCL_Process(Fmult,pvPUKCLParam); 
if (PUKCL(u2Status) == PUKCL_OK)
            {
            // The Full multiply has been executed correctly
            ...
            }
else // Manage the error

43.3.4.9.7 Important Considerations for Modular Reduction of a Fmult Computation Result
Note: 
Additional options are available through the use of a modular reduction to be executed at the end of this
operation. Some important considerations have to be taken into account concerning the length of
resulting operands to get a mathematically correct result.

The output of this operation is not always compatible with the modular reduction as it may be either
smaller or bigger. In the case (most of the time) the result (pointed by nu1RBase) is smaller in size than
“twice the modulus plus one word” by one word, a padding word must be added to zero. Otherwise, the
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• {nu1XBase, u2XLength}, {nu1ZBase, 2*u2XLength} or {nu1RBase, 2*u2XLength} are not in Crypto
RAM

• u2XLength is either: < 4, > 0xffc or not a 32-bit length
• {nu1RBase, 2*u2XLength} overlaps {nu1XBase,u2XLength}
• {nu1RBase, 2*u2XLength} overlaps {nu1ZBase, 2*u2XLength} and nu1RBase >nu1ZBase

If a modular reduction is specified, the relevant parameters must be defined according to the chosen
reduction and follow the description in 43.3.5.1  Modular Reduction. Additional constraints to be
respected and error codes are described in this section and in Table 43-49.

Multiplication with Accumulation or Subtraction
Where the options bits specify that either an Accumulation or a subtraction should be performed, this
command performs the following operation:

R = (Z ± (X2 + CarryOperand))mod B2 ˟ XLength

Table 43-32. Multiplication with Accumulation or Subtraction

Option AND CARRYOPTIONS CarryOperand Resulting Operation

SET_CARRYOPTION(ADD_CARRY) CarryIn R = Z ± (X2 + CarryIn)

SET_CARRYOPTION(SUB_CARRY) - CarryIn R = Z ± (X2 - CarryIn)

SET_CARRYOPTION(ADD_1_PLUS_CARRY) 1 + CarryIn R = Z ± (X2 + 1 + CarryIn)

SET_CARRYOPTION(ADD_1_MINUS_CARRY) 1 - CarryIn R = Z ± (X2 + 1 - CarryIn)

SET_CARRYOPTION(CARRY_NONE) 0 R = Z ± (X2)

SET_CARRYOPTION(ADD_1) 1 R = Z ± (X2 + 1)

SET_CARRYOPTION(SUB_1) - 1 R = Z ± (X2 - 1)

SET_CARRYOPTION(ADD_2) 2 R = Z ± (X2 + 2)

43.3.4.10.9 Multiplication without Accumulation or Subtraction
Where the options bits specify that either an accumulation or a subtraction should be performed, this
command performs the following operation:

R = (X2 + CarryOperand)mod B2 ˟ XLength

Table 43-33. Square Service Carry Settings

Option AND CARRYOPTIONS CarryOperand Resulting Operation

SET_CARRYOPTION(ADD_CARRY) CarryIn R = X2 + CarryIn

SET_CARRYOPTION(SUB_CARRY) - CarryIn R = X2 - CarryIn

SET_CARRYOPTION(ADD_1_PLUS_CARRY) 1 + CarryIn R = X2 + 1 + CarryIn

SET_CARRYOPTION(ADD_1_MINUS_CARRY) 1 - CarryIn R = X2 + 1 - CarryIn

SET_CARRYOPTION(CARRY_NONE) 0 R = X2

SET_CARRYOPTION(ADD_1) 1 R = X2 + 1

SET_CARRYOPTION(SUB_1) - 1 R = X2 - 1

SET_CARRYOPTION(ADD_2) 2 R = X2 + 2
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46.5.1 I/O Lines
Using the AC’s I/O lines requires the I/O pins to be configured. Refer to PORT - I/O Pin Controller for
details.

Table 46-1. I/O Lines

Instance Signal I/O Line Peripheral Function

AC0 AIN0 PAxx A

AC0 AIN1 PAxx A

AC0 AIN2 PAxx A

AC0 AIN3 PAxx A

AC0 CMP0 PAxx A

AC0 CMP1 PAxx A

Related Links
32.  PORT - I/O Pin Controller

46.5.2 Power Management
The AC will continue to operate in any sleep mode where the selected source clock is running. The AC’s
interrupts can be used to wake up the device from sleep modes. Events connected to the event system
can trigger other operations in the system without exiting sleep modes.

46.5.3 Clocks
The AC bus clock (CLK_AC_APB) can be enabled and disabled in the Main Clock module, MCLK (see
MCLK - Main Clock, and the default state of CLK_AC_APB can be found in Peripheral Clock Masking.

A generic clock (GCLK_AC) is required to clock the AC. This clock must be configured and enabled in the
generic clock controller before using the AC. Refer to the Generic Clock Controller chapter for details.

This generic clock is asynchronous to the bus clock (CLK_AC_APB). Due to this asynchronicity, writes to
certain registers will require synchronization between the clock domains. Refer to Synchronization for
further details.

Related Links
15.6.2.6  Peripheral Clock Masking
15.  MCLK – Main Clock

46.5.4 DMA
Not applicable.

46.5.5 Interrupts
The interrupt request lines are connected to the interrupt controller. Using the AC interrupts requires the
interrupt controller to be configured first. Refer to Nested Vector Interrupt Controller for details.

Related Links
10.2  Nested Vector Interrupt Controller

46.5.6 Events
The events are connected to the Event System. Refer to EVSYS – Event System for details on how to
configure the Event System.
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Bit 2 – SINGLE Single-Shot Mode
This bit determines the operation of comparator n. COMPCTRLn.SINGLE can be written only while
COMPCTRLn.ENABLE is zero.

These bits are not synchronized.

Value Description
0 Comparator n operates in continuous measurement mode.
1 Comparator n operates in single-shot mode.

Bit 1 – ENABLE Enable
Writing a zero to this bit disables comparator n.
Writing a one to this bit enables comparator n.

Due to synchronization, there is delay from updating the register until the comparator is enabled/disabled.
The value written to COMPCTRLn.ENABLE will read back immediately after being written.
SYNCBUSY.COMPCTRLn is set. SYNCBUSY.COMPCTRLn is cleared when the peripheral is enabled/
disabled.

Writing a one to COMPCTRLn.ENABLE will prevent further changes to the other bits in COMPCTRLn.
These bits remain protected until COMPCTRLn.ENABLE is written to zero and the write is synchronized.
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48.7.1.10 Driver Control

Name:  DRVCTRL
Offset:  0x0D
Reset:  0x00
Property:  PAC Write-Protection, Enable-Protected

Bit 7 6 5 4 3 2 1 0  
        INVENx  

Access R/W  
Reset 0  

Bit 0 – INVENx Output Waveform x Invert Enable
Bit x of INVEN[1:0] selects inversion of the output or capture trigger input of channel x.

Value Description
0 Disable inversion of the WO[x] output and IO input pin.
1 Enable inversion of the WO[x] output and IO input pin.
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59. Revision History
Table 59-1. Rev. B - 4/2018

Section Name or Type Change Description

Features Updated CAN FD reference.

Added 120-ball TFBGA package.

Configuration Summary Added 120-ball TFBGA to the family feature tables.

Ordering Information Updated the notes for devices in WLCSP
packages.

Updated Package Type, adding CT = TFBGA.

Pinout Added the 120-ball TFBGA package pinout
diagram.

Multiplexed Signals Added 120-ball TFBGA and updated Note 3 (see 
Table 6-1.

OSC32KCTRL - 32 kHz Oscillators Controller Added the EN1K and EN32K bits to the
OSCULP32K register (see 29.8.9  OSCULP32K).

SERCOM - Serial Communication Interface Added Fractional Baud information to the Baud
Rate Equations (see Table 33-2).

QSPI - Quad Serial Peripheral Interface Added equations to the BAUD register (see 37.8.3 
BAUD).

CAN - Control Area Network Updated the Overview.

Updated ISO 11898 references throughout the
chapter.

Public Key Cryptography Controller (PUKCC) Added the Public Key Cryptography Library
(PUKCL) Application Programmer Interface (API)
section.

TCC - Timer/Counter for Control Applications Updated the number of TCC instances to 5 (4:0).

54.  Electrical Characteristics at 85°C (1) Improved SPI maximum speed information in 
Table 54-52.
(2). Added example for QSPI maximum frequency
examples Table 54-54.

Packaging Information Added the 120-ball TFBGA package (see 55.3.6 
120-ball TFBGA).

Table 59-2. Rev. A - 07/2017

This is the initial release of the document.
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