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12.6.4.1   ADR

Load PC-relative address.

Syntax
ADR{cond} Rd, label

where:

cond is an optional condition code, see “Conditional Execution”.

Rd is the destination register.

label is a PC-relative expression. See “PC-relative Expressions”.

Operation

ADR determines the address by adding an immediate value to the PC, and writes the result to the destination
register.

ADR produces position-independent code, because the address is PC-relative.

If ADR is used to generate a target address for a BX or BLX instruction, ensure that bit[0] of the address generated
is set to 1 for correct execution.

Values of label must be within the range of −4095 to +4095 from the address in the PC. 

Note: The user might have to use the .W suffix to get the maximum offset range or to generate addresses that are not word-
aligned. See “Instruction Width Selection”.

Restrictions

Rd must not be SP and must not be PC.

Condition Flags

This instruction does not change the flags.

Examples
ADR R1, TextMessage ; Write address value of a location labelled as

; TextMessage to R1
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Examples 
LDR R8, [R10] ; Loads R8 from the address in R10.
LDRNE R2, [R5, #960]! ; Loads (conditionally) R2 from a word

; 960 bytes above the address in R5, and
; increments R5 by 960.

STR R2, [R9,#const-struc] ; const-struc is an expression evaluating
; to a constant in the range 0-4095.

STRH R3, [R4], #4 ; Store R3 as halfword data into address in
; R4, then increment R4 by 4

LDRD R8, R9, [R3, #0x20] ; Load R8 from a word 32 bytes above the
; address in R3, and load R9 from a word 36
; bytes above the address in R3

STRD R0, R1, [R8], #-16 ; Store R0 to address in R8, and store R1 to
; a word 4 bytes above the address in R8, 
; and then decrement R8 by 16.

12.6.4.3   LDR and STR, Register Offset

Load and Store with register offset.

Syntax
op{type}{cond} Rt, [Rn, Rm {, LSL #n}]

where:

op is one of:

LDR Load Register.

STR Store Register.

type is one of:

B unsigned byte, zero extend to 32 bits on loads.

SB signed byte, sign extend to 32 bits (LDR only).

H unsigned halfword, zero extend to 32 bits on loads.

SH signed halfword, sign extend to 32 bits (LDR only).

- omit, for word.

cond is an optional condition code, see “Conditional Execution”.

Rt is the register to load or store.

Rn is the register on which the memory address is based.

Rm is a register containing a value to be used as the offset.

LSL #n is an optional shift, with n in the range 0 to 3.

Operation

LDR instructions load a register with a value from memory.

STR instructions store a register value into memory.

The memory address to load from or store to is at an offset from the register Rn. The offset is specified by the
register Rm and can be shifted left by up to 3 bits using LSL.

The value to load or store can be a byte, halfword, or word. For load instructions, bytes and halfwords can either
be signed or unsigned. See “Address Alignment”.
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17.4 Product Dependencies

17.4.1 Power Management

The Real-time Clock is continuously clocked at 32.768 kHz. The Power Management Controller has no effect on
RTC behavior.

17.4.2 Interrupt

RTC interrupt line is connected on one of the internal sources of the interrupt controller. RTC interrupt requires the
interrupt controller to be programmed first. 

17.5 Functional Description

The RTC provides a full binary-coded decimal (BCD) clock that includes century (19/20), year (with leap years),
month, date, day, hours, minutes and seconds reported in RTC Time Register (RTC_TIMR) and RTC Calendar
Register  (RTC_CALR).

The valid year range is up to 2099 in Gregorian mode (or 1300 to 1499 in Persian mode).

The RTC can operate in 24-hour mode or in 12-hour mode with an AM/PM indicator.

Corrections for leap years are included (all years divisible by 4 being leap years except 1900). This is correct up to
the year 2099.

The RTC can generate configurable waveforms on RTCOUT0 output.

17.5.1 Reference Clock

The reference clock is the Slow Clock (SLCK). It can be driven internally or by an external 32.768 kHz crystal.

During low power modes of the processor, the oscillator runs and power consumption is critical. The crystal
selection has to take into account the current consumption for power saving and the frequency drift due to
temperature effect on the circuit for time accuracy.

17.5.2 Timing

The RTC is updated in real time at one-second intervals in Normal mode for the counters of seconds, at one-
minute intervals for the counter of minutes and so on.

Due to the asynchronous operation of the RTC with respect to the rest of the chip, to be certain that the value read
in the RTC registers (century, year, month, date, day, hours, minutes, seconds) are valid and stable, it is
necessary to read these registers twice. If the data is the same both times, then it is valid. Therefore, a minimum of
two and a maximum of three accesses are required.

17.5.3 Alarm

The RTC has five programmable fields: month, date, hours, minutes and seconds.

Each of these fields can be enabled or disabled to match the alarm condition:

 If all the fields are enabled, an alarm flag is generated (the corresponding flag is asserted and an interrupt 
generated if enabled) at a given month, date, hour/minute/second.

 If only the “seconds” field is enabled, then an alarm is generated every minute.

Table 17-1. Peripheral IDs

Instance ID

RTC 2
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• TPERIOD: Period of the Output Pulse

Value Name Description

0 P_1S 1 second

1 P_500MS 500 ms

2 P_250MS 250 ms

3 P_125MS 125 ms
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17.6.7 RTC Status Register

Name: RTC_SR

Address: 0x400E1478

Access: Read-only 

• ACKUPD: Acknowledge for Update

• ALARM: Alarm Flag

• SEC: Second Event

• TIMEV: Time Event

Note: The time event is selected in the TIMEVSEL field in the Control Register (RTC_CR) and can be any one of the following events: 
minute change, hour change, noon, midnight (day change). 

• CALEV: Calendar Event

Note: The calendar event is selected in the CALEVSEL field in the Control Register (RTC_CR) and can be any one of the following 
events: week change, month change and year change. 

31 30 29 28 27 26 25 24

– – – – – – – –

23 22 21 20 19 18 17 16

– – – – – – – –

15 14 13 12 11 10 9 8

– – – – – – – –

7 6 5 4 3 2 1 0

– – TDERR CALEV TIMEV SEC ALARM ACKUPD

Value Name Description

0 FREERUN Time and calendar registers cannot be updated.

1 UPDATE Time and calendar registers can be updated.

Value Name Description

0 NO_ALARMEVENT No alarm matching condition occurred.

1 ALARMEVENT An alarm matching condition has occurred.

Value Name Description

0 NO_SECEVENT No second event has occurred since the last clear.

1 SECEVENT At least one second event has occurred since the last clear.

Value Name Description

0 NO_TIMEVENT No time event has occurred since the last clear.

1 TIMEVENT At least one time event has occurred since the last clear.

Value Name Description

0 NO_CALEVENT No calendar event has occurred since the last clear.

1 CALEVENT At least one calendar event has occurred since the last clear.
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17.6.14 RTC TimeStamp Time Register 1

Name: RTC_TSTR1

Address: 0x400E151C

Access: Read-only  

RTC_TSTR1 reports the timestamp of the last tamper event.

This register is cleared by reading RTC_TSSR1. 

• SEC: Seconds of the Tamper

• MIN: Minutes of the Tamper

• HOUR: Hours of the Tamper

• AMPM: AM/PM Indicator of the Tamper

• BACKUP: System Mode of the Tamper

0: The state of the system is different from Backup mode when the tamper event occurs.

1: The system is in Backup mode when the tamper event occurs.

31 30 29 28 27 26 25 24

BACKUP – – – – – – –

23 22 21 20 19 18 17 16

– AMPM HOUR

15 14 13 12 11 10 9 8

– MIN

7 6 5 4 3 2 1 0

– SEC
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Figure 18-2. Watchdog Behavior 
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23. Fast Flash Programming Interface (FFPI)

23.1 Description

The Fast Flash Programming Interface (FFPI) provides parallel high-volume programming using a standard gang
programmer. The parallel interface is fully handshaked and the device is considered to be a standard EEPROM.
Additionally, the parallel protocol offers an optimized access to all the embedded Flash functionalities. 

Although the Fast Flash Programming mode is a dedicated mode for high volume programming, this mode is not
designed for in-situ programming.

23.2 Embedded Characteristics
 Programming Mode for High-volume Flash Programming Using Gang Programmer

̶ Offers Read and Write Access to the Flash Memory Plane

̶ Enables Control of Lock Bits and General-purpose NVM Bits

̶ Enables Security Bit Activation

̶ Disabled Once Security Bit is Set

 Parallel Fast Flash Programming Interface

̶ Provides an 16-bit Parallel Interface to Program the Embedded Flash

̶ Full Handshake Protocol

23.3 Parallel Fast Flash Programming

23.3.1 Device Configuration

In Fast Flash Programming mode, the device is in a specific test mode. Only a certain set of pins is significant. The
rest of the PIOs are used as inputs with a pull-up. The crystal oscillator is in bypass mode. Other pins must be left
unconnected.

Figure 23-1. 16-bit Parallel Programming Interface
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RDY PGMRDY
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NVALID PGMNVALID

MODE[3:0] PGMM[3:0]
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25.5.1 IPC Interrupt Set Command Register

Name: IPC_ISCR

Address: 0x4004C000 (0), 0x48014000 (1)

Access: Write-only 

• IRQ0-IRQ31: Interrupt Set

0: No effect.

1: Sets the corresponding interrupt. 

31 30 29 28 27 26 25 24

IRQ31 IRQ30 IRQ29 IRQ28 IRQ27 IRQ26 IRQ25 IRQ24

23 22 21 20 19 18 17 16

IRQ23 IRQ22 IRQ21 IRQ20 IRQ19 IRQ18 IRQ17 IRQ16

15 14 13 12 11 10 9 8

IRQ15 IRQ14 IRQ13 IRQ12 IRQ11 IRQ10 IRQ9 IRQ8

7 6 5 4 3 2 1 0

IRQ7 IRQ6 IRQ5 IRQ4 IRQ3 IRQ2 IRQ1 IRQ0
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30.4 Master Clock Controller

The Master Clock Controller provides selection and division of the master clock (MCK) and coprocessor master
clock (CPMCK). MCK is the source clock of the peripheral clocks in the subsystem 0 and CPMCK is the source of
the peripheral clocks in the subsystem 1. The master clock is selected from one of the clocks provided by the
Clock Generator.

Selecting the slow clock provides a slow clock signal to the whole device. Selecting the main clock saves power
consumption of the PLLs. The Master Clock Controller is made up of a clock selector and a prescaler.

The master clock selection is made by writing the CSS/CPCSS field (Clock Source Selection/Coprocessor Clock
Source Selection) in PMC_MCKR. The prescaler supports the division by a power of 2 of the selected clock
between 1 and 64, and the division by 3. The PRES/CPPRES field in PMC_MCKR programs the prescaler.

Each time PMC_MCKR is written to define a new master clock, the MCKRDY bit is cleared in PMC_SR. It reads 0
until the master clock is established. Then, the MCKRDY bit is set and can trigger an interrupt to the processor.
This feature is useful when switching from a high-speed clock to a lower one to inform the software when the
change is actually done.

Figure 30-2. Master Clock Controller

30.5 Processor Clock Controller

The PMC features a Processor Clock Controller (HCLK) and a Coprocessor Clock Controller (CPHCLK) that
implements the processor Sleep mode. These processor clocks can be disabled by executing the WFI
(WaitForInterrupt) or the WFE (WaitForEvent) processor instruction while the LPM bit is at 0 in the PMC Fast
Startup Mode Register (PMC_FSMR).

The Processor Clock Controller HCLK is enabled after a reset and is automatically re-enabled by any enabled
interrupt. The Coprocessor Clock Controller CPHCLK is disabled after reset. It is up to the master application to
enable the CPHCLK. Similar to HCLK, CPHCLK is automatically re-enabled by any enabled instruction after
having executed a WFI instruction. The processor Sleep mode is entered by disabling the processor clock, which
is automatically re-enabled by any enabled fast or normal interrupt, or by the reset of the product.

When processor Sleep mode is entered, the current instruction is finished before the clock is stopped, but this
does not prevent data transfers from other masters of the system bus.

30.6 SysTick Clock

The SysTick calibration value is fixed to 8000 which allows the generation of a time base of 1 ms with SysTick
clock to the maximum frequency on MCK divided by 8.

30.7 Peripheral Clock Controller

The PMC controls the clocks of each embedded peripheral by means of the Peripheral Clock Controller. The user
can individually enable and disable the clock on the peripherals.
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To the Processor 
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30.18.14PMC Interrupt Disable Register

Name: PMC_IDR

Address: 0x400E0464

Access: Write-only 

The following configuration values are valid for all listed bit names of this register:

0: No effect.

1: Disables the corresponding interrupt.

• MOSCXTS: 3 to 20 MHz Crystal Oscillator Status Interrupt Disable

• LOCKA: PLLA Lock Interrupt Disable

• LOCKB: PLLB Lock Interrupt Disable

• MCKRDY: Master Clock Ready Interrupt Disable

• PCKRDYx: Programmable Clock Ready x Interrupt Disable

• MOSCSELS: Main Clock Source Oscillator Selection Status Interrupt Disable

• MOSCRCS: 4/8/12 MHz RC Oscillator Status Interrupt Disable

• CFDEV: Clock Failure Detector Event Interrupt Disable

• XT32KERR: 32.768 kHz Oscillator Error Interrupt Disable

31 30 29 28 27 26 25 24

– – – – – – – –

23 22 21 20 19 18 17 16

– – XT32KERR – – CFDEV MOSCRCS MOSCSELS

15 14 13 12 11 10 9 8

– – – – – PCKRDY2 PCKRDY1 PCKRDY0

7 6 5 4 3 2 1 0

– – – – MCKRDY LOCKB LOCKA MOSCXTS
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0x0070 Peripheral Select Register 1 PIO_ABCDSR1 Read/Write 0x00000000

0x0074 Peripheral Select Register 2 PIO_ABCDSR2 Read/Write 0x00000000

0x0078–0x007C Reserved – – –

0x0080 Input Filter Slow Clock Disable Register PIO_IFSCDR Write-only –

0x0084 Input Filter Slow Clock Enable Register PIO_IFSCER Write-only –

0x0088 Input Filter Slow Clock Status Register PIO_IFSCSR Read-only 0x00000000

0x008C Slow Clock Divider Debouncing Register PIO_SCDR Read/Write 0x00000000

0x0090 Pad Pull-down Disable Register PIO_PPDDR Write-only –

0x0094 Pad Pull-down Enable Register PIO_PPDER Write-only –

0x0098 Pad Pull-down Status Register PIO_PPDSR Read-only (1)

0x009C Reserved – – –

0x00A0 Output Write Enable PIO_OWER Write-only –

0x00A4 Output Write Disable PIO_OWDR Write-only –

0x00A8 Output Write Status Register PIO_OWSR Read-only 0x00000000

0x00AC Reserved – – –

0x00B0 Additional Interrupt Modes Enable Register PIO_AIMER Write-only –

0x00B4 Additional Interrupt Modes Disable Register PIO_AIMDR Write-only –

0x00B8 Additional Interrupt Modes Mask Register PIO_AIMMR Read-only 0x00000000

0x00BC Reserved – – –

0x00C0 Edge Select Register PIO_ESR Write-only –

0x00C4 Level Select Register PIO_LSR Write-only –

0x00C8 Edge/Level Status Register PIO_ELSR Read-only 0x00000000

0x00CC Reserved – – –

0x00D0 Falling Edge/Low-Level Select Register PIO_FELLSR Write-only –

0x00D4 Rising Edge/High-Level Select Register PIO_REHLSR Write-only –

0x00D8 Fall/Rise - Low/High Status Register PIO_FRLHSR Read-only 0x00000000

0x00DC Reserved – – –

0x00E0 Reserved – – –

0x00E4 Write Protection Mode Register PIO_WPMR Read/Write 0x00000000

0x00E8 Write Protection Status Register PIO_WPSR Read-only 0x00000000

0x00EC–0x00FC Reserved – – –

0x0100 Schmitt Trigger Register PIO_SCHMITT Read/Write 0x00000000

0x0104–0x010C Reserved – – –

0x0110 Reserved – – –

0x0114 Reserved – – –

0x0118 I/O Drive Register PIO_DRIVER Read/Write 0x00000000

0x011C Reserved – – –

Table 32-4. Register Mapping (Continued)

Offset Register Name Access Reset
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32.6.17 PIO Interrupt Status Register

Name: PIO_ISR

Address: 0x400E0E4C (PIOA), 0x400E104C (PIOB), 0x4800C04C (PIOC)

Access: Read-only 

• P0–P31: Input Change Interrupt Status

0: No input change has been detected on the I/O line since PIO_ISR was last read or since reset.

1: At least one input change has been detected on the I/O line since PIO_ISR was last read or since reset.

31 30 29 28 27 26 25 24

P31 P30 P29 P28 P27 P26 P25 P24

23 22 21 20 19 18 17 16

P23 P22 P21 P20 P19 P18 P17 P16

15 14 13 12 11 10 9 8

P15 P14 P13 P12 P11 P10 P9 P8

7 6 5 4 3 2 1 0

P7 P6 P5 P4 P3 P2 P1 P0
SAM4CM Series [DATASHEET]
Atmel-11203E-ATARM-SAM4CM32-SAM4CM16-SAM4CM8-SAM4CM4-Datasheet_24-Oct-16

646



Figure 37-15. Predefined Connection of the Quadrature Decoder with Timer Counters

37.6.14.2  Input Pre-processing

Input pre-processing consists of capabilities to take into account rotary sensor factors such as polarities and phase
definition followed by configurable digital filtering. 

Each input can be negated and swapping PHA, PHB is also configurable.

The MAXFILT field in the TC_BMR is used to configure a minimum duration for which the pulse is stated as valid.
When the filter is active, pulses with a duration lower than MAXFILT +1 × tperipheral clock ns are not passed to down-
stream logic.
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39.8.8 SLCDC Interrupt Mask Register

Name: SLCDC_IMR

Address: 0x4003C028

Access: Read-only  

• ENDFRAME: End of Frame Interrupt Mask

0: The corresponding interrupt is not enabled.

1: The corresponding interrupt is enabled.

• DIS: SLCDC Disable Completion Interrupt Mask

0: The corresponding interrupt is not enabled.

1: The corresponding interrupt is enabled.

31 30 29 28 27 26 25 24

– – – – – – – –

23 22 21 20 19 18 17 16

– – – – – – – –

15 14 13 12 11 10 9 8

– – – – – – – –

7 6 5 4 3 2 1 0

– – – – – DIS – ENDFRAME
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40.5 Product Dependencies

40.5.1 Power Management

The ADC Controller is not continuously clocked. The programmer must first enable the ADC Controller peripheral
clock in the Power Management Controller (PMC) before using the ADC Controller. However, if the application
does not require ADC operations, the ADC Controller clock can be stopped when not needed and restarted when
necessary. Configuring the ADC Controller does not require the ADC Controller clock to be enabled.

40.5.2 Interrupt Sources

The ADC interrupt line is connected on one of the internal sources of the Interrupt Controller. Using the ADC
interrupt requires the interrupt controller to be programmed first.

40.5.3 Analog Inputs

The analog input pins can be multiplexed with PIO lines. In this case, the assignment of the ADC input is
automatically done as soon as the corresponding channel is enabled by writing the Channel Enable register
(ADC_CHER). By default, after reset, the PIO line is configured as a digital input with its pull-up enabled, and the
ADC input is connected to the GND.

40.5.4 Temperature Sensor

The temperature sensor is internally connected to channel index 7 of the ADC.

The temperature sensor provides an output voltage VT that is proportional to the absolute temperature (PTAT). To
activate the temperature sensor, the TEMPON bit in the Temperature Sensor Mode register (ADC_TEMPMR)
must be set. After setting the bit, the startup time of the temperature sensor must be achieved prior to initiating any
measurement.

40.5.5 I/O Lines

The digital input ADTRG is multiplexed with digital functions on the I/O line and the selection of ADTRG is made
using the PIO controller by configuring the I/O Input mode.

The analog inputs ADx are multiplexed with digital functions on the I/O lines. ADx inputs are selected as inputs of
the ADCC when writing a one in the corresponding CHx bit of ADC_CHER and the digital functions are not
selected.

40.5.6 Timer Triggers

Timer Counters may or may not be used as hardware triggers depending on user requirements. Thus, some or all
of the timer counters may be unconnected.

Table 40-2. Peripheral IDs

Instance ID

ADC 29

Table 40-3. I/O Lines

Instance Signal I/O Line Peripheral

ADC COM4/AD1 PA4 X1

ADC COM5/AD2 PA5 X1

ADC SEG6/AD0 PA12 X1

ADC SEG31/AD3 PB13 X1
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42. Advanced Encryption Standard (AES)

42.1 Description

The Advanced Encryption Standard (AES) is compliant with the American FIPS (Federal Information Processing
Standard) Publication 197 specification.

The AES supports all five confidentiality modes of operation for symmetrical key block cipher algorithms (ECB,
CBC, OFB, CFB and CTR), as specified in the NIST Special Publication 800-38A Recommendation, as well as
Galois/Counter Mode (GCM) as specified in the NIST Special Publication 800-38D Recommendation. It is
compatible with all these modes via Peripheral DMA Controller channels, minimizing processor intervention for
large buffer transfers.

The 128-bit/192-bit/256-bit key is stored in four/six/eight 32-bit write-only AES Key Word Registers
(AES_KEYWR0–3).

The 128-bit input data and initialization vector (for some modes) are each stored in four 32-bit write-only AES Input
Data Registers (AES_IDATAR0–3) and AES Initialization Vector Registers (AES_IVR0–3).

As soon as the initialization vector, the input data and the key are configured, the encryption/decryption process
may be started. Then the encrypted/decrypted data are ready to be read out on the four 32-bit AES Output Data
Registers (AES_ODATAR0–3) or through the PDC channels.

42.2 Embedded Characteristics
 Compliant with FIPS Publication 197, Advanced Encryption Standard (AES)

 128-bit/192-bit/256-bit Cryptographic Key

 12/14/16 Clock Cycles Encryption/Decryption Processing Time with a 128-bit/192-bit/256-bit Cryptographic 
Key

 Double Input Buffer Optimizes Runtime

 Support of the Modes of Operation Specified in the NIST Special Publication 800-38A and NIST Special 
Publication 800-38D:

̶ Electronic Code Book (ECB)

̶ Cipher Block Chaining (CBC) including CBC-MAC

̶ Cipher Feedback (CFB)

̶ Output Feedback (OFB)

̶ Counter (CTR)

̶ Galois/Counter Mode (GCM)

 8, 16, 32, 64 and 128-bit Data Sizes Possible in CFB Mode

 Last Output Data Mode Allows Optimized Message Authentication Code (MAC) Generation

 Connection to PDC Channel Capabilities Optimizes Data Transfers for all Operating Modes

̶ One Channel for the Receiver, One Channel for the Transmitter

̶ Next Buffer Support

42.3 Product Dependencies

42.3.1 Power Management

The AES may be clocked through the Power Management Controller (PMC), so the programmer must first to
configure the PMC to enable the AES clock.
SAM4CM Series [DATASHEET]
Atmel-11203E-ATARM-SAM4CM32-SAM4CM16-SAM4CM8-SAM4CM4-Datasheet_24-Oct-16

1000



42.3.2 Interrupt

The AES interface has an interrupt line connected to the Interrupt Controller. 

Handling the AES interrupt requires programming the Interrupt Controller before configuring the AES.

42.4 Functional Description

The Advanced Encryption Standard (AES) specifies a FIPS-approved cryptographic algorithm that can be used to
protect electronic data. The AES algorithm is a symmetric block cipher that can encrypt (encipher) and decrypt
(decipher) information.

Encryption converts data to an unintelligible form called ciphertext. Decrypting the ciphertext converts the data
back into its original form, called plaintext. The CIPHER bit in the AES Mode Register (AES_MR) allows selection
between the encryption and the decryption processes.

The AES is capable of using cryptographic keys of 128/192/256 bits to encrypt and decrypt data in blocks of 128
bits. This 128-bit/192-bit/256-bit key is defined in the AES_KEYWRx.

The input to the encryption processes of the CBC, CFB, and OFB modes includes, in addition to the plaintext, a
128-bit data block called the initialization vector (IV), which must be set in the AES_IVRx. The initialization vector
is used in an initial step in the encryption of a message and in the corresponding decryption of the message. The
AES_IVRx are also used by the CTR mode to set the counter value.

42.4.1 AES Register Endianism

In ARM processor-based products, the system bus and processors manipulate data in little-endian form. The AES
interface requires little-endian format words. However, in accordance with the protocol of the FIPS 197
specification, data is collected, processed and stored by the AES algorithm in big-endian form.

The following example illustrates how to configure the AES:

If the first 64 bits of a message (according to FIPS 197, i.e., big-endian format) to be processed is
0xcafedeca_01234567, then the AES_IDATAR0 and AES_IDATAR1 registers must be written with the following
pattern:

 AES_IDATAR0 = 0xcadefeca

 AES_IDATAR1 = 0x67452301

42.4.2 Operation Modes

The AES supports the following modes of operation:

 ECB: Electronic Code Book

 CBC: Cipher Block Chaining

 OFB: Output Feedback

 CFB: Cipher Feedback

̶ CFB8 (CFB where the length of the data segment is 8 bits)

̶ CFB16 (CFB where the length of the data segment is 16 bits)

̶ CFB32 (CFB where the length of the data segment is 32 bits)

̶ CFB64 (CFB where the length of the data segment is 64 bits)

̶ CFB128 (CFB where the length of the data segment is 128 bits)

Table 42-1. Peripheral IDs

Instance ID

AES 36
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43.6.8 ICM Undefined Access Status Register

Name: ICM_UASR

Address: 0x40044020

Access: Read-only 

• URAT: Undefined Register Access Trace 

Only the first Undefined Register Access Trace is available through the URAT field.

The URAT field is only reset by the SWRST bit in the ICM_CTRL register.

31 30 29 28 27 26 25 24

– – – – – – – –

23 22 21 20 19 18 17 16

– – – – – – – –

15 14 13 12 11 10 9 8

– – – – – – – –

7 6 5 4 3 2 1 0

– – – – – URAT

Value Name Description

0 UNSPEC_STRUCT_MEMBER Unspecified structure member set to one detected when the descriptor is loaded.

1 ICM_CFG_MODIFIED ICM_CFG modified during active monitoring.

2 ICM_DSCR_MODIFIED ICM_DSCR modified during active monitoring.

3 ICM_HASH_MODIFIED ICM_HASH modified during active monitoring

4 READ_ACCESS Write-only register read access
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