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Figure 8-1. Dual Bank and Dual Boot Firmware Upgrade

The memory plane is organized in sectors. Each sector has a size of 64 Kbytes. The first sector of 64 Kbytes is
divided into 3 smaller sectors. 

The three smaller sectors are organized in 2 sectors of 8 Kbytes and 1 sector of 48 Kbytes. Refer to Figure 8-2
below.

The Flash memory has built-in error code correction providing 2-bit error detection and 1-bit correction per
128 bits.

Figure 8-2. Memory Plane Organization
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12.6.4.7   PUSH and POP

Push registers onto, and pop registers off a full-descending stack.

Syntax
PUSH{cond} reglist
POP{cond} reglist

where:

cond is an optional condition code, see “Conditional Execution”.

reglist is a non-empty list of registers, enclosed in braces. It can contain register
ranges. It must be comma separated if it contains more than one register or 
register range.

PUSH and POP are synonyms for STMDB and LDM (or LDMIA) with the memory addresses for the access based
on SP, and with the final address for the access written back to the SP. PUSH and POP are the preferred
mnemonics in these cases.

Operation

PUSH stores registers on the stack in order of decreasing the register numbers, with the highest numbered
register using the highest memory address and the lowest numbered register using the lowest memory address.

POP loads registers from the stack in order of increasing register numbers, with the lowest numbered register
using the lowest memory address and the highest numbered register using the highest memory address. 

See “LDM and STM” for more information.

Restrictions

In these instructions:

 reglist must not contain SP

 For the PUSH instruction, reglist must not contain PC

 For the POP instruction, reglist must not contain PC if it contains LR.

When PC is in reglist in a POP instruction:

 Bit[0] of the value loaded to the PC must be 1 for correct execution, and a branch occurs to this halfword-
aligned address

 If the instruction is conditional, it must be the last instruction in the IT block.

Condition Flags

These instructions do not change the flags.

Examples
PUSH {R0,R4-R7}
PUSH {R2,LR}
POP {R0,R10,PC}
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12.6.9 Bitfield Instructions

The table below shows the instructions that operate on adjacent sets of bits in registers or bitfields.

Table 12-24. Packing and Unpacking Instructions

Mnemonic Description

BFC Bit Field Clear

BFI Bit Field Insert

SBFX Signed Bit Field Extract

SXTB Sign extend a byte

SXTH Sign extend a halfword

UBFX Unsigned Bit Field Extract

UXTB Zero extend a byte

UXTH Zero extend a halfword
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12.8.3.6   Interrupt Priority Registers

Name: NVIC_IPRx [x=0..10]

Access: Read/Write

Reset: 0x000000000

The NVIC_IPR0–NVIC_IPR10 registers provide a 8-bit priority field for each interrupt. These registers are byte-accessible. 
Each register holds four priority fields that map up to four elements in the CMSIS interrupt priority array IP[0] to IP[40].

• PRI3: Priority (4m+3)

Priority, Byte Offset 3, refers to register bits [31:24].

• PRI2: Priority (4m+2)

Priority, Byte Offset 2, refers to register bits [23:16].

• PRI1: Priority (4m+1)

Priority, Byte Offset 1, refers to register bits [15:8]. 

• PRI0: Priority (4m)

Priority, Byte Offset 0, refers to register bits [7:0].

Notes: 1. Each priority field holds a priority value, 0–15. The lower the value, the greater the priority of the corresponding interrupt. 
The processor implements only bits[7:4] of each field; bits[3:0] read as zero and ignore writes.

2. For more information about the IP[0] to IP[40] interrupt priority array, that provides the software view of the interrupt 
priorities, see Table 12-30 “CMSIS Functions for NVIC Control” .

3. The corresponding IPR number n is given by n = m DIV 4.

4. The byte offset of the required Priority field in this register is m MOD 4.

31 30 29 28 27 26 25 24

PRI3

23 22 21 20 19 18 17 16

PRI2

15 14 13 12 11 10 9 8

PRI1

7 6 5 4 3 2 1 0

PRI0
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12.9.1.3   Interrupt Control and State Register

Name: SCB_ICSR

Access: Read/Write

The SCB_ICSR provides a set-pending bit for the Non-Maskable Interrupt (NMI) exception, and set-pending and clear-
pending bits for the PendSV and SysTick exceptions.

It indicates:

• The exception number of the exception being processed, and whether there are preempted active exceptions,

• The exception number of the highest priority pending exception, and whether any interrupts are pending.

• NMIPENDSET: NMI Set-pending

Write:

PendSV set-pending bit.

Write:

0: No effect.

1: Changes NMI exception state to pending.

Read:

0: NMI exception is not pending.

1: NMI exception is pending.

As NMI is the highest-priority exception, the processor normally enters the NMI exception handler as soon as it registers a 
write of 1 to this bit. Entering the handler clears this bit to 0. A read of this bit by the NMI exception handler returns 1 only if 
the NMI signal is reasserted while the processor is executing that handler.

• PENDSVSET: PendSV Set-pending

Write:

0: No effect.

1: Changes PendSV exception state to pending.

Read:

0: PendSV exception is not pending.

1: PendSV exception is pending.

Writing a 1 to this bit is the only way to set the PendSV exception state to pending.

31 30 29 28 27 26 25 24

NMIPENDSET – PENDSVSET PENDSVCLR PENDSTSET PENDSTCLR –

23 22 21 20 19 18 17 16

– ISRPENDING VECTPENDING

15 14 13 12 11 10 9 8

VECTPENDING RETTOBASE – – VECTACTIVE

7 6 5 4 3 2 1 0

VECTACTIVE
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22. Enhanced Embedded Flash Controller (EEFC)

22.1 Description

The Enhanced Embedded Flash Controller (EEFC) provides the interface of the Flash block with the 32-bit internal
bus. 

Its 128-bit or 64-bit wide memory interface increases performance. It also manages the programming, erasing,
locking and unlocking sequences of the Flash using a full set of commands. One of the commands returns the
embedded Flash descriptor definition that informs the system about the Flash organization, thus making the
software generic.

22.2 Embedded Characteristics
 Increases Performance in Thumb-2 Mode with 128-bit or 64-bit-wide Memory Interface up to 100 MHz 

 Code Loop Optimization

 128 Lock Bits, Each Protecting a Lock Region 

 3 General-purpose GPNVM Bits

 One-by-one Lock Bit Programming

 Commands Protected by a Keyword

 Erase the Entire Flash

 Erase by Plane

 Erase by Sector

 Erase by Page

 Provides Unique Identifier

 Provides 512-byte User Signature Area 

 Supports Erasing before Programming

 Locking and Unlocking Operations 

 ECC Single and Multiple Error Flags Report

 Supports Read of the Calibration Bits

22.3 Product Dependencies

22.3.1 Power Management

The Enhanced Embedded Flash Controller (EEFC) is continuously clocked. The Power Management Controller
has no effect on its behavior.

22.3.2 Interrupt Sources

The EEFC interrupt line is connected to the interrupt controller. Using the EEFC interrupt requires the interrupt
controller to be programmed first. The EEFC interrupt is generated only if the value of bit EEFC_FMR.FRDY is 1.

Table 22-1. Peripheral IDs

Instance ID

EFC0 6

EFC1 7
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reuses some addresses of the memory plane for code, but the unique identifier area is physically different 
from the memory plane for code.

3. To stop reading the unique identifier area, execute the ‘Stop Read Unique Identifier’ command by writing 
EEFC_FCR.FCMD with the SPUI command. Field EEFC_FCR.FARG is meaningless.

4. When the SPUI command has been executed, the bit EEFC_FSR.FRDY rises. If an interrupt was enabled 
by setting the bit EEFC_FMR.FRDY, the interrupt line of the interrupt controller is activated.

Note that during the sequence, the software cannot be fetched from the Flash or from the second plane in case of
dual plane.

22.4.3.9   User Signature Area

Each product contains a user signature area of 512 bytes. It can be used for storage. Read, write and erase of this
area is allowed. 

See Figure 22-1 "Flash Memory Areas".

The sequence to read the user signature area is the following:

1. Execute the ‘Start Read User Signature’ command by writing EEFC_FCR.FCMD with the STUS com-
mand. Field EEFC_FCR.FARG is meaningless.

2. Wait until the bit EEFC_FSR.FRDY falls to read the user signature area. The user signature area is located 
in the first 512 bytes of the Flash memory mapping. The ‘Start Read User Signature’ command reuses some 
addresses of the memory plane but the user signature area is physically different from the memory plane

3. To stop reading the user signature area, execute the ‘Stop Read User Signature’ command by writing 
EEFC_FCR.FCMD with the SPUS command. Field EEFC_FCR.FARG is meaningless.

4. When the SPUI command has been executed, the bit EEFC_FSR.FRDY rises. If an interrupt was enabled 
by setting the bit EEFC_FMR.FRDY, the interrupt line of the interrupt controller is activated.

Note that during the sequence, the software cannot be fetched from the Flash or from the second plane in case of
dual plane.

One error can be detected in EEFC_FSR after this sequence:

 Command Error: A bad keyword has been written in EEFC_FCR.

The sequence to write the user signature area is the following:

1. Write the full page, at any page address, within the internal memory area address space.

2. Execute the ‘Write User Signature’ command by writing EEFC_FCR.FCMD with the WUS command. Field 
EEFC_FCR.FARG is meaningless.

3. When programming is completed, the bit EEFC_FSR.FRDY rises. If an interrupt has been enabled by 
setting the bit EEFC_FMR.FRDY, the corresponding interrupt line of the interrupt controller is activated.

Two errors can be detected in EEFC_FSR after this sequence: 

 Command Error: A bad keyword has been written in EEFC_FCR.

 Flash Error: At the end of the programming, the WriteVerify test of the Flash memory has failed.

The sequence to erase the user signature area is the following:

1. Execute the ‘Erase User Signature’ command by writing EEFC_FCR.FCMD with the EUS command. 
Field EEFC_FCR.FARG is meaningless.

2. When programming is completed, the bit EEFC_FSR.FRDY rises. If an interrupt has been enabled by 
setting the bit EEFC_FMR.FRDY, the corresponding interrupt line of the interrupt controller is activated.

Two errors can be detected in EEFC_FSR after this sequence: 

 Command Error: A bad keyword has been written in EEFC_FCR.

 Flash Error: At the end of the programming, the EraseVerify test of the Flash memory has failed.
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high-priority master request will be granted after the current bus master access has ended and other high priority
pool master requests, if any, have been granted once each.

The lowest priority pool shares the remaining bus bandwidth between AHB Masters.

Intermediate priority pools allow fine priority tuning. Typically, a latency-sensitive master or a bandwidth-sensitive
master will use such a priority level. The higher the priority level (MxPR value), the higher the master priority.

To ensure a good level of CPU performance, it is recommended to configure the CPU priority with the default reset
value 2 (Latency Sensitive).

All combinations of MxPR values are allowed for all masters and slaves. For example, some masters might be
assigned the highest priority pool (round-robin), and remaining masters the lowest priority pool (round-robin), with
no master for intermediate fix priority levels.

26.7.2.1   Fixed Priority Arbitration

Fixed priority arbitration algorithm is the first and only arbitration algorithm applied between masters from distinct
priority pools. It is also used in priority pools other than the highest and lowest priority pools (intermediate priority
pools).

Fixed priority arbitration allows the Bus Matrix arbiters to dispatch the requests from different masters to the same
slave by using the fixed priority defined by the user in the MxPR field for each master in the Priority registers,
MATRIX_PRAS and MATRIX_PRBS. If two or more master requests are active at the same time, the master with
the highest priority MxPR number is serviced first.

In intermediate priority pools, if two or more master requests with the same priority are active at the same time, the
master with the highest number is serviced first.

26.7.2.2   Round-robin Arbitration

This algorithm is only used in the highest and lowest priority pools. It allows the Bus Matrix arbiters to properly
dispatch requests from different masters to the same slave. If two or more master requests are active at the same
time in the priority pool, they are serviced in a round-robin increasing master number order.

26.8 Register Write Protection

To prevent any single software error from corrupting the Bus Matrix behavior, certain registers in the address
space can be write-protected by setting the WPEN bit in the “Write Protection Mode Register”  (MATRIX_WPMR).

If a write access to a write-protected register is detected, the WPVS flag in the “Write Protection Status Register” 
(MATRIX_WPSR) is set and the field WPVSRC indicates the register in which the write access has been
attempted.

The WPVS flag is reset by writing the Bus Matrix Write Protect Mode Register (MATRIX_WPMR) with the
appropriate access key WPKEY.

The following registers can be write-protected:

 “Bus Matrix Master Configuration Registers” 

 “Bus Matrix Slave Configuration Registers” 

 “Bus Matrix Priority Registers A For Slaves” 

 “System I/O Configuration Register” 
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27.15 Asynchronous Page Mode

The SMC supports asynchronous burst reads in Page mode, providing that the Page mode is enabled in the
SMC_MODE register (PMEN field). The page size must be configured in the SMC_MODE register (PS field) to 4,
8, 16 or 32 bytes. 

The page defines a set of consecutive bytes into memory. A 4-byte page (resp. 8-, 16-, 32-byte page) is always
aligned to 4-byte boundaries (resp. 8-, 16-, 32-byte boundaries) of memory. The MSB of data address defines the
address of the page in memory, the LSB of address define the address of the data in the page as detailed in Table
27-7. 

With Page mode memory devices, the first access to one page (tpa) takes longer than the subsequent accesses to
the page (tsa) as shown in Figure 27-33. When in Page mode, the SMC enables the user to define different read
timings for the first access within one page, and next accesses within the page. 

Note: 1. “A” denotes the address bus of the memory device.

27.15.1 Protocol and Timings in Page Mode

Figure 27-33 shows the NRD and NCS timings in Page mode access. 

Figure 27-33. Page Mode Read Protocol (Address MSB and LSB are defined in Table 27-7) 

The NRD and NCS signals are held low during all read transfers, whatever the programmed values of the setup
and hold timings in the User Interface may be. Moreover, the NRD and NCS timings are identical. The pulse length
of the first access to the page is defined with the NCS_RD_PULSE field of the SMC_PULSE register. The pulse
length of subsequent accesses within the page are defined using the NRD_PULSE parameter.

Table 27-7. Page Address and Data Address within a Page

Page Size Page Address(1) Data Address in the Page

4 bytes A[23:2] A[1:0]

8 bytes A[23:3] A[2:0]

16 bytes A[23:4] A[3:0]

32 bytes A[23:5] A[4:0]

A[MSB]

NCS

MCK

NRD

D[7:0]

NCS_RD_PULSE NRD_PULSENRD_PULSE

tsatpa tsa

A[LSB]
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32.6.4 PIO Output Enable Register

Name: PIO_OER

Address: 0x400E0E10 (PIOA), 0x400E1010 (PIOB), 0x4800C010 (PIOC)

Access: Write-only 

This register can only be written if the WPEN bit is cleared in the PIO Write Protection Mode Register.

• P0–P31: Output Enable

0: No effect.

1: Enables the output on the I/O line.

31 30 29 28 27 26 25 24

P31 P30 P29 P28 P27 P26 P25 P24

23 22 21 20 19 18 17 16

P23 P22 P21 P20 P19 P18 P17 P16

15 14 13 12 11 10 9 8

P15 P14 P13 P12 P11 P10 P9 P8

7 6 5 4 3 2 1 0

P7 P6 P5 P4 P3 P2 P1 P0
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33.7.3.2   Master Mode Flow Diagram 

Figure 33-7. Master Mode Flow Diagram

SPI Enable
TDRE/TXEMPTY are set

CSAAT ?
(HW check)

PS ?
(HW check)

1

0

0

1

1

NPCS <= SPI_TDR(PCS) NPCS <= SPI_MR(PCS)

Delay DLYBS

Shifter <= SPI_TDR(TD)
TDRE is set

Data Transfer
(SPI bus driven)

SPI_RDR(RD) <= Shifter
RDRF is set

TDRE ?
(HW check)

NPCS deasserted

Delay DLYBCS

Fixed
 peripheral

Variable 
peripheral

Delay DLYBCT

0  (i.e. a new write to SPI_TDR occured while data transfer or delay DLYBCT)

1 CSAAT ?
(HW check)

0

PS ?
(HW check)

0

1

SPI_TDR(PCS)
= NPCS ?

(HW check)

no

yes SPI_MR(PCS)
= NPCS ?

(HW check)

no

NPCS deasserted

Delay DLYBCS

NPCS <= SPI_TDR(PCS)

NPCS deasserted

Delay DLYBCS

NPCS <= SPI_MR(PCS),
                SPI_TDR(PCS) 

Fixed
 peripheral

Variable 
peripheral

- NPCS defines the current Chip Select
- CSAAT, DLYBS, DLYBCT refer to the fields of the 
  Chip Select Register corresponding to the Current Chip Select
- ‘x <= y’ must be interpreted as ‘x is loaded with y’ where x,y
represent either register fields or SPI pins
- HW = hardware, SW = software

TDRE/TXEMPTY are cleared

Write SPI_TDR ?
no

yes

TXEMPTY is set

TDRE ?
(SW check)

0

1

Read SPI_RDR(RD)

if read is required

From this step,
SPI_TDR can be 
rewritten for the
next transfer 
685SAM4CM Series [DATASHEET]
Atmel-11203E-ATARM-SAM4CM32-SAM4CM16-SAM4CM8-SAM4CM4-Datasheet_24-Oct-16



Figure 33-9 shows the behavior of Transmission Register Empty (TXEMPTY), End of RX buffer (ENDRX), End of
TX buffer (ENDTX), RX Buffer Full (RXBUFF) and TX Buffer Empty (TXBUFE) status flags within the SPI_SR
during an 8-bit data transfer in Fixed mode with the PDC involved. The PDC is programmed to transfer and receive
three units of data. The next pointer and counter are not used. The RDRF and TDRE are not shown because these
flags are managed by the PDC when using the PDC.

Figure 33-9. PDC Status Register Flags Behavior

33.7.3.3   Clock Generation

The SPI Baud rate clock is generated by dividing the peripheral clock by a value between 1 and 255. 

If the SCBR field in the SPI_CSR is programmed to 1, the operating baud rate is peripheral clock (see Section 46.
”Electrical Characteristics” for the SPCK maximum frequency). Triggering a transfer while SCBR is at 0 can lead to
unpredictable results. 

At reset, SCBR is 0 and the user has to program it to a valid value before performing the first transfer.

The divisor can be defined independently for each chip select, as it has to be programmed in the SCBR field. This
allows the SPI to automatically adapt the baud rate for each interfaced peripheral without reprogramming. 

33.7.3.4   Transfer Delays

Figure 33-10 shows a chip select transfer change and consecutive transfers on the same chip select. Three delays
can be programmed to modify the transfer waveforms:

 Delay between the chip selects—programmable only once for all chip selects by writing the DLYBCS field in 
the SPI_MR. The SPI slave device deactivation delay is managed through DLYBCS. If there is only one SPI 
slave device connected to the master, the DLYBCS field does not need to be configured. If several slave 
devices are connected to a master, DLYBCS must be configured depending on the highest deactivation 
delay. Refer to the SPI slave device electrical characteristics.

 Delay before SPCK—independently programmable for each chip select by writing the DLYBS field. The SPI 
slave device activation delay is managed through DLYBS. Refer to the SPI slave device electrical 
characteristics to define DLYBS.
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Figure 34-19. TWI Read Operation with Single Data Byte and Internal Address
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34.8.13 TWI Write Protection Status Register 

Name: TWI_WPSR

Address: 0x400180E8 (0), 0x4001C0E8 (1)

Access: Read-only 

• WPVS: Write Protection Violation Status

0: No write protection violation has occurred since the last read of the TWI_WPSR.

1: A write protection violation has occurred since the last read of the TWI_WPSR. If this violation is an unauthorized 
attempt to write a protected register, the violation is reported into field WPVSRC.

• WPVSRC: Write Protection Violation Source

When WPVS = 1, WPVSRC shows the register address offset at which a write access has been attempted.

31 30 29 28 27 26 25 24

WPVSRC

23 22 21 20 19 18 17 16

WPVSRC

15 14 13 12 11 10 9 8

WPVSRC

7 6 5 4 3 2 1 0

– – – – – – – WPVS
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• CTSIC: Clear to Send Input Change Interrupt Disable

• MANE: Manchester Error Interrupt Disable
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Figure 37-5. Capture Mode
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37.6.11.1  WAVSEL = 00

When WAVSEL = 00, the value of TC_CV is incremented from 0 to 216-1. Once 216-1 has been reached, the value
of TC_CV is reset. Incrementation of TC_CV starts again and the cycle continues. See Figure 37-7.

An external event trigger or a software trigger can reset the value of TC_CV. It is important to note that the trigger
may occur at any time. See Figure 37-8.

RC Compare cannot be programmed to generate a trigger in this configuration. At the same time, RC Compare
can stop the counter clock (CPCSTOP = 1 in TC_CMR) and/or disable the counter clock (CPCDIS = 1 in
TC_CMR).

Figure 37-7. WAVSEL = 00 without Trigger

Figure 37-8. WAVSEL = 00 with Trigger

Time

Counter Value

RC

RB

RA

TIOB

TIOA

Counter cleared by compare match with 0xFFFF

0xFFFF

Waveform Examples

Time

Counter Value

RC

RB
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TIOB

TIOA

Counter cleared by compare match with 0xFFFF

0xFFFF

Waveform Examples

Counter cleared by trigger
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37.7.15 TC QDEC Interrupt Enable Register

Name: TC_QIER

Address: 0x400100C8 (0), 0x400140C8 (1)

Access: Write-only 

• IDX: Index

0: No effect.

1: Enables the interrupt when a rising edge occurs on IDX input.

• DIRCHG: Direction Change

0: No effect.

1: Enables the interrupt when a change on rotation direction is detected.

• QERR: Quadrature Error

0: No effect.

1: Enables the interrupt when a quadrature error occurs on PHA, PHB.

31 30 29 28 27 26 25 24

– – – – – – – –

23 22 21 20 19 18 17 16

– – – – – – – –

15 14 13 12 11 10 9 8

– – – – – – – –

7 6 5 4 3 2 1 0

– – – – – QERR DIRCHG IDX
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Figure 40-7. Optimized Temperature Conversion Combined With Classical Conversions

If TEMPON=1, TRGEN is disabled and none of the channels are enabled in ADC_CHSR (ADC_CHSR=0), then
only channel 7 is converted at a rate of one conversion per second (see Figure 40-8, "Temperature Conversion
Only").

This mode of operation, when combined with the Sleep mode operation of the ADC Controller, provides a low-
power mode for temperature measurement. This assumes there is no other ADC conversion to schedule at a high
sampling rate, or no other channel to convert.

Base Address (BA)

BA + 0x02

ADC_CDR[0]0

BA + 0x04

ADC_CDR[0]0

Assuming ADC_CHSR[0] = 1

trig.event1
DMA Buffer Structure
trig.event2

DMA Transfer

trig.event3

ADC_SEL C T C C TC C

 ADC_CHSR[TEMP]= 0 and ADC_MR.TRGEN=1
TEMPON=1 

ADC_CDR[0]0

Internal RTC 
Trigger event

ADC_CDR[TEMP] T1 T2T0

ADC_CDR[0] & 
ADC_LCDR C0 C1 C2 C3 C4 C5

1 s

Internal/External 
Trigger event
(TRGSEL defined)

Notes:  ADC_SEL: Command to the ADC cell 
            C: Classic ADC Conversion Sequence
            T: Temperature Sensor Channel 
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40.7.2 ADC Mode Register

Name: ADC_MR

Address: 0x40038004

Access: Read/Write

This register can only be written if the WPEN bit is cleared in “ADC Write Protection Mode Register”.

• TRGEN: Trigger Enable  

• TRGSEL: Trigger Selection 

• LOWRES: Resolution 

31 30 29 28 27 26 25 24

USEQ – – – TRACKTIM

23 22 21 20 19 18 17 16

– – – – STARTUP

15 14 13 12 11 10 9 8

PRESCAL

7 6 5 4 3 2 1 0

FREERUN – SLEEP LOWRES TRGSEL TRGEN

Value Name Description

0 DIS Hardware triggers are disabled. Starting a conversion is only possible by software.

1 EN Hardware trigger selected by TRGSEL field is enabled.

Value Name Description

0 ADC_TRIG0 –

1 ADC_TRIG1 Timer Counter Channel 0 Output

2 ADC_TRIG2 Timer Counter Channel  1 Output

3 ADC_TRIG3 Timer Counter Channel  2 Output

4 ADC_TRIG4 Timer Counter Channel  3 Output

5 ADC_TRIG5 Timer Counter Channel  4 Output

6 ADC_TRIG6 Timer Counter Channel  5 Output

7 – Reserved

Value Name Description

0 BITS_10
10-bit resolution. For higher resolution by averaging, refer to Section 40.7.15 ”ADC 
Extended Mode Register”.

1 BITS_8 8-bit resolution
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