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General-purpose microcontrollers are versatile and used in
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Details

Product Status Active

Core Processor ARM® Cortex®-M4

Core Size 32-Bit Single-Core

Speed 80MHz

Connectivity CANbus, I²C, IrDA, LINbus, MMC/SD, QSPI, SAI, SPI, SWPMI, UART/USART, USB

Peripherals Brown-out Detect/Reset, DMA, LCD, PWM, WDT

Number of I/O 83

Program Memory Size 256KB (256K x 8)

Program Memory Type FLASH

EEPROM Size -

RAM Size 64K x 8

Voltage - Supply (Vcc/Vdd) 1.71V ~ 3.6V

Data Converters A/D 16x12b; D/A 2x12b

Oscillator Type Internal

Operating Temperature -40°C ~ 125°C (TA)

Mounting Type Surface Mount

Package / Case 100-UFBGA

Supplier Device Package 100-UFBGA (7x7)

Purchase URL https://www.e-xfl.com/product-detail/stmicroelectronics/stm32l433vci3

Email: info@E-XFL.COM Address: Room A, 16/F, Full Win Commercial Centre, 573 Nathan Road, Mongkok, Hong Kong

https://www.e-xfl.com/product/pdf/stm32l433vci3-4386476
https://www.e-xfl.com
https://www.e-xfl.com/product/filter/embedded-microcontrollers
https://www.e-xfl.com/product/filter/embedded-microcontrollers
https://www.e-xfl.com/product/filter/embedded-microcontrollers
https://www.e-xfl.com/product/filter/embedded-microcontrollers
https://www.e-xfl.com/product/filter/embedded-microcontrollers


DocID027295 Rev 3 105/1472

RM0394 Embedded Flash memory (FLASH)

110

Bit 25 SRAM2_RST: SRAM2 Erase when system reset

0: SRAM2 erased when a system reset occurs
1: SRAM2 is not erased when a system reset occurs

Bit 24 SRAM2_PE: SRAM2 parity check enable

0: SRAM2 parity check enable
1: SRAM2 parity check disable

Bit 23 nBOOT1: Boot configuration

Together with the BOOT0 pin or option bit nBOOT0 (depending on nSWBOOT0 
option bit configuration), this bit selects boot mode from the Flash main memory, 
SRAM1 or the System memory. Refer to Section 2.6: Boot configuration.

Bits 22:20 Reserved, must be kept at reset value.

Bit 19 WWDG_SW: Window watchdog selection

0: Hardware window watchdog
1: Software window watchdog

Bit 18 IWDG_STDBY: Independent watchdog counter freeze in Standby mode

0: Independent watchdog counter is frozen in Standby mode
1: Independent watchdog counter is running in Standby mode

Bit 17 IWDG_STOP: Independent watchdog counter freeze in Stop mode

0: Independent watchdog counter is frozen in Stop mode
1: Independent watchdog counter is running in Stop mode

Bit 16 IDWG_SW: Independent watchdog selection

0: Hardware independent watchdog
1: Software independent watchdog

Bit 15 Reserved, must be kept cleared

Bit 14 nRST_SHDW

0: Reset generated when entering the Shutdown mode
1: No reset generated when entering the Shutdown mode

Bit 13 nRST_STDBY

0: Reset generated when entering the Standby mode
1: No reset generate when entering the Standby mode

Bit 12 nRST_STOP

0: Reset generated when entering the Stop mode
1: No reset generated when entering the Stop mode
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Bits 7:4 MSIRANGE[3:0]: MSI clock ranges

These bits are configured by software to choose the frequency range of MSI when 
MSIRGSEL is set.12 frequency ranges are available:
0000: range 0 around 100 kHz
0001: range 1 around 200 kHz
0010: range 2 around 400 kHz
0011: range 3 around 800 kHz
0100: range 4 around 1M Hz
0101: range 5 around 2 MHz
0110: range 6 around 4 MHz (reset value)
0111: range 7 around 8 MHz
1000: range 8 around 16 MHz
1001: range 9 around 24 MHz
1010: range 10 around 32 MHz
1011: range 11 around 48 MHz
others: not allowed (hardware write protection)

Note: Warning: MSIRANGE can be modified when MSI is OFF (MSION=0) or when MSI is 
ready (MSIRDY=1). MSIRANGE must NOT be modified when MSI is ON and NOT 
ready (MSION=1 and MSIRDY=0)

Bit 3 MSIRGSEL: MSI clock range selection

Set by software to select the MSI clock range with MSIRANGE[3:0]. Write 0 has no effect.
After a standby or a reset MSIRGSEL is at 0 and the MSI range value is provided by 
MSISRANGE in CSR register. 
0: MSI Range is provided by MSISRANGE[3:0] in RCC_CSR register
1: MSI Range is provided by MSIRANGE[3:0] in the RCC_CR register

Bit 2 MSIPLLEN: MSI clock PLL enable

Set and cleared by software to enable/ disable the PLL part of the MSI clock source.
MSIPLLEN must be enabled after LSE is enabled (LSEON enabled) and ready (LSERDY set 
by hardware).There is a hardware protection to avoid enabling MSIPLLEN if LSE is not 
ready.
This bit is cleared by hardware when LSE is disabled (LSEON = 0) or when the Clock 
Security System on LSE detects a LSE failure (refer to RCC_CSR register).
0: MSI PLL OFF
1: MSI PLL ON

Bit 1 MSIRDY: MSI clock ready flag

This bit is set by hardware to indicate that the MSI oscillator is stable.
0: MSI oscillator not ready
1: MSI oscillator ready

Note: Once the MSION bit is cleared, MSIRDY goes low after 6 MSI clock cycles.

Bit 0 MSION: MSI clock enable

This bit is set and cleared by software.
Cleared by hardware to stop the MSI oscillator when entering Stop, Standby or Shutdown 
mode.
Set by hardware to force the MSI oscillator ON when exiting Standby or Shutdown mode.
Set by hardware to force the MSI oscillator ON when STOPWUCK=0 when exiting from Stop 
modes, or in case of a failure of the HSE oscillator 
Set by hardware when used directly or indirectly as system clock. 
0: MSI oscillator OFF
1: MSI oscillator ON
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res.
RNG
RST

Res.
AES

RST(1)

rw rw

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Res. Res.
ADC
RST

Res. Res. Res. Res. Res.
GPIOH

RST
Res. Res.

GPIOE

RST(2)
GPIOD

RST(2)
GPIOC

RST
GPIOB

RST
GPIOA

RST

rw rw rw rw rw rw rw rw

1. Available on STM32L44xxx and STM32L46xxx devices only.

2. Not available on STM32L432xx and STM32L442xx devices.

Bits 31:19 Reserved, must be kept at reset value.

Bit 18 RNGRST: Random number generator reset

Set and cleared by software.
0: No effect
1: Reset RNG

Bit 17 Reserved, must be kept at reset value.

Bit 16 AESRST(1): AES hardware accelerator reset

Set and cleared by software.
0: No effect
1: Reset AES

Bits 15:14 Reserved, must be kept at reset value.

Bit 13 ADCRST: ADC reset

Set and cleared by software.
0: No effect
1: Reset ADC interface

Bits 12:8 Reserved, must be kept at reset value.

Bit 7 GPIOHRST: IO port H reset

Set and cleared by software.
0: No effect
1: Reset IO port H

Bits 6:5 Reserved, must be kept at reset value.

Bit 4 GPIOERST(2): IO port E reset

Set and cleared by software.
0: No effect
1: Reset IO port E

Bit 3 GPIODRST(2): IO port D reset

Set and cleared by software.
0: No effect
1: Reset IO port D
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6.4.21 AHB1 peripheral clocks enable in Sleep and Stop modes register
(RCC_AHB1SMENR)

Address offset: 0x68

Reset value: 0x0001 1303

Access: no wait state, word, half-word and byte access

         

Bit 12 SPI1EN: SPI1 clock enable

Set and cleared by software.
0: SPI1 clock disabled
1: SPI1 clock enabled

Bit 11 TIM1EN: TIM1 timer clock enable

Set and cleared by software.
0: TIM1 timer clock disabled
1: TIM1P timer clock enabled

Bit 10 SDMMC1EN(2): SDMMC clock enable

Set and cleared by software.
0: SDMMC clock disabled
1: SDMMC clock enabled

Bits 9:8 Reserved, must be kept at reset value.

Bit 7 FWEN: Firewall clock enable

Set by software, reset by hardware. Software can only write 1. A write at 0 has no effect.
0: Firewall clock disabled
1: Firewall clock enabled

Bits 6:1 Reserved, must be kept at reset value.

Bit 0 SYSCFGEN: SYSCFG + COMP + VREFBUF clock enable

Set and cleared by software.
0: SYSCFG + COMP + VREFBUF clock disabled
1: SYSCFG + COMP + VREFBUF clock enabled

1. Available on STM32L45xxx and STM32L46xxx devices only.

2. Not available on STM32L432 and STM32L442 devices.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res.
TSC

SMEN

rw

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Res. Res. Res. CRCSMEN Res. Res.
SRAM1
SMEN

FLASH
SMEN

Res. Res. Res. Res. Res. Res.
DMA2
SMEN

DMA1
SMEN

rw rw rw rw rw
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16 Analog-to-digital converters (ADC)

16.1 Introduction

The ADC consists of a 12-bit successive approximation analog-to-digital converter.

The ADC has up to 19 multiplexed channels. A/D conversion of the various channels can be 
performed in single, continuous, scan or discontinuous mode. The result of the ADC is 
stored in a left-aligned or right-aligned 16-bit data register.

The ADC is mapped on the AHB bus to allow fast data handling.

The analog watchdog features allow the application to detect if the input voltage goes 
outside the user-defined high or low thresholds.

A built-in hardware oversampler allows to improve analog performances while off-loading 
the related computational burden from the CPU.

An efficient low-power mode is implemented to allow very low consumption at low 
frequency.
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Bit 23 SCALEN: Voltage scaler enable bit

This bit is set and cleared by software. This bit enable the outputs of the VREFINT divider 
available on the minus input of the Comparator 2.
0: Bandgap scaler disable (if SCALEN bit of COMP1_CSR register is also reset)
1: Bandgap scaler enable

Bit 22  BRGEN: Scaler bridge enable

This bit is set and cleared by software (only if LOCK not set). This bit enable the bridge of 
the scaler.
0: Scaler resistor bridge disable (if BRGEN bit of COMP1_CSR register is also reset)
1: Scaler resistor bridge enable
If SCALEN is set and BRGEN is reset, BG voltage reference is available but not 1/4BGAP, 
1/2BGAP, 3/4 BGAP. BGAP value is sent instead of 1/4BGAP, 1/2BGAP, 3/4 BGAP.
If SCALEN and BRGEN are set, 1/4 BGAP 1/2BGAP 3/4BGAP and BGAP voltage 
references are available.

Bit 21 Reserved, must be kept at reset value

Bits 20:18 BLANKING[2:0]: Comparator 2 blanking source selection bits

These bits select which timer output controls the comparator 2 output blanking.
000: No blanking
001: Reserved
010: Reserved
100: TIM15 OC1 selected as blanking source
All other values: reserved

Bits 17:16 HYST[1:0]: Comparator 2 hysteresis selection bits

These bits are set and cleared by software (only if LOCK not set). Select the Hysteresis 
voltage of the comparator 2.
00: No hysteresis
01: Low hysteresis
10: Medium hysteresis
11: High hysteresis

Bit 15 POLARITY: Comparator 2 polarity selection bit

This bit is set and cleared by software (only if LOCK not set). It inverts Comparator 2 
polarity. 
0: Comparator 2 output value not inverted
1: Comparator 2output value inverted

Bits 14:10 Reserved, must be kept at reset value.

Bit 9  WINMODE: Windows mode selection bit

This bit is set and cleared by software (only if LOCK not set). This bit selects the window 
mode of the comparators. If set, both positive inputs of comparators will be connected 
together.
0: Input plus of Comparator 2 is not connected to Comparator 1
1: Input plus of Comparator 2 is connected with input plus of Comparator 1

Bits 8:7 INPSEL: Comparator 1 input plus selection bit

This bit is set and cleared by software (only if LOCK not set).
00: PB4
01: PB6
10: PA3
11: Reserved, the bit must be kept at the reset value
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21.6 DFSDM DMA transfer

To decrease the CPU intervention, conversions can be transferred into memory using a 
DMA transfer. A DMA transfer for injected conversions is enabled by setting bit JDMAEN=1 
in DFSDM_FLTxCR1 register. A DMA transfer for regular conversions is enabled by setting 
bit RDMAEN=1 in DFSDM_FLTxCR1 register.

Note: With a DMA transfer, the interrupt flag is automatically cleared at the end of the injected or 
regular conversion (JEOCF or REOCF bit in DFSDM_FLTxISR register) because DMA is 
reading DFSDM_FLTxJDATAR or DFSDM_FLTxRDATAR register.

21.7 DFSDM channel y registers (y=0..3)

21.7.1 DFSDM channel configuration y register (DFSDM_CHyCFGR1)
(y=0..3)

This register specifies the parameters used by channel y (y = 0..3).

Address offset: 0x00 + 0x20 * y

Reset value: 0x0000 0000

         

Regular data overrun ROVRF writing CLRROVRF = 1 ROVRIE

Analog watchdog

AWDF,

AWHTF[3:0],

AWLTF[3:0]

writing CLRAWHTF[3:0] = 1

writing CLRAWLTF[3:0] = 1

AWDIE,

(AWDCH[3:0])

short-circuit detector SCDF[3:0] writing CLRSCDF[3:0] = 1
SCDIE,

(SCDEN)

Channel clock absence CKABF[3:0] writing CLRCKABF[3:0] = 1
CKABIE,

(CKABEN)

Table 97. DFSDM interrupt requests (continued)

Interrupt event Event flag
Event/Interrupt clearing 

method
Interrupt enable 

control bit

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

DFSDM
EN

CKOUT
SRC

Res. Res. Res. Res. Res. Res. CKOUTDIV[7:0]

rw rw rw rw rw rw rw rw rw rw

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DATPACK[1:0] DATMPX[1:0] Res. Res. Res.
CHIN
SEL

CHEN
CKAB

EN
SCDEN Res. SPICKSEL[1:0] SITP[1:0]

rw rw rw rw rw rw rw rw rw rw rw rw
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0x24

DFSDM_
CH1CFGR2

OFFSET[23:0] DTRBS[4:0]

R
es

.

R
es

.

R
es

.

reset value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0x28

DFSDM_
CH1AWSCDR R

es
.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

A
W

F
O

R
D

[1
:0

]

R
es

.

AWFOSR[4:0] BKSCD[3:0]

R
es

.

R
es

.

R
es

.

R
es

.

SCDT[7:0]

reset value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0x2C

DFSDM_
CH1WDATR R

es
.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

WDATA[15:0]

reset value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0x30

DFSDM_
CH1DATINR

INDAT1[15:0] INDAT0[15:0]

reset value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0x34 - 
0x3C

Reserved

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

0x40

DFSDM_
CH2CFGR1 R

es
.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

D
A

T
P

A
C

K
[1

:0
]

D
A

T
M

P
X

[1
:0

]

R
es

.

R
es

.

R
es

.

C
H

IN
S

E
L

C
H

E
N

C
K

A
B

E
N

S
C

D
E

N

R
es

.

S
P

IC
K

S
E

L
[1

:0
]

S
IT

P
[1

:0
]

reset value 0 0 0 0 0 0 0 0 0 0 0 0

0x44

DFSDM_
CH2CFGR2

OFFSET[23:0] DTRBS[4:0]

R
es

.

R
es

.

R
es

.

reset value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0x48

DFSDM_
CH2AWSCDR R

es
.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

A
W

F
O

R
D

[1
:0

]

R
es

.

AWFOSR[4:0] BKSCD[3:0]

R
es

.

R
es

.

R
es

.

R
es

.

SCDT[7:0]

reset value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0x4C

DFSDM_
CH2WDATR R

es
.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

WDATA[15:0]

reset value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0x50

DFSDM_
CH2DATINR

INDAT1[15:0] INDAT0[15:0]

reset value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0x54 - 
0x5C

Reserved

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

0x60

DFSDM_
CH3CFGR1 R

es
.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

D
A

T
P

A
C

K
[1

:0
]

D
A

T
M

P
X

[1
:0

]

R
es

.

R
es

.

R
es

.

C
H

IN
S

E
L

C
H

E
N

C
K

A
B

E
N

S
C

D
E

N

R
es

.

S
P

IC
K

S
E

L
[1

:0
]

S
IT

P
[1

:0
]

reset value 0 0 0 0 0 0 0 0 0 0 0 0

0x64

DFSDM_
CH3CFGR2

OFFSET[23:0] DTRBS[4:0]

R
es

.

R
es

.

R
es

.

reset value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Table 98. DFSDM register map and reset values (continued)

Offset Register 3
1

3
0

2
9

2
8

2
7

2
6

2
5

2
4

2
3

2
2

2
1

2
0

1
9

1
8

1
7

1
6

1
5

1
4

1
3

1
2 11 1
0 9 8 7 6 5 4 3 2 1 0
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23.3.7 Sampling capacitor I/O and channel I/O mode selection

To allow the GPIOs to be controlled by the touch sensing controller, the corresponding 
alternate function must be enabled through the standard GPIO registers and the GPIOxAFR 
registers.

The GPIOs modes controlled by the TSC are defined using the TSC_IOSCR and 
TSC_IOCCR register.

When there is no ongoing acquisition, all the I/Os controlled by the touch sensing controller 
are in default state. While an acquisition is ongoing, only unused I/Os (neither defined as 
sampling capacitor I/O nor as channel I/O) are in default state. The IODEF bit in the 
TSC_CR register defines the configuration of the I/Os which are in default state. The table 
below summarizes the configuration of the I/O depending on its mode.

         

Unused I/O mode

An unused I/O corresponds to a GPIO controlled by the TSC peripheral but not defined as 
an electrode I/O nor as a sampling capacitor I/O.

Sampling capacitor I/O mode

To allow the control of the sampling capacitor I/O by the TSC peripheral, the corresponding 
GPIO must be first set to alternate output open drain mode and then the corresponding 
Gx_IOy bit in the TSC_IOSCR register must be set.

Only one sampling capacitor per analog I/O group must be enabled at a time.

Channel I/O mode

To allow the control of the channel I/O by the TSC peripheral, the corresponding GPIO must 
be first set to alternate output push-pull mode and the corresponding Gx_IOy bit in the 
TSC_IOCCR register must be set.

For proximity detection where a higher equivalent electrode surface is required or to speed-
up the acquisition process, it is possible to enable and simultaneously acquire several 
channels belonging to the same analog I/O group.

Table 107. I/O state depending on its mode and IODEF bit value

IODEF bit
Acquisition 

status
Unused I/O

mode
Channel I/O

mode

Sampling 
capacitor I/O

mode

0
(output push-pull 

low)
No

Output push-pull 
low

Output push-pull 
low

Output push-pull 
low

0
(output push-pull 

low)
ongoing

Output push-pull 
low

- -

1
(input floating)

No Input floating Input floating Input floating

1
(input floating)

ongoing Input floating - -
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23.6.3 TSC interrupt clear register (TSC_ICR)

Address offset: 0x08

Reset value: 0x0000 0000 

         

         

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. MCEIC EOAIC

rw rw

Bits 31:2 Reserved, must be kept at reset value.

Bit 1 MCEIC: Max count error interrupt clear

This bit is set by software to clear the max count error flag and it is cleared by hardware when 
the flag is reset. Writing a ‘0’ has no effect.

0: No effect
1: Clears the corresponding MCEF of the TSC_ISR register

Bit 0 EOAIC: End of acquisition interrupt clear

This bit is set by software to clear the end of acquisition flag and it is cleared by hardware 
when the flag is reset. Writing a ‘0’ has no effect.

0: No effect
1: Clears the corresponding EOAF of the TSC_ISR register
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Caution: When the CEC bit in the RNG_CR register is set to “1”, the RNG clock frequency must be 
higher than AHB clock frequency divided by 16, otherwise the clock checker will flag a clock 
error (CECS or CEIS in the RNG_SR register) and the RNG will stop producing random 
numbers.

See Section 24.3.1: RNG block diagram for details (AHB and RNG clock domains).

24.3.7 Error management

In parallel to random number generation an health check block verifies the correct noise 
source behavior and the frequency of the RNG source clock as detailed in this section. 
Associated error state is also described.

Clock error detection

If the RNG clock frequency is too low, the RNG stops generating random numbers and sets 
to “1” both the CEIS and CECS bits to indicate that a clock error occurred. In this case, the 
application should check that the RNG clock is configured correctly (see Section 24.3.6: 
RNG clocking) and then it must clear the CEIS bit interrupt flag. As soon as the RNG clock 
operates correctly, the CECS bit will be automatically cleared.

The RNG operates only when the CECS flag is set to “0”. However note that the clock error 
has no impact on the previously generated random numbers, and the RNG_DR register 
contents can still be used.

Noise source error detection

When a noise source (or seed) error occurs, the RNG stops generating random numbers 
and sets to “1” both SEIS and SECS bits to indicate that a seed error occurred. If a value is 
available in the RNG_DR register, it must not be used as it may not have enough entropy.  

In order to fully recover from a seed error application must clear the SEIS bit by writing it to 
“0”, then clear and set the RNGEN bit to reinitialize and restart the RNG.

24.4 RNG low-power usage

If power consumption is a concern, the RNG can be disabled as soon as the DRDY bit is set 
to “1” by setting the RNGEN bit to “0” in the RNG_CR register. The 32-bit random value 
stored in the RNG_DR register will be still be available. If a new random is needed the 
application will need to re-enable the RNG and wait for 42+4 RNG clock cycles.

When disabling the RNG the user deactivates all the analog seed generators, whose power 
consumption is given in the datasheet electrical characteristics section.

24.5 RNG interrupts

In the RNG an interrupt can be produced on the following events:

• Data ready flag

• Seed error, see Section 24.3.7: Error management

• Clock error, see Section 24.3.7: Error management

Dedicated interrupt enable control bits are available as shown in Table 112
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Figure 170. Counter timing diagram, internal clock divided by N

Figure 171. Counter timing diagram, update event with ARPE=1 (counter underflow)
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Figure 230. Counter timing diagram, internal clock divided by N

Figure 231. Counter timing diagram, Update event with ARPE=1 (counter underflow)
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Figure 247 shows the behavior of the OCxREF signal when the ETRF input becomes high, 
for both values of the OCxCE enable bit. In this example, the timer TIMx is programmed in 
PWM mode.

Figure 247. Clearing TIMx OCxREF

Note: In case of a PWM with a 100% duty cycle (if CCRx>ARR), OCxREF is enabled again at the 
next counter overflow.
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Figure 263. TIM16 block diagram

1. The internal break event source can be:
-       A clock failure event generated by CSS. For further information on the CSS, refer to Section 6.2.10: Clock security 
system (CSS)
-       A PVD output
-       SRAM parity error signal
-       Cortex®-M4 LOCKUP (Hardfault) output
-       COMP output
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28.4 TIM15/TIM16 functional description

28.4.1 Time-base unit

The main block of the programmable advanced-control timer is a 16-bit upcounter with its 
related auto-reload register. The counter clock can be divided by a prescaler.

The counter, the auto-reload register and the prescaler register can be written or read by 
software. This is true even when the counter is running.

The time-base unit includes:

• Counter register (TIMx_CNT)

• Prescaler register (TIMx_PSC)

• Auto-reload register (TIMx_ARR)

• Repetition counter register (TIMx_RCR)

The auto-reload register is preloaded. Writing to or reading from the auto-reload register 
accesses the preload register. The content of the preload register are transferred into the 
shadow register permanently or at each update event (UEV), depending on the auto-reload 
preload enable bit (ARPE) in TIMx_CR1 register. The update event is sent when the counter 
reaches the overflow and if the UDIS bit equals 0 in the TIMx_CR1 register. It can also be 
generated by software. The generation of the update event is described in detailed for each 
configuration.

The counter is clocked by the prescaler output CK_CNT, which is enabled only when the 
counter enable bit (CEN) in TIMx_CR1 register is set (refer also to the slave mode controller 
description to get more details on counter enabling). 

Note that the counter starts counting 1 clock cycle after setting the CEN bit in the TIMx_CR1 
register.

Prescaler description

The prescaler can divide the counter clock frequency by any factor between 1 and 65536. It 
is based on a 16-bit counter controlled through a 16-bit register (in the TIMx_PSC register). 
It can be changed on the fly as this control register is buffered. The new prescaler ratio is 
taken into account at the next update event.

Figure 264 and Figure 265 give some examples of the counter behavior when the prescaler 
ratio is changed on the fly:
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Figure 391, shows an SPI full-duplex transfer with the four combinations of the CPHA and 
CPOL bits. 

Note: Prior to changing the CPOL/CPHA bits the SPI must be disabled by resetting the SPE bit.

The idle state of SCK must correspond to the polarity selected in the SPIx_CR1 register (by 
pulling up SCK if CPOL=1 or pulling down SCK if CPOL=0).

Figure 391. Data clock timing diagram

1. The order of data bits depends on LSBFIRST bit setting.

Data frame format

The SPI shift register can be set up to shift out MSB-first or LSB-first, depending on the 
value of the LSBFIRST bit. The data frame size is chosen by using the DS bits. It can be set 
from 4-bit up to 16-bit length and the setting applies for both transmission and reception. 
Whatever the selected data frame size, read access to the FIFO must be aligned with the 
FRXTH level. When the SPIx_DR register is accessed, data frames are always right-aligned 
into either a byte (if the data fits into a byte) or a half-word (see Figure 392). During 
communication, only bits within the data frame are clocked and transferred.
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SIZE_OF_PROTECTED_AREA

Setting this field differs between standard- and high-capacity cards. In the case of a 
standard-capacity card, the capacity of protected area is calculated as follows:

Protected area = SIZE_OF_PROTECTED_AREA_* MULT * BLOCK_LEN.

SIZE_OF_PROTECTED_AREA is specified by the unit in MULT*BLOCK_LEN.

In the case of a high-capacity card, the capacity of protected area is specified in this field:

Protected area = SIZE_OF_PROTECTED_AREA

SIZE_OF_PROTECTED_AREA is specified by the unit in bytes.

SPEED_CLASS

This 8-bit field indicates the speed class and the value can be calculated by PW/2 (where 
PW is the write performance).

         

439: 432
PERFORMANCE_
MOVE

S R
Performance of move indicated by 
1 [MB/s] step.

(See below)
(See below) A

431:428 AU_SIZE S R
Size of AU

(See below)
(See below) A

427:424 Reserved

423:408 ERASE_SIZE S R
Number of AUs to be erased at a 
time

(See below) A

407:402 ERASE_TIMEOUT S R
Timeout value for erasing areas 
specified by 
UNIT_OF_ERASE_AU

(See below) A

401:400 ERASE_OFFSET S R
Fixed offset value added to erase 
time.

(See below) A

399:312 Reserved

311:0 Reserved for Manufacturer

Table 207. SD status (continued)

Bits Identifier Type Value Description 
Clear 

condition

Table 208. Speed class code field

SPEED_CLASS Value definition

00h Class 0

01h Class 2

02h Class 4

03h Class 6

04h – FFh Reserved
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41.6.2 SDIO read wait operation by stopping SDMMC_CK

If the SDIO card does not support the previous read wait method, the SDMMC can perform 
a read wait by stopping SDMMC_CK (SDMMC_DCTRL is set just like in the method 
presented in Section 41.6.1, but SDMMC_DCTRL[10] =1): DSPM stops the clock two 
SDMMC_CK cycles after the end bit of the current received block and starts the clock again 
after the read wait start bit is set.

As SDMMC_CK is stopped, any command can be issued to the card. During a read/wait 
interval, the SDMMC can detect SDIO interrupts on SDMMC_D1.

41.6.3 SDIO suspend/resume operation

While sending data to the card, the SDMMC can suspend the write operation. the 
SDMMC_CMD[11] bit is set and indicates to the CPSM that the current command is a 
suspend command. The CPSM analyzes the response and when the ACK is received from 
the card (suspend accepted), it acknowledges the DPSM that goes Idle after receiving the 
CRC token of the current block.

The hardware does not save the number of the remaining block to be sent to complete the 
suspended operation (resume).

The write operation can be suspended by software, just by disabling the DPSM 
(SDMMC_DCTRL[0] =0) when the ACK of the suspend command is received from the card. 
The DPSM enters then the Idle state.

To suspend a read: the DPSM waits in the Wait_r state as the function to be suspended 
sends a complete packet just before stopping the data transaction. The application 
continues reading RxFIFO until the FIF0 is empty, and the DPSM goes Idle automatically.

41.6.4 SDIO interrupts

SDIO interrupts are detected on the SDMMC_D1 line once the SDMMC_DCTRL[11] bit is 
set.

When SDIO interrupt is detected, SDMMC_STA[22] (SDIOIT) bit is set. This static bit can be 
cleared with clear bit SDMMC_ICR[22] (SDIOITC). An interrupt can be generated when 
SDIOIT status bit is set. Separated interrupt enable SDMMC_MASK[22] bit (SDIOITE) is 
available to enable and disable interrupt request. 

When SD card interrupt occurs (SDMMC_STA[22] bit set), host software follows below 
steps to handle it.

1. Disable SDIOIT interrupt signaling by clearing SDIOITE bit (SDMMC_MASK[22] = ‘0’),

2. Serve card interrupt request, and clear the source of interrupt on the SD card,

3. Clear SDIOIT bit by writing ‘1’ to SDIOITC bit (SDMMC_ICR[22] = ‘1’),

4. Enable SDIOIT interrupt signaling by writing ‘1’ to SDIOITE bit (SDMMC_MASK[22] = 
‘1’).

Steps 2 to 4 can be executed out of the SDIO interrupt service routine.

41.7 HW flow control

The HW flow control functionality is used to avoid FIFO underrun (TX mode) and overrun 
(RX mode) errors.
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Bit 7 CTR_TX: Correct Transfer for transmission

This bit is set by the hardware when an IN transaction is successfully completed on this 
endpoint; the software can only clear this bit. If the CTRM bit in the USB_CNTR register is 
set accordingly, a generic interrupt condition is generated together with the endpoint related 
interrupt condition, which is always activated. 
A transaction ended with a NAK or STALL handshake does not set this bit, since no data is 
actually transferred, as in the case of protocol errors or data toggle mismatches. 
This bit is read/write but only ‘0 can be written.

Bit 6 DTOG_TX: Data Toggle, for transmission transfers

If the endpoint is non-isochronous, this bit contains the required value of the data toggle bit 
(0=DATA0, 1=DATA1) for the next data packet to be transmitted. Hardware toggles this bit 
when the ACK handshake is received from the USB host, following a data packet 
transmission. If the endpoint is defined as a control one, hardware sets this bit to 1 at the 
reception of a SETUP PID addressed to this endpoint.
If the endpoint is using the double buffer feature, this bit is used to support packet buffer 
swapping too (Refer to Section 43.5.3: Double-buffered endpoints)
If the endpoint is Isochronous, this bit is used to support packet buffer swapping since no 
data toggling is used for this sort of endpoints and only DATA0 packet are transmitted (Refer 
to Section 43.5.4: Isochronous transfers). Hardware toggles this bit just after the end of data 
packet transmission, since no handshake is used for Isochronous transfers.
This bit can also be toggled by the software to initialize its value (mandatory when the 
endpoint is not a control one) or to force a specific data toggle/packet buffer usage. When 
the application software writes ‘0, the value of DTOG_TX remains unchanged, while writing 
‘1 makes the bit value toggle. This bit is read/write but it can only be toggled by writing 1.

Bits 5:4 STAT_TX [1:0]: Status bits, for transmission transfers

These bits contain the information about the endpoint status, listed in Table 241. These bits 
can be toggled by the software to initialize their value. When the application software writes 
‘0, the value remains unchanged, while writing ‘1 makes the bit value toggle. Hardware sets 
the STAT_TX bits to NAK, when a correct transfer has occurred (CTR_TX=1) corresponding 
to a IN or SETUP (control only) transaction addressed to this endpoint. It then waits for the 
software to prepare the next set of data to be transmitted.
Double-buffered bulk endpoints implement a special transaction flow control, which controls 
the status based on buffer availability condition (Refer to Section 43.5.3: Double-buffered 
endpoints).
If the endpoint is defined as Isochronous, its status can only be “VALID” or “DISABLED”. 
Therefore, the hardware cannot change the status of the endpoint after a successful 
transaction. If the software sets the STAT_TX bits to ‘STALL’ or ‘NAK’ for an Isochronous 
endpoint, the USB peripheral behavior is not defined. These bits are read/write but they can 
be only toggled by writing ‘1.

Bits 3:0 EA[3:0]: Endpoint address

Software must write in this field the 4-bit address used to identify the transactions directed to 
this endpoint. A value must be written before enabling the corresponding endpoint.

Table 238. Reception status encoding

STAT_RX[1:0] Meaning

00 DISABLED: all reception requests addressed to this endpoint are ignored.

01
STALL: the endpoint is stalled and all reception requests result in a STALL 
handshake.

10 NAK: the endpoint is naked and all reception requests result in a NAK handshake.

11 VALID: this endpoint is enabled for reception.


