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Global Resources in Low Power Flash Devices

Using Spines of Occupied Global Networks

When a signal is assigned to a global network, the flash switches are programmed to set the MUX select
lines (explained in the "Clock Aggregation Architecture" section on page 61) to drive the spines of that
network with the global net. However, if the global net is restricted from reaching into the scope of a
spine, the MUX drivers of that spine are available for other high-fanout or critical signals (Figure 3-20).
For example, if you want to limit the CLK1_c signal to the left half of the chip and want to use the right
side of the same global network for CLK2_c, you can add the following PDC commands:
define_region -name regionl -type inclusive 0 0 34 29

assign_net_macros regionl CLK1 c
assign_local_clock —net CLK2_c —type chip B2

LT 1]
LT T T TP P TP T T T T TP I T I00d

Figure 3-20  Design Example Using Spines of Occupied Global Networks

Conclusion

IGLOO, Fusion, and ProASIC3 devices contain 18 global networks: 6 chip global networks and 12
quadrant global networks. These global networks can be segmented into local low-skew networks called
spines. The spines provide low-skew networks for the high-fanout signals of a design. These allow you
up to 252 different internal/external clocks in an A3PE3000 device. This document describes the
architecture for the global network, plus guidelines and methodologies in assigning signals to globals and
spines.

Related Documents

User’s Guides

IGLOO, ProASIC3, SmartFusion, and Fusion Macro Library Guide
http://www.microsemi.com/soc/documents/pa3_libguide_ug.pdf
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DYNCCC Core(.CLKA(CLKA), -EXTFB(GND), .POWERDOWN(POWERDOWN), .GLA(GLA), -LOCK(LOCK),
.CLKB(CLKB), .GLB(GLB), .YB(), -CLKC(CLKC), .GLC(GLC), .YC(Q). -SDIN(SDIN),
.SCLK(SCLK), .SSHIFT(SSHIFT), .SUPDATE(SUPDATE), .MODE(MODE), .SDOUT(SDOUT),
_OADIVO(GND), .OADIVL(GND), -OADIV2(VCC), .OADIV3(GND), .OADIVA(GND), .OAMUXO(GND),
.OAMUX1(GND), .OAMUX2(VCC), .DLYGLAO(GND), .DLYGLAL(GND), .DLYGLA2(GND),
_.DLYGLA3(GND), .DLYGLA4(GND), -OBDIVO(GND), -OBDIV1(GND), -OBDIV2(GND),
_OBDIV3(GND), .OBDIV4(GND), -OBMUXO(GND), .OBMUX1(GND), .OBMUX2(GND), .DLYYBO(GND),
.DLYYB1(GND), .DLYYB2(GND), .DLYYB3(GND), .DLYYB4(GND), .DLYGLBO(GND),
.DLYGLB1(GND), .DLYGLB2(GND), .DLYGLB3(GND), .DLYGLB4(GND), .OCDIVO(GND),
.OCDIV1(GND), .OCDIV2(GND), .OCDIV3(GND), .OCDIV4(GND), .OCMUXO(GND), .OCMUX1(GND),
.OCMUX2(GND), .DLYYCO(GND), .DLYYCL(GND), .DLYYC2(GND), .DLYYC3(GND), .DLYYC4(GND),
.DLYGLCO(GND), .DLYGLC1(GND), -DLYGLC2(GND), .DLYGLC3(GND), .DLYGLC4(GND),
_FINDIVO(VCC), .FINDIV1(GND), .FINDIV2(VCC), .FINDIV3(GND), .FINDIV4(GND),
_.FINDIV5(GND), -FINDIV6(GND), .FBDIVO(GND), .FBDIVL(GND), .FBDIV2(GND),
_FBDIV3(GND), .FBDIV4(GND), -FBDIV5(VCC), .FBDIV6(GND), .FBDLYO(GND), .FBDLY1(GND),
_FBDLY2(GND), .FBDLY3(GND), .FBDLY4(GND), .FBSELO(VCC), .FBSEL1(GND),
_XDLYSEL(GND), .VCOSELO(GND), .VCOSEL1(GND), .-VCOSEL2(VCC));

defparam Core.VCOFREQUENCY = 165.000;

endmodule

Delayed Clock Configuration

The CLKDLY macro can be generated with the desired delay and input clock source (Hardwired 1/O,
External I/0, or Core Logic), as in Figure 4-28.

Delayed Clock : Create Core E|

Global output delay:

Input clock source: |Hardwired [Ein}

[
Help Close

Figure 4-28 « Delayed Clock Configuration Dialog Box

After setting all the required parameters, users can generate one or more PLL configurations with HDL or
EDIF descriptions by clicking the Generate button. SmartGen gives the option of saving session results
and messages in a log file:

Macro Parameters

Name : delay_macro
Family : ProASIC3
Output Format : Verilog

Type : Delayed Clock
Delay Index 12

CLKA Source : Hardwired 1/0

Total Clock Delay = 0.935 ns.
The resultant CLKDLY macro Verilog netlist is as follows:
module delay_macro(GL,CLK);

output GL;
input CLK;
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Notes:
1. AES decryption not supported in 30 k gate devices and smaller.
2. Flash*Freeze is supported in all IGLOO devices and the ProASIC3L devices.

Figure 6-1 « IGLOO and ProASIC3 Device Architecture Overview
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Note: When using the SRAM in single-port mode for Automotive ProASIC3 devices, ADDRB
should be tied to ground.

Table 6-3 « Address Pins Unused/Used for Various Supported Bus Widths

ADDRXx
DxW Unused Used
4kx1 None [11:0]
2kx2 [11] [10:0]
1kx4 [11:10] [9:0]
512x9 [11:9] [8:0]

Note: The "x"in ADDRXx implies A or B.

DINA and DINB

These are the input data signals, and they are nine bits wide. Not all nine bits are valid in all

configurations. When a data width less than nine is specified, unused high-order signals must be

grounded (Table 6-4).

Note: When using the SRAM in single-port mode for Automotive ProASIC3 devices, DINB should
be tied to ground.

DOUTA and DOUTB
These are the nine-bit output data signals. Not all nine bits are valid in all configurations. As with DINA
and DINB, high-order bits may not be used (Table 6-4). The output data on unused pins is undefined.

Table 6-4 « Unused/Used Input and Output Data Pins for Various Supported Bus Widths

DINx/DOUTXx
DxW Unused Used
4kx1 [8:1] [0]
2kx2 [8:2] [1:0]
1kx4 [8:4] [3:0]
512%9 None [8:0]

Note: The "x" in DINx or DOUTx implies A or B.

RAMS512X18 Macro
RAM512X18 is the two-port configuration of the same RAM block (Figure 6-5 on page 156). Like the
RAM4K9 nomenclature, the RAM512X18 nomenclature refers to both the deepest possible configuration
and the widest possible configuration the two-port RAM block can assume. In two-port mode, the RAM
block can be configured to either the 512x9 aspect ratio or the 256x18 aspect ratio. RAM512X18 is also
fully synchronous and has the following features:

* Dedicated read and write ports

* Active-low read and write enables

» Selectable pipelined or nonpipelined read

* Active-low asynchronous reset

» Designer software will automatically facilitate falling-edge clocks by bubble-pushing the inversion

to previous stages.
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Write Data Read Data
WD > > RD
Write Add
WADDR 2 eS8 ReadAddress 1 AbDR
RAM512X18
Write Enable Read Enable
WEN —> —— <«—REN
Write CLK
WCLK—> ? | Read CLK, pcik
Reset

Note: For timing diagrams of the RAM signals, refer to the appropriate family datasheet.
Figure 6-5 « 512X18 Two-Port RAM Block Diagram

Signal Descriptions for RAM512X18
RAMS512X18 has slightly different behavior from RAM4K9, as it has dedicated read and write ports.

WW and RW
These signals enable the RAM to be configured in one of the two allowable aspect ratios (Table 6-5).

Table 6-5 « Aspect Ratio Settings for WW[1:0]

WWI[1:0] RWI[1:0] DxW
01 01 512x9
10 10 256x%18
00, 11 00, 11 Reserved
WD and RD

These are the input and output data signals, and they are 18 bits wide. When a 512x9 aspect ratio is
used for write, WD[17:9] are unused and must be grounded. If this aspect ratio is used for read, RD[17:9]
are undefined.

WADDR and RADDR

These are read and write addresses, and they are nine bits wide. When the 256x18 aspect ratio is used
for write or read, WADDR[8] and RADDR([8] are unused and must be grounded.

WCLK and RCLK

These signals are the write and read clocks, respectively. They can be clocked on the rising or falling
edge of WCLK and RCLK.

WEN and REN

These signals are the write and read enables, respectively. They are both active-low by default. These
signals can be configured as active-high.

RESET

This active-low signal resets the control logic, forces the output hold state registers to zero, disables
reads and writes from the SRAM block, and clears the data hold registers when asserted. It does not
reset the contents of the memory array.

While the RESET signal is active, read and write operations are disabled. As with any asynchronous
reset signal, care must be taken not to assert it too close to the edges of active read and write clocks.
PIPE

This signal is used to specify pipelined read on the output. A LOW on PIPE indicates a nonpipelined
read, and the data appears on the output in the same clock cycle. A HIGH indicates a pipelined read, and
data appears on the output in the next clock cycle.
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SRAM Usage
The following descriptions refer to the usage of both RAM4K9 and RAM512X18.

Clocking

The dual-port SRAM blocks are only clocked on the rising edge. SmartGen allows falling-edge-triggered
clocks by adding inverters to the netlist, hence achieving dual-port SRAM blocks that are clocked on
either edge (rising or falling). For dual-port SRAM, each port can be clocked on either edge and by
separate clocks by port. Note that for Automotive ProASIC3, the same clock, with an inversion between
the two clock pins of the macro, should be used in design to prevent errors during compile.

Low power flash devices support inversion (bubble-pushing) throughout the FPGA architecture, including
the clock input to the SRAM modules. Inversions added to the SRAM clock pin on the design schematic
or in the HDL code will be automatically accounted for during design compile without incurring additional
delay in the clock path.

The two-port SRAM can be clocked on the rising or falling edge of WCLK and RCLK.

If negative-edge RAM and FIFO clocking is selected for memory macros, clock edge inversion
management (bubble-pushing) is automatically used within the development tools, without performance
penalty.

Modes of Operation
There are two read modes and one write mode:

* Read Nonpipelined (synchronous—1 clock edge): In the standard read mode, new data is driven
onto the RD bus in the same clock cycle following RA and REN valid. The read address is
registered on the read port clock active edge, and data appears at RD after the RAM access time.
Setting PIPE to OFF enables this mode.

* Read Pipelined (synchronous—2 clock edges): The pipelined mode incurs an additional clock
delay from address to data but enables operation at a much higher frequency. The read address
is registered on the read port active clock edge, and the read data is registered and appears at
RD after the second read clock edge. Setting PIPE to ON enables this mode.

*  Write (synchronous—1 clock edge): On the write clock active edge, the write data is written into
the SRAM at the write address when WEN is HIGH. The setup times of the write address, write
enables, and write data are minimal with respect to the write clock.

RAM Initialization

Each SRAM block can be individually initialized on power-up by means of the JTAG port using the UJITAG
mechanism. The shift register for a target block can be selected and loaded with the proper bit
configuration to enable serial loading. The 4,608 bits of data can be loaded in a single operation.

FIFO Features

The FIFO4KX18 macro is created by merging the RAM block with dedicated FIFO logic (Figure 6-6 on
page 158). Since the FIFO logic can only be used in conjunction with the memory block, there is no
separate FIFO controller macro. As with the RAM blocks, the FIFO4KX18 nomenclature does not refer to
a possible aspect ratio, but rather to the deepest possible data depth and the widest possible data width.
FIFO4KX18 can be configured into the following aspect ratios: 4,096x1, 2,048%2, 1,024x4, 512x9, and
256x%18. In addition to being fully synchronous, the FIFO4KX18 also has the following features:

» Four FIFO flags: Empty, Full, Aimost-Empty, and Almost-Full

* Empty flag is synchronized to the read clock

» Full flag is synchronized to the write clock

* Both Almost-Empty and Almost-Full flags have programmable thresholds
* Active-low asynchronous reset

+ Active-low block enable

* Active-low write enable

* Active-high read enable

» Ability to configure the FIFO to either stop counting after the empty or full states are reached or to
allow the FIFO counters to continue
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Advanced I/0Os—IGLOO, ProASIC3L, and ProASIC3

Table 7-2 and Table 7-3 show the voltages and compatible 1/O standards for the IGLOO, ProASIC3L, and
ProASIC3 families.

1/Os provide programmable slew rates (except 30 K gate devices), drive strengths, and weak pull-up and
pull-down circuits. 3.3 V PCI and 3.3 V PCI-X can be configured to be 5 V—tolerant. See the "5 V Input
Tolerance" section on page 194 for possible implementations of 5 V tolerance.

All I/Os are in a known state during power-up, and any power-up sequence is allowed without current
impact. Refer to the "I/O Power-Up and Supply Voltage Thresholds for Power-On Reset (Commercial
and Industrial)" section in the datasheet for more information. During power-up, before reaching
activation levels, the I/O input and output buffers are disabled while the weak pull-up is enabled.
Activation levels are described in the datasheet.

Table 7-2 « Supported I/O Standards

IGLOO AGLO15 | AGL030 | AGLO60 | AGL125 | AGL250 AGL600 | AGL1000
A3P250/ A3P600/ | A3P1000/

ProASIC3 A3P015 | A3P030 | A3P060 | A3P125 | A3P250L | A3P400 | A3P600L | A3P1000L

Single-Ended

LVTTL/LVCMOS 3.3 V, v v v v v v v v

LVCMOS 2.5V / 1.8V /

15V/12V

LVCMOS 2.5V /5.0V

3.3V PCI/PCI-X - - Ve Ve v v v v

Differential

LVPECL, LVDS, B-LVDS, - - - - v v v v

M-LVDS

I/O Banks and I/0O Standards Compatibility

1/Os are grouped into I/O voltage banks.

Each 1/0O voltage bank has dedicated 1/0 supply and ground voltages (VMV/GNDQ for input buffers and
VCCI/GND for output buffers). This isolation is necessary to minimize simultaneous switching noise from
the input and output (SSI and SSO). The switching noise (ground bounce and power bounce) is
generated by the output buffers and transferred into input buffer circuits, and vice versa. Because of
these dedicated supplies, only 1/0Os with compatible standards can be assigned to the same 1/O voltage
bank. Table 7-3 shows the required voltage compatibility values for each of these voltages.

There are four 1/0 banks on the 250K gate through 1M gate devices.
There are two 1/O banks on the 30K, 60K, and 125K gate devices.

I/0 standards are compatible if their VCCI and VMV values are identical. VMV and GNDQ are "quiet"
input power supply pins and are not used on 30K gate devices (Table 7-3).

Table 7-3 « VCCI Voltages and Compatible IGLOO and ProASIC3 Standards

VCCI and VMV (typical)

Compatible Standards

3.3V LVTTL/LVCMOS 3.3, PCI 3.3, PCI-X 3.3 LVPECL
25V LVCMOS 2.5, LVCMOS 2.5/5.0, LVDS, B-LVDS, M-LVDS
1.8V LVCMOS 1.8

1.5V LVCMOS 1.5

1.2V LVCMOS 1.2
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I/O Architecture

I/O Tile

The 1/O tile provides a flexible, programmable structure for implementing a large number of 1/O
standards. In addition, the registers available in the 1/O tile can be used to support high-performance
register inputs and outputs, with register enable if desired (Figure 7-2). The registers can also be used to
support the JESD-79C Double Data Rate (DDR) standard within the 1/O structure (see the "DDR for
Microsemi’'s Low Power Flash Devices" section on page 271 for more information). In addition, the
registers available in the 1/O tile can be used to support high-performance register inputs and outputs,
with register enable if desired (Figure 7-2).

As depicted in Figure 7-2, all I/O registers share one CLR port. The output register and output enable
register share one CLK port.

110/ Q0 1 2
Input Input
Register Register
] <o
To FPGA Core A Y Pull-Up/-Down
| Resistor Control
CLR/PRE
*—< I—L
110/ Q1 3
Input PAD
ICE Registtz &
CLR/PRE |
1/0/1CLK
Signal Drive Strength
\‘ and Slew Rate Control
) A A E = Enable Pin
1/0 /1 DO 4
Output
OCE Register
From FPGA Core
— 0—' CLR/PRE
I/0/D1/ICE 5
ICE | Output
Register
1/0/ OCLK ® CLR/PRE
/0 / OE 6
Output
OCH Enable
>Register
o
/O /CLR or /0O / PRE / OCE | CLR/PRE

Figure 7-2 « DDR Configured I/O Block Logical Representation
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EN (b1)

EN (b2)

ENABLE (r1)

ENABLE (t1)

Transmitter 1: OFF Transmitter 1: ON >< Transmitter 1: OFF

ENABLE (t2)

Transmitter 2: ON >< Transmitter 2: OFF ><

Bus :
> Contention | ™%

Figure 7-17 « Timing Diagram (bypasses skew circuit)

EN (b1)

EN (b2)

ENABLE (t1)

Transmitter 1: OFF ><Transmitter 1: ON >< Transmitter 1: OFF

ENABLE (t2)

Transmitter 2: ON >< Transmitter 2: OFF ><

Result: No Bus Contention

Figure 7-18 » Timing Diagram (with skew circuit selected)
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Figure 7-19 « Naming Conventions of IGLOO and ProASIC3 Devices with Two I/O Banks — Top View
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Figure 7-20 « Naming Conventions of IGLOO and ProASIC3 Devices with Four I/O Banks — Top View
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Low Power Flash Device I/O Support

The low power flash FPGAs listed in Table 8-1 support I/Os and the functions described in this
document.

Table 8-1 « Flash-Based FPGAs

Series Family” Description

IGLOO IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards

ProASIC3 ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and additional I/O standards
ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology
Military ProASIC3/EL | Military temperature ABPE600OL, A3P1000, and A3PE3000L
RT ProASIC3 Radiation-tolerant RT3PE600OL and RT3PE3000L

Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,
and packaging information.

IGLOO Terminology

In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 8-1. Where the information applies to only one product line or limited devices, these exclusions
will be explicitly stated.

ProASIC3 Terminology

In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 8-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.

To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGAs Portfolio.
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Simultaneously Switching Outputs (SSOs) and Printed Circuit
Board Layout

Each I/O voltage bank has a separate ground and power plane for input and output circuits (VMV/GNDQ
for input buffers and VCCI/GND for output buffers). This isolation is necessary to minimize simultaneous
switching noise from the input and output (SSI and SSO). The switching noise (ground bounce and
power bounce) is generated by the output buffers and transferred into input buffer circuits, and vice
versa.

Since voltage bounce originates on the package inductance, the VMV and VCCI supplies have separate
package pin assignments. For the same reason, GND and GNDQ also have separate pin assignments.
The VMV and VCCI pins must be shorted to each other on the board. Also, the GND and GNDQ pins
must be shorted to each other on the board. This will prevent unwanted current draw from the power
supply.

SSOs can cause signal integrity problems on adjacent signals that are not part of the SSO bus. Both
inductive and capacitive coupling parasitics of bond wires inside packages and of traces on PCBs will
transfer noise from SSO busses onto signals adjacent to those busses. Additionally, SSOs can produce
ground bounce noise and VCCI dip noise. These two noise types are caused by rapidly changing
currents through GND and VCCI package pin inductances during switching activities (EQ 8-2 and

EQ 8-3).

Ground bounce noise voltage = L(GND) x di/dt

EQ 8-2
VCCI dip noise voltage = L(VCCI) x di/dt

EQ 8-3

Any group of four or more input pins switching on the same clock edge is considered an SSO bus. The
shielding should be done both on the board and inside the package unless otherwise described.

In-package shielding can be achieved in several ways; the required shielding will vary depending on
whether pins next to the SSO bus are LVTTL/LVCMOS inputs, LVTTL/LVCMOS outputs, or
GTL/SSTL/HSTL/LVDS/LVPECL inputs and outputs. Board traces in the vicinity of the SSO bus have to
be adequately shielded from mutual coupling and inductive noise that can be generated by the SSO bus.
Also, noise generated by the SSO bus needs to be reduced inside the package.

PCBs perform an important function in feeding stable supply voltages to the IC and, at the same time,
maintaining signal integrity between devices.

Key issues that need to be considered are as follows:
* Power and ground plane design and decoupling network design
» Transmission line reflections and terminations

For extensive data per package on the SSO and PCB issues, refer to the "ProASIC3/E SSO and Pin
Placement and Guidelines" chapter of the ProASIC3 FPGA Fabric User’s Guide.
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DDR Tristate Output Register
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Figure 10-7 « DDR Tristate Output Register, LOW Enable, 8 mA, Pull-Up (LVTTL)

Verilog

module DDR_TriStateBuf_ LVTTL_8mA_HighSlew_LowEnb_PullUp(DataR, DataF, CLR, CLK, Trien,
PAD);

input DataR, DataF, CLR, CLK, Trien;
output PAD;

wire TrienAux, Q;

INV Inv_Tri(.A(Trien), .Y(TrienAux));
DDR_OUT DDR_OUT_O_inst(.DR(DataR), .DF(DataF), .CLK(CLK), .CLR(CLR), .Q(Q)):;
TRIBUFF_F_8U TRIBUFF_F_8U_0_inst(.D(Q), -E(TrienAux), .PAD(PAD));

endmodule

VHDL

library ieee;

use ieee.std_logic_1164.all;
library proasic3; use proasic3.all;

entity DDR_TriStateBuf LVTTL_8mA_HighSlew_LowEnb_PullUp is
port(DataR, DataF, CLR, CLK, Trien : in std_logic; PAD : out std_logic) ;
end DDR_TriStateBuf LVTTL_8mA_HighSlew_LowEnb_PullUp;

architecture DEF_ARCH of DDR_TriStateBuf_LVTTL_8mA_HighSlew_LowEnb_PullUp is
component INV
port(A : in std_logic := "U"; Y : out std_logic) ;
end component;
component DDR_OUT
port(DR, DF, CLK, CLR : in std_logic := "U"; Q : out std_logic) ;
end component;
component TRIBUFF_F_8U
port(D, E : in std_logic := "U"; PAD : out std_logic) ;
end component;
signal TrienAux, Q : std_logic ;

begin

Inv_Tri - INV
port map(A => Trien, Y => TrienAux);
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Design Example

Figure 10-9 shows a simple example of a design using both DDR input and DDR output registers. The
user can copy the HDL code in Libero SoC software and go through the design flow. Figure 10-10 and
Figure 10-11 on page 283 show the netlist and ChipPlanner views of the ddr_test design. Diagrams may
vary slightly for different families.

INBUF_SSTL2_| ppRr REG DDR OUT OUTBUF_SSTL3_|
— DataR —
PAD| Y D| PAD
PAD [X] | D QR glF__a | X
DataF
CLK D QF
CLR CLR
T\
CLR

Figure 10-9 « Design Example
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Figure 10-10 « DDR Test Design as Seen by NetlistViewer for IGLOO/e Devices
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Security in Low Power Flash Devices
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Figure 12-3 « Block Representation of the AES Decryption Core in a Fusion AFS600 FPGA

Security Features

IGLOO and ProASIC3 devices have two entities inside: FlashROM and the FPGA core fabric. Fusion
devices contain three entities: FlashROM, FBs, and the FPGA core fabric. The parts can be programmed
or updated independently with a STAPL programming file. The programming files can be AES-encrypted
or plaintext. This allows maximum flexibility in providing security to the entire device. Refer to the
"Programming Flash Devices" section on page 287 for information on the FlashROM structure.

Unlike SRAM-based FPGA devices, which require a separate boot PROM to store programming data,
low power flash devices are nonvolatile, and the secured configuration data is stored in on-chip flash
cells that are part of the FPGA fabric. Once programmed, this data is an inherent part of the FPGA array
and does not need to be loaded at system power-up. SRAM-based FPGAs load the configuration
bitstream upon power-up; therefore, the configuration is exposed and can be read easily.

The built-in FPGA core, FBs, and FlashROM support programming files encrypted with the 128-bit AES
(FIPS-192) block ciphers. The AES key is stored in dedicated, on-chip flash memory and can be
programmed before the device is shipped to other parties (allowing secure remote field updates).

Security in ARM-Enabled Low Power Flash Devices

There are slight differences between the regular flash devices and the ARM®-enabled flash devices,
which have the M1 and M7 prefix.

The AES key is used by Microsemi and preprogrammed into the device to protect the ARM IP. As a
result, the design is encrypted along with the ARM IP, according to the details below.

304
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Cortex-M1 Device Security

Cortex-M1—enabled devices are shipped with the following security features:
* FPGA array enabled for AES-encrypted programming and verification
* FlashROM enabled for AES-encrypted Write and Verify
*  Fusion Embedded Flash Memory enabled for AES-encrypted Write

AES Encryption of Programming Files

Low power flash devices employ AES as part of the security mechanism that prevents invasive and
noninvasive attacks. The mechanism entails encrypting the programming file with AES encryption and
then passing the programming file through the AES decryption core, which is embedded in the device.
The file is decrypted there, and the device is successfully programmed. The AES master key is stored in
on-chip nonvolatile memory (flash). The AES master key can be preloaded into parts in a secure
programming environment (such as the Microsemi In-House Programming center), and then "blank"
parts can be shipped to an untrusted programming or manufacturing center for final personalization with
an AES-encrypted bitstream. Late-stage product changes or personalization can be implemented easily
and securely by simply sending a STAPL file with AES-encrypted data. Secure remote field updates over
public networks (such as the Internet) are possible by sending and programming a STAPL file with AES-
encrypted data.

The AES key protects the programming data for file transfer into the device with 128-bit AES encryption.
If AES encryption is used, the AES key is stored or preprogrammed into the device. To program, you
must use an AES-encrypted file, and the encryption used on the file must match the encryption key
already in the device.

The AES key is protected by a FlashLock security Pass Key that is also implemented in each device. The
AES key is always protected by the FlashLock Key, and the AES-encrypted file does NOT contain the
FlashLock Key. This FlashLock Pass Key technology is exclusive to the Microsemi flash-based device
families. FlashLock Pass Key technology can also be implemented without the AES encryption option,
providing a choice of different security levels.

In essence, security features can be categorized into the following three options:
» AES encryption with FlashLock Pass Key protection
* FlashLock protection only (no AES encryption)
* No protection

Each of the above options is explained in more detail in the following sections with application examples
and software implementation options.

Advanced Encryption Standard

The 128-bit AES standard (FIPS-192) block cipher is the NIST (National Institute of Standards and
Technology) replacement for DES (Data Encryption Standard FIPS46-2). AES has been designed to
protect sensitive government information well into the 21st century. It replaces the aging DES, which
NIST adopted in 1977 as a Federal Information Processing Standard used by federal agencies to protect
sensitive, unclassified information. The 128-bit AES standard has 3.4 x 1038 possible 128-bit key
variants, and it has been estimated that it would take 1,000 trillion years to crack 128-bit AES cipher text
using exhaustive techniques. Keys are stored (securely) in low power flash devices in nonvolatile flash
memory. All programming files sent to the device can be authenticated by the part prior to programming
to ensure that bad programming data is not loaded into the part that may possibly damage it. All
programming verification is performed on-chip, ensuring that the contents of low power flash devices
remain secure.

Microsemi has implemented the 128-bit AES (Rijndael) algorithm in low power flash devices. With this
key size, there are approximately 3.4 x 1038 possible 128-bit keys. DES has a 56-bit key size, which
provides approximately 7.2 x 10'® possible keys. In their AES fact sheet, the National Institute of
Standards and Technology uses the following hypothetical example to illustrate the theoretical security
provided by AES. If one were to assume that a computing system existed that could recover a DES key
in a second, it would take that same machine approximately 149 trillion years to crack a 128-bit AES key.
NIS;I' continues to make their point by stating the universe is believed to be less than 20 billion years
old.
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Programming File Header Definition

In each STAPL programming file generated, there will be information about how the AES key and
FlashLock Pass Key are configured. Table 12-8 shows the header definitions in STAPL programming
files for different security levels.

Table 12-8 « STAPL Programming File Header Definitions by Security Level

Security Level STAPL File Header Definition

No security (no FlashLock Pass Key or AES key) NOTE "SECURITY" “Disable";

FlashLock Pass Key with no AES key NOTE "SECURITY™ “KEYED ™;

FlashLock Pass Key with AES key NOTE "SECURITY™ "KEYED ENCRYPT "';
Permanent Security Settings option enabled NOTE "SECURITY" "PERMLOCK ENCRYPT *;

AES-encrypted FPGA array (for programming updates)  [NOTE "SECURITY™ “ENCRYPT CORE *';
AES-encrypted FlashROM (for programming updates) NOTE "SECURITY™ "ENCRYPT FROM ™;

AES-encrypted FPGA array and FlashROM (for |NOTE "SECURITY™ “ENCRYPT FROM CORE *';
programming updates)

Example File Headers

STAPL Files Generated with FlashLock Key and AES Key Containing Key Information
* FlashLock Key / AES key indicated in STAPL file header definition

* Intended ONLY for secured/trusted environment programming applications

NOTE "CREATOR'" '‘Designer Version: 6.1.1.108";

NOTE "DEVICE"™ "A3PE600";

NOTE "PACKAGE™ 208 PQFP';

NOTE "'DATE™ ''2005/04/08";

NOTE "STAPL_VERSION'" "JESD71";

NOTE *"IDCODE" "'$123261CF";

NOTE "DESIGN"™ "counter32";

NOTE "'CHECKSUM™ ""$EDB9';

NOTE "SAVE_DATA™ "FRomStream™;

NOTE "SECURITY"™ "KEYED ENCRYPT ;

NOTE "ALG_VERSION™ "1'";

NOTE ""MAX_FREQ™ '20000000";

NOTE "'SILSIG" '$00000000";

NOTE "PASS_KEY' "'$00123456789012345678901234567890";
NOTE "AES_KEY' "$ABCDEFABCDEFABCDEFABCDEFABCDEFAB'";
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In-System Programming (ISP) of Microsemi’s Low Power Flash Devices Using FlashPro4/3/3X

Figure 13-2 shows different applications for ISP programming.

1. In a trusted programming environment, you can program the device using the unencrypted

(plaintext) programming file.

You can program the AES Key in a trusted programming environment and finish the final

programming in an untrusted environment using the AES-encrypted (cipher text) programming
file.

3. For the remote ISP updating/reprogramming, the AES Key stored in the device enables the
encrypted programming bitstream to be transmitted through the untrusted network connection.

Microsemi low power flash devices also provide the unique Microsemi FlashLock feature, which protects
the Pass Key and AES Key. Unless the original FlashLock Pass Key is used to unlock the device,
security settings cannot be modified. Microsemi does not support read-back of FPGA core-programmed
data; however, the FlashROM contents can selectively be read back (or disabled) via the JTAG port

based on the security settings established by the Microsemi Designer software. Refer to the "Security in
Low Power Flash Devices" section on page 301 for more information.

Source AES
Plain Text Encryption
Source

Encrypted Bitstream

Option 1
Option 2
Option 3

Y Y

FlashRoM| | . AES.
Decryption

IGLOO or ProASIC3 Device

Figure 13-2 « Different ISP Use Models
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17 — UJTAG Applications in Microsemi’s Low
Power Flash Devices

Introduction

In Fusion, IGLOO, and ProASIC3 devices, there is bidirectional access from the JTAG port to the core
VersaTiles during normal operation of the device (Figure 17-1). User JTAG (UJTAG) is the ability for the
design to use the JTAG ports for access to the device for updates, etc. While regular JTAG is used, the
UJTAG tiles, located at the southeast area of the die, are directly connected to the JTAG Test Access
Port (TAP) Controller in normal operating mode. As a result, all the functional blocks of the device, such
as Clock Conditioning Circuits (CCCs) with PLLs, SRAM blocks, embedded FlashROM, flash memory
blocks, and I/O tiles, can be reached via the JTAG ports. The UJTAG functionality is available by
instantiating the UJTAG macro directly in the source code of a design. Access to the FPGA core
VersaTiles from the JTAG ports enables users to implement different applications using the TAP
Controller (JTAG port). This document introduces the UJTAG tile functionality and discusses a few
application examples. However, the possible applications are not limited to what is presented in this
document. UJTAG can serve different purposes in many designs as an elementary or auxiliary part of the
design. For detailed usage information, refer to the "Boundary Scan in Low Power Flash Devices"
section on page 357.

UJTAG
Address Generation and
Data Serlialization
g I
UIREG[7:0] Enable FROM
f RESET e
<+— TDO
URSTB Control ~ AAddr(6:0] Addr [6:0]
— | TDI UDRUPD _’—T_’_
UDRCK [—» CLK _ _
— TMS Data[7:0] Data[7:0]
UDRCAP SDI S
—| TCK UDRSH SbO
UTDI - ~ o
—| TRST
UTDO

Figure 17-1 « Block Diagram of Using UJTAG to Read FlashROM Contents
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Power-Up/-Down Behavior of Low Power Flash Devices

Related Documents

Datasheets

ProASIC3 Flash Family FPGAs
http://www.microsemi.com/soc/documents/PA3_DS.pdf
ProASIC3E Flash Family FPGAs
http://www.microsemi.com/soc/documents/PA3E_DS.pdf

List of Changes

The following table lists critical changes that were made in each revision of the chapter.

Date Changes Page
v1.2 IGLOO nano and ProASIC3 nano devices were added to the document as
(December 2008) supported device types.
v1.1 The "Introduction" section was updated to add Military ProASIC3EL and RT 373
(October 2008) ProASIC3 devices to the list of devices that can have inputs driven in while the
device is not powered.
The "Flash Devices Support Power-Up Behavior" section was revised to include 374
new families and make the information more concise.
The "Cold-Sparing" section was revised to add Military ProASIC3/EL and RT 382
ProASIC3 devices to the lists of devices with and without cold-sparing support.
The "Hot-Swapping" section was revised to add Military ProASIC3/EL and RT 383
ProASIC3 devices to the lists of devices with and without hot-swap support.
AGL400 was added to the list of devices that do not support hot-swapping.
v1.0 This document was revised, renamed, and assigned a new part number. It now N/A
(August 2008) includes data for the IGLOO and ProASIC3L families.
v1.3 The "List of Changes" section was updated to include the three different I/O 384
(March 2008) Structure handbook chapters.
v1.2 The first sentence of the "PLL Behavior at Brownout Condition" section was 381
(February 2008) updated to read, "When PLL power supply voltage and/or V¢ levels drop below the
VCC brownout levels (0.75 V + 0.25 V), the PLL output lock signal goes low and/or
the output clock is lost."
v1.1 The "PLL Behavior at Brownout Condition" section was added. 381
(January 2008)
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