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Device Overview

Low power flash devices consist of multiple distinct programmable architectural features (Figure 1-5 on
page 13 through Figure 1-7 on page 14):

* FPGA fabric/core (VersaTiles)

* Routing and clock resources (VersaNets)

*  FlashROM

» Dedicated SRAM and/or FIFO
— 30 k gate and smaller device densities do not support SRAM or FIFO.
— Automotive devices do not support FIFO operation.

* /O structures

* Flash*Freeze technology and low power modes
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Notes: * Bank O for the 30 k devices
1 Flash*Freeze mode is supported on IGLOO devices.

Figure 1-2 « IGLOO and ProASIC3 nano Device Architecture Overview with Two I/0O Banks (applies to 10 k and
30 k device densities, excluding IGLOO PLUS devices)
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Using Sleep and Shutdown Modes in the System

Depending on the power supply and the components used in an application, there are many ways to
power on or off the power supplies connected to the device. For example, Figure 2-6 shows how a
microprocessor can be used to control a power FET. Microsemi recommends that power FETs with low
resistance be used to perform the switching action.

Power Supply

P-Channel

Power FET

IGLOO, IGLOO PLUS,
IGLOO nano, or

Microprocessor
P VCC, VITAG, and VPUMP Pins [:l ProASIC3L

Power-On/Off

Control Signal Devices

>

Figure 2-6 « Controlling Power-On/-Off State Using Microprocessor and Power FET

Figure 2-7 shows how a microprocessor can be used with a voltage regulator’s shutdown pin to turn on
or off the power supplies connected to the device.

Microprocessor

Shutdown Shutdown
Control Signal Control Signal
for VCCI for VCC
\4 4
Power VCCI Power Pin__ [ ,5100, 16L0O PLUS,
IGLOO ,
Supply [>| Voltage Regulator ‘ ProASICaL Device
VCC, WTAG,

and VPUMP Pins

Figure 2-7 « Controlling Power-On/-Off State Using Microprocessor and Voltage Regulator

Power-Up/-Down Behavior

By design, all IGLOO, IGLOO nano, IGLOO PLUS, ProASIC3L, and RT ProASIC3 I/Os are in tristate
mode before device power-up. The 1/Os remain tristated until the last voltage supply (V¢ or Vegy) is
powered to its activation level. After the last supply reaches its functional level, the outputs exit the
tristate mode and drive the logic at the input of the output buffer. The behavior of user I/Os is
independent of the V¢ and V¢ sequence or the state of other voltage supplies of the FPGA (Vpymp
and V ag)- During power-down, device 1/Os become tristated once the first power supply (V¢ or Vegy)
drops below its deactivation voltage level. The I/O behavior during power-down is also independent of
voltage supply sequencing.

Figure 2-8 on page 34 shows a timing diagram when the V¢ power supply crosses the activation and
deactivation trip points in a typical application when the V¢ power supply ramp-rate is 100 ps (ramping
from 0 V to 1.5 V in this example). This is the timing diagram for the FPGA entering and exiting Sleep
mode, as this function is dependent on powering V¢ down or up. Depending on the ramp-rate of the
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standard for CLKBUF is LVTTL in the current Microsemi Libero® System-on-Chip (SoC) and Designer
software.

Table 3-9 ¢ I/O Standards within CLKBUF

Name Description
CLKBUF_LVCMOS5 LVCMOS clock buffer with 5.0 V CMOS voltage level
CLKBUF_LVCMOS33 LVCMOS clock buffer with 3.3 V CMOS voltage level
CLKBUF_LVCMOS25 LVCMOS clock buffer with 2.5 V CMOS voltage level’
CLKBUF_LVCMOS18 LVCMOS clock buffer with 1.8 V CMOS voltage level
CLKBUF_LVCMOS15 LVCMOS clock buffer with 1.5 V CMOS voltage level
CLKBUF_LVCMOS12 LVCMOS clock buffer with 1.2 V CMOS voltage level
CLKBUF_PCI PCI clock buffer

CLKBUF_PCIX PCIX clock buffer

CLKBUF_GTL25 GTL clock buffer with 2.5 V CMOS voltage level
CLKBUF_GTL33 GTL clock buffer with 3.3 V CMOS voltage level
CLKBUF_GTLP25 GTL+ clock buffer with 2.5 V CMOS voltage level
CLKBUF_GTLP33 GTL+ clock buffer with 3.3 V CMOS voltage level
CLKBUF_ HSTL _I HSTL Class | clock buffer’

CLKBUF_HSTL _II HSTL Class Il clock buffer

CLKBUF_SSTL2_| SSTL2 Class | clock buffer

CLKBUF_SSTL2_lI SSTL2 Class Il clock buffer’

CLKBUF_SSTL3 | SSTL3 Class | clock buffer

CLKBUF_SSTL3 I SSTL3 Class Il clock buffer’

Notes:

1. Supported in only the IGLOOe, ProASIC3E, AFS600, and AFS1500 devices
2. By default, the CLKBUF macro uses the 3.3 V LVTTL /O technology.

The current synthesis tool libraries only infer the CLKBUF or CLKINT macros in the netlist. All other
global macros must be instantiated manually into your HDL code. The following is an example of
CLKBUF_LVCMOS25 global macro instantiations that you can copy and paste into your code:

VHDL

component clkbuf_lvcmos25
port (pad : in std_logic; y : out std_logic);
end component

begin

-- concurrent statements

u2 : clkbuf_lvcmos25 port map (pad => ext_clk, y => int_clk);
end

Verilog
module design ( );

input
output

clkbuf_lvcmos25 u2 (.y(int_clk), .pad(ext_clk);

endmodule
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Global Macro and Placement Selections

Low power flash devices provide the flexibility of choosing one of the three global input pad locations
available to connect to a global / quadrant global network. For 60K gate devices and above, if the
single-ended /O standard is chosen, there is flexibility to choose one of the global input pads (the first,
second, and fourth input). Once chosen, the other I/O locations are used as regular I/Os. If the differential
1/0 standard is chosen, the first and second inputs are considered as paired, and the third input is paired
with a regular I/O. The user then has the choice of selecting one of the two sets to be used as the global
input source. There is also the option to allow an internal clock signal to feed the global network. A
multiplexer tree selects the appropriate global input for routing to the desired location. Note that the
global I/O pads do not need to feed the global network; they can also be used as regular I/O pads.

Hardwired I/O Clock Source

Hardwired 1/O refers to global input pins that are hardwired to the multiplexer tree, which directly
accesses the global network. These global input pins have designated pin locations and are indicated
with the I/O naming convention Gmn (m refers to any one of the positions where the global buffers is
available, and n refers to any one of the three global input MUXes and the pin number of the associated
global location, m). Choosing this option provides the benefit of directly connecting to the global buffers,
which provides less delay. See Figure 3-11 for an example illustration of the connections, shown in red. If
a CLKBUF macro is initiated, the clock input can be placed at one of nine dedicated global input pin
locations: GmAO, GmA1, GmA2, GmB0, GmB1, GmB2, GmC0, GmC1, or GmC2. Note that the
placement of the global will determine whether you are using chip global or quadrant global. For
example, if the CLKBIF is placed in one of the GF pin locations, it will use the chip global network; if the
CLKBIF is placed in one of the GA pin locations, it will use quadrant global network. This is shown in
Figure 3-12 on page 65 and Figure 3-13 on page 65.
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Figure 3-11 « CLKBUF Macro
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DYNCCC Core(.CLKA(CLKA), -EXTFB(GND), .POWERDOWN(POWERDOWN), .GLA(GLA), -LOCK(LOCK),
.CLKB(CLKB), .GLB(GLB), .YB(), -CLKC(CLKC), .GLC(GLC), .YC(Q). -SDIN(SDIN),
.SCLK(SCLK), .SSHIFT(SSHIFT), .SUPDATE(SUPDATE), .MODE(MODE), .SDOUT(SDOUT),
_OADIVO(GND), .OADIVL(GND), -OADIV2(VCC), .OADIV3(GND), .OADIVA(GND), .OAMUXO(GND),
.OAMUX1(GND), .OAMUX2(VCC), .DLYGLAO(GND), .DLYGLAL(GND), .DLYGLA2(GND),
_.DLYGLA3(GND), .DLYGLA4(GND), -OBDIVO(GND), -OBDIV1(GND), -OBDIV2(GND),
_OBDIV3(GND), .OBDIV4(GND), -OBMUXO(GND), .OBMUX1(GND), .OBMUX2(GND), .DLYYBO(GND),
.DLYYB1(GND), .DLYYB2(GND), .DLYYB3(GND), .DLYYB4(GND), .DLYGLBO(GND),
.DLYGLB1(GND), .DLYGLB2(GND), .DLYGLB3(GND), .DLYGLB4(GND), .OCDIVO(GND),
.OCDIV1(GND), .OCDIV2(GND), .OCDIV3(GND), .OCDIV4(GND), .OCMUXO(GND), .OCMUX1(GND),
.OCMUX2(GND), .DLYYCO(GND), .DLYYCL(GND), .DLYYC2(GND), .DLYYC3(GND), .DLYYC4(GND),
.DLYGLCO(GND), .DLYGLC1(GND), -DLYGLC2(GND), .DLYGLC3(GND), .DLYGLC4(GND),
_FINDIVO(VCC), .FINDIV1(GND), .FINDIV2(VCC), .FINDIV3(GND), .FINDIV4(GND),
_.FINDIV5(GND), -FINDIV6(GND), .FBDIVO(GND), .FBDIVL(GND), .FBDIV2(GND),
_FBDIV3(GND), .FBDIV4(GND), -FBDIV5(VCC), .FBDIV6(GND), .FBDLYO(GND), .FBDLY1(GND),
_FBDLY2(GND), .FBDLY3(GND), .FBDLY4(GND), .FBSELO(VCC), .FBSEL1(GND),
_XDLYSEL(GND), .VCOSELO(GND), .VCOSEL1(GND), .-VCOSEL2(VCC));

defparam Core.VCOFREQUENCY = 165.000;

endmodule

Delayed Clock Configuration

The CLKDLY macro can be generated with the desired delay and input clock source (Hardwired 1/O,
External I/0, or Core Logic), as in Figure 4-28.

Delayed Clock : Create Core E|

Global output delay:

Input clock source: |Hardwired [Ein}

[
Help Close

Figure 4-28 « Delayed Clock Configuration Dialog Box

After setting all the required parameters, users can generate one or more PLL configurations with HDL or
EDIF descriptions by clicking the Generate button. SmartGen gives the option of saving session results
and messages in a log file:

Macro Parameters

Name : delay_macro
Family : ProASIC3
Output Format : Verilog

Type : Delayed Clock
Delay Index 12

CLKA Source : Hardwired 1/0

Total Clock Delay = 0.935 ns.
The resultant CLKDLY macro Verilog netlist is as follows:
module delay_macro(GL,CLK);

output GL;
input CLK;
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wire VCC, GND;

VCC VCC_1_net(.Y(VCC));

GND GND_1_net(.Y(GND));

CLKDLY Inst1(.CLK(CLK), .GL(GL), .DLYGLO(VCC), .DLYGL1(GND), .DLYGL2(VCC),
.DLYGL3(GND), .DLYGL4(GND));

endmodule

Detailed Usage Information

Clock Frequency Synthesis

Deriving clocks of various frequencies from a single reference clock is known as frequency synthesis.
The PLL has an input frequency range from 1.5 to 350 MHz. This frequency is automatically divided
down to a range between 1.5 MHz and 5.5 MHz by input dividers (not shown in Figure 4-19 on page 100)
between PLL macro inputs and PLL phase detector inputs. The VCO output is capable of an output
range from 24 to 350 MHz. With dividers before the input to the PLL core and following the VCO outputs,
the VCO output frequency can be divided to provide the final frequency range from 0.75 to 350 MHz.
Using SmartGen, the dividers are automatically set to achieve the closest possible matches to the
specified output frequencies.

Users should be cautious when selecting the desired PLL input and output frequencies and the I/O buffer
standard used to connect to the PLL input and output clocks. Depending on the 1/O standards used for
the PLL input and output clocks, the I/O frequencies have different maximum limits. Refer to the family
datasheets for specifications of maximum I/O frequencies for supported I/O standards. Desired PLL input
or output frequencies will not be achieved if the selected frequencies are higher than the maximum 1/O
frequencies allowed by the selected 1/0 standards. Users should be careful when selecting the 1/O
standards used for PLL input and output clocks. Performing post-layout simulation can help detect this
type of error, which will be identified with pulse width violation errors. Users are strongly encouraged to
perform post-layout simulation to ensure the 1/0 standard used can provide the desired PLL input or
output frequencies. Users can also choose to cascade PLLs together to achieve the high frequencies
needed for their applications. Details of cascading PLLs are discussed in the "Cascading CCCs" section
on page 125.

In SmartGen, the actual generated frequency (under typical operating conditions) will be displayed
beside the requested output frequency value. This provides the ability to determine the exact frequency
that can be generated by SmartGen, in real time. The log file generated by SmartGen is a useful tool in
determining how closely the requested clock frequencies match the user specifications. For example,
assume a user specifies 101 MHz as one of the secondary output frequencies. If the best output
frequency that could be achieved were 100 MHz, the log file generated by SmartGen would indicate the
actual generated frequency.

Simulation Verification

The integration of the generated PLL and CLKDLY modules is similar to any VHDL component or Verilog
module instantiation in a larger design; i.e., there is no special requirement that users need to take into
account to successfully synthesize their designs.

For simulation purposes, users need to refer to the VITAL or Verilog library that includes the functional
description and associated timing parameters. Refer to the Software Tools section of the Microsemi SoC
Products Group website to obtain the family simulation libraries. If Designer is installed, these libraries
are stored in the following locations:

<Designer_Installation_Directory>\lib\vt\95\proasic3.vhd
<Designer_Installation_Directory>\lib\vt\95\proasic3e.vhd
<Designer_Installation_Directory>\lib\vlog\proasic3.v
<Designer_Installation_Directory>\lib\vlog\proasic3e.v

For Libero users, there is no need to compile the simulation libraries, as they are conveniently pre-
compiled in the ModelSim® Microsemi simulation tool.

120
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Recommended Board-Level Considerations

The power to the PLL core is supplied by VCCPLA/B/C/D/E/F (VCCPLXx), and the associated ground
connections are supplied by VCOMPLA/B/C/D/E/F (VCOMPLXx). When the PLLs are not used, the
Designer place-and-route tool automatically disables the unused PLLs to lower power consumption. The
user should tie unused VCCPLx and VCOMPLXx pins to ground. Optionally, the PLL can be turned on/off
during normal device operation via the POWERDOWN port (see Table 4-3 on page 84).

PLL Power Supply Decoupling Scheme

The PLL core is designed to tolerate noise levels on the PLL power supply as specified in the datasheets.
When operated within the noise limits, the PLL will meet the output peak-to-peak jitter specifications
specified in the datasheets. User applications should always ensure the PLL power supply is powered
from a noise-free or low-noise power source.

However, in situations where the PLL power supply noise level is higher than the tolerable limits, various
decoupling schemes can be designed to suppress noise to the PLL power supply. An example is
provided in Figure 4-38. The VCCPLx and VCOMPLx pins correspond to the PLL analog power supply
and ground.

Microsemi strongly recommends that two ceramic capacitors (10 nF in parallel with 100 nF) be placed
close to the power pins (less than 1 inch away). A third generic 10 pF electrolytic capacitor is
recommended for low-frequency noise and should be placed farther away due to its large physical size.
Microsemi recommends that a 6.8 pyH inductor be placed between the supply source and the capacitors
to filter out any low-/medium- and high-frequency noise. In addition, the PCB layers should be controlled
so the VCCPLx and VCOMPLXx planes have the minimum separation possible, thus generating a good-
quality RF capacitor.

For more recommendations, refer to the Board-Level Considerations application note.
Recommended 100 nF capacitor:

* Producer BC Components, type X7R, 100 nF, 16 V

* BC Components part number: 0603B104K160BT

» Digi-Key part number: BC1254CT-ND

» Digi-Key part number: BC1254TR-ND
Recommended 10 nF capacitor:

« Surface-mount ceramic capacitor

* Producer BC Components, type X7R, 10 nF, 50 V

* BC Components part number: 0603B103K500BT

+ Digi-Key part number: BC1252CT-ND

» Digi-Key part number: BC1252TR-ND

VCCPLx
IGLOO/e or 10 nF 100 nF 10 yF Power
ProASIC3/E Supol
Device PPl
VCOMPLXx

NS

Figure 4-38 « Decoupling Scheme for One PLL (should be replicated for each PLL used)
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Features Supported on Every I/O

Table 7-5 lists all features supported by transmitter/receiver for single-ended and differential 1/Os.
Table 7-6 on page 180 lists the performance of each I/O technology.

Table 7-5 « I/O Features

Feature Description
All l/O » High performance (Table 7-6 on page 180)

» Electrostatic discharge (ESD) protection
» |/O register combining option

Single-Ended Transmitter Features * Hot-swap:

— 30K gate devices: hot-swap in every mode

— All other IGLOO and ProASIC3 devices: no hot-
swap

* Output slew rate: 2 slew rates (except 30K gate
devices)

*  Weak pull-up and pull-down resistors
*  Output drive: 3 drive strengths
* Programmable output loading

+ Skew between output buffer enable/disable time: 2
ns delay on rising edge and 0 ns delay on falling
edge (see the "Selectable Skew between Output
Buffer Enable and Disable Times" section on
page 199 for more information)

*  LVTTL/LVCMOS 3.3 V outputs compatible with 5 V
TTL inputs

Single-Ended Receiver Features * 5 V-input—tolerant receiver (Table 7-12 on page 193)

» Separate ground plane for GNDQ pin and power
plane for VMV pin are used for input buffer to reduce
output-induced noise.

Differential Receiver  Features—250K Separate ground plane for GNDQ pin and power
through 1M Gate Devices plane for VMV pin are used for input buffer to reduce
output-induced noise.

CMOS-Style LVDS, B-LVDS, M-LVDS, or Two I/Os and external resistors are used to provide a
LVPECL Transmitter CMOS-style LvVDS, DDR LVDS, B-LVDS, and
M-LVDS/LVPECL transmitter solution.

* High slew rate

*  Weak pull-up and pull-down resistors
* Programmable output loading
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1/0O Structures in IGLOO and ProASIC3 Devices

/O Bank Structure

Low power flash device I/Os are divided into multiple technology banks. The number of banks is device-
dependent. The IGLOOe, ProASIC3EL, and ProASIC3E devices have eight banks (two per side); and
IGLOO, ProASIC3L, and ProASIC3 devices have two to four banks. Each bank has its own VCCI power
supply pin. Multiple I/0 standards can co-exist within a single 1/0 bank.

In IGLOOe, ProASIC3EL, and ProASIC3E devices, each I/O bank is subdivided into VREF minibanks.
These are used by voltage-referenced 1/0s. VREF minibanks contain 8 to 18 I/Os. All I/Os in a given
minibank share a common VREF line (only one VREF pin is needed per VREF minibank). Therefore, if
an 1/0 in a VREF minibank is configured as a VREF pin, the remaining 1/Os in that minibank will be able
to use the voltage assigned to that pin. If the location of the VREF pin is selected manually in the
software, the user must satisfy VREF rules (refer to the "lI/O Software Control in Low Power Flash
Devices" section on page 251). If the user does not pick the VREg pin manually, the software
automatically assigns it.

Figure 7-3 is a snapshot of a section of the I/0 ring, showing the basic elements of an I/O tile, as viewed
from the Designer place-and-route tool’s MultiView Navigator (MVN).

I/0 Pad/Buffer /O Logic (assigned)

\ ~—=
e
A\
D> 4 >R >R >R
> 7 Other
Minibanks
N Sid > Psice o1
(assiglngd) | |<(Tnassilgﬁed) |

~+— Diffio Tile ———»

| < Minibank >

Figure 7-3 « Snapshot of an I/O Tile

Low power flash device 1/Os are implemented using two tile types: I/0 and differential I/O (diffio).

The diffio tile is built up using two /O tiles, which form an 1/O pair (P side and N side). These /O pairs are
used according to differential /0 standards. Both the P and N sides of the diffio tile include an 1/O buffer
and two /O logic blocks (auxiliary and main logic).

Every minibank (E devices only) is built up from multiple diffio tiles. The number of the minibank depends
on the different-size dies. Refer to the "I/O Architecture" section on page 181 for an illustration of the
minibank structure.

Figure 7-4 on page 183 shows a simplified diagram of the 1/O buffer circuitry. The Output Enable signal
(OE) enables the output buffer to pass the signal from the core logic to the pin. The output buffer contains
ESD protection circuitry, an n-channel transistor that shunts all ESD surges (up to the limit of the device
ESD specification) to GND. This transistor also serves as an output pull-down resistor.

Each output buffer also contains programmable slew rate, drive strength, programmable power-up state
(pull-up/-down resistor), hot-swap, 5V tolerance, and clamp diode control circuitry. Multiple flash
switches (not shown in Figure 7-4 on page 183) are programmed by user selections in the software to
activate different 1/O features.

182
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In Microsemi's Libero software, default settings have been defined for the various I/O standards
supported. Changes can be made to the default settings via the use of attributes; however, not all /0
attributes are applicable for all I/O standards. Table 7-17 list the valid 1/O attributes that can be
manipulated by the user for each I/O standard.

Single-ended I/O standards in low power flash devices support up to five different drive strengths.

Table 7-17 « IGLOO and ProASIC3 I/O Attributes vs. I/O Standard Applications

SLEW SKEW
(output| OUT_DRIVE | (all macros OUT_LOAD
I/O Standard only) | (outputonly)| with OE) |RES_PULL| (output only) [COMBINE_REGISTER
LVTTL/LVCMOS 3.3 V v v v v v v
LVCMOS 2.5V v v v v v v
LVCMOS 2.5/5.0 V v v/ v v v v
LVCMOS 1.8V v v v v v v
LVCMOS 1.5V v v v v v v
PCI (3.3V) v v v
PCI-X (3.3 V) v v v v
LVDS, B-LVDS, M-LVDS v/ v
LVPECL v

Note: Applies to all 30 k gate devices.

Table 7-18 lists the default values for the above selectable 1/0O attributes as well as those that are preset
for that I/O standard. See Table 7-14 on page 203 to Table 7-16 on page 203 for SLEW and OUT_DRIVE

settings.

Table 7-18 « IGLOO and ProASIC3 I/O Default Attributes

SKEW
(tribufand OUT_LOAD
SLEW OUT_DRIVE bibuf (output
I/O Standards (output only) | (output only) only) |RES_PULL only) COMBINE_REGISTER
LVTTL/LVCMOS 3.3 V|See Table 7-14 See Table 7-14 Off None 35 pF -
LVCMOS 2.5V on page 203 to on page 203 to None 35 pF -
Table 7-16 on | Table 7-16 on

LVCMOS 2.5/5.0V page 203. page 203. Off None 35 pF -
LVCMOS 1.8V Off None 35 pF -
LVCMOS 1.5V Off None 35 pF -
PCI (3.3V) Off None 10 pF -
PCI-X (3.3 V) Off None 10 pF -
LVDS, B-LVDS, Off None 0 pF -
M-LVDS

LVPECL Off None 0 pF -
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Date Change Page
June 2011 The following sentence was removed from the "LVCMOS (Low-Voltage CMOS)" 184
(continued) section (SAR 22634): "All these versions use a 3.3 V—tolerant CMOS input buffer
and a push-pull output buffer."
Hot-insertion was changed to "No" for other IGLOO and all ProASIC3 devices in 193
Table 7-12 « 1/O Hot-Swap and 5V Input Tolerance Capabilities in IGLOO and
ProASIC3 Devices (SAR 24526).
The "Electrostatic Discharge Protection” section was revised to remove references 192
to tolerances (refer to the Reliability Report for tolerances). The Machine Model
(MM) is not supported and was deleted from this section (SAR 24385).
The "I/O Interfacing" section was revised to state that low power flash devices are 208
5 V—input—and 5 V—output—tolerant if certain 1/0 standards are selected, removing
"without adding any extra circuitry," which was incorrect (SAR 21404).
July 2010 This chapter is no longer published separately with its own part number and N/A
version but is now part of several FPGA fabric user’s guides.
v1.4 The terminology in the "Low Power Flash Device 1/0O Support" section was revised. 176
(December 2008)
v1.3 The "Low Power Flash Device I/O Support" section was revised to include new 176
(October 2008) families and make the information more concise.
v1.2 The following changes were made to the family descriptions in Table 7-1 « Flash- 176
(June 2008) Based FPGAs:
*  ProASIC3L was updated to include 1.5 V.
* The number of PLLs for ProASIC3E was changed from five to six.
v1.1 Originally, this document contained information on all IGLOO and ProASIC3 N/A
(March 2008) families. With the addition of new families and to highlight the differences between

the features, the document has been separated into 3 documents:

This document contains IGLOO, ProASIC3, and

ProASIC3L.

"I/O Structures in IGLOOe and ProASIC3E Devices" in the ProASIC3E FPGA
Fabric User’'s Guide contains information specific to IGLOOe, ProASIC3E, and
ProASIC3EL I/O features.

"1/O Structures in IGLOO PLUS Devices" in the IGLOO PLUS FPGA Fabric User’s
Guide contains information specific to IGLOO PLUS /O features.

information specific to
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1/0 Structures in IGLOOe and ProASIC3E Devices

Low Power Flash Device I/O Support

The low power flash FPGAs listed in Table 8-1 support I/Os and the functions described in this
document.

Table 8-1 « Flash-Based FPGAs

Series Family” Description

IGLOO IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards

ProASIC3 ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and additional I/O standards
ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology
Military ProASIC3/EL | Military temperature ABPE600OL, A3P1000, and A3PE3000L
RT ProASIC3 Radiation-tolerant RT3PE600OL and RT3PE3000L

Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,
and packaging information.

IGLOO Terminology

In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 8-1. Where the information applies to only one product line or limited devices, these exclusions
will be explicitly stated.

ProASIC3 Terminology

In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 8-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.

To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGAs Portfolio.
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Volume Programming Services

Device Type Supported: Flash and Antifuse
Once the design is stable for applications with large production volumes, preprogrammed devices can be
purchased. Table 11-2 describes the volume programming services.

Table 11-2 « Volume Programming Services

Programmer Vendor Availability
In-House Programming Microsemi Contact Microsemi Sales
Distributor Programming Centers Memec Unique Contact Distribution
Independent Programming Centers Various Contact Vendor

Advantages: As programming is outsourced, this solution is easier to implement than creating a
substantial in-house programming capability. As programming houses specialize in large-volume
programming, this is often the most cost-effective solution.

Limitations: There are some logistical issues with the use of a programming service provider, such as the
transfer of programming files and the approval of First Articles. By definition, the programming file must
be released to a third-party programming house. Nondisclosure agreements (NDAs) can be signed to
help ensure data protection; however, for extremely security-conscious designs, this may not be an
option.

* Microsemi In-House Programming

When purchasing Microsemi devices in volume, IHP can be requested as part of the purchase. If
this option is chosen, there is a small cost adder for each device programmed. Each device is
marked with a special mark to distinguish it from blank parts. Programming files for the design will
be sent to Microsemi. Sample parts with the design programmed, First Articles, will be returned
for customer approval. Once approval of First Articles has been received, Microsemi will proceed
with programming the remainder of the order. To request Microsemi IHP, contact your local
Microsemi representative.

» Distributor Programming Centers

If purchases are made through a distributor, many distributors will provide programming for their
customers. Consult with your preferred distributor about this option.
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List of Changes

The following table lists critical changes that were made in each revision of the chapter.

Date Changes Page
July 2010 FlashPro4 is a replacement for FlashPro3 and has been added to this chapter. N/A
FlashPro is no longer available.
The chapter was updated to include SmartFusion devices. N/A
The following were deleted: N/A
"Live at Power-Up (LAPU) or Boot PROM" section
"Design Security" section
Table 14-2 « Programming Features for Actel Devices and much of the text in the
"Programming Features for Microsemi Devices" section
"Programming Flash FPGAs" section
"Return Material Authorization (RMA) Policies" section
The "Device Programmers" section was revised. 291
The Independent Programming Centers information was removed from the "Volume 292
Programming Services" section.
Table 11-3 « Programming Solutions was revised to add FlashPro4 and note that 293
FlashPro is discontinued. A note was added for FlashPro Lite regarding power
supply requirements.
Most items were removed from Table 11-4 « Programming Ordering Codes, 294
including FlashPro3 and FlashPro.
The "Programmer Device Support" section was deleted and replaced with a 294
reference to the Microsemi SoC Products Group website for the latest information.
The "Certified Programming Solutions" section was revised to add FlashPro4 and 294
remove Silicon Sculptor | and Silicon Sculptor 6X. Reference to Programming and
Functional Failure Guidelines was added.
The file type *.pdb was added to the "Use the Latest Version of the Designer 295
Software to Generate Your Programming File (recommended)" section.
Instructions on cleaning and careful insertion were added to the "Perform Routine 295
Hardware Self-Diagnostic Test" section. Information was added regarding testing
Silicon Sculptor programmers with an adapter module installed before every
programming session verifying their calibration annually.
The "Signal Integrity While Using ISP" section is new. 296
The "Programming Failure Allowances" section was revised. 296

298
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Security Architecture

Fusion, IGLOO, and ProASIC3 devices have been designed with the most comprehensive programming
logic design security in the industry. In the architecture of these devices, security has been designed into
the very fabric. The flash cells are located beneath seven metal layers, and the use of many device
design and layout techniques makes invasive attacks difficult. Since device layers cannot be removed
without disturbing the charge on the programmed (or erased) flash gates, devices cannot be easily
deconstructed to decode the design. Low power flash devices are unique in being reprogrammable and
having inherent resistance to both invasive and noninvasive attacks on valuable IP. Secure, remote ISP
is now possible with AES encryption capability for the programming file during electronic transfer.
Figure 12-2 shows a view of the AES decryption core inside an IGLOO device; Figure 12-3 on page 304
shows the AES decryption core inside a Fusion device. The AES core is used to decrypt the encrypted
programming file when programming.
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Note: *ISP AES Decryption is not supported by 30 k gate devices and smaller. For details of other architecture features
by device, refer to the appropriate family datasheet.

Figure 12-2 « Block Representation of the AES Decryption Core in IGLOO and ProASIC3 Devices
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Generating Programming Files

Generation of the Programming File in a Trusted Environment—
Application 1

As discussed in the "Application 1: Trusted Environment" section on page 309, in a trusted environment,
the user can choose to program the device with plaintext bitstream content. It is possible to use plaintext
for programming even when the FlashLock Pass Key option has been selected. In this application, it is
not necessary to employ AES encryption protection. For AES encryption settings, refer to the next
sections.

The generated programming file will include the security setting (if selected) and the plaintext
programming file content for the FPGA array, FlashROM, and/or FBs. These options are indicated in
Table 12-2 and Table 12-3.

Table 12-2 « IGLOO and ProASIC3 Plaintext Security Options, No AES

Both FlashROM

Security Protection FlashROM Only FPGA Core Only and FPGA
No AES / no FlashLock v/ v v
FlashLock only v v v

AES and FlashLock - - -
Table 12-3 « Fusion Plaintext Security Options

Security Protection FlashROM Only | FPGA Core Only | FB Core Only All

No AES / no FlashLock v v v v
FlashLock v v v v

AES and FlashLock - - - -

Note: For all instructions, the programming of Flash Blocks refers to Fusion only.

For this scenario, generate the programming file as follows:

1. Select the Silicon features to be programmed (Security Settings, FPGA Array, FlashROM,
Flash Memory Blocks), as shown in Figure 12-10 on page 314 and Figure 12-11 on page 314.
Click Next.

If Security Settings is selected (i.e., the FlashLock security Pass Key feature), an additional
dialog will be displayed to prompt you to select the security level setting. If no security setting is
selected, you will be directed to Step 3.
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Table 12-6 and Table 12-7 show all available options. If you want to implement custom levels,
refer to the "Advanced Options" section on page 322 for information on each option and how to

set it.

3. When done, click Finish to generate the Security Header programming file.

Table 12-6 « All IGLOO and ProASIC3 Header File Security Options

Both FlashROM

Security Option FlashROM Only FPGA Core Only and FPGA
No AES / no FlashLock v v v
FlashLock only v v v
AES and FlashLock v v v
Note: v = options that may be used
Table 12-7 « All Fusion Header File Security Options

Security Option FlashROM Only | FPGA Core Only | FB Core Only All
No AES / No FlashLock v v v v
FlashLock v v v v
AES and FlashLock v v/ v/ V4

Generation of Programming Files with AES Encryption—
Application 3

This section discusses how to generate design content programming files needed specifically at
unsecured or remote locations to program devices with a Security Header (FlashLock Pass Key and AES
key) already programmed ("Application 2: Nontrusted Environment—Unsecured Location" section on
page 309 and "Application 3: Nontrusted Environment—Field Updates/Upgrades" section on page 310).
In this case, the encrypted programming file must correspond to the AES key already programmed into
the device. If AES encryption was previously selected to encrypt the FlashROM, FBs, and FPGA array,
AES encryption must be set when generating the programming file for them. AES encryption can be
applied to the FlashROM only, the FBs only, the FPGA array only, or all. The user must ensure both the
FlashLock Pass Key and the AES key match those already programmed to the device(s), and all security
settings must match what was previously programmed. Otherwise, the encryption and/or device
unlocking will not be recognized when attempting to program the device with the programming file.

The generated programming file will be AES-encrypted.
In this scenario, generate the programming file as follows:

1. Deselect Security settings and select the portion of the device to be programmed (Figure 12-17
on page 320). Select Programming previously secured device(s). Click Next.
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14 — Core Voltage Switching Circuit for IGLOO and
ProASIC3L In-System Programming

Introduction

The IGLOO® and ProASIC®3L families offer devices that can be powered by either 1.5V or, in the case
of V2 devices, a core supply voltage anywhere in the range of 1.2 V to 1.5V, in 50 mV increments.

Since IGLOO and ProASIC3L devices are flash-based, they can be programmed and reprogrammed
multiple times in-system using Microsemi FlashPro3. FlashPro3 uses the JTAG standard interface (IEEE
1149.1) and STAPL file (defined in JESD 71 to support programming of programmable devices using
IEEE 1149.1) for in-system configuration/programming (IEEE 1532) of a device. Programming can also
be executed by other methods, such as an embedded microcontroller that follows the same standards
above.

All IGLOO and ProASIC3L devices must be programmed with the VCC core voltage at 1.5 V. Therefore,
applications using IGLOO or ProASIC3L devices powered by a 1.2 V supply must switch the core supply
to 1.5 V for in-system programming.

The purpose of this document is to describe an easy-to-use and cost-effective solution for switching the
core supply voltage from 1.2V to 1.5V during in-system programming for IGLOO and ProASIC3L
devices.
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Power-Up/-Down Behavior of Low Power Flash Devices

Vee

VCC = 1.575 V—

VCC =114V —

Activation trip point:
V,=085V+02V
Deactivation trip point:
Vyg=075V 02V

VCC =VCCI + VT
where VT can be from 0.58 V to 0.9 V (typically 0.75 V)

\

. \ Region 4: /0 Region 5: 1/0 buffers are ON
Region 1: 1/0O Buffers are OFF buffers are ON. and power supplies are within
1/Os are functional specification.

1/Os meet the entire datasheet
and timer specifications for

(except differential inputs)
but slower because VCCl is
below specification. For the
same reason, input buffers do not
meet VIH / VIL levels, and output
buffers do not meet VOH / VOL levels.

speed, VIH/VIL, VOH / VOL, etc.

Region 2: 1/0 buffers are ON.

1/0s are functional (except differential inputs)
but slower because VCCI/VCC are below
specification. For the same reason, input
buffers do not meet VIH/VIL levels, and
output buffers do not meet VOH/VOL levels.

Region 3: 1/0 buffers are ON.
1/Os are functional; I/O DC
specifications are met,

but I/Os are slower because
the VCC is below specification.

Region 1: 1/0 buffers are OFF

Y

f !

Activation trip point: Min VCCI datasheet specification
V,=09V+0.15V voltage at a selected 1/0
Deactivation trip point: standard; i.e., 1.14 V,1.425V, 1.7V,

Vy=08V+0.15V 23V,or3.0V

VCCI

Figure 18-5 « I/O State as a Function of VCCI and VCC Voltage Levels for IGLOO V2, IGLOO nano V2,

IGLOO PLUS V2, and ProASIC3L Devices Running at VCC =12V £ 0.06 V
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