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Flash*Freeze Technology and Low Power Modes

Date

Changes

Page

v1.2
(continued)

Figure 2-3 < Flash*Freeze Mode Type 2 — Controlled by Flash*Freeze Pin and
Internal Logic (LSICC signal) was updated.

27

Figure 2-4 « Flash*Freeze Mode Type 2 — Timing Diagram was revised to show
deasserting LSICC after the device has exited Flash*Freeze mode.

27

The "IGLOO nano and IGLOO PLUS I/O State in Flash*Freeze Mode" section was
added to include information for IGLOO PLUS devices. Table 2-6 ¢« IGLOO nano and
IGLOO PLUS Flash*Freeze Mode (type 1 and type 2)—I/O Pad State is new.

28,29

The "During Flash*Freeze Mode" section was revised to include a new bullet
pertaining to output behavior for IGLOO PLUS. The bullet on JTAG operation was
revised to provide more detail.

31

Figure 2-6 « Controlling Power-On/-Off State Using Microprocessor and Power FET
and Figure 2-7 < Controlling Power-On/-Off State Using Microprocessor and Voltage
Regulator were updated to include IGLOO PLUS.

33, 33

The first sentence of the "Shutdown Mode" section was updated to list the devices
for which it is supported.

32

The first paragraph of the "Power-Up/-Down Behavior" section was revised. The
second sentence was changed to, "The 1/Os remain tristated until the last voltage
supply (Ve or Vi) is powered to its activation level." The word "activation”
replaced the word "functional." The sentence, "During power-down, device I/Os
become fristated once the first power supply (Vo or Veg)) drops below its
deactivation voltage level" was revised. The word "deactivation" replaced the word
"brownout."

33

The "Prototyping for IGLOO and ProASIC3L Devices Using ProASIC3" section was
revised to state that prototyping in ProASIC3 does not apply for the IGLOO PLUS
family.

2-21

Table 2-8 « Prototyping/Migration Solutions, Table 2-9 « Device Migration—IGLOO
Supported Packages in ProASIC3 Devices, and Table 2-10 * Device Migration—
ProASIC3L Supported Packages in ProASIC3 Devices were updated with a table
note stating that device migration is not supported for IGLOO PLUS devices.

2-21,
2-23

The text following Table 2-10 < Device Migration—ProASIC3L Supported Packages
in ProASIC3 Devices was moved to a new section: the "Flash*Freeze Design
Guide" section.

34

v1.1
(February 2008)

Table 2-1 « Flash-Based FPGAs was updated to remove the ProASIC3, ProASIC3E,
and Automotive ProASIC3 families, which were incorrectly included.

22

v1.0
(January 2008)

Detailed descriptions of low power modes are described in the advanced
datasheets. This application note was updated to describe how to use the features
in an IGLOO/e application.

N/A

Figure 2-1 « Flash*Freeze Mode Type 1 — Controlled by the Flash*Freeze Pin was
updated.

25

Figure 2-2 « Flash*Freeze Mode Type 1 — Timing Diagram is new.

25

Steps 4 and 5 are new in the "Flash*Freeze Type 2: Control by Dedicated
Flash*Freeze Pin and Internal Logic" section.

26

44
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Figure 3-6 shows all nine global inputs for the location A connected to the top left quadrant global

network via CCC.
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Figure 3-6 « Global Inputs

Since each bank can have a different I1/O standard, the user should be careful to choose the correct
global I/O for the design. There are 54 global pins available to access 18 global networks. For the single-
ended and voltage-referenced I/O standards, you can use any of these three available I/Os to access the
global network. For differential 1/0O standards such as LVDS and LVPECL, the I/O macro needs to be
placed on (AO, A1), (BO, B1), (CO, C1), or a similar location. The unassigned global I/0Os can be used
as regular 1/0Os. Note that pin names starting with GF and GC are associated with the chip global
networks, and GA, GB, GD, and GE are used for quadrant global networks. Table 3-2 on page 54 and
Table 3-3 on page 55 show the general chip and quadrant global pin names.
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CCC Support in Microsemi’s Flash Devices

The flash FPGAs listed in Table 4-1 support the CCC feature and the functions described in this
document.

Table 4-1 « Flash-Based FPGAs

Series Family” Description
IGLOO IGLOO Ultra-low power 1.2 V to 1.5 V FPGAs with Flash*Freeze technology
IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards
IGLOO PLUS IGLOO FPGAs with enhanced I/O capabilities
IGLOO nano The industry’s lowest-power, smallest-size solution
ProASIC3 ProASIC3 Low power, high-performance 1.5V FPGAs
ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and additional I/O standards
ProASIC3 nano Lowest-cost solution with enhanced 1/O capabilities
ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology
RT ProASIC3 Radiation-tolerant RT3PE600L and RT3PE3000L
Military ProASIC3/EL | Military temperature A3BPE600OL, A3P1000, and A3PE3000L
Automotive ProASIC3 | ProASIC3 FPGAs qualified for automotive applications
Fusion Fusion Mixed signal FPGA integrating ProASIC3 FPGA fabric, programmable
analog block, support for ARM® Cortex™-M1 soft processors, and flash
memory into a monolithic device

Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,
and packaging information.

IGLOO Terminology

In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 4-1. Where the information applies to only one product line or limited devices, these exclusions
will be explicitly stated.

ProASIC3 Terminology

In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 4-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.

To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGAs Portfolio.
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SmartGen also allows the user to select the various delays and phase shift values necessary to adjust
the phases between the reference clock (CLKA) and the derived clocks (GLA, GLB, GLC, YB, and YC).
SmartGen allows the user to select the input clock source. SmartGen automatically instantiates the
special macro, PLLINT, when needed.
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Programmable Delay Delay Type 1 [
L
\ S Programmable | g1 g
EXTFB —l ) Phase Delay Type 2 [
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Note: Clock divider and clock multiplier blocks are not shown in this figure or in SmartGen. They are automatically
configured based on the user's required frequencies.

Figure 4-6 « CCC with PLL Block

Global Input Selections

Low power flash devices provide the flexibility of choosing one of the three global input pad locations
available to connect to a CCC functional block or to a global / quadrant global network. Figure 4-7 on
page 88 and Figure 4-8 on page 88 show the detailed architecture of each global input structure for 30 k
gate devices and below, as well as 60 k gate devices and above, respectively. For 60 k gate devices and
above (Figure 4-7 on page 88), if the single-ended I/O standard is chosen, there is flexibility to choose
one of the global input pads (the first, second, and fourth input). Once chosen, the other I/O locations are
used as regular I/Os. If the differential 1/0 standard is chosen (not applicable for IGLOO nano and
ProASIC3 nano devices), the first and second inputs are considered as paired, and the third input is
paired with a regular 1/0.

The user then has the choice of selecting one of the two sets to be used as the clock input source to the
CCC functional block. There is also the option to allow an internal clock signal to feed the global network
or the CCC functional block. A multiplexer tree selects the appropriate global input for routing to the
desired location. Note that the global I/0O pads do not need to feed the global network; they can also be
used as regular I/O pads.
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+ Use quadrant global region assignments by finding the clock net associated with the CCC macro
under the Nets tab and creating a quadrant global region for the net, as shown in Figure 4-33.
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Figure 4-33 « Quadrant Clock Assignment for a Global Net

External 1/0-Driven CCCs

The above-mentioned recommendation for proper layout techniques will ensure the correct assignment.
It is possible that, especially with External I/O—Driven CCC macros, placement of the CCC macro in a
desired location may not be achieved. For example, assigning an input port of an External I/O—Driven
CCC near a particular CCC location does not guarantee global assignments to the desired location. This
is because the clock inputs of External I/O—Driven CCCs can be assigned to any I/O location; therefore,
it is possible that the CCC connected to the clock input will be routed to a location other than the one
closest to the 1/O location, depending on resource availability and placement constraints.

Clock Placer

The clock placer is a placement engine for low power flash devices that places global signals on the chip
global and quadrant global networks. Based on the clock assignment constraints for the chip global and
quadrant global clocks, it will try to satisfy all constraints, as well as creating quadrant clock regions when
necessary. If the clock placer fails to create the quadrant clock regions for the global signals, it will report
an error and stop Layout.

The user must ensure that the constraints set to promote clock signals to quadrant global networks are
valid.

Cascading CCCs

The CCCs in low power flash devices can be cascaded. Cascading CCCs can help achieve more
accurate PLL output frequency results than those achievable with a single CCC. In addition, this
technique is useful when the user application requires the output clock of the PLL to be a multiple of the
reference clock by an integer greater than the maximum feedback divider value of the PLL (divide by
128) to achieve the desired frequency.

For example, the user application may require a 280 MHz output clock using a 2 MHz input reference
clock, as shown in Figure 4-34 on page 126.
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Features Supported on Every I/O

Table 7-5 lists all features supported by transmitter/receiver for single-ended and differential 1/Os.
Table 7-6 on page 180 lists the performance of each I/O technology.

Table 7-5 « I/O Features

Feature Description
All l/O » High performance (Table 7-6 on page 180)

» Electrostatic discharge (ESD) protection
» |/O register combining option

Single-Ended Transmitter Features * Hot-swap:

— 30K gate devices: hot-swap in every mode

— All other IGLOO and ProASIC3 devices: no hot-
swap

* Output slew rate: 2 slew rates (except 30K gate
devices)

*  Weak pull-up and pull-down resistors
*  Output drive: 3 drive strengths
* Programmable output loading

+ Skew between output buffer enable/disable time: 2
ns delay on rising edge and 0 ns delay on falling
edge (see the "Selectable Skew between Output
Buffer Enable and Disable Times" section on
page 199 for more information)

*  LVTTL/LVCMOS 3.3 V outputs compatible with 5 V
TTL inputs

Single-Ended Receiver Features * 5 V-input—tolerant receiver (Table 7-12 on page 193)

» Separate ground plane for GNDQ pin and power
plane for VMV pin are used for input buffer to reduce
output-induced noise.

Differential Receiver  Features—250K Separate ground plane for GNDQ pin and power
through 1M Gate Devices plane for VMV pin are used for input buffer to reduce
output-induced noise.

CMOS-Style LVDS, B-LVDS, M-LVDS, or Two I/Os and external resistors are used to provide a
LVPECL Transmitter CMOS-style LvVDS, DDR LVDS, B-LVDS, and
M-LVDS/LVPECL transmitter solution.

* High slew rate

*  Weak pull-up and pull-down resistors
* Programmable output loading
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IGLOO and ProASIC3

For boards and cards with three levels of staging, card power supplies must have time to reach their final
values before the I/Os are connected. Pay attention to the sizing of power supply decoupling capacitors
on the card to ensure that the power supplies are not overloaded with capacitance.

Cards with three levels of staging should have the following sequence:
+ Grounds
+  Powers
* 1/Os and other pins

For Level 3 and Level 4 compliance with the 30K gate device, cards with two levels of staging should
have the following sequence:

* Grounds
+ Powers, I/Os, and other pins

Cold-Sparing Support

Cold-sparing refers to the ability of a device to leave system data undisturbed when the system is
powered up, while the component itself is powered down, or when power supplies are floating.

The resistor value is calculated based on the decoupling capacitance on a given power supply. The RC
constant should be greater than 3 ps.

To remove resistor current during operation, it is suggested that the resistor be disconnected (e.g., with
an NMOS switch) from the power supply after the supply has reached its final value. Refer to the "Power-
Up/-Down Behavior of Low Power Flash Devices" section on page 373 for details on cold-sparing.

Cold-sparing means that a subsystem with no power applied (usually a circuit board) is electrically
connected to the system that is in operation. This means that all input buffers of the subsystem must
present very high input impedance with no power applied so as not to disturb the operating portion of the
system.

The 30 k gate devices fully support cold-sparing, since the I/O clamp diode is always off (see Table 7-12 on
page 193). If the 30 k gate device is used in applications requiring cold-sparing, a discharge path from
the power supply to ground should be provided. This can be done with a discharge resistor or a switched
resistor. This is necessary because the 30K gate devices do not have built-in /0 clamp diodes.

For other IGLOO and ProASIC3 devices, since the I/O clamp diode is always active, cold-sparing can be
accomplished either by employing a bus switch to isolate the device I/Os from the rest of the system or
by driving each 1/O pin to 0 V. If the resistor is chosen, the resistor value must be calculated based on
decoupling capacitance on a given power supply on the board (this decoupling capacitance is in parallel
with the resistor). The RC time constant should ensure full discharge of supplies before cold-sparing
functionality is required. The resistor is necessary to ensure that the power pins are discharged to ground
every time there is an interruption of power to the device.

IGLOOe and ProASIC3E devices support cold-sparing for all I/O configurations. Standards, such as PCI,
that require 1/0 clamp diodes can also achieve cold-sparing compliance, since clamp diodes get
disconnected internally when the supplies are at 0 V.

When targeting low power applications, 1/0 cold-sparing may add additional current if a pin is configured
with either a pull-up or pull-down resistor and driven in the opposite direction. A small static current is
induced on each I/O pin when the pin is driven to a voltage opposite to the weak pull resistor. The current
is equal to the voltage drop across the input pin divided by the pull resistor. Refer to the "Detailed /O DC
Characteristics" section of the appropriate family datasheet for the specific pull resistor value for the
corresponding I/O standard.

For example, assuming an LVTTL 3.3 V input pin is configured with a weak pull-up resistor, a current will
flow through the pull-up resistor if the input pin is driven LOW. For LVTTL 3.3 V, the pull-up resistor is
~45 kQ, and the resulting current is equal to 3.3 V / 45 kQ = 73 uA for the 1/O pin. This is true also when
a weak pull-down is chosen and the input pin is driven HIGH. This current can be avoided by driving the
input LOW when a weak pull-down resistor is used and driving it HIGH when a weak pull-up resistor is
used.

This current draw can occur in the following cases:
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I/O Standards

Single-Ended Standards

These I/0 standards use a push-pull CMOS output stage with a voltage referenced to system ground to
designate logical states. The input buffer configuration, output drive, and 1/O supply voltage (V) vary
among the I/O standards (Figure 8-6).

VCCI ouT IN VCCI
Device 1 Device 2
GND GND

Figure 8-6 « Single-Ended 1/O Standard Topology

The advantage of these standards is that a common ground can be used for multiple 1/0s. This simplifies
board layout and reduces system cost. Their low-edge-rate (dv/dt) data transmission causes less
electromagnetic interference (EMI) on the board. However, they are not suitable for high-frequency
(>200 MHz) switching due to noise impact and higher power consumption.

LVTTL (Low-Voltage TTL)

This is a general-purpose standard (EIA/JESD8-B) for 3.3 V applications. It uses an LVTTL input buffer
and a push-pull output buffer. The LVTTL output buffer can have up to six different programmable drive
strengths. The default drive strength is 12 mA. VCCl is 3.3 V. Refer to "I/O Programmable Features" on
page 227 for details.

LVCMOS (Low-Voltage CMOS)

The low power flash devices provide four different kinds of LVCMOS: LVCMOS 3.3 V, LVCMOS 2.5V,
LVCMOS 1.8 V, and LVCMOS 1.5 V. LVCMOS 3.3 V is an extension of the LVCMOS standard (JESD8-
B—compliant) used for general-purpose 3.3 V applications. LVCMOS 2.5 V is an extension of the
LVCMOS standard (JESD8-5—-compliant) used for general-purpose 2.5 V applications. LVCMOS 2.5 V
for the 30 k gate devices has a clamp diode to VCCI, but for all other devices there is no clamp diode.
There is yet another standard supported by IGLOO and ProASIC3 devices (except A3P030): LVCMOS
2.5/5.0 V. This standard is similar to LVCMOS 2.5 V, with the exception that it can support up to 3.3 V on
the input side (2.5 V output drive).

LVCMOS 1.8 V is an extension of the LVCMOS standard (JESD8-7—compliant) used for general-purpose
1.8 V applications. LVCMOS 1.5 V is an extension of the LVCMOS standard (JESD8-11—compliant) used
for general-purpose 1.5 V applications.

The VCCI values for these standards are 3.3V, 2.5V, 1.8V, and 1.5V, respectively. Like LVTTL, the
output buffer has up to seven different programmable drive strengths (2, 4, 6, 8, 12, 16, and 24 mA).
Refer to "I/O Programmable Features" on page 227 for details.

3.3V PCI (Peripheral Component Interface)

This standard specifies support for both 33 MHz and 66 MHz PCI bus applications. It uses an LVTTL
input buffer and a push-pull output buffer. With the aid of an external resistor, this I/O standard can be
5 V—compliant for low power flash devices. It does not have programmable drive strength.

3.3V PCI-X (Peripheral Component Interface Extended)

An enhanced version of the PCI specification, 3.3 V PCI-X can support higher average bandwidths; it
increases the speed that data can move within a computer from 66 MHz to 133 MHz. It is backward-
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Figure 8-20 « User I/O Naming Conventions of IGLOOe and ProASIC3E Devices — Top View

Board-Level Considerations

Low power flash devices have robust I/O features that can help in reducing board-level components. The
devices offer single-chip solutions, which makes the board layout simpler and more immune to signal
integrity issues. Although, in many cases, these devices resolve board-level issues, special attention
should always be given to overall signal integrity. This section covers important board-level
considerations to facilitate optimum device performance.

Termination

Proper termination of all signals is essential for good signal quality. Nonterminated signals, especially
clock signals, can cause malfunctioning of the device.

For general termination guidelines, refer to the Board-Level Considerations application note for
Microsemi FPGAs. Also refer to the "Pin Descriptions" chapter of the appropriate datasheet for
termination requirements for specific pins.

Low power flash I/Os are equipped with on-chip pull-up/-down resistors. The user can enable these
resistors by instantiating them either in the top level of the design (refer to the IGLOO, Fusion, and
ProASIC3 Macro Library Guide for the available I/O macros with pull-up/-down) or in the I/O Attribute
Editor in Designer if generic input or output buffers are instantiated in the top level. Unused /O pins are
configured as inputs with pull-up resistors.

As mentioned earlier, low power flash devices have multiple programmable drive strengths, and the user
can eliminate unwanted overshoot and undershoot by adjusting the drive strengths.
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3. Double-click 1/O to open the Create Core window, which is shown in Figure 9-3).
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Figure 9-3 « 1/O Create Core Window

As seen in Figure 9-3, there are five tabs to configure the I/O macro: Input Buffers, Output Buffers,
Bidirectional Buffers, Tristate Buffers, and DDR.

Input Buffers

There are two variations: Regular and Special.

If the Regular variation is selected, only the Width (1 to 128) needs to be entered. The default value for
Width is 1.

The Special variation has Width, Technology, Voltage Level, and Resistor Pull-Up/-Down options (see
Figure 9-3). All the 1/O standards and supply voltages (V) supported for the device family are available
for selection.
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Instantiating in HDL code

All the supported /0O macros can be instantiated in the top-level HDL code (refer to the IGLOO,
ProASIC3, SmartFusion, and Fusion Macro Library Guide for a detailed list of all /O macros). The

following
library

is an example:

ieee;

use ieee.std_logic_1164.all;

library

proasic3e;

entity TOP is
port(IN2, IN1 : in std_logic; OUT1 : out std_logic);
end TOP;

architecture DEF_ARCH of TOP is

component INBUF_LVCMOS5U

port(PAD : in std_logic :

"U"; Y - out std_logic);

end component;

component INBUF_LVCMOS5
port(PAD : in std_logic := "U"; Y : out std_logic);
end component;

component OUTBUF_SSTL3_11
port(D : in std_logic := "U"; PAD : out std_logic);
end component;

Other

component ...

signal x, y, z....other signals : std_logic;

begin

11 :

INBUF_LVCMOS5U

port map(PAD => IN1, Y =>X);

12 :

INBUF_LVCMOS5

port map(PAD => IN2, Y => y);
13 : OUTBUF_SSTL3_11
port map(D => z, PAD => OUT1);

other

port mapping..

end DEF_ARCH;

Synthesizing the Design

Libero S

oC integrates with the Synplify® synthesis tool. Other synthesis tools can also be used with

Libero SoC. Refer to the Libero SoC User’s Guide or Libero online help for details on how to set up the
Libero tool profile with synthesis tools from other vendors.

During synthesis, the following rules apply:

* Generic macros:

Users can instantiate generic INBUF, OUTBUF, TRIBUF, and BIBUF macros.
Synthesis will automatically infer generic 1/0 macros.
The default I/O technology for these macros is LVTTL.

Users will need to use the 1/O Attribute Editor in Designer to change the default I/O standard if
needed (see Figure 9-6 on page 259).

» Technology-specific /O macros:

Technology-specific 1/0 macros, such as INBUF_LVCMO25 and OUTBUF_GTL25, can be
instantiated in the design. Synthesis will infer these 1/0 macros in the netlist.
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1/0 Software Control in Low Power Flash Devices

Automatically Assigning Technologies to I/O Banks

The I/O Bank Assigner (IOBA) tool runs automatically when you run Layout. You can also use this tool
from within the MultiView Navigator (Figure 9-17). The IOBA tool automatically assigns technologies and
VREF pins (if required) to every I/O bank that does not currently have any technologies assigned to it.
This tool is available when at least one I/O bank is unassigned.

To automatically assign technologies to I/O banks, choose I/O Bank Assigner from the Tools menu (or
click the 1/0 Bank Assigner's toolbar button, shown in Figure 9-16).

-
i

Figure 9-16 « I/0 Bank Assigner’'s Toolbar Button

Messages will appear in the Output window informing you when the automatic /O bank assignment
begins and ends. If the assignment is successful, the message "I/O Bank Assigner completed
successfully" appears in the Output window, as shown in Figure 9-17.
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Figure 9-17 « I/0 Bank Assigner Displays Messages in Output Window
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Security in Low Power Flash Devices

FlashPoint - Programming File Generator - Step 1 of 3 9-43-18am

Silicon

W Security settings
v FPGA Array

W FlashR.OM

FlashROM configuration file:
D:'\My_folders'\applications\Cases\PLAY\A3P250_test\smartgen ufrom_new’y Browse...

I~ Programming previously secured device(s)
1/0 state during programming:
|Tri-Gtate |

Silicon signature {max length is 8 HEX chars):

Help Ea | MNext ] Finish | Cancel

Figure 12-10 ¢ All Silicon Features Selected for IGLOO and ProASIC3 Devices

FlashPoint - Programming File Generator - Step 1 of 3

Output filename:

1..-"F'0wer_M anagement, stp Browse..;

Silicon feature(s] to be programmed;

¥ Security settings
¥ FPGA Array

v FlashROM
FlashROM configuration file:

iE:\ActeIpri\PwrM SamartgensFROMAFROM. ufc Browse. ., |

¥ Embedded Flash Memary

Instance Embedded Flash Memory
Location Configuration File
rvm_system_insthihd I (1 | 2 ChbctelptiPaerhismartgeninym_sysm
ST nvm_sysm.efc

Instance Hame Program [

I Programming previously secured device(s]

Silican signature (max length is 8 HEX chars);

] Mext > Firiizh Cancel Help

Figure 12-11 « All Silicon Features Selected for Fusion
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Security in Low Power Flash Devices

FlashPoint - Programming File Generator - Step 1 of 3

Output filename:

JPower_Management stp Browse. .,

Silicon feature(z] to be programmed:;

I Securty settings
v FPGA dmray

v FlazhROM
FlashROM configuration file;

1E:\.&ctelpri'\PwrM'\smartgen'\FHDM'\FHDM.ufc Browse.

v Embedded Flash Memary

irrtanee Harnie Instal}ce D anrAns Embeddexd Flas_h Memory
Location Configuration File
rvm_zystem_instivi N (1 | r ChbctelprPurhhiamatgentnym_sysm
=21 nvm_sysm.efc

¥ Programming previously secured device(z)

\i) Select Secunty settings above to program silicon signature:

| MHest | Firiizh Cancel Help

Note: The settings in this figure are used to show the generation of an AES-encrypted programming file for the FPGA

array, FlashROM, and FB contents. One or all locations may be selected for encryption.

Figure 12-17 « Settings to Program a Device Secured with FlashLock and using AES Encryption

Choose the High security level to reprogram devices using both the FlashLock Pass Key and AES key
protection (Figure 12-18 on page 321). Enter the AES key and click Next.

A device that has already been secured with FlashLock and has an AES key loaded must recognize the
AES key to program the device and generate a valid bitstream in authentication. The FlashLock Key is
only required to unlock the device and change the security settings.

This is what makes it possible to program in an untrusted environment. The AES key is protected inside
the device by the FlashLock Key, so you can only program if you have the correct AES key. In fact, the
AES key is not in the programming file either. It is the key used to encrypt the data in the file. The same
key previously programmed with the FlashLock Key matches to decrypt the file.

An AES-encrypted file programmed to a device without FlashLock would not be secure, since without

FlashLock to protect the AES key, someone could simply reprogram the AES key first, then program with
any AES key desired or no AES key at all. This option is therefore not available in the software.
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ProASIC3L FPGA Fabric User’'s Guide

ISP Programming Header Information

The FlashPro4/3/3X programming cable connector can be connected with a 10-pin, 0.1"-pitch
programming header. The recommended programming headers are manufactured by AMP (103310-1)
and 3M (2510-6002UB). If you have limited board space, you can use a compact programming header
manufactured by Samtec (FTSH-105-01-L-D-K). Using this compact programming header, you are
required to order an additional header adapter manufactured by Microsemi SoC Products Group (FP3-
10PIN-ADAPTER-KIT).

Existing ProASICELYS family customers who are using the Samtec Small Programming Header
(FTSH-113-01-L-D-K) and are planning to migrate to IGLOO or ProASIC3 devices can also use
FP3-10PIN-ADAPTER-KIT.

Table 13-3 « Programming Header Ordering Codes

Manufacturer Part Number Description

AMP 103310-1 10-pin, 0.1"-pitch cable header (right-angle PCB mount
angle)

3M 2510-6002UB 10-pin, 0.1"-pitch cable header (straight PCB mount
angle)

Samtec FTSH-113-01-L-D-K Small programming header supported by FlashPro and
Silicon Sculptor

Samtec FTSH-105-01-L-D-K Compact programming header

Samtec FFSD-05-D-06.00-01-N [ 10-pin cable with 50 mil pitch sockets; included in FP3-
10PIN-ADAPTER-KIT.

Microsemi FP3-10PIN-ADAPTER-KIT | Transition adapter kit to allow FP3 to be connected to a
micro 10-pin header (50 mil pitch). Includes a 6 inch
Samtec FFSD-05-D-06.00-01-N cable in the kit. The
transition adapter board was previously offered as
FP3-26PIN-ADAPTER and includes a 26-pin adapter for
design transitions from ProASICPLYS pased boards to
ProASIC3 based boards.

TCK
DO
™s [
VPUMP
DI

O N W -

2| GND

4 | NC (FlashPro3/3X); Prog_Mode* (FlashPro4)
6 | VUTAG

8| TRST

10 GND

Note: *Prog_Mode on FlashPro4 is an output signal that goes High during device programming and
returns to Low when programming is complete. This signal can be used to drive a system to provide
a 1.5V programming signal to IGLOO nano, ProASIC3L, and RT ProASIC3 devices that can run
with 1.2V core voltage but require 1.5V for programming. IGLOO nano V2 devices can be
programmed at 1.2 V core voltage (when using FlashPro4 only), but IGLOO nano V5 devices are
programmed with a VCC core voltage of 1.5 V.

Figure 13-5 « Programming Header (top view)
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14 — Core Voltage Switching Circuit for IGLOO and
ProASIC3L In-System Programming

Introduction

The IGLOO® and ProASIC®3L families offer devices that can be powered by either 1.5V or, in the case
of V2 devices, a core supply voltage anywhere in the range of 1.2 V to 1.5V, in 50 mV increments.

Since IGLOO and ProASIC3L devices are flash-based, they can be programmed and reprogrammed
multiple times in-system using Microsemi FlashPro3. FlashPro3 uses the JTAG standard interface (IEEE
1149.1) and STAPL file (defined in JESD 71 to support programming of programmable devices using
IEEE 1149.1) for in-system configuration/programming (IEEE 1532) of a device. Programming can also
be executed by other methods, such as an embedded microcontroller that follows the same standards
above.

All IGLOO and ProASIC3L devices must be programmed with the VCC core voltage at 1.5 V. Therefore,
applications using IGLOO or ProASIC3L devices powered by a 1.2 V supply must switch the core supply
to 1.5 V for in-system programming.

The purpose of this document is to describe an easy-to-use and cost-effective solution for switching the
core supply voltage from 1.2V to 1.5V during in-system programming for IGLOO and ProASIC3L
devices.
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ProASIC3L FPGA Fabric User’s Guide
Programming Algorithm

JTAG Interface

The low power flash families are fully compliant with the IEEE 1149.1 (JTAG) standard. They support all
the mandatory boundary scan instructions (EXTEST, SAMPLE/PRELOAD, and BYPASS) as well as six
optional public instructions (USERCODE, IDCODE, HIGHZ, and CLAMP).

IEEE 1532

The low power flash families are also fully compliant with the IEEE 1532 programming standard. The
IEEE 1532 standard adds programming instructions and associated data registers to devices that comply
with the IEEE 1149.1 standard (JTAG). These instructions and registers extend the capabilities of the
IEEE 1149.1 standard such that the Test Access Port (TAP) can be used for configuration activities. The
IEEE 1532 standard greatly simplifies the programming algorithm, reducing the amount of time needed
to implement microprocessor ISP.

Implementation Overview

To implement device programming with a microprocessor, the user should first download the C-based
STAPL player or DirectC code from the Microsemi SoC Products Group website. Refer to the website for
future updates regarding the STAPL player and DirectC code.

http://www.microsemi.com/soc/download/program_debug/stapl/default.aspx
http://www.microsemi.com/soc/download/program_debug/directc/default.aspx

Using the easy-to-follow user's guide, create the low-level application programming interface (API) to
provide the necessary basic functions. These API functions act as the interface between the
programming software and the actual hardware (Figure 15-2).

Programming
i B A
STAPL File Algorithm and Data
STAPL Player or DirectC <~——— Programming
Software
API ¢ 110 an_d Memory
Functions

Figure 15-2 » Device Programming Code Relationship

The API is then linked with the STAPL player or DirectC and compiled using the microprocessor's
compiler. Once the entire code is compiled, the user must download the resulting binary into the MCU
system's program memory (such as ROM, EEPROM, or flash). The system is now ready for
programming.

To program a design into the FPGA, the user creates a bitstream or STAPL file using the Microsemi
Designer software, downloads it into the MCU system's volatile memory, and activates the stored
programming binary file (Figure 15-3 on page 352). Once the programming is completed, the bitstream
or STAPL file can be removed from the system, as the configuration profile is stored in the flash FPGA
fabric and does not need to be reloaded at every system power-on.
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ProASIC3L FPGA Fabric User’'s Guide

useless to the thief. To learn more about the low power flash devices’ security features, refer to the
"Security in Low Power Flash Devices" section on page 301.

ProASIC3

MAC
Validation

A
i Decrypted [Stream
Designer Software AES KEY ryp

S I B

Programming
Control

AES AES
Encryption Decryption

A

TCP/IP
Public Network

Encrypted Stream Encrypted Stream

Figure 15-5 « ProASIC3 Device Encryption Flow

Conclusion

The Fusion, IGLOO, and ProASIC3 FPGAs are ideal for applications that require field upgrades. The
single-chip devices save board space by eliminating the need for EEPROM. The built-in AES with MAC
enables transmission of programming data over any network without fear of design theft. Fusion, IGLOO,
and ProASIC3 FPGAs are IEEE 1532—compliant and support STAPL, making the target programming
software easy to implement.
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17 — UJTAG Applications in Microsemi’s Low
Power Flash Devices

Introduction

In Fusion, IGLOO, and ProASIC3 devices, there is bidirectional access from the JTAG port to the core
VersaTiles during normal operation of the device (Figure 17-1). User JTAG (UJTAG) is the ability for the
design to use the JTAG ports for access to the device for updates, etc. While regular JTAG is used, the
UJTAG tiles, located at the southeast area of the die, are directly connected to the JTAG Test Access
Port (TAP) Controller in normal operating mode. As a result, all the functional blocks of the device, such
as Clock Conditioning Circuits (CCCs) with PLLs, SRAM blocks, embedded FlashROM, flash memory
blocks, and I/O tiles, can be reached via the JTAG ports. The UJTAG functionality is available by
instantiating the UJTAG macro directly in the source code of a design. Access to the FPGA core
VersaTiles from the JTAG ports enables users to implement different applications using the TAP
Controller (JTAG port). This document introduces the UJTAG tile functionality and discusses a few
application examples. However, the possible applications are not limited to what is presented in this
document. UJTAG can serve different purposes in many designs as an elementary or auxiliary part of the
design. For detailed usage information, refer to the "Boundary Scan in Low Power Flash Devices"
section on page 357.

UJTAG
Address Generation and
Data Serlialization
g I
UIREG[7:0] Enable FROM
f RESET e
<+— TDO
URSTB Control ~ AAddr(6:0] Addr [6:0]
— | TDI UDRUPD _’—T_’_
UDRCK [—» CLK _ _
— TMS Data[7:0] Data[7:0]
UDRCAP SDI S
—| TCK UDRSH SbO
UTDI - ~ o
—| TRST
UTDO

Figure 17-1 « Block Diagram of Using UJTAG to Read FlashROM Contents
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