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Flash*Freeze Technology and Low Power Modes

* Avoid using pull-ups and pull-downs on 1/Os because these resistors draw some current. Avoid
driving resistive loads or bipolar transistors, since these draw a continuous current, thereby
adding to the static current.

* When partitioning the design across multiple devices, minimize 1/0 usage among the devices.

Conclusion

Microsemi IGLOO, IGLOO nano, IGLOO PLUS, ProASIC3L, and RT ProASIC3 family architectures are
designed to achieve ultra-low power consumption based on enhanced nonvolatile and live-at-power-up
flash-based technology. Power consumption can be reduced further by using Flash*Freeze, Static (Idle),
Sleep, and Shutdown power modes. All these features result in a low power, cost-effective, single-chip
solution designed specifically for power-sensitive and battery-operated electronics applications.

Related Documents

Application Notes

Embedded SRAM Initialization Using External Serial EEPROM
http://www.microsemi.com/soc/documents/EmbeddedSRAMInit_ AN.pdf

List of Changes

The following table lists critical changes that were made in each version of the chapter.

Date Changes Page

July 2010 This chapter is no longer published separately with its own part number and version N/A
but is now part of several FPGA fabric user’s guides.

v2.3 The "Sleep Mode" section was revised to state the VJTAG and VPUMP, as well as 32
(November 2009) |VCC, are grounded during Sleep mode (SAR 22517).

Figure 2-6 » Controlling Power-On/-Off State Using Microprocessor and Power FET 33
and Figure 2-7 « Controlling Power-On/-Off State Using Microprocessor and Voltage
Regulator were revised to show that VJTAG and VPUMP are powered off during

Sleep mode.
v2.2 IGLOO nano devices were added as a supported family. N/A
(December 2008)
The "Prototyping for IGLOO and ProASIC3L Devices Using ProASIC3" section was N/A
removed, as these devices are now in production.
The "Additional Power Conservation Techniques" section was revised to add RT 41
ProASIC3 devices.
v2.0 The "Flash*Freeze Management FSM" section was updated with the following 37
(October 2008) information: The FSM also asserts Flash_Freeze Enabled whenever the device

enters Flash*Freeze mode. This occurs after all housekeeping and clock gating
functions have completed.
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standard for CLKBUF is LVTTL in the current Microsemi Libero® System-on-Chip (SoC) and Designer
software.

Table 3-9 ¢ I/O Standards within CLKBUF

Name Description
CLKBUF_LVCMOS5 LVCMOS clock buffer with 5.0 V CMOS voltage level
CLKBUF_LVCMOS33 LVCMOS clock buffer with 3.3 V CMOS voltage level
CLKBUF_LVCMOS25 LVCMOS clock buffer with 2.5 V CMOS voltage level’
CLKBUF_LVCMOS18 LVCMOS clock buffer with 1.8 V CMOS voltage level
CLKBUF_LVCMOS15 LVCMOS clock buffer with 1.5 V CMOS voltage level
CLKBUF_LVCMOS12 LVCMOS clock buffer with 1.2 V CMOS voltage level
CLKBUF_PCI PCI clock buffer

CLKBUF_PCIX PCIX clock buffer

CLKBUF_GTL25 GTL clock buffer with 2.5 V CMOS voltage level
CLKBUF_GTL33 GTL clock buffer with 3.3 V CMOS voltage level
CLKBUF_GTLP25 GTL+ clock buffer with 2.5 V CMOS voltage level
CLKBUF_GTLP33 GTL+ clock buffer with 3.3 V CMOS voltage level
CLKBUF_ HSTL _I HSTL Class | clock buffer’

CLKBUF_HSTL _II HSTL Class Il clock buffer

CLKBUF_SSTL2_| SSTL2 Class | clock buffer

CLKBUF_SSTL2_lI SSTL2 Class Il clock buffer’

CLKBUF_SSTL3 | SSTL3 Class | clock buffer

CLKBUF_SSTL3 I SSTL3 Class Il clock buffer’

Notes:

1. Supported in only the IGLOOe, ProASIC3E, AFS600, and AFS1500 devices
2. By default, the CLKBUF macro uses the 3.3 V LVTTL /O technology.

The current synthesis tool libraries only infer the CLKBUF or CLKINT macros in the netlist. All other
global macros must be instantiated manually into your HDL code. The following is an example of
CLKBUF_LVCMOS25 global macro instantiations that you can copy and paste into your code:

VHDL

component clkbuf_lvcmos25
port (pad : in std_logic; y : out std_logic);
end component

begin

-- concurrent statements

u2 : clkbuf_lvcmos25 port map (pad => ext_clk, y => int_clk);
end

Verilog
module design ( );

input
output

clkbuf_lvcmos25 u2 (.y(int_clk), .pad(ext_clk);

endmodule
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Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal FPGAs

PLL Core Specifications

PLL core specifications can be found in the DC and Switching Characteristics chapter of the appropriate
family datasheet.

Loop Bandwidth

Common design practice for systems with a low-noise input clock is to have PLLs with small loop
bandwidths to reduce the effects of noise sources at the output. Table 4-6 shows the PLL loop
bandwidth, providing a measure of the PLL's ability to track the input clock and jitter.

Table 4-6 « —3 dB Frequency of the PLL

Minimum Typical Maximum
(T4 =+125°C,VCCA =1.4V)| (T, =+25°C,VCCA =1.5V)| (T, =—55°C,VCCA=1.6V)
—-3dB 15 kHz 25 kHz 45 kHz
Frequency

PLL Core Operating Principles

This section briefly describes the basic principles of PLL operation. The PLL core is composed of a
phase detector (PD), a low-pass filter (LPF), and a four-phase voltage-controlled oscillator (VCO).
Figure 4-19 illustrates a basic single-phase PLL core with a divider and delay in the feedback path.

Frequency Frequency
Reference Output
Input FiN
—_— Phase Low-Pass Voltage M x FiN

Detect — Filt »| Controlled P>

etector fier Oscillator
Divide by M
Counter [ | Delay

Figure 4-19 « Simplified PLL Core with Feedback Divider and Delay

The PLL is an electronic servo loop that phase-aligns the PD feedback signal with the reference input. To
achieve this, the PLL dynamically adjusts the VCO output signal according to the average phase
difference between the input and feedback signals.

The first element is the PD, which produces a voltage proportional to the phase difference between its
inputs. A simple example of a digital phase detector is an Exclusive-OR gate. The second element, the
LPF, extracts the average voltage from the phase detector and applies it to the VCO. This applied voltage
alters the resonant frequency of the VCO, thus adjusting its output frequency.

Consider Figure 4-19 with the feedback path bypassing the divider and delay elements. If the LPF
steadily applies a voltage to the VCO such that the output frequency is identical to the input frequency,
this steady-state condition is known as lock. Note that the input and output phases are also identical. The
PLL core sets a LOCK output signal HIGH to indicate this condition.

Should the input frequency increase slightly, the PD detects the frequency/phase difference between its
reference and feedback input signals. Since the PD output is proportional to the phase difference, the
change causes the output from the LPF to increase. This voltage change increases the resonant
frequency of the VCO and increases the feedback frequency as a result. The PLL dynamically adjusts in
this manner until the PD senses two phase-identical signals and steady-state lock is achieved. The
opposite (decreasing PD output signal) occurs when the input frequency decreases.

Now suppose the feedback divider is inserted in the feedback path. As the division factor M (shown in
Figure 4-20 on page 101) is increased, the average phase difference increases. The average phase
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Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal FPGAs

Each group of control bits is assigned a specific location in the configuration shift register. For a list of the
81 configuration bits (C[80:0]) in the CCC and a description of each, refer to "PLL Configuration Bits
Description" on page 106. The configuration register can be serially loaded with the new configuration
data and programmed into the CCC using the following ports:

» SDIN: The configuration bits are serially loaded into a shift register through this port. The LSB of
the configuration data bits should be loaded first.

« SDOUT: The shift register contents can be shifted out (LSB first) through this port using the shift
operation.

+ SCLK: This port should be driven by the shift clock.

» SSHIFT: The active-high shift enable signal should drive this port. The configuration data will be
shifted into the shift register if this signal is HIGH. Once SSHIFT goes LOW, the data shifting will
be halted.

» SUPDATE: The SUPDATE signal is used to configure the CCC with the new configuration bits
when shifting is complete.

To access the configuration ports of the shift register (SDIN, SDOUT, SSHIFT, etc.), the user should
instantiate the CCC macro in his design with appropriate ports. Microsemi recommends that users
choose SmartGen to generate the CCC macros with the required ports for dynamic reconfiguration.

Users must familiarize themselves with the architecture of the CCC core and its input, output, and
configuration ports to implement the desired delay and output frequency in the CCC structure.
Figure 4-22 shows a model of the CCC with configurable blocks and switches.

104
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Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal FPGAs

Primary Clock Output Delay from CLKA -3.020

Secondaryl Clock frequency 40.000
Secondaryl Clock Phase Shift 0.000
Secondaryl Clock Global Output Delay from CLKA 2.515

Next, perform simulation in ModelSim to verify the correct delays. Figure 4-30 shows the simulation
results. The delay values match those reported in the SmartGen PLL Wizard.

FE wave - default B@

File Edit View Inset Format Tools Window

|z@&| & =@ || DXl ||FIEEE | rEiQQ ek

T 3 KT S / \

| 1023571 ps to 1077610 ps [ Now: 50.us Delta: 0 / \ >
\
Primary Clock Output Time Secondary1 Clock Global
Advancement from CLKA Output Delay from CLKA

Figure 4-30 « ModelSim Simulation Results

The timing can also be analyzed using SmartTime in Designer. The user should import the synthesized
netlist to Designer, perform Compile and Layout, and then invoke SmartTime. Go to Tools > Options
and change the maximum delay operating conditions to Typical Case. Then expand the Clock-to-Out
paths of GLA and GLB and the individual components of the path delays are shown. The path of GLA is
shown in Figure 4-31 on page 123 displaying the same delay value.
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SRAM and FIFO Memories in Microsemi's Low Power Flash Devices
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Notes:
1. AES decryption not supported in 30 k gate devices and smaller.
2. Flash*Freeze is supported in all IGLOO devices and the ProASIC3L devices.

Figure 6-1 « IGLOO and ProASIC3 Device Architecture Overview
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SRAM and FIFO Memories in Microsemi's Low Power Flash Devices
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1. Automotive ProASIC3 devices restrict RAM4K9 to a single port or to dual ports with the same clock 180° out of
phase (inverted) between clock pins. In single-port mode, inputs to port B should be tied to ground to prevent
errors during compile. This warning applies only to automotive ProASIC3 parts of certain revisions and earlier.
Contact Technical Support at soc_tech@microsemi.com for information on the revision number for a particular lot

T

and date code.
2. For FIFO4K18, the same clock 180° out of phase (inverted) between clock pins should be used.
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Figure 6-3 « Supported Basic RAM Macros

152

Revision 4


mailto:soc_tech@microsemi.com 

& Microsemi

ProASIC3L FPGA Fabric User’'s Guide

256x%18 FIFO is full, even though a 128x18 FIFO was requested. For this example, the Almost-Full flag
can be used instead of the Full flag to signal when the 128th data word is reached.

To accommodate different aspect ratios, the almost-full and almost-empty values are expressed in terms
of data bits instead of data words. SmartGen translates the user’s input, expressed in data words, into
data bits internally. SmartGen allows the user to select the thresholds for the Almost-Empty and Almost-
Full flags in terms of either the read data words or the write data words, and makes the appropriate
conversions for each flag.

After the empty or full states are reached, the FIFO can be configured so the FIFO counters either stop or
continue counting. For timing numbers, refer to the appropriate family datasheet.

Signal Descriptions for FIFO4K18
The following signals are used to configure the FIFO4K18 memory element:

WW and RW
These signals enable the FIFO to be configured in one of the five allowable aspect ratios (Table 6-6).

Table 6-6 « Aspect Ratio Settings for WW[2:0]

WWI[2:0] RWI[2:0] DxW
000 000 4kx1
001 001 2kx2
010 010 1kx4
011 011 512x9
100 100 256%18
101, 110, 111 101, 110, 111 Reserved

WBLK and RBLK

These signals are active-low and will enable the respective ports when LOW. When the RBLK signal is

HIGH, that port’s outputs hold the previous value.

WEN and REN

Read and write enables. WEN is active-low and REN is active-high by default. These signals can be

configured as active-high or -low.

WCLK and RCLK

These are the clock signals for the synchronous read and write operations. These can be driven

independently or with the same driver.

Note: For the Automotive ProASIC3 FIFO4K18, for the same clock, 180° out of phase (inverted)
between clock pins should be used.

RPIPE

This signal is used to specify pipelined read on the output. A LOW on RPIPE indicates a nonpipelined

read, and the data appears on the output in the same clock cycle. A HIGH indicates a pipelined read, and

data appears on the output in the next clock cycle.

RESET

This active-low signal resets the control logic and forces the output hold state registers to zero when

asserted. It does not reset the contents of the memory array (Table 6-7 on page 160).

While the RESET signal is active, read and write operations are disabled. As with any asynchronous
RESET signal, care must be taken not to assert it too close to the edges of active read and write clocks.
WD

This is the input data bus and is 18 bits wide. Not all 18 bits are valid in all configurations. When a data
width less than 18 is specified, unused higher-order signals must be grounded (Table 6-7 on page 160).
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1/0O Structures in IGLOO and ProASIC3 Devices

Simultaneously Switching Outputs (SSOs) and Printed Circuit
Board Layout

Each 1/0O voltage bank has a separate ground and power plane for input and output circuits (VMV/GNDQ
for input buffers and VCCI/GND for output buffers). This isolation is necessary to minimize simultaneous
switching noise from the input and output (SSI and SSO). The switching noise (ground bounce and
power bounce) is generated by the output buffers and transferred into input buffer circuits, and vice
versa.

Since voltage bounce originates on the package inductance, the VMV and VCCI supplies have separate
package pin assignments. For the same reason, GND and GNDQ also have separate pin assignments.
The VMV and VCCI pins must be shorted to each other on the board. Also, the GND and GNDQ pins
must be shorted to each other on the board. This will prevent unwanted current draw from the power
supply.

SSOs can cause signal integrity problems on adjacent signals that are not part of the SSO bus. Both
inductive and capacitive coupling parasitics of bond wires inside packages and of traces on PCBs will
transfer noise from SSO busses onto signals adjacent to those busses. Additionally, SSOs can produce
ground bounce noise and VCCI dip noise. These two noise types are caused by rapidly changing
currents through GND and VCCI package pin inductances during switching activities (EQ 2 and EQ 3).

Ground bounce noise voltage = L(GND) x di/dt
EQ?2
VCCI dip noise voltage = L(VCCI) x di/dt
EQ3
Any group of four or more input pins switching on the same clock edge is considered an SSO bus. The
shielding should be done both on the board and inside the package unless otherwise described.

In-package shielding can be achieved in several ways; the required shielding will vary depending on
whether pins next to the SSO bus are LVTTL/LVCMOS inputs, LVTTL/LVCMOS outputs, or
GTL/SSTL/HSTL/LVDS/LVPECL inputs and outputs. Board traces in the vicinity of the SSO bus have to
be adequately shielded from mutual coupling and inductive noise that can be generated by the SSO bus.
Also, noise generated by the SSO bus needs to be reduced inside the package.

PCBs perform an important function in feeding stable supply voltages to the IC and, at the same time,
maintaining signal integrity between devices.

Key issues that need to be considered are as follows:
* Power and ground plane design and decoupling network design
+ Transmission line reflections and terminations

For extensive data per package on the SSO and PCB issues, refer to the "ProASIC3/E SSO and Pin
Placement and Guidelines" chapter of the ProASIC3 FPGA Fabric User’s Guide.

204
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I/O Standards

Single-Ended Standards

These I/0 standards use a push-pull CMOS output stage with a voltage referenced to system ground to
designate logical states. The input buffer configuration, output drive, and 1/O supply voltage (V) vary
among the I/O standards (Figure 8-6).

VCCI ouT IN VCCI
Device 1 Device 2
GND GND

Figure 8-6 « Single-Ended 1/O Standard Topology

The advantage of these standards is that a common ground can be used for multiple 1/0s. This simplifies
board layout and reduces system cost. Their low-edge-rate (dv/dt) data transmission causes less
electromagnetic interference (EMI) on the board. However, they are not suitable for high-frequency
(>200 MHz) switching due to noise impact and higher power consumption.

LVTTL (Low-Voltage TTL)

This is a general-purpose standard (EIA/JESD8-B) for 3.3 V applications. It uses an LVTTL input buffer
and a push-pull output buffer. The LVTTL output buffer can have up to six different programmable drive
strengths. The default drive strength is 12 mA. VCCl is 3.3 V. Refer to "I/O Programmable Features" on
page 227 for details.

LVCMOS (Low-Voltage CMOS)

The low power flash devices provide four different kinds of LVCMOS: LVCMOS 3.3 V, LVCMOS 2.5V,
LVCMOS 1.8 V, and LVCMOS 1.5 V. LVCMOS 3.3 V is an extension of the LVCMOS standard (JESD8-
B—compliant) used for general-purpose 3.3 V applications. LVCMOS 2.5 V is an extension of the
LVCMOS standard (JESD8-5—-compliant) used for general-purpose 2.5 V applications. LVCMOS 2.5 V
for the 30 k gate devices has a clamp diode to VCCI, but for all other devices there is no clamp diode.
There is yet another standard supported by IGLOO and ProASIC3 devices (except A3P030): LVCMOS
2.5/5.0 V. This standard is similar to LVCMOS 2.5 V, with the exception that it can support up to 3.3 V on
the input side (2.5 V output drive).

LVCMOS 1.8 V is an extension of the LVCMOS standard (JESD8-7—compliant) used for general-purpose
1.8 V applications. LVCMOS 1.5 V is an extension of the LVCMOS standard (JESD8-11—compliant) used
for general-purpose 1.5 V applications.

The VCCI values for these standards are 3.3V, 2.5V, 1.8V, and 1.5V, respectively. Like LVTTL, the
output buffer has up to seven different programmable drive strengths (2, 4, 6, 8, 12, 16, and 24 mA).
Refer to "I/O Programmable Features" on page 227 for details.

3.3V PCI (Peripheral Component Interface)

This standard specifies support for both 33 MHz and 66 MHz PCI bus applications. It uses an LVTTL
input buffer and a push-pull output buffer. With the aid of an external resistor, this I/O standard can be
5 V—compliant for low power flash devices. It does not have programmable drive strength.

3.3V PCI-X (Peripheral Component Interface Extended)

An enhanced version of the PCI specification, 3.3 V PCI-X can support higher average bandwidths; it
increases the speed that data can move within a computer from 66 MHz to 133 MHz. It is backward-
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B-LVDS/M-LVDS

Bus LVDS (B-LVDS) refers to bus interface circuits based on LVDS technology. Multipoint LVDS
(M-LVDS) specifications extend the LVDS standard to high-performance multipoint bus applications.
Multidrop and multipoint bus configurations may contain any combination of drivers, receivers, and
transceivers. Microsemi LVDS drivers provide the higher drive current required by B-LVDS and M-LVDS
to accommodate the loading. The driver requires series terminations for better signal quality and to
control voltage swing. Termination is also required at both ends of the bus, since the driver can be
located anywhere on the bus. These configurations can be implemented using TRIBUF_LVDS and
BIBUF_LVDS macros along with appropriate terminations. Multipoint designs using Microsemi LVDS
macros can achieve up to 200 MHz with a maximum of 20 loads. A sample application is given in
Figure 8-9. The input and output buffer delays are available in the LVDS sections in the datasheet.

Example: For a bus consisting of 20 equidistant loads, the terminations given in EQ 8-1 provide the
required differential voltage, in worst case industrial operating conditions, at the farthest receiver:

Rg = 60 Q, Ry = 70 O, given Zg = 50 Q (2") and Zgy,p = 50 Q (~1.5").

EQ 8-1
Receiver Transceiver Driver Receiver Transceiver
EN EN EN EN E
x BIBUF_LVDS
Rs K Rs Rs < Rs Rs < Rs Rs < Rs Rs < Rs
Zstub Zstub Zstub Zstub Zstub Zstub Zstub Zstub Zstub Zstub
& 0 r—e 0 r—e 6  )—e
R R
T Z T
O 0 ) 9 ) —) e
Zy Zy Zy Zy Zy

Figure 8-9 « A B-LVDS/M-LVDS Multipoint Application Using LVDS 1/O Buffers
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IGLOOe and ProASIC3E devices support output slew rate control: high and low. Microsemi recommends
the high slew rate option to minimize the propagation delay. This high-speed option may introduce noise
into the system if appropriate signal integrity measures are not adopted. Selecting a low slew rate
reduces this kind of noise but adds some delays in the system. Low slew rate is recommended when bus
transients are expected.

Output Drive

The output buffers of IGLOOe and ProASIC3E devices can provide multiple drive strengths to meet
signal integrity requirements. The LVTTL and LVCMOS (except 1.2 V LVCMOS) standards have
selectable drive strengths. Other standards have a preset value.

Drive strength should also be selected according to the design requirements and noise immunity of the
system.

The output slew rate and multiple drive strength controls are available in LVTTL/LVCMOS 3.3V,
LVCMOS 2.5V, LVCMOS 2.5V /5.0 V input, LVCMOS 1.8 V, and LVCMOS 1.5 V. All other I/0
standards have a high output slew rate by default.

For other IGLOOe and ProASIC3E devices, refer to Table 8-15 for more information about the slew rate
and drive strength specification.

There will be a difference in timing between the Standard Plus I/O banks and the Advanced I/0 banks.
Refer to the 1/0 timing tables in the datasheet for the standards supported by each device.

Table 8-15 « IGLOOe and ProASIC3E I/O Standards—Output Drive and Slew Rate

I/O Standards 2mA |4mA | 6mA | 8mA [12mA | 16 mA | 24 mA Slew

LVTTL/LVCMOS 3.3 V v v v v v v v High | Low
LVCMOS 2.5V v v v v v v v High | Low
LVCMOS 2.5/5.0 V v v v v v v v High | Low
LVCMOS 1.8 V v v v v v v - High | Low
LVCMOS 1.5V v v v v v - - High | Low
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VHDL

library ieee;
use ieee.std_logic_1164.all;
library proasic3; use proasic3.all;

entity DDR_BiDir_HSTL_I_LowEnb is
port(DataR, DataF, CLR, CLK, Trien : in std_logic; QR, QF : out std_logic;
PAD : inout std_logic) ;
end DDR_BiDir_HSTL_I_LowEnb;

architecture DEF_ARCH of DDR_BiDir_HSTL_I_LowEnb is

component INV
port(A : in std_logic := "U"; Y : out std_logic) ;
end component;

component DDR_OUT
port(DR, DF, CLK, CLR : in std_logic = "U"; Q : out std_logic) ;
end component;

component DDR_REG
port(D, CLK, CLR : in std_logic := "U"; QR, QF : out std_logic) ;
end component;

component BIBUF_HSTL_1
port(PAD : inout std_logic := "U"; D, E : in std_logic = "U"; Y : out std_logic) ;
end component;

signal TrienAux, D, Q : std_logic ;
begin

Inv_Tri - INV

port map(A => Trien, Y => TrienAux);

DDR_OUT_O_inst : DDR_OUT

port map(DR => DataR, DF => DataF, CLK => CLK, CLR => CLR, Q => Q);
DDR_REG_O_inst : DDR_REG

port map(D => D, CLK => CLK, CLR => CLR, QR => QR, QF => QF);
BIBUF_HSTL_I_O_inst : BIBUF_HSTL_I

port map(PAD => PAD, D => Q, E => TrienAux, Y => D);

end DEF_ARCH;
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Figure 10-11 « DDR Input/Output Cells as Seen by ChipPlanner for IGLOO/e Devices

Verilog
module Inbuf_ddr(PAD,CLR,CLK,QR,QF);

input PAD, CLR, CLK;
output QR, QF;

wire Y;

DDR_REG DDR_REG_O_inst(.D(Y), .CLK(CLK), .CLR(CLR), -QR(QR). .QF(QF)):
INBUF INBUF_O_inst(.PAD(PAD), .Y(Y));

endmodule
module Outbuf_ddr(DataR,DataF,CLR,CLK,PAD);

input DataR, DataF, CLR, CLK;
output PAD;

wire Q, VCC;
VCC VCC_1_net(-Y(VCC));
DDR_OUT DDR_OUT_O_inst(.DR(DataR), .DF(DataF), .CLK(CLK), -CLR(CLR), -Q(Q));
OUTBUF OUTBUF_O_inst(.D(Q), -PAD(PAD));

endmodule
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Programming Flash Devices

Signal Integrity While Using ISP

For ISP of flash devices, customers are expected to follow the board-level guidelines provided on the
Microsemi SoC Products Group website. These guidelines are discussed in the datasheets and
application notes (refer to the “Related Documents” section of the datasheet for application note links).
Customers are also expected to troubleshoot board-level signal integrity issues by measuring voltages
and taking oscilloscope plots.

Programming Failure Allowances

Microsemi has strict policies regarding programming failure allowances. Please refer to Programming
and Functional Failure Guidelines on the Microsemi SoC Products Group website for details.

Contacting the Customer Support Group

Highly skilled engineers staff the Customer Applications Center from 7:00 A.M. to 6:00 P.M., Pacific time,
Monday through Friday. You can contact the center by one of the following methods:

Electronic Mail

You can communicate your technical questions to our email address and receive answers back by email,
fax, or phone. Also, if you have design problems, you can email your design files to receive assistance.
Microsemi monitors the email account throughout the day. When sending your request to us, please be
sure to include your full name, company name, and contact information for efficient processing of your
request. The technical support email address is soc_tech@microsemi.com.

Telephone

Our Technical Support Hotline answers all calls. The center retrieves information, such as your name,
company name, telephone number, and question. Once this is done, a case number is assigned. Then
the center forwards the information to a queue where the first available applications engineer receives
the data and returns your call. The phone hours are from 7:00 A.M. to 6:00 P.M., Pacific time, Monday
through Friday.

The Customer Applications Center number is (800) 262-1060.

European customers can call +44 (0) 1256 305 600.
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12 — Security in Low Power Flash Devices

Security in Programmable Logic

The need for security on FPGA programmable logic devices (PLDs) has never been greater than today.
If the contents of the FPGA can be read by an external source, the intellectual property (IP) of the system
is vulnerable to unauthorized copying. Fusion, IGLOO, and ProASIC3 devices contain state-of-the-art
circuitry to make the flash-based devices secure during and after programming. Low power flash devices
have a built-in 128-bit Advanced Encryption Standard (AES) decryption core (except for 30 k gate
devices and smaller). The decryption core facilitates secure in-system programming (ISP) of the FPGA
core array fabric, the FlashROM, and the Flash Memory Blocks (FBs) in Fusion devices. The FlashROM,
Flash Blocks, and FPGA core fabric can be programmed independently of each other, allowing the
FlashROM or Flash Blocks to be updated without the need for change to the FPGA core fabric.

Microsemi has incorporated the AES decryption core into the low power flash devices and has also
included the Microsemi flash-based lock technology, FlashLock.® Together, they provide leading-edge
security in a programmable logic device. Configuration data loaded into a device can be decrypted prior
to being written to the FPGA core using the AES 128-bit block cipher standard. The AES encryption key
is stored in on-chip, nonvolatile flash memory.

This document outlines the security features offered in low power flash devices, some applications and
uses, as well as the different software settings for each application.
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Programming Security
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Figure 12-1 « Overview on Security
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16 — Boundary Scan in Low Power Flash Devices

Boundary Scan

Low power flash devices are compatible with IEEE Standard 1149.1, which defines a hardware
architecture and the set of mechanisms for boundary scan testing. JTAG operations are used during
boundary scan testing.

The basic boundary scan logic circuit is composed of the TAP controller, test data registers, and
instruction register (Figure 16-2 on page 360).

Low power flash devices support three types of test data registers: bypass, device identification, and
boundary scan. The bypass register is selected when no other register needs to be accessed in a device.
This speeds up test data transfer to other devices in a test data path. The 32-bit device identification
register is a shift register with four fields (LSB, ID number, part number, and version). The boundary scan
register observes and controls the state of each 1/0 pin. Each 1/O cell has three boundary scan register
cells, each with serial-in, serial-out, parallel-in, and parallel-out pins.

TAP Controller State Machine

The TAP controller is a 4-bit state machine (16 states) that operates as shown in Figure 16-1.

The 1s and Os represent the values that must be present on TMS at a rising edge of TCK for the given
state transition to occur. IR and DR indicate that the instruction register or the data register is operating in
that state.

The TAP controller receives two control inputs (TMS and TCK) and generates control and clock signals
for the rest of the test logic architecture. On power-up, the TAP controller enters the Test-Logic-Reset
state. To guarantee a reset of the controller from any of the possible states, TMS must remain HIGH for
five TCK cycles. The TRST pin can also be used to asynchronously place the TAP controller in the Test-
Logic-Reset state.

TEST_LOGIC_RESET

0 0

1 1 1
O RUNiTESTilDLE|—>| SELECT_DR |—>| SELECT_IR |_
/ - l -
1

CAPTURE7IR|

o !
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Q SHIFT_DR |<-

v v
1

EXIT1_DR |<- ->| EXIT1_IR |—
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0 0

->| SHIFT_IR D
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UPDATE_DR| | UPDATE_IR |<—
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Figure 16-1 « TAP Controller State Machine
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Note:

TCK is correctly wired with an equivalent tie-off resistance of 500 Q, which satisfies the table for

VJITAG of 1.5V. The resistor values for TRST are not appropriate in this case, as the tie-off
resistance of 375 Q is below the recommended minimum for VJTAG = 1.5V, but would be
appropriate for a VJTAG setting of 2.5V or 3.3 V.

Figure 16-3 « Parallel Resistance on JTAG Chain of Devices

Advanced Boundary Scan Register Settings

You will not be able to control the order in which I/Os are released from boundary scan control. Testing
has produced cases where, depending on I/O placement and FPGA routing, a 5 ns glitch has been seen
on exiting programming mode. The following setting is recommended to prevent such 1/O glitches:

1. In the FlashPro software, configure the advanced BSR settings for Specify 1/0 Settings During

Programming.

2. Setthe input BSR cell to Low for the input I/0.
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UJTAG Applications in Microsemi’s Low Power Flash Devices

Silicon Testing and Debugging

In many applications, the design needs to be tested, debugged, and verified on real silicon or in the final
embedded application. To debug and test the functionality of designs, users may need to monitor some
internal logic (or nets) during device operation. The approach of adding design test pins to monitor the
critical internal signals has many disadvantages, such as limiting the number of user 1/0Os. Furthermore,
adding external 1/Os for test purposes may require additional or dedicated board area for testing and
debugging.

The UJTAG tiles of low power flash devices offer a flexible and cost-effective solution for silicon test and
debug applications. In this solution, the signals under test are shifted out to the TDO pin of the TAP
Controller. The main advantage is that all the test signals are monitored from the TDO pin; no pins or
additional board-level resources are required. Figure 17-6 illustrates this technique. Multiple test nets are
brought into an internal MUX architecture. The selection of the MUX is done using the contents of the
TAP Controller instruction register, where individual instructions (values from 16 to 127) correspond to
different signals under test. The selected test signal can be synchronized with the rising or falling edge of
TCK (optional) and sent out to UTDO to drive the TDO output of JTAG.

For flash devices, TDO (the output) is configured as low slew and the highest drive strength available in
the technology and/or device. Here are some examples:
1. If the device is A3P1000 and VCCI is 3.3V, TDO will be configured as LVTTL 3.3 V output,
24 mA, low slew.

2. If the device is AGLNO20 and VCCl is 1.8 V, TDO will be configured as LVCMOS 1.8 V output,
4 mA, low slew.

3. If the device is AGLE300 and VCCI is 2.5V, TDO will be configured as LVCMOS 2.5 V output,
24 mA, low slew.

The test and debug procedure is not limited to the example in Figure 17-5 on page 369. Users can
customize the debug and test interface to make it appropriate for their applications. For example, multiple
test signals can be registered and then sent out through UTDO, each at a different edge of TCK. In other
words, n signals are sampled with an Fyck / n sampling rate. The bandwidth of the information sent out
to TDO is always proportional to the frequency of TCK.

Internal Test Nets

| | o @ @ @
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Decode
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—| TDI UDRUPD [—>
UDRCK 5 0
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UDRCAP [—>
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UTDl —>
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Figure 17-6 « UJTAG Usage Example in Test and Debug Applications
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