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Figure 1-11 « Efficient Long-Line Resources
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Flash*Freeze Technology and Low Power Modes

Flash*Freeze Mode

IGLOO, IGLOO nano, IGLOO PLUS, ProASIC3L, and RT ProASIC3 FPGAs offer an ultra-low static
power mode to reduce power consumption while preserving the state of the registers, SRAM contents,
and /O states (IGLOO nano and IGLOO PLUS only) without switching off any power supplies, inputs, or
input clocks.

Flash*Freeze technology enables the user to switch to Flash*Freeze mode within 1 ps, thus simplifying
low power design implementation. The Flash*Freeze (FF) pin (active Low) is a dedicated pin used to
enter or exit Flash*Freeze mode directly; or the pin can be routed internally to the FPGA core and state
management IP to allow the user's application to decide if and when it is safe to transition to this mode. If
the FF pin is not used, it can be used as a regular I/O.

The FF pin has a built-in glitch filter and optional Schmitt trigger (not available for all devices) to prevent
entering or exiting Flash*Freeze mode accidentally.

There are two ways to use Flash*Freeze mode. In Flash*Freeze type 1, entering and exiting the mode is
exclusively controlled by the assertion and deassertion of the FF pin. This enables an external processor
or human interface device to directly control Flash*Freeze mode; however, valid data must be preserved
using standard procedures (refer to the "Flash*Freeze Mode Device Behavior" section on page 30). In
Flash*Freeze mode type 2, entering and exiting the mode is controlled by both the FF pin AND user-
defined logic. Flash*Freeze management IP may be used in type 2 mode for clock and data
management while entering and exiting Flash*Freeze mode.

Flash*Freeze Type 1: Control by Dedicated Flash*Freeze Pin

Flash*Freeze type 1 is intended for systems where either the device will be reset upon exiting
Flash*Freeze mode, or data and clock are managed externally. The device enters Flash*Freeze mode 1
ys after the dedicated FF pin is asserted (active Low), and returns to normal operation when the FF pin is
deasserted (High) (Figure 2-1 on page 25). In this mode, FF pin assertion or deassertion is the only
condition that determines entering or exiting Flash*Freeze mode.

In Libero® System-on-Chip (SoC) software v8.2 and before, this mode is implemented by enabling
Flash*Freeze mode (default setting) in the Compile options of the Microsemi Designer software. To
simplify usage of Flash*Freeze mode, beginning with Libero software v8.3, an INBUF_FF I/O macro was
introduced. An INBUF_FF I/O buffer must be used to identify the Flash*Freeze input. Microsemi
recommends switching to the new implementation.

In Libero software v8.3 and later, the user must manually instantiate the INBUF_FF macro in the top level
of the design to implement Flash*Freeze Type 1, as shown in Figure 2-1 on page 25.
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* Avoid using pull-ups and pull-downs on 1/Os because these resistors draw some current. Avoid
driving resistive loads or bipolar transistors, since these draw a continuous current, thereby
adding to the static current.

* When partitioning the design across multiple devices, minimize 1/0 usage among the devices.

Conclusion

Microsemi IGLOO, IGLOO nano, IGLOO PLUS, ProASIC3L, and RT ProASIC3 family architectures are
designed to achieve ultra-low power consumption based on enhanced nonvolatile and live-at-power-up
flash-based technology. Power consumption can be reduced further by using Flash*Freeze, Static (Idle),
Sleep, and Shutdown power modes. All these features result in a low power, cost-effective, single-chip
solution designed specifically for power-sensitive and battery-operated electronics applications.

Related Documents

Application Notes

Embedded SRAM Initialization Using External Serial EEPROM
http://www.microsemi.com/soc/documents/EmbeddedSRAMInit_ AN.pdf

List of Changes

The following table lists critical changes that were made in each version of the chapter.

Date Changes Page

July 2010 This chapter is no longer published separately with its own part number and version N/A
but is now part of several FPGA fabric user’s guides.

v2.3 The "Sleep Mode" section was revised to state the VJTAG and VPUMP, as well as 32
(November 2009) |VCC, are grounded during Sleep mode (SAR 22517).

Figure 2-6 » Controlling Power-On/-Off State Using Microprocessor and Power FET 33
and Figure 2-7 « Controlling Power-On/-Off State Using Microprocessor and Voltage
Regulator were revised to show that VJTAG and VPUMP are powered off during

Sleep mode.
v2.2 IGLOO nano devices were added as a supported family. N/A
(December 2008)
The "Prototyping for IGLOO and ProASIC3L Devices Using ProASIC3" section was N/A
removed, as these devices are now in production.
The "Additional Power Conservation Techniques" section was revised to add RT 41
ProASIC3 devices.
v2.0 The "Flash*Freeze Management FSM" section was updated with the following 37
(October 2008) information: The FSM also asserts Flash_Freeze Enabled whenever the device

enters Flash*Freeze mode. This occurs after all housekeeping and clock gating
functions have completed.
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Pipeline Register
module D_pipeline (Data, Clock, Q);

input [3:0] Data;
input Clock;
output [3:0] Q;

reg [3:0] Q;
always @ (posedge Clock) Q <= Data;

endmodule

4x4 RAM Block (created by SmartGen Core Generator)
module mem_block(DI,DO,WADDR,RADDR,WRB,RDB,WCLOCK ,RCLOCK) ;

input [3:0] DI;

output [3:0] DO;

input [1:0] WADDR, RADDR;

input WRB, RDB, WCLOCK, RCLOCK;

wire WEBP, WEAP, VCC, GND;

VCC VCC_1_net(.Y(VCC));

GND GND_1_net(.Y(GND));

INV WEBUBBLEB(.A(WRB), .Y(WEBP));

RAM4K9 RAMBLOCKO( .ADDRA11(GND), -ADDRA1O(GND), .ADDRA9(GND), .ADDRA8(GND),
.ADDRA7(GND), .ADDRAG(GND), .ADDRA5(GND), .ADDRA4(GND), .ADDRA3(GND), .ADDRA2(GND),
.ADDRA1(RADDR[1]), -ADDRAO(RADDR[0]), -ADDRB11(GND), .ADDRB10(GND), .ADDRB9(GND),
.ADDRB8(GND), .ADDRB7(GND), .ADDRB6(GND), .ADDRB5(GND), .ADDRB4(GND), .ADDRB3(GND),
.ADDRB2(GND), .ADDRB1(WADDR[1]), .ADDRBO(WADDR[0]), .DINA8S(GND), -DINA7(GND),
.DINA6(GND), .DINA5(GND), .DINA4(GND), .DINA3(GND), .DINA2(GND), -DINAL(GND),
.DINAO(GND), .DINB8(GND), -DINB7(GND), .DINB6(GND), .DINB5(GND), -DINB4(GND),
.DINB3(DI[3]), .DINB2(DI[2]), -DINBL(DI[1]), -DINBO(DI[0]), .WIDTHAO(GND),
.WIDTHAL(VCC), .WIDTHBO(GND), .WIDTHB1(VCC), .PIPEA(GND), .PIPEB(GND),
.WMODEA(GND), .WMODEB(GND), .BLKA(WEAP), .BLKB(WEBP), .WENA(VCC), -WENB(GND),
.CLKA(RCLOCK), .CLKB(WCLOCK), .RESET(VCC), .DOUTA8(), -DOUTA7()., -DOUTA6(Q),
-.DOUTA5(), -DOUTA4(), .DOUTA3(DO[3]), -DOUTA2(DO[2]), -DOUTA1(DO[1]),
.DOUTAO(DO[0]), -DOUTB8(), -DOUTB7(), -DOUTB6(), .DOUTB5(), .DOUTB4(), .DOUTB3(),
.DOUTB2(), .DOUTB1(), .DOUTBOQ));

INV WEBUBBLEA(.A(RDB), .Y(WEAP));

endmodule
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Advanced I/0Os—IGLOO, ProASIC3L, and ProASIC3

Table 7-2 and Table 7-3 show the voltages and compatible 1/O standards for the IGLOO, ProASIC3L, and
ProASIC3 families.

1/Os provide programmable slew rates (except 30 K gate devices), drive strengths, and weak pull-up and
pull-down circuits. 3.3 V PCI and 3.3 V PCI-X can be configured to be 5 V—tolerant. See the "5 V Input
Tolerance" section on page 194 for possible implementations of 5 V tolerance.

All I/Os are in a known state during power-up, and any power-up sequence is allowed without current
impact. Refer to the "I/O Power-Up and Supply Voltage Thresholds for Power-On Reset (Commercial
and Industrial)" section in the datasheet for more information. During power-up, before reaching
activation levels, the I/O input and output buffers are disabled while the weak pull-up is enabled.
Activation levels are described in the datasheet.

Table 7-2 « Supported I/O Standards

IGLOO AGLO15 | AGL030 | AGLO60 | AGL125 | AGL250 AGL600 | AGL1000
A3P250/ A3P600/ | A3P1000/

ProASIC3 A3P015 | A3P030 | A3P060 | A3P125 | A3P250L | A3P400 | A3P600L | A3P1000L

Single-Ended

LVTTL/LVCMOS 3.3 V, v v v v v v v v

LVCMOS 2.5V / 1.8V /

15V/12V

LVCMOS 2.5V /5.0V

3.3V PCI/PCI-X - - Ve Ve v v v v

Differential

LVPECL, LVDS, B-LVDS, - - - - v v v v

M-LVDS

I/O Banks and I/0O Standards Compatibility

1/Os are grouped into I/O voltage banks.

Each 1/0O voltage bank has dedicated 1/0 supply and ground voltages (VMV/GNDQ for input buffers and
VCCI/GND for output buffers). This isolation is necessary to minimize simultaneous switching noise from
the input and output (SSI and SSO). The switching noise (ground bounce and power bounce) is
generated by the output buffers and transferred into input buffer circuits, and vice versa. Because of
these dedicated supplies, only 1/0Os with compatible standards can be assigned to the same 1/O voltage
bank. Table 7-3 shows the required voltage compatibility values for each of these voltages.

There are four 1/0 banks on the 250K gate through 1M gate devices.
There are two 1/O banks on the 30K, 60K, and 125K gate devices.

I/0 standards are compatible if their VCCI and VMV values are identical. VMV and GNDQ are "quiet"
input power supply pins and are not used on 30K gate devices (Table 7-3).

Table 7-3 « VCCI Voltages and Compatible IGLOO and ProASIC3 Standards

VCCI and VMV (typical)

Compatible Standards

3.3V LVTTL/LVCMOS 3.3, PCI 3.3, PCI-X 3.3 LVPECL
25V LVCMOS 2.5, LVCMOS 2.5/5.0, LVDS, B-LVDS, M-LVDS
1.8V LVCMOS 1.8

1.5V LVCMOS 1.5

1.2V LVCMOS 1.2
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Table 7-10 « Hot-Swap Level 3

Description

Hot-swap while bus idle

Power Applied to Device

Yes

Bus State

Held idle (no ongoing I/O processes during
insertion/removal)

Card Ground Connection

Reset must be maintained for 1 ms before, during,
and after insertion/removal.

Device Circuitry Connected to Bus Pins

Must remain glitch-free during power-up or power-
down

Example Application

Board bus shared with card bus is "frozen," and
there is no toggling activity on the bus. It is critical
that the logic states set on the bus signal not be
disturbed during card insertion/removal.

Compliance of IGLOO and ProASIC3 Devices

30K gate devices, all IGLOOe/ProASIC3E
devices: Compliant with two levels of staging (first:
GND; second: all other pins)

Other IGLOO/ProASIC3 devices: Compliant:

Option A — Two levels of staging (first: GND;
second: all other pins) together with bus switch on
the 1/0s

Option B — Three levels of staging (first: GND;
second: supplies; third: all other pins)

Table 7-11 « Hot-Swap Level 4

Description

Hot-swap on an active bus

Power Applied to Device

Yes

Bus State

Bus may have active 1/0 processes ongoing, but
device being inserted or removed must be idle.

Card Ground Connection

Reset must be maintained for 1 ms before, during,
and after insertion/removal.

Device Circuitry Connected to Bus Pins

Must remain glitch-free during power-up or power-
down

Example Application

There is activity on the system bus, and it is critical
that the logic states set on the bus signal not be
disturbed during card insertion/removal.

Compliance of IGLOO and ProASIC3 Devices

30K gate devices, all IGLOOe/ProASIC3E
devices: Compliant with two levels of staging (first:
GND; second: all other pins)

Other IGLOO/ProASIC3 devices: Compliant:

Option A — Two levels of staging (first: GND;
second: all other pins) together with bus switch on
the I/Os

Option B — Three levels of staging (first: GND;
second: supplies; third: all other pins)

190
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Table 7-12 « 1/O Hot-Swap and 5 V Input Tolerance Capabilities in IGLOO and ProASIC3 Devices

Clamp Diode 1 Hot Insertion 5V Input Tolerance 2
Other Other Other
IGLOO IGLOO IGLOO
AGL030 and AGLO015 Devices AGL030 and
and ProASIC3 and and All and ProASIC3 | Input and Output

I/O Assignment A3P030 | Devices | AGL030 | ProASIC3 | A3P030 | Devices Buffer
3.3V LVTTL/LVCMOS No Yes Yes No Yes 2 Yes 2 Enabled/Disabled
3.3V PCl, 3.3V PCI-X N/A Yes N/A No N/A Yes 2 Enabled/Disabled
LVCMOS 2.5V ° No Yes Yes No Yes 2 Yes* | Enabled/Disabled
LVCMOS 2.5V/5.0V ® N/A Yes N/A No N/A Yes 4 Enabled/Disabled
LVCMOS 1.8V No Yes Yes No No No Enabled/Disabled
LVCMOS 1.5V No Yes Yes No No No Enabled/Disabled
Differential, LVDS/ N/A Yes N/A No N/A No Enabled/Disabled
B-LVDS/M-
LVDS/LVPECL
Notes:

1. The clamp diode is always off for the AGL030 and A3P030 device and always active for other IGLOO and

ProASIC3 devices.

o gk WD

devices; select the LVCMOS5 macro.

Can be implemented with an external resistor and an internal clamp diode.
The LVCMOS 2.5 V /O standard is supported by the 30 k gate devices only; select the LVCMOS25 macro.
The LVCMOS 2.5V /5.0V I/O standard is supported by all IGLOO and ProASIC3 devices except 30K gate

Can be implemented with an external IDT bus switch, resistor divider, or Zener with resistor.
Refer to Table 7-8 on page 189 to Table 7-11 on page 190 for device-compliant information.
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The board-level design must ensure that the reflected waveform at the pad does not exceed the voltage
overshoot/undershoot limits provided in the datasheet. This is a requirement to ensure long-term

reliability.

Solution 4

1/O Input

25V

55V 25V On-Chip
l ? Clamp
—_— Diode
WA
Rext

Requires one board resistor.
Available for LVCMOS 2.5V /5.0 V.

Figure 8-13 « Solution 4

Table 8-14 « Comparison Table for 5 V-Compliant Receiver Solutions

Solution Board Components Speed Current Limitations
1 Two resistors Low to High1 Limited by transmitter's drive strength
2 Resistor and Zener 3.3 V Medium Limited by transmitter's drive strength
3 Bus switch High N/A
4 Minimum resistor value?3*5 Medium | Maximum diode current at 100% duty cycle, signal
constantly at 1
R=47QatT,=70°C 52.7 mA at T; = 70°C / 10-year lifetime
R=150QatT,=85°C 16.5 mA at T, = 85°C / 10-year lifetime
R=420QatT,=100°C 5.9 mAat T;=100°C / 10-year lifetime
For duty cycles other than 100%, the currents can be
increased by a factor of 1 / (duty cycle).
Example: 20% duty cycle at 70°C
Maximum current = (1/0.2) x 52.7 mA =5 x 52.7 mA =
263.5 mA
Notes:

1. Speed and current consumption increase as the board resistance values decrease.

2. Resistor values ensure 1/O diode long-term reliability.
3. At 70°C, customers could still use 420 22 on every /0.
4

. At 85°C, a 5V solution on every other I/O is permitted, since the resistance is lower (150 2 ) and the current is
higher. Also, the designer can still use 420 ©2 and use the solution on every I/O.

5. At 100°C, the 5 V solution on every I/O is permitted, since 420 2 are used to limit the current to 5.9 mA.
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DDR Support in Flash-Based Devices

The flash FPGAs listed in Table 10-1 support the DDR feature and the functions described in this

document.

Table 10-1 « Flash-Based FPGAs

Series Family” Description
IGLOO IGLOO Ultra-low power 1.2 V to 1.5 V FPGAs with Flash*Freeze technology
IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards
IGLOO nano The industry’s lowest-power, smallest-size solution
ProASIC3 ProASIC3 Low power, high-performance 1.5V FPGAs
ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and additional I/O standards
ProASIC3 nano Lowest-cost solution with enhanced 1/O capabilities
ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology
RT ProASIC3 Radiation-tolerant RT3PE6GOOL and RT3PE3000L
Military ProASIC3/EL Military temperature ASPE600L, A3P1000, and A3SPE3000L
Automotive ProASIC3 | ProASIC3 FPGAs qualified for automotive applications
Fusion Fusion Mixed signal FPGA integrating ProASIC3 FPGA fabric, programmable
analog block, support for ARM® Cortex™-M1 soft processors, and flash
memory into a monolithic device
Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,

and packaging information.

IGLOO Terminology

In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 10-1. Where the information applies to only one product line or limited devices, these exclusions
will be explicitly stated.

ProASIC3 Terminology

In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 10-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.

To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGASs Portfolio.
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http://www.microsemi.com/soc/documents/IGLOO_DS.pdf
http://www.microsemi.com/soc/documents/IGLOOe_DS.pdf
http://www.microsemi.com/soc/documents/PA3_DS.pdf
http://www.microsemi.com/soc/documents/PA3E_DS.pdf
http://www.microsemi.com/soc/documents/PA3L_DS.pdf
http://www.microsemi.com/soc/documents/PA3_Auto_DS.pdf
http://www.microsemi.com/soc/documents/Mil_PA3_EL_DS.pdf
http://www.microsemi.com/soc/documents/RTPA3_DS.pdf
http://www.microsemi.com/soc/documents/LPFPGA_FS_PIB.pdf
http://www.microsemi.com/soc/documents/LPFPGA_FS_PIB.pdf
http://www.microsemi.com/soc/documents/IGLOO_nano_DS.pdf
http://www.microsemi.com/soc/documents/PA3_nano_DS.pdf

I/O Cell Architecture

Low power flash devices support DDR in the 1/O cells in four different modes: Input, Output, Tristate, and
Bidirectional pins. For each mode, different I/O standards are supported, with most I/O standards having
special sub-options. For the ProASIC3 nano and IGLOO nano devices, DDR is supported only in the
60 k, 125 k, and 250 k logic densities. Refer to Table 10-2 for a sample of the available 1/0O options.
Additional I/0 options can be found in the relevant family datasheet.

Table 10-2 « DDR I/O Options

& Microsemi

ProASIC3L FPGA Fabric User’'s Guide

DDR Register
Type I/O Type | I/O Standard | Sub-Options Comments
Receive Register Input Normal None 3.3 V TTL (default)
LVCMOS Voltage 15V, 18V, 25V, 5V (15 V
default)
Pull-Up None (default)
PCI/PCI-X None
GTL/GTL+ Voltage 25V, 3.3V (3.3V default)
HSTL Class I /11 (I default)
SSTL2/SSTL3 Class I /11 (I default)
LVPECL None
LVDS None
Transmit Register Output Normal None 3.3V TTL (default)
LVTTL Output Drive |2, 4, 6, 8, 12, 16, 24, 36 mA (8 mA
default)
Slew Rate  |Low/high (high default)
LVCMOS Voltage 15V, 18V, 25V, 5V (15 V
default)
PCI/PCI-X None
GTL/GTL+ Voltage 1.8V,2.5V, 3.3V (3.3V default)
HSTL Class I /11 (I default)
SSTL2/SSTL3 Class I /11 (I default)
LVPECL* None
LVDS* None

Note:

*IGLOO nano and ProASIC3 nano devices do not support differential inputs.
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DDR Output Register

OUTBUF_SSTL3_I

DDR_OUT
D PAD
DataR IDR Q|
DataF IDF
CLK —>
CLR
CLR 1

Figure 10-6 « DDR Output Register (SSTL3 Class 1)

Verilog
module DDR_OutBuf_SSTL3_I(DataR,DataF,CLR,CLK,PAD);

input DataR, DataF, CLR, CLK;
output PAD;

wire Q, VCC;

VCC VCC_1_net(.Y(VCC));
DDR_OUT DDR_OUT_O_inst(.DR(DataR), .DF(DataF), .CLK(CLK), .CLR(CLR), -Q(Q));
OUTBUF_SSTL3 I OUTBUF_SSTL3 1 _0_inst(.D(Q), -PAD(PAD));

endmodule

VHDL

library ieee;
use ieee.std_logic_1164.all;
library proasic3; use proasic3.all;

entity DDR_OutBuf SSTL3 1 is
port(DataR, DataF, CLR, CLK : in std_logic; PAD : out std_logic) ;
end DDR_OutBuf_SSTL3_1;

architecture DEF_ARCH of DDR_OutBuf _SSTL3_1 is

component DDR_OUT
port(DR, DF, CLK, CLR : in std_logic = "U"; Q : out std_logic) ;
end component;

component OUTBUF_SSTL3_I
port(D : in std_logic := "U"; PAD : out std_logic) ;
end component;

component VCC
port( Y : out std_logic);
end component;

signal Q, VCC_1 net : std_logic ;
begin
VCC_2_net : VCC port map(Y => VCC_1_net);
DDR_OUT_O_inst : DDR_OUT
port map(DR => DataR, DF => DataF, CLK => CLK, CLR => CLR, Q => Q);
OUTBUF_SSTL3 I_0_inst : OUTBUF_SSTL3 1
port map(D => Q, PAD => PAD);

end DEF_ARCH;
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Figure 10-11 « DDR Input/Output Cells as Seen by ChipPlanner for IGLOO/e Devices

Verilog
module Inbuf_ddr(PAD,CLR,CLK,QR,QF);

input PAD, CLR, CLK;
output QR, QF;

wire Y;

DDR_REG DDR_REG_O_inst(.D(Y), .CLK(CLK), .CLR(CLR), -QR(QR). .QF(QF)):
INBUF INBUF_O_inst(.PAD(PAD), .Y(Y));

endmodule
module Outbuf_ddr(DataR,DataF,CLR,CLK,PAD);

input DataR, DataF, CLR, CLK;
output PAD;

wire Q, VCC;
VCC VCC_1_net(-Y(VCC));
DDR_OUT DDR_OUT_O_inst(.DR(DataR), .DF(DataF), .CLK(CLK), -CLR(CLR), -Q(Q));
OUTBUF OUTBUF_O_inst(.D(Q), -PAD(PAD));

endmodule

Revision 4

283



& Microsemi

DDR for Microsemi’s Low Power Flash Devices

module ddr_test(DIN, CLK, CLR, DOUT);

input DIN, CLK, CLR;
output DOUT;

Inbuf_ddr Inbuf _ddr (.PAD(DIN), .CLR(clr), .CLK(clk), -QR(gr), -QF(gP));
Outbuf_ddr Outbuf _ddr (.DataR(qgr),.DataF(qf), -CLR(clr), .CLK(clk),.PAD(DOUT));

INBUF INBUF_CLR (.PAD(CLR), .Y(cIr));
INBUF INBUF_CLK (.PAD(CLK), .Y(clIk));

endmodule

Simulation Consideration

Microsemi DDR simulation models use inertial delay modeling by default (versus transport delay
modeling). As such, pulses that are shorter than the actual gate delays should be avoided, as they will
not be seen by the simulator and may be an issue in post-routed simulations. The user must be aware of
the default delay modeling and must set the correct delay model in the simulator as needed.

Conclusion

Fusion, IGLOO, and ProASIC3 devices support a wide range of DDR applications with different I/O
standards and include built-in DDR macros. The powerful capabilities provided by SmartGen and its GUI
can simplify the process of including DDR macros in designs and minimize design errors. Additional
considerations should be taken into account by the designer in design floorplanning and placement of 1/0
flip-flops to minimize datapath skew and to help improve system timing margins. Other system-related
issues to consider include PLL and clock partitioning.
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Security in Action

This section illustrates some applications of the security advantages of Microsemi’s devices (Figure 12-6).

Plaintext ) AES
Source File Encryption

v

Cipher Text
Source File

Public
Domain

~— N [3p)
c c c
o kel kel
2 g | £
4] ® ©
8 8 Qo
g gl 8
<y Iy <

AES Decryption Core

v

FlashROM FPGA Core Flash Blocksl

Flash Device

Note: Flash blocks are only used in Fusion devices
Figure 12-6 « Security Options
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Application 3: Nontrusted Environment—Field Updates/Upgrades

Programming or reprogramming of devices may occur at remote locations. Reconfiguration of devices in
consumer products/equipment through public networks is one example. Typically, the remote system is
already programmed with particular design contents. When design update (FPGA array contents update)
and/or data upgrade (FlashROM and/or FB contents upgrade) is necessary, an updated programming file
with AES encryption can be generated, sent across public networks, and transmitted to the remote
system. Reprogramming can then be done using this AES-encrypted programming file, providing easy
and secure field upgrades. Low power flash devices support this secure ISP using AES. The detailed
flow for this application is shown in Figure 12-8. Refer to the "Microprocessor Programming of
Microsemi’'s Low Power Flash Devices" chapter of an appropriate FPGA fabric user’s guide for more
information.

To prepare devices for this scenario, the user can initially generate a programming file with the available
security setting options. This programming file is programmed into the devices before shipment. During
the programming file generation step, the user has the option of making the security settings permanent
or not. In situations where no changes to the security settings are necessary, the user can select this
feature in the software to generate the programming file with permanent security settings. Microsemi
recommends that the programming file use encryption with an AES key, especially when ISP is done via
public domain.

For example, if the designer wants to use an AES key for the FPGA array and the FlashROM,
Permanent needs to be chosen for this setting. At first, the user chooses the options to use an AES key
for the FPGA array and the FlashROM, and then chooses Permanently lock the security settings. A
unique AES key is chosen. Once this programming file is generated and programmed to the devices, the
AES key is permanently stored in the on-chip memory, where it is secured safely. The devices are sent to
distant locations for the intended application. When an update is needed, a new programming file must
be generated. The programming file must use the same AES key for encryption; otherwise, the
authentication will fail and the file will not be programmed in the device.

Trusted Environment

@ Generates Updated Design Contents
Encrypted with AES
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AES Encrypted
Programming File
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Remote System
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Figure 12-8 « Application 3: Nontrusted Environment—Field Updates/Upgrades
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Core Voltage Switching Circuit for IGLOO and ProASIC3L In-System Programming

Microsemi’s Flash Families Support Voltage Switching Circuit

The flash FPGAs listed in Table 14-1 support the voltage switching circuit feature and the functions
described in this document.

Table 14-1 « Flash-Based FPGAs Supporting Voltage Switching Circuit

Series Family” Description

IGLOO IGLOO Ultra-low power 1.2 V to 1.5 V FPGAs with Flash*Freeze technology
IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards
IGLOO nano The industry’s lowest-power, smallest-size solution
IGLOO PLUS IGLOO FPGAs with enhanced I/O capabilities

ProASIC3 ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology
RT ProASIC3 Radiation-tolerant RT3PE600L and RT3PE3000L
Military ProASIC3/EL | Military temperature A3PE600L, A3P1000, and A3PE3000L

Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,
and packaging information.

IGLOO Terminology

In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 14-1. Where the information applies to only one product line or limited devices, these exclusions
will be explicitly stated.

ProASIC3 Terminology

In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 14-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.

To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGASs Portfolio.
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18 — Power-Up/-Down Behavior of Low Power
Flash Devices

Introduction

Microsemi’s low power flash devices are flash-based FPGAs manufactured on a 0.13 ym process node.
These devices offer a single-chip, reprogrammable solution and support Level O live at power-up (LAPU)
due to their nonvolatile architecture.

Microsemi's low power flash FPGA families are optimized for logic area, 1/O features, and performance.
IGLOO® devices are optimized for power, making them the industry's lowest power programmable
solution. IGLOO PLUS FPGAs offer enhanced I/O features beyond those of the IGLOO ultra-low power
solution for I/O-intensive low power applications. IGLOO nano devices are the industry's lowest-power
cost-effective solution. ProASIC3®L FPGAs balance low power with high performance. The ProASIC3
family is Microsemi's high-performance flash FPGA solution. ProASIC3 nano devices offer the lowest-
cost solution with enhanced I/O capabilities.

Microsemi’s low power flash devices exhibit very low transient current on each power supply during
power-up. The peak value of the transient current depends on the device size, temperature, voltage
levels, and power-up sequence.

The following devices can have inputs driven in while the device is not powered:
+ IGLOO (AGL015 and AGL030)
* IGLOO nano (all devices)
+ IGLOO PLUS (AGLP030, AGLP060, AGLP125)
+ IGLOOe (AGLE600, AGLE3000)
*  ProASIC3L (A3PE3000L)
*  ProASIC3 (A3P015, A3P030)
*  ProASIC3 nano (all devices)
*  ProASIC3E (A3PE600, A3PE1500, A3PE3000)
» Military ProASIC3EL (A3PE600L, ASPE3000L, but not A3P1000)
*  RT ProASIC3 (RT3PE600L, RT3PE3000L)

The driven 1/Os do not pull up power planes, and the current draw is limited to very small leakage current,
making them suitable for applications that require cold-sparing. These devices are hot-swappable,
meaning they can be inserted in a live power system.’

1. For more details on the levels of hot-swap compatibility in Microsemi’s low power flash devices, refer to the "Hot-Swap
Support" section in the 1/0 Structures chapter of the FPGA fabric user’s guide for the device you are using.
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A — Summary of Changes

History of Revision to Chapters

The following table lists chapters that were affected in each revision of this document. Each chapter
includes its own change history because it may appear in other device family user’s guides. Refer to the
individual chapter for a list of specific changes.

Revision List of Changes
(month/year) Chapter Affected (page number)
Revision 4 "Microprocessor Programming of Microsemi’s Low Power Flash Devices" was 356
(September 2012) |revised.
Revision 3 "FPGA Array Architecture in Low Power Flash Devices" was revised. 20
(August 2012)
"Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal 129
FPGAs" was revised.
"SRAM and FIFO Memories in Microsemi's Low Power Flash Devices" was 173
revised.
"1/O Structures in IGLOO and ProASIC3 Devices" was revised. 210
"1/O Structures in IGLOOe and ProASIC3E Devices" was revised. 249
The "Pin Descriptions" and "Packaging" chapters were removed. This
information is now published in the datasheet for each product line (SAR
34773).
"In-System Programming (ISP) of Microsemi’s Low Power Flash Devices Using 339
FlashPro4/3/3X" was revised.
"Boundary Scan in Low Power Flash Devices" was revised. 362
Revision 2 "Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal 129
(December 2011) |FPGAs" was revised.
"UJTAG Applications in Microsemi’s Low Power Flash Devices" was revised. 372
Revision 1 "Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal 129
(June 2011) FPGAs" was revised.
"I/O Structures in IGLOO and ProASIC3 Devices" was revised. 210
"1/0O Structures in IGLOOe and ProASIC3E Devices" was revised. 249
"1/0 Software Control in Low Power Flash Devices" was revised. 270
"In-System Programming (ISP) of Microsemi’s Low Power Flash Devices Using 339
FlashPro4/3/3X" was revised.
Revision 0 The ProASIC3L Flash Family FPGAs Handbook was divided into two parts to N/A
(July 2010) create the ProASIC3L Low Power Flash FPGAs Datasheet and the ProASIC3L
FPGA Fabric User’s Guide.
"Global Resources in Low Power Flash Devices" was revised. 75
"Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal 129
FPGAs" was revised.
"I/0 Software Control in Low Power Flash Devices" was revised. 270
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Product Support

My Cases

Microsemi SoC Products Group customers may submit and track technical cases online by going to My
Cases.

Outside the U.S.

Customers needing assistance outside the US time zones can either contact technical support via email
(soc_tech@microsemi.com) or contact a local sales office. Sales office listings can be found at
www.microsemi.com/soc/company/contact/default.aspx.

ITAR Technical Support

For technical support on RH and RT FPGAs that are regulated by International Traffic in Arms
Regulations (ITAR), contact us via soc_tech_itar@microsemi.com. Alternatively, within My Cases, select
Yes in the ITAR drop-down list. For a complete list of ITAR-regulated Microsemi FPGAs, visit the ITAR

web page.
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