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Phase Adjustment

The four phases available (0, 90, 180, 270) are phases with respect to VCO (PLL output). The
VCO is divided to achieve the user's CCC required output frequency (GLA, YB/GLB, YC/GLC). The
division happens after the selection of the VCO phase. The effective phase shift is actually the VCO
phase shift divided by the output divider. This is why the visual CCC shows both the actual achievable
phase and more importantly the actual delay that is equivalent to the phase shift that can be
achieved.

Dynamic PLL Configuration

The CCCs can be configured both statically and dynamically.

In addition to the ports available in the Static CCC, the Dynamic CCC has the dynamic shift register
signals that enable dynamic reconfiguration of the CCC. With the Dynamic CCC, the ports CLKB and
CLKC are also exposed. All three clocks (CLKA, CLKB, and CLKC) can be configured independently.

The CCC block is fully configurable. The following two sources can act as the CCC configuration bits.

Flash Configuration Bits
The flash configuration bits are the configuration bits associated with programmed flash switches. These

bits are used when the CCC is in static configuration mode. Once the device is programmed, these bits
cannot be modified. They provide the default operating state of the CCC.

Dynamic Shift Register Outputs

This source does not require core reprogramming and allows core-driven dynamic CCC reconfiguration.
When the dynamic register drives the configuration bits, the user-defined core circuit takes full control
over SDIN, SDOUT, SCLK, SSHIFT, and SUPDATE. The configuration bits can consequently be
dynamically changed through shift and update operations in the serial register interface. Access to the
logic core is accomplished via the dynamic bits in the specific tiles assigned to the PLLs.

Figure 4-21 illustrates a simplified block diagram of the MUX architecture in the CCCs.

SDIN > Flash
SDOUT -+——— . . <80:0>* )
SCLK Dynam_lc Shift Programming
SSHIFT ; Register Configuration
SUPDATE — <80> Bits

RESET _ENABLE <——]
<79:0> <79:0>*

Y Y

MODE —>\ /

Configuration Bits

Note: *For Fusion, bit <88:81> is also needed.
Figure 4-21 « The CCC Configuration MUX Architecture

The selection between the flash configuration bits and the bits from the configuration register is made
using the MODE signal shown in Figure 4-21. If the MODE signal is logic HIGH, the dynamic shift
register configuration bits are selected. There are 81 control bits to configure the different functions of the
CCC.
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Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal FPGAs

POYERDOWN
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Figure 4-34 « Cascade PLL Configuration
Using internal feedback, we know from EQ 4-1 on page 102 that the maximum achievable output
frequency from the primary output is
foLa = foka X m/ (N xu)=2MHz x 128 / (1 x 1) = 256 MHz
EQ 4-5
Figure 4-35 shows the settings of the initial PLL. When configuring the initial PLL, specify the input to be
either Hardwired 1/O-Driven or External I/O-Driven. This generates a netlist with the initial PLL routed

from an 1/0. Do not specify the input to be Core Logic—Driven, as this prohibits the connection from the
1/0 pin to the input of the PLL.

Actual data iz shown in blue.
CLEA Primary
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Hardwired /0 driven A a
Hardwired 1/0 driven 256000 MHz 256.000 MHz 0.755 ns
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ﬁi 000 s ﬂ—

Figure 4-35 « First-Stage PLL Showing Input of 2 MHz and Output of 256 MHz
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A second PLL can be connected serially to achieve the required frequency. EQ 4-1 on page 102 to
EQ 4-3 on page 102 are extended as follows:

fGLA2 = fGLA X m2/ (n2 X U2) = fCLKA1 X mq X my / (n1 X UqXngx U2) — Primary PLL Output Clock

EQ 4-6
foLe2 = fyeo = foLkaq X My X mo/ (N4 X Ny x v4 X Vo) — Secondary 1 PLL Output Clock(s)

EQ 4-7
foLcz = fyco = felkat X mq x my / (nq x ny X wq X w2) — Secondary 2 PLL Output Clock(s)

EQ 4-8

In the example, the final output frequency (fo4pyt) from the primary output of the second PLL will be as
follows (EQ 4-9):
foutput = fGLA2 = fGLA X m2/ (n2 X U2) =256 MHz x 70 / (64 X 1) =280 MHz
EQ 4-9
Figure 4-36 on page 127 shows the settings of the second PLL. When configuring the second PLL (or
any subsequent-stage PLLs), specify the input to be Core Logic—Driven. This generates a netlist with the
second PLL routed internally from the core. Do not specify the input to be Hardwired 1/0O—Driven or

External 1/0-Driven, as these options prohibit the connection from the output of the first PLL to the input
of the second PLL.
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Date Changes Page
v1.2 The following changes were made to the family descriptions in Figure 4-1 « Overview 77
(June 2008) of the CCCs Offered in Fusion, IGLOO, and ProASIC3:

* ProASIC3L was updated to include 1.5 V.
» The number of PLLs for ProASIC3E was changed from five to six.

v1.1 Table 4-1 - Flash-Based FPGAs and the associated text were updated to include the 79
(March 2008) IGLOO PLUS family. The "IGLOO Terminology" section and "ProASIC3 Terminology"
section are new.

The "Global Input Selections" section was updated to include 15 k gate devices as 87
supported I/O types for globals, for CCC only.

Table 4-5 « Number of CCCs by Device Size and Package was revised to include 94
ProASIC3L, IGLOO PLUS, A3P015, AGL015, AGLP030, AGLP060, and AGLP125.

The "IGLOO and ProASIC3 CCC Locations" section was revised to include 15 k gate 97
devices in the exception statements, as they do not contain PLLs.

v1.0 Information about unlocking the PLL was removed from the "Dynamic PLL 103
(January 2008) Configuration" section.

In the "Dynamic PLL Configuration" section, information was added about running 116
Layout and determining the exact setting of the ports.

In Table 4-8 « Configuration Bit Descriptions for the CCC Blocks, the following bits 106
were updated to delete "transport to the user" and reference the footnote at the bottom
of the table: 79 to 71.
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FlashROM in Microsemi’s Low Power Flash
Devices

Introduction

The Fusion, IGLOO, and ProASIC3 families of low power flash-based devices have a dedicated
nonvolatile FlashROM memory of 1,024 bits, which provides a unique feature in the FPGA market. The
FlashROM can be read, modified, and written using the JTAG (or UJTAG) interface. It can be read but
not modified from the FPGA core. Only low power flash devices contain on-chip user nonvolatile memory
(NVM).

Architecture of User Nonvolatile FlashROM

Low power flash devices have 1 kbit of user-accessible nonvolatile flash memory on-chip that can be
read from the FPGA core fabric. The FlashROM is arranged in eight banks of 128 bits (16 bytes) during
programming. The 128 bits in each bank are addressable as 16 bytes during the read-back of the
FlashROM from the FPGA core. Figure 5-1 shows the FlashROM logical structure.

The FlashROM can only be programmed via the IEEE 1532 JTAG port. It cannot be programmed directly
from the FPGA core. When programming, each of the eight 128-bit banks can be selectively
reprogrammed. The FlashROM can only be reprogrammed on a bank boundary. Programming involves
an automatic, on-chip bank erase prior to reprogramming the bank. The FlashROM supports
synchronous read. The address is latched on the rising edge of the clock, and the new output data is
stable after the falling edge of the same clock cycle. For more information, refer to the timing diagrams in
the DC and Switching Characteristics chapter of the appropriate datasheet. The FlashROM can be read
on byte boundaries. The upper three bits of the FlashROM address from the FPGA core define the bank
being accessed. The lower four bits of the FlashROM address from the FPGA core define which of the 16
bytes in the bank is being accessed.

Byte Number in Bank 4 L. SB of ADDR (READ)
15 |14 |13 |12 |11 |10 | 9 8 7 6 5 4 3 2 1 0

ADDR (READ)
NlwihhlO|O| N

N

Bank Number 3 MSB of

o

Figure 5-1 « FlashROM Architecture
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SRAM and FIFO Memories in Microsemi's Low Power Flash Devices

Software Support

The SmartGen core generator is the easiest way to select and configure the memory blocks
(Figure 6-12). SmartGen automatically selects the proper memory block type and aspect ratio, and
cascades the memory blocks based on the user's selection. SmartGen also configures any additional

signals that may require tie-off.
SmartGen will attempt to use the minimum number of blocks required to implement the desired memory.
When cascading, SmartGen will configure the memory for width before configuring for depth. For
example, if the user requests a 256x8 FIFO, SmartGen will use a 512x9 FIFO configuration, not 256x18.

7 test.aws - SmartGen

File Core Optons

Wigw  Help

NEE

D= ?

417 Counters
=8 Decoder
-3 FIFO

.. Syrichronous FIFC

FlashR.oi

-/ Minicores
| -3 Multiplexcor
4

T icat e o

il

;I Care Warieties Far Synchronous FIFC

| Function

| ‘Wendar | ‘Wersion | [ etailz |

Synchronous Fl...  Actel

20 FIFO with only Full and Empty Flags

| Function | Y ariety

| Yendor

| ersion | Generated On |

| Category

Mame

Configurad Core Wiew +

Workspace D:%test)test.aws opened.
To create & core, please double-click a core wariety in the Core Variety View.

Ready

|FamM: ProasIC3 |DIE: UNSET |PKG: UNSET

Figure 6-12 « SmartGen Core Generator Interface
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{/ — 1/0O Structures in IGLOO and ProASIC3 Devices

Introduction

Low power flash devices feature a flexible I/O structure, supporting a range of mixed voltages (1.2V, 1.5V,
1.8V, 2.5V, and 3.3 V) through bank-selectable voltages. IGLOO,® ProASICS®L, and ProASIC3 families
support Standard, Standard Plus, and Advanced I/Os.

Users designing 1/O solutions are faced with a number of implementation decisions and configuration
choices that can directly impact the efficiency and effectiveness of their final design. The flexible 1/0
structure, supporting a wide variety of voltages and 1/O standards, enables users to meet the growing
challenges of their many diverse applications. Libero SoC software provides an easy way to implement
1/Os that will result in robust 1/0 design.

This document first describes the two different 1/0 types in terms of the standards and features they
support. It then explains the individual features and how to implement them in Libero SoC.

110/ Q0 1 2
Input Input
Register Register
I o—
To FPGA Core < A Y Pull-Up/-Down
-~ | Resistor Control
CLR/PRE
[
110/ Q1 3
Input Saan PAD
ICE Reglsttz &
0/1C CLR/PRE |
| ICLK
Scan Signal Drive Strength
\‘ Scan and Slew Rate Control
) A A A E = Enable Pin
1/0 /DO 4
Output
OCE Register
From FPGA Core
—_ ‘D—I CLR/PRE
1/0/D1/ICE 5
ICE | Output
Register
110/ OCLK ® CLR/PRE
110/ OE 6
Output
OCEH| Enable
>Register
(0]
I/0/CLR or I/0 / PRE / OCH | CLR/PRE

Figure 7-1 « DDR Configured I/O Block Logical Representation
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1/0O Structures in IGLOO and ProASIC3 Devices

/O Features

Low power flash devices support multiple 1/0 features that make board design easier. For example, an
1/0 feature like Schmitt Trigger in the ProASIC3E input buffer saves the board space that would be used
by an external Schmitt trigger for a slow or noisy input signal. These features are also programmable for
each /0O, which in turn gives flexibility in interfacing with other components. The following is a detailed
description of all available features in low power flash devices.

I/O Programmable Features

Low power flash devices offer many flexible 1/0 features to support a wide variety of board designs.
Some of the features are programmable, with a range for selection. Table 7-7 lists programmable /O
features and their ranges.

Table 7-7 « Programmable 1/0O Features (user control via I/O Attribute Editor)

Feature! Description Range

Slew Control Output slew rate HIGH, LOW
Output Drive (mA) Output drive strength 2,4,6,8,12, 16, 24
Skew Control Output tristate enable delay option ON, OFF
Resistor Pull Resistor pull circuit Up, Down, None
Input Delay? Input delay OFF, 0-7
Schmitt Trigger Schmitt trigger for input only ON, OFF
Notes:

1. Limitations of these features with respect to different devices are discussed in later sections.
2. Programmable input delay is applicable only to ProASIC3EL and RT ProASIC3 devices.

Hot-Swap Support

A pull-up clamp diode must not be present in the I/O circuitry if the hot-swap feature is used. The 3.3V
PCI standard requires a pull-up clamp diode on the I/O, so it cannot be selected if hot-swap capability is
required. The A3P030 device does not support 3.3 V PCI, so it is the only device in the ProASIC3 family
that supports the hot-swap feature. All devices in the ProASIC3E family are hot-swappable. All standards
except LVCMOS 2.5/5.0 V and 3.3 V PCI/PCI-X support the hot-swap feature.

The hot-swap feature appears as a read-only check box in the 1/0 Attribute Editor that shows whether an
I/O is hot-swappable or not. Refer to the "Power-Up/-Down Behavior of Low Power Flash Devices"
section on page 373 for details on hot-swapping.

Hot-swapping (also called hot-plugging) is the operation of hot insertion or hot removal of a card in a
powered-up system. The levels of hot-swap support and examples of related applications are described
in Table 7-8 on page 189 to Table 7-11 on page 190. The I/Os also need to be configured in hot-insertion
mode if hot-plugging compliance is required. The AGL030 and A3P030 devices have an I/O structure
that allows the support of Level 3 and Level 4 hot-swap with only two levels of staging.

188
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1/0 Structures in IGLOOe and ProASIC3E Devices

compatible, which means devices can operate at conventional PCI frequencies (33 MHz and 66 MHz).
PCI-X is more fault-tolerant than PCI. It also does not have programmable drive strength.

Voltage-Referenced Standards

1/0Os using these standards are referenced to an external reference voltage (VREF) and are supported on
E devices only.

HSTL Class | and Il (High-Speed Transceiver Logic)

These are general-purpose, high-speed 1.5 V bus standards (EIA/JESD 8-6) for signaling between
integrated circuits. The signaling range is 0 V to 1.5V, and signals can be either single-ended or
differential. HSTL requires a differential amplifier input buffer and a push-pull output buffer. The reference
voltage (VREF) is 0.75 V. These standards are used in the memory bus interface with data switching
capability of up to 400 MHz. The other advantages of these standards are low power and fewer EMI
concerns.

HSTL has four classes, of which low power flash devices support Class | and Il. These classes are
defined by standard EIA/JESD 8-6 from the Electronic Industries Alliance (EIA):

* Class | — Unterminated or symmetrically parallel-terminated
» Class Il — Series-terminated

» Class Il — Asymmetrically parallel-terminated

* Class IV — Asymmetrically double-parallel-terminated

SSTL2 Class | and Il (Stub Series Terminated Logic 2.5 V)

These are general-purpose 2.5 V. memory bus standards (JESD 8-9) for driving transmission lines,
designed specifically for driving the DDR SDRAM modules used in computer memory. SSTL2 requires a
differential amplifier input buffer and a push-pull output buffer. The reference voltage (VREF) is 1.25 V.

SSTL3 Class | and Il (Stub Series Terminated Logic 3.3 V)

These are general-purpose 3.3 V memory bus standards (JESD 8-8) for driving transmission lines.
SSTL3 requires a differential amplifier input buffer and a push-pull output buffer. The reference voltage
(VREF)is 1.5 V.

VCCI
ouT IN veel
Device 1 Device 2
GND VREF GND VREF
4

Figure 8-7 « SSTL and HSTL Topology
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1/0 Structures in IGLOOe and ProASIC3E Devices

Conclusion

IGLOOe and ProASIC3E support for multiple 1/0 standards minimizes board-level components and
makes possible a wide variety of applications. The Microsemi Designer software, integrated with Libero
SoC, presents a clear visual display of I/0 assignments, allowing users to verify /0O and board-level
design requirements before programming the device. The IGLOOe and ProASIC3E device I/O features
and functionalities ensure board designers can produce low-cost and low power FPGA applications
fulfilling the complexities of contemporary design needs.

Related Documents

Application Notes

Board-Level Considerations
http://www.microsemi.com/soc/documents/ALL_AC276_AN.pdf

User’s Guides

ProASIC3 FPGA Fabric User’s Guide
http://www.microsemi.com/soc/documents/PA3_UG.pdf
ProASIC3E FPGA Fabric User’s Guide
http://www.microsemi.com/soc/documents/PA3E_UG.pdf
IGLOOe FPGA Fabric User’s Guide
http://www.microsemi.com/soc/documents/IGLOOe_UG.pdf
Libero SoC User’s Guide
http://www.microsemi.com/soc/documents/libero_ug.pdf
IGLOO, Fusion, and ProASIC3 Macro Library Guide
http://www.microsemi.com/soc/documents/pa3_libguide_ug.pdf
SmartGen Core Reference Guide
http://www.microsemi.com/soc/documents/genguide_ug.pdf
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I/O Software Control in Low Power Flash

Devices

Fusion, IGLOO, and ProASIC3 I/Os provide more design flexibility, allowing the user to control specific
features by enabling certain I/O standards. Some features are selectable only for certain 1/0 standards,
whereas others are available for all 1/0 standards. For example, slew control is not supported by
differential 1/0 standards. Conversely, I/O register combining is supported by all /O standards. For
detailed information about which 1/0 standards and features are available on each device and each 1/O
type, refer to the I/O Structures section of the handbook for the device you are using.

Figure 9-1 shows the various points in the software design flow where a user can provide input or control
of the /O selection and parameters. A detailed description is provided throughout this document.

Design Entry

3. Instantiating 4. Generic
1. 1/0 Macro 2. 1/0O Buffer . .
Using Cell Schematic MI/O L'.br?_%l_ Buffer Using
SmartGen Entry acron 1.2,3
Code Method
5. Synthesis
=1
I |
- 6.11/0
6. Compile Assignments by
PDC Import
- |

7. 1/0 Assignments by Multi-View Navigator (MVN)

I/O Standards and
VREF Assignment by
I/0O Bank Assigner

I/0O Standard Selection
for Generic 1/0 Macro

I/0 Attribute Selection
for 1/0 Standards

!

8. Layout
and Other
Steps

Figure 9-1 « User I/O Assignment Flow Chart
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Software-Controlled I/O Attributes

Users may modify these programmable I/O attributes using the 1/O Attribute Editor. Modifying an I/O
attribute may result in a change of state in Designer. Table 9-2 details which steps have to be re-run as a
function of modified 1/O attribute.

Table 9-2 « Designer State (resulting from 1/O attribute modification)

Designer States?!

I/O Attribute Compile Layout Fuse Timing Power
Slew Control? No No Yes Yes Yes
Output Drive (mA) No No Yes Yes Yes
Skew Control No No Yes Yes Yes
Resistor Pull No No Yes Yes Yes
Input Delay No No Yes Yes Yes
Schmitt Trigger No No Yes Yes Yes
OUT_LOAD No No No Yes Yes
COMBINE_REGISTER Yes Yes N/A N/A N/A
Notes:

1. No = Remains the same, Yes = Re-run the step, N/A = Not applicable
2. Skew control does not apply to IGLOO nano, IGLOO PLUS, and ProASIC3 nano devices.

3. Programmable input delay is applicable only for ProASIC3E, ProASIC3EL, RT ProASIC3, and
IGLOOe devices.
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Fusion
N o MAC
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Programming Bitstream
File Generation *  /
. AES AES FPGA
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Transmit Medium /
Public Network

Encrypted Bitstream

Figure 12-5 « Example Application Scenario Using AES in Fusion Devices

FlashLock

Additional Options for IGLOO and ProASIC3 Devices

The user also has the option of prohibiting Write operations to the FPGA array but allowing Verify
operations on the FPGA array and/or Read operations on the FlashROM without the use of the
FlashLock Pass Key. This option provides the user the freedom of verifying the FPGA array and/or
reading the FlashROM contents after the device is programmed, without having to provide the FlashLock
Pass Key. The user can incorporate AES encryption on the programming files to better enhance the level
of security used.

Permanent Security Setting Options

In applications where a permanent lock is not desired, yet the security settings should not be modifiable,
IGLOO and ProASIC3 devices can accommodate this requirement.

This application is particularly useful in cases where a device is located at a remote location and must be
reprogrammed with a design or data update. Refer to the "Application 3: Nontrusted Environment—Field
Updates/Upgrades" section on page 310 for further discussion and examples of how this can be
achieved.

The user must be careful when considering the Permanent FlashLock or Permanent Security Settings
option. Once the design is programmed with the permanent settings, it is not possible to reconfigure the
security settings already employed on the device. Therefore, exercise careful consideration before
programming permanent settings.

Permanent FlashLock

The purpose of the permanent lock feature is to provide the benefits of the highest level of security to
IGLOO and ProASIC3 devices. If selected, the permanent FlashLock feature will create a permanent
barrier, preventing any access to the contents of the device. This is achieved by permanently disabling
Write and Verify access to the array, and Write and Read access to the FlashROM. After permanently
locking the device, it has been effectively rendered one-time-programmable. This feature is useful if the
intended applications do not require design or system updates to the device.

Revision 4 307



& Microsemi

Security in Low Power Flash Devices

FlashPoint - Programming File Generator - Step 1 of 3 9-43-18am

Silicon

W Security settings
v FPGA Array

W FlashR.OM

FlashROM configuration file:
D:'\My_folders'\applications\Cases\PLAY\A3P250_test\smartgen ufrom_new’y Browse...

I~ Programming previously secured device(s)
1/0 state during programming:
|Tri-Gtate |

Silicon signature {max length is 8 HEX chars):

Help Ea | MNext ] Finish | Cancel

Figure 12-10 ¢ All Silicon Features Selected for IGLOO and ProASIC3 Devices

FlashPoint - Programming File Generator - Step 1 of 3

Output filename:

1..-"F'0wer_M anagement, stp Browse..;

Silicon feature(s] to be programmed;

¥ Security settings
¥ FPGA Array

v FlashROM
FlashROM configuration file:

iE:\ActeIpri\PwrM SamartgensFROMAFROM. ufc Browse. ., |

¥ Embedded Flash Memary

Instance Embedded Flash Memory
Location Configuration File
rvm_system_insthihd I (1 | 2 ChbctelptiPaerhismartgeninym_sysm
ST nvm_sysm.efc

Instance Hame Program [

I Programming previously secured device(s]

Silican signature (max length is 8 HEX chars);

] Mext > Firiizh Cancel Help

Figure 12-11 « All Silicon Features Selected for Fusion
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Table 12-6 and Table 12-7 show all available options. If you want to implement custom levels,
refer to the "Advanced Options" section on page 322 for information on each option and how to

set it.

3. When done, click Finish to generate the Security Header programming file.

Table 12-6 « All IGLOO and ProASIC3 Header File Security Options

Both FlashROM

Security Option FlashROM Only FPGA Core Only and FPGA
No AES / no FlashLock v v v
FlashLock only v v v
AES and FlashLock v v v
Note: v = options that may be used
Table 12-7 « All Fusion Header File Security Options

Security Option FlashROM Only | FPGA Core Only | FB Core Only All
No AES / No FlashLock v v v v
FlashLock v v v v
AES and FlashLock v v/ v/ V4

Generation of Programming Files with AES Encryption—
Application 3

This section discusses how to generate design content programming files needed specifically at
unsecured or remote locations to program devices with a Security Header (FlashLock Pass Key and AES
key) already programmed ("Application 2: Nontrusted Environment—Unsecured Location" section on
page 309 and "Application 3: Nontrusted Environment—Field Updates/Upgrades" section on page 310).
In this case, the encrypted programming file must correspond to the AES key already programmed into
the device. If AES encryption was previously selected to encrypt the FlashROM, FBs, and FPGA array,
AES encryption must be set when generating the programming file for them. AES encryption can be
applied to the FlashROM only, the FBs only, the FPGA array only, or all. The user must ensure both the
FlashLock Pass Key and the AES key match those already programmed to the device(s), and all security
settings must match what was previously programmed. Otherwise, the encryption and/or device
unlocking will not be recognized when attempting to program the device with the programming file.

The generated programming file will be AES-encrypted.
In this scenario, generate the programming file as follows:

1. Deselect Security settings and select the portion of the device to be programmed (Figure 12-17
on page 320). Select Programming previously secured device(s). Click Next.
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STAPL File with AES Encryption
» Does not contain AES key / FlashLock Key information

* Intended for transmission through web or service to unsecured locations for programming

NOTE "CREATOR'" '‘Designer Version: 6.1.1.108";
NOTE "DEVICE" "A3PE600";

NOTE ""PACKAGE™ '208 PQFP™";

NOTE "'DATE'"™ *2005/04/08";

NOTE "STAPL_VERSION'" "JESD71";

NOTE *"IDCODE" "'$123261CF";

NOTE "DESIGN" *counter32";

NOTE "'CHECKSUM'" “'$EF57";

NOTE '"SAVE_DATA™ "‘FRomStream";

NOTE ""SECURITY"™ "ENCRYPT FROM CORE ™
NOTE "ALG_VERSION™ "1";

NOTE **MAX_FREQ™ "'20000000";

NOTE *SILSIG"™ "$00000000";

Conclusion

The new and enhanced security features offered in Fusion, IGLOO, and ProASIC3 devices provide state-
of-the-art security to designs programmed into these flash-based devices. Microsemi low power flash
devices employ the encryption standard used by NIST and the U.S. government—AES using the 128-bit
Rijndael algorithm.

The combination of an on-chip AES decryption engine and FlashLock technology provides the highest
level of security against invasive attacks and design theft, implementing the most robust and secure ISP
solution. These security features protect IP within the FPGA and protect the system from cloning,
wholesale “black box” copying of a design, invasive attacks, and explicit IP or data theft.

Glossary

Term Explanation

Security Header Programming file used to program the FlashLock Pass Key and/or AES key into the device to
programming file secure the FPGA, FlashROM, and/or FBs.

AES (encryption) key | 128-bit key defined by the user when the AES encryption option is set in the Microsemi
Designer software when generating the programming file.

FlashLock Pass Key | 128-bit key defined by the user when the FlashLock option is set in the Microsemi Designer
software when generating the programming file.

The FlashLock Key protects the security settings programmed to the device. Once a device
is programmed with FlashLock, whatever settings were chosen at that time are secure.

FlashLock The combined security features that protect the device content from attacks. These features
are the following:

» Flash technology that does not require an external bitstream to program the device

* FlashLock Pass Key that secures device content by locking the security settings and
preventing access to the device as defined by the user

» AES key that allows secure, encrypted device reprogrammability

References

National Institute of Standards and Technology. “ADVANCED ENCRYPTION STANDARD (AES)
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See http://csrc.nist.gov/archive/aes/index1.html for more information.
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Date

Changes

Page

July 2010
(continued)

The "Chain Integrity Test Error Analyze Chain Failure" section was renamed to the
"Scan Chain Failure" section, and the Analyze Chain command was changed to
Scan Chain. It was noted that occasionally a faulty programmer can cause scan
chain failures.

338

v1.5
(August 2009)

The "CoreMP7 Device Security" section was removed from "Security in ARM-
Enabled Low Power Flash Devices", since M7-enabled devices are no longer
supported.

331

v1.4
(December 2008)

The "ISP Architecture" section was revised to include information about core
voltage for IGLOO V2 and ProASIC3L devices, as well as 50 mV increments
allowable in Designer software.

327

IGLOO nano and ProASIC3 nano devices were added to Table 13-1 ¢ Flash-Based
FPGAs Supporting ISP.

328

A second capacitor was added to Figure 13-6  Board Layout and Programming
Header Top View.

337

v1.3
(October 2008)

The "ISP Support in Flash-Based Devices" section was revised to include new
families and make the information more concise.

328

v1.2
(June 2008)

The following changes were made to the family descriptions in Table 13-1 « Flash-
Based FPGAs Supporting ISP:

* ProASIC3L was updated to include 1.5 V.
* The number of PLLs for ProASIC3E was changed from five to six.

328

v1.1
(March 2008)

The "ISP Architecture" section was updated to included the IGLOO PLUS family in
the discussion of family-specific support. The text, "When 1.2 V is used, the device
can be reprogrammed in-system at 1.5 V only," was revised to state, "Although the
device can operate at 1.2V core voltage, the device can only be reprogrammed
when all supplies (VCC, VCCI, and VJTAG) are at 1.5 V."

327

The "ISP Support in Flash-Based Devices" section and Table 13-1 < Flash-Based
FPGAs Supporting ISP were updated to include the IGLOO PLUS family. The
"IGLOO Terminology" section and "ProASIC3 Terminology" section are new.

328

The "Security" section was updated to mention that 15 k gate devices do not have a
built-in 128-bit decryption core.

330

Table 13-2 « Power Supplies was revised to remove the Normal Operation column
and add a table note stating, "All supply voltages should be at 1.5V or higher,
regardless of the setting during normal operation."

329

The "ISP Programming Header Information" section was revised to change
FP3-26PIN-ADAPTER to FP3-10PIN-ADAPTER-KIT. Table 13-3 ¢ Programming
Header Ordering Codes was updated with the same change, as well as adding the
part number FFSD-05-D-06.00-01-N, a 10-pin cable with 50-mil-pitch sockets.

335

The "Board-Level Considerations" section was updated to describe connecting two
capacitors in parallel across VPUMP and GND for proper programming.

337

v1.0
(January 2008)

Information was added to the "Programming Voltage (VPUMP) and VJTAG" section
about the JTAG interface pin.

329

51900055-2/7.06

ACTgen was changed to SmartGen.

N/A

In Figure 13-6 < Board Layout and Programming Header Top View, the order of the
text was changed to:

VJTAG from the target board
VCCI from the target board
VCC from the target board

337

340
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14 — Core Voltage Switching Circuit for IGLOO and
ProASIC3L In-System Programming

Introduction

The IGLOO® and ProASIC®3L families offer devices that can be powered by either 1.5V or, in the case
of V2 devices, a core supply voltage anywhere in the range of 1.2 V to 1.5V, in 50 mV increments.

Since IGLOO and ProASIC3L devices are flash-based, they can be programmed and reprogrammed
multiple times in-system using Microsemi FlashPro3. FlashPro3 uses the JTAG standard interface (IEEE
1149.1) and STAPL file (defined in JESD 71 to support programming of programmable devices using
IEEE 1149.1) for in-system configuration/programming (IEEE 1532) of a device. Programming can also
be executed by other methods, such as an embedded microcontroller that follows the same standards
above.

All IGLOO and ProASIC3L devices must be programmed with the VCC core voltage at 1.5 V. Therefore,
applications using IGLOO or ProASIC3L devices powered by a 1.2 V supply must switch the core supply
to 1.5 V for in-system programming.

The purpose of this document is to describe an easy-to-use and cost-effective solution for switching the
core supply voltage from 1.2V to 1.5V during in-system programming for IGLOO and ProASIC3L
devices.
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16 — Boundary Scan in Low Power Flash Devices

Boundary Scan

Low power flash devices are compatible with IEEE Standard 1149.1, which defines a hardware
architecture and the set of mechanisms for boundary scan testing. JTAG operations are used during
boundary scan testing.

The basic boundary scan logic circuit is composed of the TAP controller, test data registers, and
instruction register (Figure 16-2 on page 360).

Low power flash devices support three types of test data registers: bypass, device identification, and
boundary scan. The bypass register is selected when no other register needs to be accessed in a device.
This speeds up test data transfer to other devices in a test data path. The 32-bit device identification
register is a shift register with four fields (LSB, ID number, part number, and version). The boundary scan
register observes and controls the state of each 1/0 pin. Each 1/O cell has three boundary scan register
cells, each with serial-in, serial-out, parallel-in, and parallel-out pins.

TAP Controller State Machine

The TAP controller is a 4-bit state machine (16 states) that operates as shown in Figure 16-1.

The 1s and Os represent the values that must be present on TMS at a rising edge of TCK for the given
state transition to occur. IR and DR indicate that the instruction register or the data register is operating in
that state.

The TAP controller receives two control inputs (TMS and TCK) and generates control and clock signals
for the rest of the test logic architecture. On power-up, the TAP controller enters the Test-Logic-Reset
state. To guarantee a reset of the controller from any of the possible states, TMS must remain HIGH for
five TCK cycles. The TRST pin can also be used to asynchronously place the TAP controller in the Test-
Logic-Reset state.

TEST_LOGIC_RESET

0 0

1 1 1
O RUNiTESTilDLE|—>| SELECT_DR |—>| SELECT_IR |_
/ - l -
1

CAPTURE7IR|

o !
0

Q SHIFT_DR |<-

v v
1

EXIT1_DR |<- ->| EXIT1_IR |—
i o
1

|
0
G PAUSE_DR | | PAUSE_IR D
[
[

0 0

->| SHIFT_IR D

’ !
EXIT2_DR |_0 0—| EXIT2_IR
v v

UPDATE_DR| | UPDATE_IR |<—

|1 0 |1 0

Figure 16-1 « TAP Controller State Machine
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