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Introduction

Contents

This user’s guide contains information to help designers understand and use Microsemi's ProASIC®3L
devices. Each chapter addresses a specific topic. Most of these chapters apply to other Microsemi
device families as well. When a feature or description applies only to a specific device family, this is made
clear in the text.

Revision History

The revision history for each chapter is listed at the end of the chapter. Most of these chapters were
formerly included in device handbooks. Some were originally application notes or information included in
device datasheets.

A "Summary of Changes" table at the end of this user’s guide lists the chapters that were changed in
each revision of the document, with links to the "List of Changes" sections for those chapters.

Related Information

Refer to the ProASIC3L Flash Family FPGAs datasheet for detailed specifications, timing, and package
and pin information.

The website page for ProASIC3L devices is /www.microsemi.com/soc/products/pa3l/default.aspx.
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Flash*Freeze Technology and Low Power Modes

Table 2-4 summarizes the Flash*Freeze mode implementations.

Table 2-4 « Flash*Freeze Mode Usage

Flash*Freeze Flash*Freeze| Instantiate LsICC

Mode Type Description Pin State [ULSICC Macro Signal Operating Mode

1 Flash*Freeze mode is| Deasserted No N/A Normal operation
contr'olled only by the Asserted No N/A Flash*Freeze mode
FF pin.

2 Flash*Freeze mode is| "Don’t care" Yes Deasserted | Normal operation
controlled by the FF .. ; " :
pin and LSICC signal. Deasserted Yes Don’t care" | Normal operation

Asserted Yes Asserted | Flash*Freeze mode

Note: Refer to Table 2-3 on page 26 for Flash*Freeze pin and LSICC signal assertion and deassertion
values.

IGLOO, ProASIC3L, and RT ProASIC3 I/O State in Flash*Freeze
Mode

In IGLOO and ProASIC3L devices, when the device enters Flash*Freeze mode, 1/0s become ftristated. If
the weak pull-up or pull-down feature is used, the 1/Os will maintain the configured weak pull-up or pull-
down status. This feature enables the design to set the I/O state to a certain level that is determined by
the pull-up/-down configuration.

Table 2-5 shows the 1/0 pad state based on the configuration and buffer type.
Note that configuring weak pull-up or pull-down for the FF pin is not allowed. The FF pin can be
configured as a Schmitt trigger input in IGLOOe, IGLOO nano, IGLOO PLUS, and ProASIC3EL devices.

Table 2-5« IGLOO, ProASIC3L, and RT ProASIC3 Flash*Freeze Mode (type 1 and type 2)—I/O

Pad State
I/O Pad Weak
Buffer Type Pull-Up/-Down I/O Pad State in Flash*Freeze Mode
Input/Global Enabled Weak pull-up/pull-down*
Disabled Tristate*
Output Enabled Weak pull-up/pull-down
Disabled Tristate
Bidirectional / Tristate |E =0 Enabled Weak pull-up/pull-down*
Buffer (input/tristate) Disabled Tristate*
E =1 (output) Enabled Weak pull-up/pull-down
Disabled Tristate

* Internal core logic driven by this input/global buffer will be tied High as long as the device is in
Flash*Freeze mode.
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Flash*Freeze Technology and Low Power Modes

Flash*Freeze Mode Device Behavior

Entering Flash*Freeze Mode

PLLs

IGLOO, IGLOO nano, IGLOO PLUS, ProASCI3L, and RT ProASIC3 devices are designed and
optimized to enter Flash*Freeze mode only when power supplies are stable. If the device is being
powered up while the FF pin is asserted (Flash*Freeze mode type 1), or while both FF pin and
LSICC signal are asserted (Flash*Freeze mode type 2), the device is expected to enter
Flash*Freeze mode within 5 s after the 1/Os and FPGA core have reached their activation levels.

If the device is already powered up when the FF pin is asserted, the device will enter
Flash*Freeze mode within 1 uys (type 1). In Flash*Freeze mode type 2 operation, entering
Flash*Freeze mode is completed within 1 us after both FF pin and LSICC signal are asserted.
Exiting Flash*Freeze mode is completed within 1 ys after deasserting the FF pin only.

If an embedded PLL is used, entering Flash*Freeze mode will automatically power down the PLL.

The PLL output clocks will stop toggling within 1 ps after the assertion of the FF pin in type 1, or
after both FF pin and LSICC signal are asserted in type 2. At the same time, 1/Os will transition
into the state specified in Table 2-6 on page 29. The user design must ensure it is safe to enter
Flash*Freeze mode.

I/Os and Globals

While entering Flash*Freeze mode, inputs, globals, and PLLs will enter their Flash*Freeze state
asynchronously to each other. As a result, clock and data glitches and narrow pulses may be
generated while entering Flash*Freeze mode, as shown in Figure 2-5.

Flash*Freeze Pin
|

External Clock

Internal Clock

N S [ s I

Enters Exits
Flash*Freeze Flash*Freeze
Mode Mode

Figure 2-5 « Narrow Clock Pulses During Flash*Freeze Entrance and Exit

I/O banks are not all deactivated simultaneously when entering Flash*Freeze mode. This can
cause clocks and inputs to become disabled at different times, resulting in unexpected data being
captured.

Upon entering Flash*Freeze mode, all inputs and globals become tied High internally (except
when an input hold state is used on IGLOO nano or IGLOO PLUS devices). If any of these signals
are driven Low or tied Low externally, they will experience a Low to High transition internally when
entering Flash*Freeze mode.

Upon entering type 2 Flash*Freeze mode, ensure the LSICC signal (active High) does not de-
assert. This can prevent the device from entering Flash*Freeze mode.

Asynchronous input to output paths may experience output glitches. For example, on a direct in-
to-out path, if the current state is '0' and the input bank turns off first, the input and then the output
will transition to '1' before the output enters its Flash*Freeze state. This can be prevented by
using latches in asynchronous in-to-out paths.

The above situations can cause glitches or invalid data to be clocked into and preserved in the
device. Refer to the "Flash*Freeze Design Guide" section on page 34 for solutions.
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+ There will be added skew and clock insertion delay due to the clock gating circuit. The user
should analyze external setup/hold times carefully. The user should also ensure the additional
skew across the clock gating filter circuit is accounted for in any paths where the launch register is
driven from the filter input clock and captured by a register driven by the gated clock filter output
clock.

Power Analysis

SmartPower identifies static and dynamic power consumption problems quickly within a design. It
provides a hierarchical view, allowing users to drill down and estimate the power consumption of
individual components or events. SmartPower analyzes power consumption for nets, gates, I/Os,
memories, clocks, cores, clock domains, power supply rails, peak power during a clock cycle, and
switching transitions.

SmartPower generates detailed hierarchical reports of the dynamic power consumption of a design for
easy inspection. These reports include design-level power summary, average switching activity, and
ambient and junction temperature readings. Enter the target clock and data frequencies for a design, and
let SmartPower perform a detailed and accurate power analysis. SmartPower supports importing files in
the VCD (Value-Change Dump) format as specified in the IEEE 1364 standard. It also supports the
Synopsys® Switching Activity Interchange Format (SAIF) standard. Support for these formats lets
designers generate switching activity information in a variety of simulators and then import this
information directly into SmartPower.

For portable or battery-operated applications, a power profile feature enables you to measure power and
battery life, based on a sequence of operational modes of the design. In most portable and battery-
operated applications, the system is seldom fully "on" 100 percent of the time. "On" is a combination of
fully active, standby, sleep, or other functional modes. SmartPower allows users to create a power profile
for a design by specifying operational modes and the percent of time the device will run in each of the
modes. Power is calculated for each of the modes, and total power is calculated based on the weighted
average of all modes.

SmartPower also provides an estimated battery life based on the power profile. The current capacity for
a given battery is entered and used to estimate the life of the battery. The result is an accurate and
realistic indication of battery life.

More information on SmartPower can be found on the Microsemi SoC Products Group website:
http://www.microsemi.com/soc/products/software/libero/smartpower.aspx.

Additional Power Conservation Techniques

IGLOO, IGLOO nano, IGLOO PLUS, ProASIC3L, and RT ProASIC3 FPGAs provide many ways to
inherently conserve power; however, there are also several design techniques that can be used to
reduce power on the board.

* Microsemi recommends that the designer use the minimum number of I/O banks possible and tie
any unused power supplies (such as Veep L, Ve, VMV, and Vpyyp) to ground.

* Leave unused I/O ports floating. Unused I/Os are configured by the software as follows:
— Output buffer is disabled (with tristate value of high impedance)
— Input buffer is disabled (with tristate value of high impedance)

+ Use the lowest available voltage I/O standard, the lowest drive strength, and the slowest slew rate
to reduce 1/0O switching contribution to power consumption.

+ Advanced and pro I/O banks may consume slightly higher static current than standard and
standard plus banks—avoid using advanced and pro banks whenever practical.

— The small static power benefit obtained by avoiding advanced or pro 1/O banks is usually
negligible compared to the benefit of using a low power 1/O standard.

+ Deselect RAM blocks that are not being used.
* Only enable read and write ports on RAM blocks when they are needed.
» Gating clocks LOW offers improved static power of RAM blocks.

+ Drive the FF port of RAM blocks with the Flash_Freeze Enabled signal from the Flash*Freeze
management IP.

« Drive inputs to the full voltage level so that all transistors are turned on or off completely.
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Each global buffer, as well as the PLL reference clock, can be driven from one of the following:
» 3 dedicated single-ended I/Os using a hardwired connection

» 2 dedicated differential I/Os using a hardwired connection (not applicable for IGLOO nano and
ProASIC3 nano devices)

* The FPGA core

Since the architecture of the devices varies as size increases, the following list details 1/O types
supported for globals:

IGLOO and ProASIC3

+ LVDS-based clock sources are available only on 250 k gate devices and above (IGLOO nano and
ProASIC3 nano devices do not support differential inputs).

» 60 k and 125 k gate devices support single-ended clock sources only.
» 15k and 30 k gate devices support these inputs for CCC only and do not contain a PLL.
* nano devices:

— 10Kk, 15k, and 20 k devices do not contain PLLs in the CCCs, and support only CLKBUF and
CLKINT.
— 60k, 125 k, and 250 k devices support one PLL in the middle left CCC position. In the

absence of the PLL, this CCC can be used by CLKBUF, CLKINT, and CLKDLY macros. The
corner CCCs support CLKBUF, CLKINT, and CLKDLY.

Fusion
» AFS600 and AFS1500: All single-ended, differential, and voltage-referenced 1/O standards (Pro
1/0).

» AFS090 and AFS250: All single-ended and differential I/O standards.

Clock Sources for PLL and CLKDLY Macros

The input reference clock (CLKA for a PLL macro, CLK for a CLKDLY macro) can be accessed from
different sources via the associated clock multiplexer tree. Each CCC has the option of choosing the
source of the input clock from one of the following:

+ Hardwired I/O

+ External I/O

+ Core Logic

* RC Oscillator (Fusion only)

» Crystal Oscillator (Fusion only)

The SmartGen macro builder tool allows users to easily create the PLL and CLKDLY macros with the
desired settings. Microsemi strongly recommends using SmartGen to generate the CCC macros.

Hardwired I/O Clock Source

Hardwired I/O refers to global input pins that are hardwired to the multiplexer tree, which directly
accesses the CCC global buffers. These global input pins have designated pin locations and are
indicated with the 1/0O naming convention Gmn (m refers to any one of the positions where the PLL core
is available, and n refers to any one of the three global input MUXes and the pin number of the
associated global location, m). Choosing this option provides the benefit of directly connecting to the
CCC reference clock input, which provides less delay. See Figure 4-9 on page 90 for an example
illustration of the connections, shown in red. If a CLKDLY macro is initiated to utilize the programmable
delay element of the CCC, the clock input can be placed at one of nine dedicated global input pin
locations. In other words, if Hardwired 1/O is chosen as the input source, the user can decide to place the
input pin in one of the GmAO, GmA1, GmA2, GmB0, GmB1, GmB2, GmCO0, GmC1, or GmC2 locations of
the low power flash devices. When a PLL macro is used to utilize the PLL core in a CCC location, the
clock input of the PLL can only be connected to one of three GmA* global pin locations: GmAQ, GmA1, or
GmA2.
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Figure 4-36 « Second-Stage PLL Showing Input of 256 MHz from First Stage and Final Output of 280 MHz

Figure 4-37 shows the simulation results, where the first PLL’'s output period is 3.9 ns (~256 MHz), and
the stage 2 (final) output period is 3.56 ns (~280 MHz).

= wave - default ==
File. Edit View Insert. Format Tools Window

|08 || s 2@|| KX ||EFIEIEEES ||\ Bl @ Q & B

Mestbench/powerdawn oilF | I
:.'.::i :::i

100000000 ps

- S 52} i ] )il / /

6237550 ps to 6296120 ps | Now: 1 ms Delta: 3 / /

Stage 1 Output Clock Period Stage 2 Output Clock Period

Figure 4-37 « ModelSim Simulation Results
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SRAM and FIFO Memories in Microsemi's Low Power Flash Devices

SRAM/FIFO Support in Flash-Based Devices

The flash FPGAs listed in Table 6-1 support SRAM and FIFO blocks and the functions described in this

document.

Table 6-1 « Flash-Based FPGAs

Series Family” Description
IGLOO IGLOO Ultra-low power 1.2 V to 1.5 V FPGAs with Flash*Freeze technology
IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards
IGLOO nano The industry’s lowest-power, smallest-size solution
IGLOO PLUS IGLOO FPGAs with enhanced I/O capabilities
ProASIC3 ProASIC3 Low power, high-performance 1.5V FPGAs
ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and additional I/O standards
ProASIC3 nano Lowest-cost solution with enhanced 1/O capabilities
ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology
RT ProASIC3 Radiation-tolerant RT3PE600L and RT3PE3000L
Military ProASIC3/EL | Military temperature A3BPE600OL, A3P1000, and A3PE3000L
Automotive ProASIC3 | ProASIC3 FPGAs qualified for automotive applications
Fusion Fusion Mixed signal FPGA integrating ProASIC3 FPGA fabric, programmable
analog block, support for ARM® Cortex™-M1 soft processors, and flash
memory into a monolithic device
Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,

and packaging information.

IGLOO Terminology

In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 6-1. Where the information applies to only one product line or limited devices, these exclusions
will be explicitly stated.

ProASIC3 Terminology

In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 6-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.

To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGAs Portfolio.
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SmartGen enables the user to configure the desired RAM element to use either a single clock for read
and write, or two independent clocks for read and write. The user can select the type of RAM as well as
the width/depth and several other parameters (Figure 6-13).

|
-
Clock:

* Single Read it Clock
" Independent Read and rite Clocks

‘wiite/Fead Depth:

wiite/Read Width:

—write Clock —Read Clack.
{+ Rizing " Risitg
" Falling " Falling
— Rak Type — Reset
e et & Active Law
= Active High
" Dual Part RBIAIE
" Mane
Wit Enable —Read Enable
& Active Law & Active Law
= Active High = Active High
" Read Pipeline & I~ | Bead Pipeline B
= wite M ode A = wite M ode B
 Fetair Dutput Data  Fetait Dutput Data
(" Fass Wiite Data to Dutmut (" Fass Wiite Data to Outmut

Fieset | Fort b apping | Help Cancel

Generate I

Figure 6-13 « SmartGen Memory Configuration Interface

SmartGen also has a Port Mapping option that allows the user to specify the names of the ports
generated in the memory block (Figure 6-14).

x|
Port Port Hame
Diata In DATA
Diata Out !
\Write Enable WWE
Read Enable RE
Write Address WADDRESS
Read Address RADDRESS
Clock CLCZH
Reset RESET
Cancel Help

Figure 6-14 « Port Mapping Interface for SmartGen-Generated Memory

SmartGen also configures the FIFO according to user specifications. Users can select no flags, static
flags, or dynamic flags. Static flag settings are configured using configuration flash and cannot be altered
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Features Supported on Every I/O

Table 7-5 lists all features supported by transmitter/receiver for single-ended and differential 1/Os.
Table 7-6 on page 180 lists the performance of each I/O technology.

Table 7-5 « I/O Features

Feature Description
All l/O » High performance (Table 7-6 on page 180)

» Electrostatic discharge (ESD) protection
» |/O register combining option

Single-Ended Transmitter Features * Hot-swap:

— 30K gate devices: hot-swap in every mode

— All other IGLOO and ProASIC3 devices: no hot-
swap

* Output slew rate: 2 slew rates (except 30K gate
devices)

*  Weak pull-up and pull-down resistors
*  Output drive: 3 drive strengths
* Programmable output loading

+ Skew between output buffer enable/disable time: 2
ns delay on rising edge and 0 ns delay on falling
edge (see the "Selectable Skew between Output
Buffer Enable and Disable Times" section on
page 199 for more information)

*  LVTTL/LVCMOS 3.3 V outputs compatible with 5 V
TTL inputs

Single-Ended Receiver Features * 5 V-input—tolerant receiver (Table 7-12 on page 193)

» Separate ground plane for GNDQ pin and power
plane for VMV pin are used for input buffer to reduce
output-induced noise.

Differential Receiver  Features—250K Separate ground plane for GNDQ pin and power
through 1M Gate Devices plane for VMV pin are used for input buffer to reduce
output-induced noise.

CMOS-Style LVDS, B-LVDS, M-LVDS, or Two I/Os and external resistors are used to provide a
LVPECL Transmitter CMOS-style LvVDS, DDR LVDS, B-LVDS, and
M-LVDS/LVPECL transmitter solution.

* High slew rate

*  Weak pull-up and pull-down resistors
* Programmable output loading

Revision 4 179



& Microsemi

1/0O Structures in IGLOO and ProASIC3 Devices

Table 7-6 « Maximum 1/O Frequency for Single-Ended and Differential I/Os in All Banks in IGLOO
and ProASIC Devices (maximum drive strength and high slew selected)

Maximum Performance
IGLOO V2 or V5

Devices, 1.5V DC Core IGLOO V2,12V DC
Specification ProASIC3 Supply Voltage Core Supply Voltage
LVTTL/LVCMOS 3.3 V 200 MHz 180 MHz TBD
LVCMOS 2.5V 250 MHz 230 MHz TBD
LVCMOS 1.8V 200 MHz 180 MHz TBD
LVCMOS 1.5V 130 MHz 120 MHz TBD
PCI 200 MHz 180 MHz TBD
PCI-X 200 MHz 180 MHz TBD
LvDS 350 MHz 300 MHz TBD
LVPECL 350 MHz 300 MHz TBD
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Table 7-13 « Comparison Table for 5 V-Compliant Receiver Solutions

Solution Board Components Speed Current Limitations

1 Two resistors Low to High1 Limited by transmitter's drive strength

2 Resistor and Zener 3.3 V Medium Limited by transmitter's drive strength

3 Bus switch High N/A

4 Minimum resistor valug?345 Medium Maximum diode current at 100% duty cycle, signal
R=47QatT;=70°C constantly at 1
R=150QatT,=85°C 52.7 mA at T;=70°C / 10-year lifetime
R =420 QatT,=100°C 16.5 mA at T; = 85°C / 10-year lifetime

5.9 mAat T;=100°C / 10-year lifetime

For duty cycles other than 100%, the currents can be
increased by a factor of 1/ (duty cycle).

Example: 20% duty cycle at 70°C

Maximum current = (1 /0.2) x 52.7 mA =5 x 52.7 mA =
263.5 mA

Notes:

1.

2.
3.
4

Speed and current consumption increase as the board resistance values decrease.
Resistor values ensure 1/0O diode long-term reliability.
At 70°C, customers could still use 420 2 on every /0.

. At 85°C, a 5V solution on every other 1/O is permitted, since the resistance is lower (150 ) and the current is

higher. Also, the designer can still use 420 Q2 and use the solution on every /0.
At 100°C, the 5 V solution on every I/O is permitted, since 420 Q2 are used to limit the current to 5.9 mA.

5V Output Tolerance

IGLOO and ProASIC3 I/Os must be set to 3.3 V LVTTL or 3.3 V LVCMOS mode to reliably drive 5V TTL
receivers. It is also critical that there be NO external 1/O pull-up resistor to 5V, since this resistor would
pull the I/O pad voltage beyond the 3.6 V absolute maximum value and consequently cause damage to
the 1/0.

When set to 3.3V LVTTL or 3.3V LVCMOS mode, the 1/Os can directly drive signals into 5V TTL
receivers. In fact, VOL=04V and VOH=24V in both 3.3V LVTTL and 3.3V LVCMOS modes
exceeds the VIL=0.8 V and VIH = 2 V level requirements of 5V TTL receivers. Therefore, level 1 and
level 0 will be recognized correctly by 5V TTL receivers.

Schmitt Trigger

A Schmitt trigger is a buffer used to convert a slow or noisy input signal into a clean one before passing it
to the FPGA. Using Schmitt trigger buffers guarantees a fast, noise-free input signal to the FPGA.

The Schmitt trigger is available for the LVTTL, LVCMOS, and 3.3 V PCI I/O standards.

This feature can be implemented by using a Physical Design Constraints (PDC) command (Table 7-5 on
page 179) or by selecting a check box in the 1/0 Attribute Editor in Designer. The check box is cleared by
default.
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I/O Structures in IGLOOe and ProASIC3E

Introduction

Low power flash devices feature a flexible I/O structure, supporting a range of mixed voltages (1.2V, 1.5V,
1.8V, 2.5V, and 3.3 V) through bank-selectable voltages. IGLOO®e, ProASIC®3EL, and ProASIC3E

families support Pro I/Os.

Users designing I/O solutions are faced with a number of implementation decisions and configuration
choices that can directly impact the efficiency and effectiveness of their final design. The flexible 1/0
structure, supporting a wide variety of voltages and I/O standards, enables users to meet the growing
challenges of their many diverse applications. The Libero SoC software provides an easy way to
implement 1/O that will result in robust I/0 design.

This document first describes the two different 1/0 types in terms of the standards and features they
support. It then explains the individual features and how to implement them in Libero SoC.

1/0/Q0 1 2
Input Input
Register Register
I b—
To FPGA Core A Y Pull-Up/-Down
| Resistor Control
CLR/PRE
[
/10 /Q1 3
InPUt Scan PAD
ICE Reglsttz &
10/ ICLK CLR/PRE |
Scan Signal Drive Strength
ﬁ Scan and Slew Rate Control
) A A A E = Enable Pin
1/0 /1 DO 4
Output
OCE Register
From FPGA Core
—_— 0—' CLR/PRE
1/10/D1/ICE 5
ICE | Output
Register
1/0 / OCLK ® CLR/PRE
1/0/ OE 6
Output
OCE Enable
>Register
o
1/0/ CLR or /O / PRE / OCE | cLrPRE

Figure 8-1 « DDR Configured 1/0 Block Logical Representation
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Input Support for DDR

The basic structure to support a DDR input is shown in Figure 10-2. Three input registers are used to
capture incoming data, which is presented to the core on each rising edge of the 1/O register clock. Each

1/0O tile supports DDR inputs.

INBUF_SSTL2_IppRr ReG
PAD Y

PAD D QR QR

CLK > QF QF
CLR

CLR |

Figure 10-2 « DDR Input Register Support in Low Power Flash Devices

Output Support for DDR

The basic DDR output structure is shown in Figure 10-1 on page 271. New data is presented to the

output every half clock cycle.

Note: DDR macros and I/O registers do not require additional routing. The combiner automatically
recognizes the DDR macro and pushes its registers to the I/O register area at the edge of the chip.
The routing delay from the 1/O registers to the I/O buffers is already taken into account in the DDR

macro.

DDR ouT OUTBUF_SSTL3.|
D | PAD

DR Q | X

DF

DataR
DataF

CLK —D
CLR
CLR —— |

Figure 10-3 « DDR Output Register (SSTL3 Class 1)
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DDR Tristate Output Register

INV
Trien 3
<
C
2
DDR_OUT =
DataR DR Q
DataF DF
CLK N TRIBUFF_F_8U
CLR
CI_R——————|

Figure 10-7 « DDR Tristate Output Register, LOW Enable, 8 mA, Pull-Up (LVTTL)

Verilog

module DDR_TriStateBuf_ LVTTL_8mA_HighSlew_LowEnb_PullUp(DataR, DataF, CLR, CLK, Trien,
PAD);

input DataR, DataF, CLR, CLK, Trien;
output PAD;

wire TrienAux, Q;

INV Inv_Tri(.A(Trien), .Y(TrienAux));
DDR_OUT DDR_OUT_O_inst(.DR(DataR), .DF(DataF), .CLK(CLK), .CLR(CLR), .Q(Q)):;
TRIBUFF_F_8U TRIBUFF_F_8U_0_inst(.D(Q), -E(TrienAux), .PAD(PAD));

endmodule

VHDL

library ieee;

use ieee.std_logic_1164.all;
library proasic3; use proasic3.all;

entity DDR_TriStateBuf LVTTL_8mA_HighSlew_LowEnb_PullUp is
port(DataR, DataF, CLR, CLK, Trien : in std_logic; PAD : out std_logic) ;
end DDR_TriStateBuf LVTTL_8mA_HighSlew_LowEnb_PullUp;

architecture DEF_ARCH of DDR_TriStateBuf_LVTTL_8mA_HighSlew_LowEnb_PullUp is
component INV
port(A : in std_logic := "U"; Y : out std_logic) ;
end component;
component DDR_OUT
port(DR, DF, CLK, CLR : in std_logic := "U"; Q : out std_logic) ;
end component;
component TRIBUFF_F_8U
port(D, E : in std_logic := "U"; PAD : out std_logic) ;
end component;
signal TrienAux, Q : std_logic ;

begin

Inv_Tri - INV
port map(A => Trien, Y => TrienAux);
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Programmer Ordering Codes

The products shown in Table 11-4 can be ordered through Microsemi sales and will be shipped directly
from Microsemi. Products can also be ordered from Microsemi distributors, but will still be shipped
directly from Microsemi. Table 11-4 includes ordering codes for the full kit, as well as codes for
replacement items and any related hardware. Some additional products can be purchased from external
suppliers for use with the programmers. Ordering codes for adapter modules used with Silicon Sculptor
are available at http://www.microsemi.com/soc/products/hardware/program_debug/ss/modules.aspx.

Table 11-4 « Programming Ordering Codes

Description Vendor Ordering Code Comment

FlashPro4 ISP Microsemi FLASHPRO 4 Uses a 2x5, RA male header connector
programmer

FlashPro Lite ISP Microsemi FLASHPRO LITE Supports small programming header or
programmer large header through header converter

(not included)

Silicon Sculptor 3 Microsemi| SILICON-SCULPTOR 3 |USB 2.0 high-speed production
programmer

Silicon Sculptor Il Microsemi| SILICON-SCULPTOR Il [Requires add-on adapter modules to
support devices

Silicon Sculptor ISP |Microsemi| SMPA-ISP-ACTEL-3-KIT [Ships with both large and small header

module support

ISP cable for small [Microsemi ISP-CABLE-S Supplied with SMPA-ISP-ACTEL-3-KIT
header

ISP cable for large  [Microsemi PA-ISP-CABLE Supplied with SMPA-ISP-ACTEL-3-KIT
header

Programmer Device Support
Refer to www.microsemi.com/soc for the current information on programmer and device support.

Certified Programming Solutions

The Microsemi-certified programmers for flash devices are FlashPro4, FlashPro3, FlashPro Lite,
FlashPro, Silicon Sculptor Il, Silicon Sculptor 3, and any programmer that is built by BP Microsystems. All
other programmers are considered noncertified programmers.

* FlashPro4, FlashPro3, FlashPro Lite, FlashPro

The Microsemi family of FlashPro device programmers provides in-system programming in an
easy-to-use, compact system that supports all flash families. Whether programming a board
containing a single device or multiple devices connected in a chain, the Microsemi line of
FlashPro programmers enables fast programming and reprogramming. Programming with the
FlashPro series of programmers saves board space and money as it eliminates the need for
sockets on the board. There are no built-in algorithms, so there is no delay between product
release and programming support. The FlashPro programmer is no longer available.

» Silicon Sculptor 3, Silicon Sculptor I

Silicon Sculptor 3 and Silicon Sculptor Il are robust, compact, single-device programmers with
standalone software for the PC. They are designed to enable concurrent programming of multiple
units from the same PC with speeds equivalent to or faster than previous Microsemi
programmers.

* Noncertified Programmers

Microsemi does not test programming solutions from other vendors, and DOES NOT guarantee
programming yield. Also, Microsemi will not perform any failure analysis on devices programmed
on non-certified programmers. Please refer to the Programming and Functional Failure
Guidelines document for more information.
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Security in Action

This section illustrates some applications of the security advantages of Microsemi’s devices (Figure 12-6).

Plaintext ) AES
Source File Encryption
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Cipher Text
Source File
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Domain
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2 g | £
4] ® ©
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AES Decryption Core

v

FlashROM FPGA Core Flash Blocksl

Flash Device

Note: Flash blocks are only used in Fusion devices
Figure 12-6 « Security Options
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Programming File Header Definition

In each STAPL programming file generated, there will be information about how the AES key and
FlashLock Pass Key are configured. Table 12-8 shows the header definitions in STAPL programming
files for different security levels.

Table 12-8 « STAPL Programming File Header Definitions by Security Level

Security Level STAPL File Header Definition

No security (no FlashLock Pass Key or AES key) NOTE "SECURITY" “Disable";

FlashLock Pass Key with no AES key NOTE "SECURITY™ “KEYED ™;

FlashLock Pass Key with AES key NOTE "SECURITY™ "KEYED ENCRYPT "';
Permanent Security Settings option enabled NOTE "SECURITY" "PERMLOCK ENCRYPT *;

AES-encrypted FPGA array (for programming updates)  [NOTE "SECURITY™ “ENCRYPT CORE *';
AES-encrypted FlashROM (for programming updates) NOTE "SECURITY™ "ENCRYPT FROM ™;

AES-encrypted FPGA array and FlashROM (for |NOTE "SECURITY™ “ENCRYPT FROM CORE *';
programming updates)

Example File Headers

STAPL Files Generated with FlashLock Key and AES Key Containing Key Information
* FlashLock Key / AES key indicated in STAPL file header definition

* Intended ONLY for secured/trusted environment programming applications

NOTE "CREATOR'" '‘Designer Version: 6.1.1.108";

NOTE "DEVICE"™ "A3PE600";

NOTE "PACKAGE™ 208 PQFP';

NOTE "'DATE™ ''2005/04/08";

NOTE "STAPL_VERSION'" "JESD71";

NOTE *"IDCODE" "'$123261CF";

NOTE "DESIGN"™ "counter32";

NOTE "'CHECKSUM™ ""$EDB9';

NOTE "SAVE_DATA™ "FRomStream™;

NOTE "SECURITY"™ "KEYED ENCRYPT ;

NOTE "ALG_VERSION™ "1'";

NOTE ""MAX_FREQ™ '20000000";

NOTE "'SILSIG" '$00000000";

NOTE "PASS_KEY' "'$00123456789012345678901234567890";
NOTE "AES_KEY' "$ABCDEFABCDEFABCDEFABCDEFABCDEFAB'";
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List of Changes

The following table lists critical changes that were made in each revision of the chapter.

Date Changes Page

August 2012 This chapter will now be published standalone as an application note in addition to N/A
being part of the IGLOO/ProASIC3/Fusion FPGA fabric user’s guides (SAR 38769).

The "ISP Programming Header Information" section was revised to update the 335
description of FP3-10PIN-ADAPTER-KIT in Table 13-3 ¢ Programming Header
Ordering Codes, clarifying that it is the adapter kit used for ProASICPLYS hased
boards, and also for ProASIC3 based boards where a compact programming
header is being used (SAR 36779).

June 2011 The VPUMP programming mode voltage was corrected in Table 13-2 « Power 329
Supplies. The correct value is 3.15 V to 3.45 V (SAR 30668).

The notes associated with Figure 13-5 « Programming Header (top view) and| 335, 337
Figure 13-6 « Board Layout and Programming Header Top View were revised to
make clear the fact that IGLOO nano V2 devices can be programmed at 1.2 V (SAR
30787).

Figure 13-6 « Board Layout and Programming Header Top View was revised to 337
include resistors tying TCK and TRST to GND. Microsemi recommends tying off
TCK and TRST to GND if JTAG is not used (SAR 22921). RT ProASIC3 was added
to the list of device families.

In the "ISP Programming Header Information" section, the kit for adapting 335
ProASICELUS devices was changed from FP3-10PIN-ADAPTER-KIT to FP3-26PIN-
ADAPTER-KIT (SAR 20878).

July 2010 This chapter is no longer published separately with its own part number and version N/A
but is now part of several FPGA fabric user’s guides.

References to FlashPro4 and FlashPro3X were added to this chapter, giving N/A
distinctions between them. References to SmartGen were deleted and replaced
with Libero IDE Catalog.

The "ISP Architecture" section was revised to indicate that V2 devices can be 327
programmed at 1.2 V VCC with FlashPro4.

SmartFusion was added to Table 13-1 ¢ Flash-Based FPGAs Supporting ISP. 328

The "Programming Voltage (VPUMP) and VJTAG" section was revised and 1.2 V 329
was added to Table 13-2 « Power Supplies.

The "Nonvolatile Memory (NVM) Programming Voltage" section is new. 329

Cortex-M3 was added to the "Cortex-M1 and Cortex-M3 Device Security" section. 331

In the "ISP Programming Header Information" section, the additional header 335
adapter ordering number was changed from FP3-26PIN-ADAPTER to FP3-10PIN-
ADAPTER-KIT, which contains 26-pin migration capability.

The description of NC was updated in Figure 13-5 « Programming Header (top | 335, 336
view), Table 13-4 + Programming Header Pin Numbers and Description and
Figure 13-6 « Board Layout and Programming Header Top View.

The "Symptoms of a Signal Integrity Problem" section was revised to add that 337
customers are expected to troubleshoot board-level signal integrity issues by
measuring voltages and taking scope plots. "FlashPro4/3/3X allows TCK to be
lowered from 6 MHz down to 1 MHz to allow you to address some signal integrity
problems" formerly read, "from 24 MHz down to 1 MHz." "The Scan Chain
command expects to see 0x2" was changed to Ox1.
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useless to the thief. To learn more about the low power flash devices’ security features, refer to the
"Security in Low Power Flash Devices" section on page 301.

ProASIC3

MAC
Validation

A
i Decrypted [Stream
Designer Software AES KEY ryp
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AES AES
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TCP/IP
Public Network

Encrypted Stream Encrypted Stream

Figure 15-5 « ProASIC3 Device Encryption Flow

Conclusion

The Fusion, IGLOO, and ProASIC3 FPGAs are ideal for applications that require field upgrades. The
single-chip devices save board space by eliminating the need for EEPROM. The built-in AES with MAC
enables transmission of programming data over any network without fear of design theft. Fusion, IGLOO,
and ProASIC3 FPGAs are IEEE 1532—compliant and support STAPL, making the target programming
software easy to implement.
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