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IGLOO, IGLOO PLUS, IGLOO nano,
ProASIC3L, or RT ProASIC3 Device

Flash*Freeze (FF) Pin
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Figure 2-3 « Flash*Freeze Mode Type 2 — Controlled by Flash*Freeze Pin and Internal Logic (LSICC signal)
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Figure 2-4 « Flash*Freeze Mode Type 2 — Timing Diagram
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During Flash*Freeze Mode

PLLs are turned off during Flash*Freeze mode.

1/0O pads are configured according to Table 2-5 on page 28 and Table 2-6 on page 29.

Inputs and input clocks to the FPGA can toggle without any impact on static power consumption,
assuming weak pull-up or pull-down is not selected.

If weak pull-up or pull-down is selected and the input is driven to the opposite direction, power
dissipation will occur.

Any toggling signals will be charging and discharging the package pin capacitance.

IGLOO and ProASIC3L outputs will be tristated unless the 1/O is configured with weak pull-up or
pull-down. The output of the I/O to the FPGA core is logic High regardless of whether the I/O pin

is configured with a weak pull-up or pull-down. Refer to Table 2-5 on page 28 for more
information.

IGLOO nano and IGLOO PLUS output behavior will be based on the configuration defined by the
user. Refer to Table 2-6 on page 29 for a description of output behavior during Flash*Freeze
mode.

The JTAG circuit is active; however, JTAG operations, such as JTAG commands, JTAG bypass,
programming, and authentication, cannot be executed. The device must exit Flash*Freeze mode
before JTAG commands can be sent. TCK should be static to avoid extra power consumption
from the JTAG state machine.

The FF pin must be externally asserted for the device to stay in Flash*Freeze mode.

The FF pin is still active; i.e., the pin is used to exit Flash*Freeze mode when deasserted.

Exiting Flash*Freeze Mode
I/Os and Globals

PLLs

While exiting Flash*Freeze mode, inputs and globals will exit their Flash*Freeze state
asynchronously to each other. As a result, clock and data glitches and narrow pulses may be
generated while exiting Flash*Freeze mode, unless clock gating schemes are used.

1/0 banks are not all activated simultaneously when exiting Flash*Freeze mode. This can cause
clocks and inputs to become enabled at different times, resulting in unexpected data being
captured.

Upon exiting Flash*Freeze mode, inputs and globals will no longer be tied High internally (does
not apply to input hold state on IGLOO nano and IGLOO PLUS). If any of these signals are driven
Low or tied Low externally, they will experience a High-to-Low transition internally when exiting
Flash*Freeze mode.

Applies only to IGLOO nano and IGLOO PLUS: Output hold state is asynchronously controlled by
the signal driving the output buffer (output signal). This ensures a clean, glitch-free transition from
hold state to output drive. However, any glitches on the output signal during exit from
Flash*Freeze mode may result in glitches on the output pad.

The above situations can cause glitches or invalid data to be clocked into and preserved in the
device. Refer to the "Flash*Freeze Design Guide" on page 34 for solutions.

If the embedded PLL is used, the design must allow maximum acquisition time (per device
datasheet) for the PLL to acquire the lock signal.

Flash*Freeze Pin Locations

Refer to the Pin Descriptions and Packaging chapter of specific device datasheets for information
regarding Flash*Freeze pin location on the available packages. The Flash*Freeze pin location is
independent of the device, allowing migration to larger or smaller devices while maintaining the same pin
location on the board.
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Phase Adjustment

The four phases available (0, 90, 180, 270) are phases with respect to VCO (PLL output). The
VCO is divided to achieve the user's CCC required output frequency (GLA, YB/GLB, YC/GLC). The
division happens after the selection of the VCO phase. The effective phase shift is actually the VCO
phase shift divided by the output divider. This is why the visual CCC shows both the actual achievable
phase and more importantly the actual delay that is equivalent to the phase shift that can be
achieved.

Dynamic PLL Configuration

The CCCs can be configured both statically and dynamically.

In addition to the ports available in the Static CCC, the Dynamic CCC has the dynamic shift register
signals that enable dynamic reconfiguration of the CCC. With the Dynamic CCC, the ports CLKB and
CLKC are also exposed. All three clocks (CLKA, CLKB, and CLKC) can be configured independently.

The CCC block is fully configurable. The following two sources can act as the CCC configuration bits.

Flash Configuration Bits
The flash configuration bits are the configuration bits associated with programmed flash switches. These

bits are used when the CCC is in static configuration mode. Once the device is programmed, these bits
cannot be modified. They provide the default operating state of the CCC.

Dynamic Shift Register Outputs

This source does not require core reprogramming and allows core-driven dynamic CCC reconfiguration.
When the dynamic register drives the configuration bits, the user-defined core circuit takes full control
over SDIN, SDOUT, SCLK, SSHIFT, and SUPDATE. The configuration bits can consequently be
dynamically changed through shift and update operations in the serial register interface. Access to the
logic core is accomplished via the dynamic bits in the specific tiles assigned to the PLLs.

Figure 4-21 illustrates a simplified block diagram of the MUX architecture in the CCCs.

SDIN > Flash
SDOUT -+——— . . <80:0>* )
SCLK Dynam_lc Shift Programming
SSHIFT ; Register Configuration
SUPDATE — <80> Bits

RESET _ENABLE <——]
<79:0> <79:0>*

Y Y

MODE —>\ /

Configuration Bits

Note: *For Fusion, bit <88:81> is also needed.
Figure 4-21 « The CCC Configuration MUX Architecture

The selection between the flash configuration bits and the bits from the configuration register is made
using the MODE signal shown in Figure 4-21. If the MODE signal is logic HIGH, the dynamic shift
register configuration bits are selected. There are 81 control bits to configure the different functions of the
CCC.
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wire VCC, GND;

VCC VCC_1 net(.Y(VCC));

GND GND_1_net(.Y(GND));

PLL Core(.CLKA(CLKA), .EXTFB(GND), .POWERDOWN(POWERDOWN),
.GLA(GLA), .LOCK(LOCK), .GLBQ, -YBQ, -GLCQ, -YCQ,
.OADIVO(GND), .OADIV1(GND), .OADIV2(GND), .OADIV3(GND),
_.OADIV4(GND), .OAMUXO(GND), .OAMUXL1(GND), .OAMUX2(VCC),
.DLYGLAO(GND), .DLYGLA1(GND), .DLYGLA2(GND), .DLYGLA3(GND)
, -DLYGLA4(GND), -OBDIVO(GND), .OBDIV1(GND), .OBDIV2(GND),
.OBDIV3(GND), .OBDIV4(GND), .OBMUXO(GND), .OBMUX1(GND),
.OBMUX2(GND), .DLYYBO(GND), .DLYYB1(GND), .DLYYB2(GND),
.DLYYB3(GND), .DLYYB4(GND), .DLYGLBO(GND), .DLYGLB1(GND),
.DLYGLB2(GND), .DLYGLB3(GND), .DLYGLB4(GND), .OCDIVO(GND),
.OCDIV1(GND), .OCDIV2(GND), .OCDIV3(GND), .OCDIV4(GND),
.OCMUXO(GND), .OCMUX1(GND), .OCMUX2(GND), .DLYYCO(GND),
_.DLYYC1(GND), .DLYYC2(GND), .DLYYC3(GND), .DLYYC4(GND),
.DLYGLCO(GND), .DLYGLC1(GND), .DLYGLC2(GND), .DLYGLC3(GND)
, -DLYGLC4(GND), -FINDIVO(VCC), -FINDIV1(GND), -FINDIV2(
VCC), -FINDIV3(GND), .FINDIV4(GND), .FINDIV5(GND),
.FINDIV6(GND), .FBDIVO(VCC), .FBDIV1(GND), -FBDIV2(VCC),
.FBDIV3(GND), .FBDIV4(GND), .FBDIV5(GND), .FBDIV6(GND),
.FBDLYO(GND), .FBDLYL1(GND), .FBDLY2(GND), .FBDLY3(GND),
.FBDLY4(GND), .FBSELO(VCC), .FBSEL1(GND), .XDLYSEL(GND),
_VCOSELO(GND), .VCOSEL1(GND), .VCOSEL2(GND));

defparam Core.VCOFREQUENCY = 33.000;

endmodule

The "PLL Configuration Bits Description" section on page 106 provides descriptions of the PLL
configuration bits for completeness. The configuration bits are shown as busses only for purposes of
illustration. They will actually be broken up into individual pins in compilation libraries and all simulation
models. For example, the FBSEL[1:0] bus will actually appear as pins FBSEL1 and FBSELO. The setting
of these select lines for the static PLL configuration is performed by the software and is completely
transparent to the user.
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256x%18 FIFO is full, even though a 128x18 FIFO was requested. For this example, the Almost-Full flag
can be used instead of the Full flag to signal when the 128th data word is reached.

To accommodate different aspect ratios, the almost-full and almost-empty values are expressed in terms
of data bits instead of data words. SmartGen translates the user’s input, expressed in data words, into
data bits internally. SmartGen allows the user to select the thresholds for the Almost-Empty and Almost-
Full flags in terms of either the read data words or the write data words, and makes the appropriate
conversions for each flag.

After the empty or full states are reached, the FIFO can be configured so the FIFO counters either stop or
continue counting. For timing numbers, refer to the appropriate family datasheet.

Signal Descriptions for FIFO4K18
The following signals are used to configure the FIFO4K18 memory element:

WW and RW
These signals enable the FIFO to be configured in one of the five allowable aspect ratios (Table 6-6).

Table 6-6 « Aspect Ratio Settings for WW[2:0]

WWI[2:0] RWI[2:0] DxW
000 000 4kx1
001 001 2kx2
010 010 1kx4
011 011 512x9
100 100 256%18
101, 110, 111 101, 110, 111 Reserved

WBLK and RBLK

These signals are active-low and will enable the respective ports when LOW. When the RBLK signal is

HIGH, that port’s outputs hold the previous value.

WEN and REN

Read and write enables. WEN is active-low and REN is active-high by default. These signals can be

configured as active-high or -low.

WCLK and RCLK

These are the clock signals for the synchronous read and write operations. These can be driven

independently or with the same driver.

Note: For the Automotive ProASIC3 FIFO4K18, for the same clock, 180° out of phase (inverted)
between clock pins should be used.

RPIPE

This signal is used to specify pipelined read on the output. A LOW on RPIPE indicates a nonpipelined

read, and the data appears on the output in the same clock cycle. A HIGH indicates a pipelined read, and

data appears on the output in the next clock cycle.

RESET

This active-low signal resets the control logic and forces the output hold state registers to zero when

asserted. It does not reset the contents of the memory array (Table 6-7 on page 160).

While the RESET signal is active, read and write operations are disabled. As with any asynchronous
RESET signal, care must be taken not to assert it too close to the edges of active read and write clocks.
WD

This is the input data bus and is 18 bits wide. Not all 18 bits are valid in all configurations. When a data
width less than 18 is specified, unused higher-order signals must be grounded (Table 6-7 on page 160).
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Pipeline Register
module D_pipeline (Data, Clock, Q);

input [3:0] Data;
input Clock;
output [3:0] Q;

reg [3:0] Q;
always @ (posedge Clock) Q <= Data;

endmodule

4x4 RAM Block (created by SmartGen Core Generator)
module mem_block(DI,DO,WADDR,RADDR,WRB,RDB,WCLOCK ,RCLOCK) ;

input [3:0] DI;

output [3:0] DO;

input [1:0] WADDR, RADDR;

input WRB, RDB, WCLOCK, RCLOCK;

wire WEBP, WEAP, VCC, GND;

VCC VCC_1_net(.Y(VCC));

GND GND_1_net(.Y(GND));

INV WEBUBBLEB(.A(WRB), .Y(WEBP));

RAM4K9 RAMBLOCKO( .ADDRA11(GND), -ADDRA1O(GND), .ADDRA9(GND), .ADDRA8(GND),
.ADDRA7(GND), .ADDRAG(GND), .ADDRA5(GND), .ADDRA4(GND), .ADDRA3(GND), .ADDRA2(GND),
.ADDRA1(RADDR[1]), -ADDRAO(RADDR[0]), -ADDRB11(GND), .ADDRB10(GND), .ADDRB9(GND),
.ADDRB8(GND), .ADDRB7(GND), .ADDRB6(GND), .ADDRB5(GND), .ADDRB4(GND), .ADDRB3(GND),
.ADDRB2(GND), .ADDRB1(WADDR[1]), .ADDRBO(WADDR[0]), .DINA8S(GND), -DINA7(GND),
.DINA6(GND), .DINA5(GND), .DINA4(GND), .DINA3(GND), .DINA2(GND), -DINAL(GND),
.DINAO(GND), .DINB8(GND), -DINB7(GND), .DINB6(GND), .DINB5(GND), -DINB4(GND),
.DINB3(DI[3]), .DINB2(DI[2]), -DINBL(DI[1]), -DINBO(DI[0]), .WIDTHAO(GND),
.WIDTHAL(VCC), .WIDTHBO(GND), .WIDTHB1(VCC), .PIPEA(GND), .PIPEB(GND),
.WMODEA(GND), .WMODEB(GND), .BLKA(WEAP), .BLKB(WEBP), .WENA(VCC), -WENB(GND),
.CLKA(RCLOCK), .CLKB(WCLOCK), .RESET(VCC), .DOUTA8(), -DOUTA7()., -DOUTA6(Q),
-.DOUTA5(), -DOUTA4(), .DOUTA3(DO[3]), -DOUTA2(DO[2]), -DOUTA1(DO[1]),
.DOUTAO(DO[0]), -DOUTB8(), -DOUTB7(), -DOUTB6(), .DOUTB5(), .DOUTB4(), .DOUTB3(),
.DOUTB2(), .DOUTB1(), .DOUTBOQ));

INV WEBUBBLEA(.A(RDB), .Y(WEAP));

endmodule
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Software Support

The SmartGen core generator is the easiest way to select and configure the memory blocks
(Figure 6-12). SmartGen automatically selects the proper memory block type and aspect ratio, and
cascades the memory blocks based on the user's selection. SmartGen also configures any additional

signals that may require tie-off.
SmartGen will attempt to use the minimum number of blocks required to implement the desired memory.
When cascading, SmartGen will configure the memory for width before configuring for depth. For
example, if the user requests a 256x8 FIFO, SmartGen will use a 512x9 FIFO configuration, not 256x18.
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Figure 6-12 « SmartGen Core Generator Interface
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Table 7-10 « Hot-Swap Level 3

Description

Hot-swap while bus idle

Power Applied to Device

Yes

Bus State

Held idle (no ongoing I/O processes during
insertion/removal)

Card Ground Connection

Reset must be maintained for 1 ms before, during,
and after insertion/removal.

Device Circuitry Connected to Bus Pins

Must remain glitch-free during power-up or power-
down

Example Application

Board bus shared with card bus is "frozen," and
there is no toggling activity on the bus. It is critical
that the logic states set on the bus signal not be
disturbed during card insertion/removal.

Compliance of IGLOO and ProASIC3 Devices

30K gate devices, all IGLOOe/ProASIC3E
devices: Compliant with two levels of staging (first:
GND; second: all other pins)

Other IGLOO/ProASIC3 devices: Compliant:

Option A — Two levels of staging (first: GND;
second: all other pins) together with bus switch on
the 1/0s

Option B — Three levels of staging (first: GND;
second: supplies; third: all other pins)

Table 7-11 « Hot-Swap Level 4

Description

Hot-swap on an active bus

Power Applied to Device

Yes

Bus State

Bus may have active 1/0 processes ongoing, but
device being inserted or removed must be idle.

Card Ground Connection

Reset must be maintained for 1 ms before, during,
and after insertion/removal.

Device Circuitry Connected to Bus Pins

Must remain glitch-free during power-up or power-
down

Example Application

There is activity on the system bus, and it is critical
that the logic states set on the bus signal not be
disturbed during card insertion/removal.

Compliance of IGLOO and ProASIC3 Devices

30K gate devices, all IGLOOe/ProASIC3E
devices: Compliant with two levels of staging (first:
GND; second: all other pins)

Other IGLOO/ProASIC3 devices: Compliant:

Option A — Two levels of staging (first: GND;
second: all other pins) together with bus switch on
the I/Os

Option B — Three levels of staging (first: GND;
second: supplies; third: all other pins)
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Related Documents

Application Notes

Board-Level Considerations
http://www.microsemi.com/soc/documents/ALL_AC276_AN.pdf

User’s Guides

Libero SoC User’s Guide
http://www.microsemi.com.soc/documents/libero_ug.pdf
IGLOO, Fusion, and ProASIC3 Macro Library Guide
http://www.microsemi.com/soc/documents/pa3_libguide_ug.pdf
SmartGen Core Reference Guide
http://www.microsemi.com/soc/documents/genguide_ug.pdf

List of Changes

The following table lists critical changes that were made in each revision of the document.

Date

Change Page

August 2012

Figure 7-1 « DDR Configured 1/0O Block Logical Representation and Figure 7-2 «| 175, 181
DDR Configured /O Block Logical Representation were revised to indicate that
resets on registers 1, 3, 4, and 5 are active high rather than active low. The title of
the figures was revised from "I/O Block Logical Representation” (SAR 38215).

AGLO15 and A3P015 were added to Table 7-2 « Supported I/O Standards. 1.2V 177
was added under single-ended 1/O standards. LVCMOS 1.2 was added to
Table 7-3 « VCCI Voltages and Compatible IGLOO and ProASIC3 Standards (SAR
38096).

Figure 7-4 + Simplified /0 Buffer Circuitry and Table 7-7 « Programmable /O 183, 188
Features (user control via /O Attribute Editor) were modified to indicate that
programmable input delay control is applicable only to ProASIC3EL and RT
ProASIC3 devices (SAR 39666).

The following sentence is incorrect and was removed from the "LVCMOS (Low- 184
Voltage CMOS)" section (SAR 40191):

LVCMOS 2.5V for the 30 k gate devices has a clamp diode to VCCI, but for all
other devices there is no clamp diode.

The hyperlink for the Board-Level Considerations application note was corrected | 208, 210
(SAR 36663).

June 2011

Figure 7-1 « DDR Configured 1/0O Block Logical Representation and Figure 7-2 [ 175, 181
DDR Configured I/O Block Logical Representation were revised so that the
I/O_CLR and I/O_OCLK nets are no longer joined in front of Input Register 3 but
instead on the branch of the CLR/PRE signal (SAR 26052).

Table 7-1 « Flash-Based FPGAs was revised to remove RT ProASIC3 and add 176
Military ProASIC3/EL in its place (SAR 31824, 31825).

The "Advanced |/Os—IGLOO, ProASIC3L, and ProASIC3" section was revised. 177
Formerly it stated, "3.3 V PCI and 3.3 V PCI-X are 5 V—-tolerant." This sentence
now reads, "3.3 V PCl and 3.3 V PCI-X can be configured to be 5 V—tolerant" (SAR
20983).
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Table 8-7 « Maximum 1/O Frequency for Single-Ended and Differential I/Os in All Banks in
ProASIC3E Devices (maximum drive strength and high slew selected)

Maximum Performance
IGLOOe V2 or V5
Devices, 1.5V DC Core | IGLOOe V2,1.2V DC
Specification ProASIC3E Supply Voltage Core Supply Voltage
LVTTL/LVCMOS 3.3 V 200 MHz 180 MHz TBD
LVCMOS 2.5V 250 MHz 230 MHz TBD
LVCMOS 1.8V 200 MHz 180 MHz TBD
LVCMOS 1.5V 130 MHz 120 MHz TBD
PCI 200 MHz 180 MHz TBD
PCI-X 200 MHz 180 MHz TBD
HSTL-I 300 MHz 275 MHz TBD
HSTL-II 300 MHz 275 MHz TBD
SSTL2-I 300 MHz 275 MHz TBD
SSTL2-11 300 MHz 275 MHz TBD
SSTL3-I 300 MHz 275 MHz TBD
SSTL3-1I 300 MHz 275 MHz TBD
GTL+ 3.3V 300 MHz 275 MHz TBD
GTL+ 25V 300 MHz 275 MHz TBD
GTL3.3V 300 MHz 275 MHz TBD
GTL25V 300 MHz 275 MHz TBD
LVDS 350 MHz 300 MHz TBD
M-LVDS 200 MHz 180 MHz TBD
B LVDS 200 MHz 180 MHz TBD
LVPECL 350 MHz 300 MHz TBD
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Solution 1

I/0 Input

55V 3.3V

4Lt —
Rext1

_| | Rext2

Requires two board resistors,
LVCMOS 3.3V I/Os

Figure 8-10 « Solution 1

Solution 2

The board-level design must ensure that the reflected waveform at the pad does not exceed the voltage
overshoot/undershoot limits provided in the datasheet. This is a requirement to ensure long-term
reliability.

This scheme will also work for a 3.3 V PCI/PCI-X configuration, but the internal diode should not be used
for clamping, and the voltage must be limited by the external resistors and Zener, as shown in

Figure 8-11. Relying on the diode clamping would create an excessive pad DC voltage of
33V+07V=4V.

Solution 2

I/O Input

3.3V

Requires one board resistor, one
Zener 3.3 V diode, LVCMOS 3.3 V I/Os

Figure 8-11 « Solution 2
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User I/O Naming Convention

IGLOOe and ProASIC3E

Due to the comprehensive and flexible nature of IGLOOe and ProASIC3E device user I/Os, a naming
scheme is used to show the details of each 1/O (Figure 8-20 on page 246). The name identifies to which
1/0 bank it belongs, as well as the pairing and pin polarity for differential 1/Os.

I/O Nomenclature = FF/Gmn/IOuxwByVz

Gmn is only used for I/Os that also have CCC access—i.e., global pins.

FF = Indicates the I/O dedicated for the Flash*Freeze mode activation pin in IGLOOe only

G = Global

m = Global pin location associated with each CCC on the device: A (northwest corner), B (northeast
corner), C (east middle), D (southeast corner), E (southwest corner), and F (west middle)

n = Global input MUX and pin number of the associated Global location m, either AO, A1, A2, BO, B1,
B2, CO, C1, or C2. Refer to the "Global Resources in Low Power Flash Devices" section on
page 47 for information about the three input pins per clock source MUX at CCC location m.

u = /O pair number in the bank, starting at 00 from the northwest I/O bank and proceeding in a
clockwise direction

x = P (Positive) or N (Negative) for differential pairs, or R (Regular—single-ended) for the 1/Os that
support single-ended and voltage-referenced I/0O standards only

w = D (Differential Pair), P (Pair), or S (Single-Ended). D (Differential Pair) if both members of the pair
are bonded out to adjacent pins or are separated only by one GND or NC pin; P (Pair) if both
members of the pair are bonded out but do not meet the adjacency requirement; or S (Single-
Ended) if the 1/O pair is not bonded out. For Differential (D) pairs, adjacency for ball grid packages
means only vertical or horizontal. Diagonal adjacency does not meet the requirements for a true
differential pair.

B = Bank

y = Bank number (0-7). The bank number starts at 0 from the northwest I/O bank and proceeds in a
clockwise direction.

V. = Vger

z = VRrgr minibank number (0—4). A given voltage-referenced signal spans 16 pins (typically) in an I/O

bank. Voltage banks may have multiple Vrgr minibanks.
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Rules for the DDR I/O Function

* The fanout between an 1/O pin (D or Y) and a DDR (DDR_REG or DDR_OUT) macro must be
equal to one for the combining to happen on that pin.

+ If a DDR_REG macro and a DDR_OUT macro are combined on the same bidirectional 1/O, they
must share the same clear signal.

* Registers will not be combined in an I/O in the presence of DDR combining on the same 1/O.

Using the I/O Buffer Schematic Cell

Libero SoC software includes the ViewDraw schematic entry tool. Using ViewDraw, the user can insert
any supported 1/O buffer cell in the top-level schematic. Figure 9-5 shows a top-level schematic with
different 1/0O buffer cells. When synthesized, the netlist will contain the same I/O macro.
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COUTHOESEET IS 8
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Figure 9-5 « 1/0 Buffer Schematic Cell Usage
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Programming Flash Devices

Volume Programming Services

Device Type Supported: Flash and Antifuse
Once the design is stable for applications with large production volumes, preprogrammed devices can be
purchased. Table 11-2 describes the volume programming services.

Table 11-2 « Volume Programming Services

Programmer Vendor Availability
In-House Programming Microsemi Contact Microsemi Sales
Distributor Programming Centers Memec Unique Contact Distribution
Independent Programming Centers Various Contact Vendor

Advantages: As programming is outsourced, this solution is easier to implement than creating a
substantial in-house programming capability. As programming houses specialize in large-volume
programming, this is often the most cost-effective solution.

Limitations: There are some logistical issues with the use of a programming service provider, such as the
transfer of programming files and the approval of First Articles. By definition, the programming file must
be released to a third-party programming house. Nondisclosure agreements (NDAs) can be signed to
help ensure data protection; however, for extremely security-conscious designs, this may not be an
option.

* Microsemi In-House Programming

When purchasing Microsemi devices in volume, IHP can be requested as part of the purchase. If
this option is chosen, there is a small cost adder for each device programmed. Each device is
marked with a special mark to distinguish it from blank parts. Programming files for the design will
be sent to Microsemi. Sample parts with the design programmed, First Articles, will be returned
for customer approval. Once approval of First Articles has been received, Microsemi will proceed
with programming the remainder of the order. To request Microsemi IHP, contact your local
Microsemi representative.

» Distributor Programming Centers

If purchases are made through a distributor, many distributors will provide programming for their
customers. Consult with your preferred distributor about this option.
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Security in Low Power Flash Devices

FlashPoint - Programming File Generator - Step 1 of 3

Output filename:

JPower_Management stp Browse. .,

Silicon feature(z] to be programmed:;

I Securty settings
v FPGA dmray

v FlazhROM
FlashROM configuration file;

1E:\.&ctelpri'\PwrM'\smartgen'\FHDM'\FHDM.ufc Browse.

v Embedded Flash Memary

irrtanee Harnie Instal}ce D anrAns Embeddexd Flas_h Memory
Location Configuration File
rvm_zystem_instivi N (1 | r ChbctelprPurhhiamatgentnym_sysm
=21 nvm_sysm.efc

¥ Programming previously secured device(z)

\i) Select Secunty settings above to program silicon signature:

| MHest | Firiizh Cancel Help

Note: The settings in this figure are used to show the generation of an AES-encrypted programming file for the FPGA

array, FlashROM, and FB contents. One or all locations may be selected for encryption.

Figure 12-17 « Settings to Program a Device Secured with FlashLock and using AES Encryption

Choose the High security level to reprogram devices using both the FlashLock Pass Key and AES key
protection (Figure 12-18 on page 321). Enter the AES key and click Next.

A device that has already been secured with FlashLock and has an AES key loaded must recognize the
AES key to program the device and generate a valid bitstream in authentication. The FlashLock Key is
only required to unlock the device and change the security settings.

This is what makes it possible to program in an untrusted environment. The AES key is protected inside
the device by the FlashLock Key, so you can only program if you have the correct AES key. In fact, the
AES key is not in the programming file either. It is the key used to encrypt the data in the file. The same
key previously programmed with the FlashLock Key matches to decrypt the file.

An AES-encrypted file programmed to a device without FlashLock would not be secure, since without

FlashLock to protect the AES key, someone could simply reprogram the AES key first, then program with
any AES key desired or no AES key at all. This option is therefore not available in the software.
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Programming File Header Definition

In each STAPL programming file generated, there will be information about how the AES key and
FlashLock Pass Key are configured. Table 12-8 shows the header definitions in STAPL programming
files for different security levels.

Table 12-8 « STAPL Programming File Header Definitions by Security Level

Security Level STAPL File Header Definition

No security (no FlashLock Pass Key or AES key) NOTE "SECURITY" “Disable";

FlashLock Pass Key with no AES key NOTE "SECURITY™ “KEYED ™;

FlashLock Pass Key with AES key NOTE "SECURITY™ "KEYED ENCRYPT "';
Permanent Security Settings option enabled NOTE "SECURITY" "PERMLOCK ENCRYPT *;

AES-encrypted FPGA array (for programming updates)  [NOTE "SECURITY™ “ENCRYPT CORE *';
AES-encrypted FlashROM (for programming updates) NOTE "SECURITY™ "ENCRYPT FROM ™;

AES-encrypted FPGA array and FlashROM (for |NOTE "SECURITY™ “ENCRYPT FROM CORE *';
programming updates)

Example File Headers

STAPL Files Generated with FlashLock Key and AES Key Containing Key Information
* FlashLock Key / AES key indicated in STAPL file header definition

* Intended ONLY for secured/trusted environment programming applications

NOTE "CREATOR'" '‘Designer Version: 6.1.1.108";

NOTE "DEVICE"™ "A3PE600";

NOTE "PACKAGE™ 208 PQFP';

NOTE "'DATE™ ''2005/04/08";

NOTE "STAPL_VERSION'" "JESD71";

NOTE *"IDCODE" "'$123261CF";

NOTE "DESIGN"™ "counter32";

NOTE "'CHECKSUM™ ""$EDB9';

NOTE "SAVE_DATA™ "FRomStream™;

NOTE "SECURITY"™ "KEYED ENCRYPT ;

NOTE "ALG_VERSION™ "1'";

NOTE ""MAX_FREQ™ '20000000";

NOTE "'SILSIG" '$00000000";

NOTE "PASS_KEY' "'$00123456789012345678901234567890";
NOTE "AES_KEY' "$ABCDEFABCDEFABCDEFABCDEFABCDEFAB'";
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List of Changes

The following table lists critical changes that were made in each revision of the chapter.

Date Changes Page

July 2010 This chapter is no longer published separately with its own part number and version N/A
but is now part of several FPGA fabric user’s guides.

v1.1 The "Introduction" was revised to include information about the core supply voltage 341

(October 2008) range of operation in V2 devices.

IGLOO nano device support was added to Table 14-1 « Flash-Based FPGAs 342
Supporting Voltage Switching Circuit.

The "Circuit Description" section was updated to include IGLOO PLUS core 343
operation from 1.2 V to 1.5 V in 50 mV increments.

v1.0 The "Microsemi’s Flash Families Support Voltage Switching Circuit" section was 342
(August 2008) revised to include new families and make the information more concise.
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Microprocessor Programming of Microsemi’s Low Power Flash Devices

Programming
Software

Programming

Source Code File
Microprocessor Compiler
BIN File
l Y

Download to System

l

Program Device

Figure 15-3 « MCU FPGA Programming Model

FlashROM

Microsemi low power flash devices have 1 kbit of user-accessible, nonvolatile, FlashROM on-chip. This
nonvolatile FlashROM can be programmed along with the core or on its own using the standard IEEE

1532 JTAG programming interface.

The FlashROM is architected as eight pages of 128 bits. Each page can be individually programmed
(erased and written). Additionally, on-chip AES security decryption can be used selectively to load data
securely into the FlashROM (e.g., over public or private networks, such as the Internet). Refer to the

"FlashROM in Microsemi’s Low Power Flash Devices" section on page 133.
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UJTAG Applications in Microsemi’s Low Power Flash Devices

Conclusion

Microsemi low power flash FPGAs offer many unique advantages, such as security, nonvolatility,
reprogrammablity, and low power—all in a single chip. In addition, Fusion, IGLOO, and ProASIC3
devices provide access to the JTAG port from core VersaTiles while the device is in normal operating
mode. A wide range of available user-defined JTAG opcodes allows users to implement various types of
applications, exploiting this feature of these devices. The connection between the JTAG port and core
tiles is implemented through an embedded and hardwired UJTAG tile. A UJTAG tile can be instantiated in
designs using the UJTAG library cell. This document presents multiple examples of UJTAG applications,
such as dynamic reconfiguration, silicon test and debug, fine-tuning of the design, and RAM initialization.
Each of these applications offers many useful advantages.

Related Documents

Application Notes

RAM Initialization and ROM Emulation in ProASICELYS pevices
http://www.microsemi.com/soc/documents/APA_RAM_Initd_AN.pdf

List of Changes

The following table lists critical changes that were made in each revision of the chapter.

Date Changes Page

December 2011 Information on the drive strength and slew rate of TDO pins was added to the 370
"Silicon Testing and Debugging" section (SAR 31749).

July 2010 This chapter is no longer published separately with its own part number and version N/A
but is now part of several FPGA fabric user’s guides.

v1.4 IGLOO nano and ProASIC3 nano devices were added to Table 17-1 < Flash-Based 364

(December 2008) FPGAs.

v1.3 The "UJTAG Support in Flash-Based Devices" section was revised to include new 364

(October 2008) families and make the information more concise.

The title of Table 17-3 « Configuration Bits of Fusion, IGLOO, and ProASIC3 CCC 368
Blocks was revised to include Fusion.

v1.2 The following changes were made to the family descriptions in Table 17-1 « Flash- 364
(June 2008) Based FPGAs:

*  ProASIC3L was updated to include 1.5 V.
*  The number of PLLs for ProASIC3E was changed from five to six.

v1.1 The chapter was updated to include the IGLOO PLUS family and information N/A
(March 2008) regarding 15 k gate devices.
The "IGLOO Terminology" section and "ProASIC3 Terminology" section are new. 364
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