
Microsemi Corporation - M1A3P1000L-PQ208I Datasheet

Welcome to E-XFL.COM

Understanding Embedded - FPGAs (Field
Programmable Gate Array)

Embedded - FPGAs, or Field Programmable Gate Arrays,
are advanced integrated circuits that offer unparalleled
flexibility and performance for digital systems. Unlike
traditional fixed-function logic devices, FPGAs can be
programmed and reprogrammed to execute a wide array
of logical operations, enabling customized functionality
tailored to specific applications. This reprogrammability
allows developers to iterate designs quickly and implement
complex functions without the need for custom hardware.

Applications of Embedded - FPGAs

The versatility of Embedded - FPGAs makes them
indispensable in numerous fields. In telecommunications,
FPGAs are used for high-speed data processing and
network infrastructure. In the automotive industry, they
support advanced driver-assistance systems (ADAS) and
infotainment solutions. Consumer electronics benefit from
FPGAs in devices requiring high performance and
adaptability, such as smart TVs and gaming consoles.
Industrial automation relies on FPGAs for real-time control
and processing in machinery and robotics. Additionally,
FPGAs play a crucial role in aerospace and defense, where
their reliability and ability to handle complex algorithms
are essential.

Common Subcategories of Embedded -
FPGAs

Within the realm of Embedded - FPGAs, several
subcategories address different needs and applications.
General-purpose FPGAs are the most widely used, offering
a balance of performance and flexibility for a broad range
of applications. High-performance FPGAs are designed for
applications requiring exceptional speed and
computational power, such as data centers and high-
frequency trading systems. Low-power FPGAs cater to
battery-operated and portable devices where energy
efficiency is paramount. Lastly, automotive-grade FPGAs
meet the stringent standards of the automotive industry,
ensuring reliability and performance in vehicle systems.

Types of Embedded - FPGAs

Embedded - FPGAs can be classified into several types
based on their architecture and specific capabilities. SRAM-
based FPGAs are prevalent due to their high speed and
ability to support complex designs, making them suitable
for performance-critical applications. Flash-based FPGAs
offer non-volatile storage, retaining their configuration
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distinct advantages, making the choice dependent on the
specific needs of the application.
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Figure 2-1 shows the concept of FF pin control in Flash*Freeze mode type 1. 

Figure 2-2 shows the timing diagram for entering and exiting Flash*Freeze mode type 1.

Figure 2-1 • Flash*Freeze Mode Type 1 – Controlled by the Flash*Freeze Pin
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Figure 2-2 • Flash*Freeze Mode Type 1 – Timing Diagram
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Simple Design Example
Consider a design consisting of six building blocks (shift registers) and targeted for an A3PE600-PQ208
(Figure 3-16 on page 68). The example design consists of two PLLs (PLL1 has GLA only; PLL2 has both
GLA and GLB), a global reset (ACLR), an enable (EN_ALL), and three external clock domains (QCLK1,
QCLK2, and QCLK3) driving the different blocks of the design. Note that the PQ208 package only has
two PLLs (which access the chip global network). Because of fanout, the global reset and enable signals
need to be assigned to the chip global resources. There is only one free chip global for the remaining
global (QCLK1, QCLK2, QCLK3). Place two of these signals on the quadrant global resource. The
design example demonstrates manually assignment of QCLK1 and QCLK2 to the quadrant global using
the PDC command. 

Figure 3-19 • Block Diagram of the Global Management Example Design
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4 – Clock Conditioning Circuits in Low Power 
Flash Devices and Mixed Signal FPGAs

Introduction
This document outlines the following device information: Clock Conditioning Circuit (CCC) features, PLL 
core specifications, functional descriptions, software configuration information, detailed usage 
information, recommended board-level considerations, and other considerations concerning clock 
conditioning circuits and global networks in low power flash devices or mixed signal FPGAs.

Overview of Clock Conditioning Circuitry
In Fusion, IGLOO, and ProASIC3 devices, the CCCs are used to implement frequency division, 
frequency multiplication, phase shifting, and delay operations. The CCCs are available in six chip 
locations—each of the four chip corners and the middle of the east and west chip sides. For device-
specific variations, refer to the "Device-Specific Layout" section on page 94.
The CCC is composed of the following:

• PLL core
• 3 phase selectors
• 6 programmable delays and 1 fixed delay that advances/delays phase
• 5 programmable frequency dividers that provide frequency multiplication/division (not shown in 

Figure 4-6 on page 87 because they are automatically configured based on the user's required 
frequencies)

• 1 dynamic shift register that provides CCC dynamic reconfiguration capability
Figure 4-1 provides a simplified block diagram of the physical implementation of the building blocks in 
each of the CCCs. 

Figure 4-1 • Overview of the CCCs Offered in Fusion, IGLOO, and ProASIC3
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PLL Macro Signal Descriptions
The PLL macro supports two inputs and up to six outputs. Table 4-3 gives a description of each signal.  

Input Clock
The inputs to the input reference clock (CLKA) of the PLL can come from global input pins, regular I/O 
pins, or internally from the core. For Fusion families, the input reference clock can also be from the 
embedded RC oscillator or crystal oscillator.

Global Output Clocks
GLA (Primary), GLB (Secondary 1), and GLC (Secondary 2) are the outputs of Global Multiplexer 1, 
Global Multiplexer 2, and Global Multiplexer 3, respectively. These signals (GLx) can be used to drive the 
high-speed global and quadrant networks of the low power flash devices.
A global multiplexer block consists of the input routing for selecting the input signal for the GLx clock and 
the output multiplexer, as well as delay elements associated with that clock.

Core Output Clocks
YB and YC are known as Core Outputs and can be used to drive internal logic without using global 
network resources. This is especially helpful when global network resources must be conserved and 
utilized for other timing-critical paths.

Table 4-3 • Input and Output Signals of the PLL Block
Signal Name I/O Description
CLKA Reference Clock Input Reference clock input for PLL core; input clock for primary output 

clock, GLA
OADIVRST Reset Signal for the 

Output Divider A 
Input For Fusion only. OADIVRST can be used when you bypass the PLL 

core (i.e., OAMUX = 001). The purpose of the OADIVRST signals is 
to reset the output of the final clock divider to synchronize it with the 
input to that divider when the PLL is bypassed. The signal is active 
on a low to high transition. The signal must be low for at least one 
divider input. If PLL core is used, this signal is "don't care" and the 
internal circuitry will generate the reset signal for the 
synchronization purpose.

OADIVHALF Output A Division by 
Half

Input For Fusion only. Active high. Division by half feature. This feature 
can only be used when users bypass the PLL core (i.e., OAMUX = 
001) and the RC Oscillator (RCOSC) drives the CLKA input. This 
can be used to divide the 100 MHz RC oscillator by a factor of 1.5, 
2.5, 3.5, 4.5 ... 14.5). Refer to Table 4-18 on page 111 for more 
information.

EXTFB External Feedback Input Allows an external signal to be compared to a reference clock in the 
PLL core's phase detector.

POWERDOWN Power Down Input Active low input that selects power-down mode and disables the 
PLL. With the POWERDOWN signal asserted, the PLL core sends 
0 V signals on all of the outputs.

GLA Primary Output Output Primary output clock to respective global/quadrant clock networks
GLB Secondary 1 Output Output Secondary 1 output clock to respective global/quadrant clock 

networks
YB Core 1 Output Output Core 1 output clock to local routing network
GLC Secondary 2 Output Output Secondary 2 output clock to respective global/quadrant clock 

networks
YC Core 2 Output Output Core 2 output clock to local routing network
LOCK PLL Lock Indicator Output Active high signal indicating that steady-state lock has been 

achieved between CLKA and the PLL feedback signal
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Using internal feedback, we know from EQ 4-1 on page 102 that the maximum achievable output 
frequency from the primary output is 

fGLA = fCLKA × m / (n × u) = 2 MHz × 128 / (1 × 1) = 256 MHz

EQ 4-5
Figure 4-35 shows the settings of the initial PLL. When configuring the initial PLL, specify the input to be 
either Hardwired I/O–Driven or External I/O–Driven. This generates a netlist with the initial PLL routed 
from an I/O. Do not specify the input to be Core Logic–Driven, as this prohibits the connection from the 
I/O pin to the input of the PLL. 

A second PLL can be connected serially to achieve the required frequency. EQ 4-1 on page 102 to 
EQ 4-3 on page 102 are extended as follows:

fGLA2 = fGLA × m2 / (n2 × u2) = fCLKA1 × m1 × m2 / (n1 × u1 × n2 × u2) – Primary PLL Output Clock 

EQ 4-6

fGLB2 = fYB2 = fCLKA1 × m1 × m2 / (n1 × n2 × v1 × v2) – Secondary 1 PLL Output Clock(s)

EQ 4-7

fGLC2 = fYC2 = fCLKA1 × m1 × m2 / (n1 × n2 × w1 × w2) – Secondary 2 PLL Output Clock(s)

EQ 4-8
In the example, the final output frequency (foutput) from the primary output of the second PLL will be as 
follows (EQ 4-9):

foutput = fGLA2 = fGLA × m2 / (n2 × u2) = 256 MHz × 70 / (64 × 1) = 280 MHz

EQ 4-9
Figure 4-36 on page 127 shows the settings of the second PLL. When configuring the second PLL (or 
any subsequent-stage PLLs), specify the input to be Core Logic–Driven. This generates a netlist with the 
second PLL routed internally from the core. Do not specify the input to be Hardwired I/O–Driven or 
External I/O–Driven, as these options prohibit the connection from the output of the first PLL to the input 
of the second PLL.

Figure 4-34 • Cascade PLL Configuration

Figure 4-35 • First-Stage PLL Showing Input of 2 MHz and Output of 256 MHz
126 Revision 4



ProASIC3L FPGA Fabric User’s Guide
Conclusion
The advanced CCCs of the IGLOO and ProASIC3 devices are ideal for applications requiring precise 
clock management. They integrate easily with the internal low-skew clock networks and provide flexible 
frequency synthesis, clock deskewing, and/or time-shifting operations.

Related Documents

Application Notes
Board-Level Considerations
http://www.microsemi.com/soc/documents/ALL_AC276_AN.pdf

Datasheets
Fusion Family of Mixed Signal FPGAs
http://www.microsemi.com/soc/documents/Fusion_DS.pdf

User’s Guides
IGLOO, ProASIC3, SmartFusion, and Fusion Macro Library Guide
http://www.microsemi.com/soc/documents/pa3_libguide_ug.pdf

List of Changes
The following table lists critical changes that were made in each revision of the chapter.

Date Changes Page

August 2012 The "Implementing EXTFB in ProASIC3/E Devices" section is new (SAR 36647). 86

Table 4-7 • Delay Values in Libero SoC Software per Device Family was added to the 
"Clock Delay Adjustment" section (SAR 22709).

102

The "Phase Adjustment" section was rewritten to explain better why the visual 
CCC shows both the actual phase and the actual delay that is equivalent to this phase 
shift (SAR 29647).

103

The hyperlink for the Board-Level Considerations application note was corrected (SAR 
36663)

128, 129

December 2011 Figure 4-20 • PLL Block Diagram, Figure 4-22 • CCC Block Control Bits – Graphical 
Representation of Assignments, and Table 4-12 • MUXA, MUXB, MUXC were revised 
to change the phase shift assignments for PLLs 4 through 7 (SAR 33791).

101, 
105, 109

June 2011 The description for RESETEN in Table 4-8 • Configuration Bit Descriptions for the 
CCC Blocks was revised. The phrase "and should not be modified via dynamic 
configuration" was deleted because RESETEN is read only (SAR 25949).

106

July 2010 This chapter is no longer published separately with its own part number and version 
but is now part of several FPGA fabric user’s guides.

N/A

Notes were added where appropriate to point out that IGLOO nano and ProASIC3 
nano devices do not support differential inputs (SAR 21449).

N/A
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FlashROM in Microsemi’s Low Power Flash Devices
Programming and Accessing FlashROM
The FlashROM content can only be programmed via JTAG, but it can be read back selectively through
the JTAG programming interface, the UJTAG interface, or via direct FPGA core addressing. The pages of
the FlashROM can be made secure to prevent read-back via JTAG. In that case, read-back on these
secured pages is only possible by the FPGA core fabric or via UJTAG. 
A 7-bit address from the FPGA core defines which of the eight pages (three MSBs) is being read, and
which of the 16 bytes within the selected page (four LSBs) are being read. The FlashROM content can
be read on a random basis; the access time is 10 ns for a device supporting commercial specifications.
The FPGA core will be powered down during writing of the FlashROM content. FPGA power-down during
FlashROM programming is managed on-chip, and FPGA core functionality is not available during
programming of the FlashROM. Table 5-2 summarizes various FlashROM access scenarios. 

Figure 5-6 shows the accessing of the FlashROM using the UJTAG macro. This is similar to FPGA core
access, where the 7-bit address defines which of the eight pages (three MSBs) is being read and which
of the 16 bytes within the selected page (four LSBs) are being read. Refer to the "UJTAG Applications in
Microsemi’s Low Power Flash Devices" section on page 363 for details on using the UJTAG macro to
read the FlashROM.
Figure 5-7 on page 139 and Figure 5-8 on page 139 show the FlashROM access from the JTAG port.
The FlashROM content can be read on a random basis. The three-bit address defines which page is
being read or updated.

Table 5-2 • FlashROM Read/Write Capabilities by Access Mode

Access Mode FlashROM Read FlashROM Write 

JTAG Yes Yes 

UJTAG Yes No 

FPGA core Yes No 

Figure 5-6 • Block Diagram of Using UJTAG to Read FlashROM Contents
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Note: The 30 k gate devices do not support a PLL (VCOMPLF and VCCPLF pins).
Figure 7-19 • Naming Conventions of IGLOO and ProASIC3 Devices with Two I/O Banks – Top View 

Figure 7-20 • Naming Conventions of IGLOO and ProASIC3 Devices with Four I/O Banks – Top View
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June 2011
(continued)

The following sentence was removed from the "LVCMOS (Low-Voltage CMOS)"
section (SAR 22634): "All these versions use a 3.3 V–tolerant CMOS input buffer
and a push-pull output buffer."

184

Hot-insertion was changed to "No" for other IGLOO and all ProASIC3 devices in
Table 7-12 • I/O Hot-Swap and 5 V Input Tolerance Capabilities in IGLOO and
ProASIC3 Devices (SAR 24526).

193

The "Electrostatic Discharge Protection" section was revised to remove references
to tolerances (refer to the Reliability Report for tolerances). The Machine Model
(MM) is not supported and was deleted from this section (SAR 24385).

192

The "I/O Interfacing" section was revised to state that low power flash devices are 
5 V–input– and 5 V–output–tolerant if certain I/O standards are selected, removing 
"without adding any extra circuitry," which was incorrect (SAR 21404).

208

July 2010 This chapter is no longer published separately with its own part number and
version but is now part of several FPGA fabric user’s guides.

N/A

v1.4
(December 2008)

The terminology in the "Low Power Flash Device I/O Support" section was revised. 176

v1.3
(October 2008)

The "Low Power Flash Device I/O Support" section was revised to include new
families and make the information more concise.

176

v1.2
(June 2008)

The following changes were made to the family descriptions in Table 7-1 • Flash-
Based FPGAs:
• ProASIC3L was updated to include 1.5 V. 
• The number of PLLs for ProASIC3E was changed from five to six.

176

v1.1
(March 2008)

Originally, this document contained information on all IGLOO and ProASIC3
families. With the addition of new families and to highlight the differences between
the features, the document has been separated into 3 documents:
This document contains information specific to IGLOO, ProASIC3, and
ProASIC3L.
"I/O Structures in IGLOOe and ProASIC3E Devices" in the ProASIC3E FPGA
Fabric User’s Guide contains information specific to IGLOOe, ProASIC3E, and
ProASIC3EL I/O features.
"I/O Structures in IGLOO PLUS Devices" in the IGLOO PLUS FPGA Fabric User’s
Guide contains information specific to IGLOO PLUS I/O features.

N/A

Date Change Page
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I/O Software Control in Low Power Flash Devices
Flash FPGAs I/O Support 
The flash FPGAs listed in Table 9-1 support I/Os and the functions described in this document. 

IGLOO Terminology
In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 9-1. Where the information applies to only one product line or limited devices, these exclusions
will be explicitly stated. 

ProASIC3 Terminology
In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 9-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.
To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGAs Portfolio.

Table 9-1 • Flash-Based FPGAs

Series Family* Description

IGLOO IGLOO Ultra-low power 1.2 V to 1.5 V FPGAs with Flash*Freeze technology

IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards

IGLOO nano The industry’s lowest-power, smallest-size solution

IGLOO PLUS IGLOO FPGAs with enhanced I/O capabilities

ProASIC3 ProASIC3 Low power, high-performance 1.5 V FPGAs

ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and additional I/O standards

ProASIC3 nano Lowest-cost solution with enhanced I/O capabilities

ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology

RT ProASIC3 Radiation-tolerant RT3PE600L and RT3PE3000L

Military ProASIC3/EL Military temperature A3PE600L, A3P1000, and A3PE3000L

Automotive ProASIC3 ProASIC3 FPGAs qualified for automotive applications 

Fusion Fusion Mixed signal FPGA integrating ProASIC3 FPGA fabric, programmable
analog block, support for ARM® Cortex™-M1 soft processors, and flash
memory into a monolithic device

Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,
and packaging information.
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I/O Cell Architecture
Low power flash devices support DDR in the I/O cells in four different modes: Input, Output, Tristate, and
Bidirectional pins. For each mode, different I/O standards are supported, with most I/O standards having
special sub-options. For the ProASIC3 nano and IGLOO nano devices, DDR is supported only in the
60 k, 125 k, and 250 k logic densities. Refer to Table 10-2 for a sample of the available I/O options.
Additional I/O options can be found in the relevant family datasheet.

Table 10-2 • DDR I/O Options

DDR Register 
Type I/O Type I/O Standard Sub-Options Comments

Receive Register Input Normal None 3.3 V TTL (default)

LVCMOS Voltage 1.5 V, 1.8 V, 2.5 V, 5 V (1.5 V
default)

Pull-Up None (default)

PCI/PCI-X None

GTL/GTL+ Voltage 2.5 V, 3.3 V (3.3 V default)

HSTL Class  I / II (I default)

SSTL2/SSTL3 Class  I / II (I default)

LVPECL None  

LVDS None  

Transmit Register Output Normal None 3.3 V TTL (default)

LVTTL Output Drive 2, 4, 6, 8, 12, 16, 24, 36 mA (8 mA
default)

Slew Rate Low/high (high default)

LVCMOS Voltage 1.5 V, 1.8 V, 2.5 V, 5 V (1.5 V
default)

PCI/PCI-X None  

GTL/GTL+ Voltage 1.8 V, 2.5 V, 3.3 V (3.3 V default)

HSTL Class  I / II (I default)

SSTL2/SSTL3 Class  I / II (I default)

LVPECL* None  

LVDS* None  

Note: *IGLOO nano and ProASIC3 nano devices do not support differential inputs.
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VHDL
library ieee;
use ieee.std_logic_1164.all;
library proasic3; use proasic3.all;

entity DDR_BiDir_HSTL_I_LowEnb is 
port(DataR, DataF, CLR, CLK, Trien : in std_logic; QR, QF : out std_logic; 

PAD : inout std_logic) ;
end DDR_BiDir_HSTL_I_LowEnb;

architecture DEF_ARCH of  DDR_BiDir_HSTL_I_LowEnb is

component INV
port(A : in std_logic := 'U'; Y : out std_logic) ;

end component;

component DDR_OUT
port(DR, DF, CLK, CLR : in std_logic := 'U'; Q : out std_logic) ;

end component;

component DDR_REG
port(D, CLK, CLR : in std_logic := 'U'; QR, QF : out std_logic) ;

end component;

component BIBUF_HSTL_I
port(PAD : inout std_logic := 'U'; D, E : in std_logic := 'U'; Y : out std_logic) ;

end component;

signal TrienAux, D, Q : std_logic ;

begin

Inv_Tri : INV
port map(A => Trien, Y => TrienAux);
DDR_OUT_0_inst : DDR_OUT
port map(DR => DataR, DF => DataF, CLK => CLK, CLR => CLR, Q => Q);
DDR_REG_0_inst : DDR_REG
port map(D => D, CLK => CLK, CLR => CLR, QR => QR, QF => QF);
BIBUF_HSTL_I_0_inst : BIBUF_HSTL_I
port map(PAD => PAD, D => Q, E => TrienAux, Y => D);

end DEF_ARCH;
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2. Choose the appropriate security level setting and enter a FlashLock Pass Key. The default is the
Medium security level (Figure 12-12). Click Next.
If you want to select different options for the FPGA and/or FlashROM, this can be set by clicking
Custom Level. Refer to the "Advanced Options" section on page 322 for different custom
security level options and descriptions of each.  

Figure 12-12 • Medium Security Level Selected for Low Power Flash Devices
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Security in Low Power Flash Devices
3. Choose the desired settings for the FlashROM configurations to be programmed (Figure 12-13).
Click Finish to generate the STAPL programming file for the design. 

Generation of Security Header Programming File Only—
Application 2
As mentioned in the "Application 2: Nontrusted Environment—Unsecured Location" section on page 309,
the designer may employ FlashLock Pass Key protection or FlashLock Pass Key with AES encryption on
the device before sending it to a nontrusted or unsecured location for device programming. To achieve
this, the user needs to generate a programming file containing only the security settings desired (Security
Header programming file).
Note: If AES encryption is configured, FlashLock Pass Key protection must also be configured.
The available security options are indicated in Table 12-4 and Table 12-5 on page 317.

Figure 12-13 • FlashROM Configuration Settings for Low Power Flash Devices

Table 12-4 • FlashLock Security Options for IGLOO and ProASIC3

Security Option FlashROM Only FPGA Core Only
Both FlashROM 

and FPGA

No AES / no FlashLock – – –

FlashLock only ✓ ✓ ✓

AES and FlashLock ✓ ✓ ✓
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Security in Low Power Flash Devices
Choose the High security level to reprogram devices using both the FlashLock Pass Key and AES key
protection (Figure 12-18 on page 321). Enter the AES key and click Next.
A device that has already been secured with FlashLock and has an AES key loaded must recognize the
AES key to program the device and generate a valid bitstream in authentication. The FlashLock Key is
only required to unlock the device and change the security settings. 
This is what makes it possible to program in an untrusted environment. The AES key is protected inside
the device by the FlashLock Key, so you can only program if you have the correct AES key. In fact, the
AES key is not in the programming file either. It is the key used to encrypt the data in the file. The same
key previously programmed with the FlashLock Key matches to decrypt the file. 
An AES-encrypted file programmed to a device without FlashLock would not be secure, since without
FlashLock to protect the AES key, someone could simply reprogram the AES key first, then program with
any AES key desired or no AES key at all. This option is therefore not available in the software. 

Note: The settings in this figure are used to show the generation of an AES-encrypted programming file for the FPGA
array, FlashROM, and FB contents. One or all locations may be selected for encryption.

Figure 12-17 • Settings to Program a Device Secured with FlashLock and using AES Encryption 
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Programming with this file is intended for an unsecured environment. The AES key encrypts the
programming file with the same AES key already used in the device and utilizes it to program the device.

Reprogramming Devices
Previously programmed devices can be reprogrammed using the steps in the "Generation of the
Programming File in a Trusted Environment—Application 1" section on page 313 and "Generation of
Security Header Programming File Only—Application 2" section on page 316. In the case where a
FlashLock Pass Key has been programmed previously, the user must generate the new programming file
with a FlashLock Pass Key that matches the one previously programmed into the device. The software
will check the FlashLock Pass Key in the programming file against the FlashLock Pass Key in the device.
The keys must match before the device can be unlocked to perform further programming with the new
programming file.
Figure 12-10 on page 314 and Figure 12-11 on page 314 show the option Programming previously
secured device(s), which the user should select before proceeding. Upon going to the next step, the
user will be notified that the same FlashLock Pass Key needs to be entered, as shown in Figure 12-19 on
page 322. 

Figure 12-18 • Security Level Set High to Reprogram Device with AES Key
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In-System Programming (ISP) of Microsemi’s Low Power Flash Devices Using FlashPro4/3/3X
Figure 13-2 shows different applications for ISP programming.
1. In a trusted programming environment, you can program the device using the unencrypted

(plaintext) programming file.
2. You can program the AES Key in a trusted programming environment and finish the final

programming in an untrusted environment using the AES-encrypted (cipher text) programming
file.

3. For the remote ISP updating/reprogramming, the AES Key stored in the device enables the
encrypted programming bitstream to be transmitted through the untrusted network connection. 

Microsemi low power flash devices also provide the unique Microsemi FlashLock feature, which protects
the Pass Key and AES Key. Unless the original FlashLock Pass Key is used to unlock the device,
security settings cannot be modified. Microsemi does not support read-back of FPGA core-programmed
data; however, the FlashROM contents can selectively be read back (or disabled) via the JTAG port
based on the security settings established by the Microsemi Designer software. Refer to the "Security in
Low Power Flash Devices" section on page 301 for more information.

Figure 13-2 • Different ISP Use Models
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Fine Tuning
In some applications, design constants or parameters need to be modified after programming the original
design. The tuning process can be done using the UJTAG tile without reprogramming the device with
new values. If the parameters or constants of a design are stored in distributed registers or embedded
SRAM blocks, the new values can be shifted onto the JTAG TAP Controller pins, replacing the old
values. The UJTAG tile is used as the “bridge” for data transfer between the JTAG pins and the FPGA
VersaTiles or SRAM logic. Figure 17-5 shows a flow chart example for fine-tuning application steps using
the UJTAG tile.
In Figure 17-5, the TMS signal sets the TAP Controller state machine to the appropriate states. The flow
mainly consists of two steps: a) shifting the defined instruction and b) shifting the new data. If the target
parameter is constantly used in the design, the new data can be shifted into a temporary shift register
from UTDI. The UDRSH output of UJTAG can be used as a shift-enable signal, and UDRCK is the shift
clock to the shift register. Once the shift process is completed and the TAP Controller state is moved to
the Update_DR state, the UDRUPD output of the UJTAG can latch the new parameter value from the
temporary register into a permanent location. This avoids any interruption or malfunctioning during the
serial shift of the new value. 

Figure 17-5 • Flow Chart Example of Fine-Tuning an Application Using UJTAG
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B – Product Support

Microsemi SoC Products Group backs its products with various support services, including Customer
Service, Customer Technical Support Center, a website, electronic mail, and worldwide sales offices.
This appendix contains information about contacting Microsemi SoC Products Group and using these
support services.

Customer Service
Contact Customer Service for non-technical product support, such as product pricing, product upgrades,
update information, order status, and authorization.

From North America, call 800.262.1060
From the rest of the world, call 650.318.4460
Fax, from anywhere in the world, 650.318.8044

Customer Technical Support Center
Microsemi SoC Products Group staffs its Customer Technical Support Center with highly skilled
engineers who can help answer your hardware, software, and design questions about Microsemi SoC
Products. The Customer Technical Support Center spends a great deal of time creating application
notes, answers to common design cycle questions, documentation of known issues, and various FAQs.
So, before you contact us, please visit our online resources. It is very likely we have already answered
your questions.

Technical Support
Visit the Customer Support website (www.microsemi.com/soc/support/search/default.aspx) for more 
information and support. Many answers available on the searchable web resource include diagrams, 
illustrations, and links to other resources on the website. 

Website
You can browse a variety of technical and non-technical information on the SoC home page, at 
www.microsemi.com/soc.

Contacting the Customer Technical Support Center
Highly skilled engineers staff the Technical Support Center. The Technical Support Center can be
contacted by email or through the Microsemi SoC Products Group website.

Email
You can communicate your technical questions to our email address and receive answers back by email,
fax, or phone. Also, if you have design problems, you can email your design files to receive assistance.
We constantly monitor the email account throughout the day. When sending your request to us, please
be sure to include your full name, company name, and your contact information for efficient processing of
your request.
The technical support email address is soc_tech@microsemi.com.
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