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Figure 1-11 « Efficient Long-Line Resources
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2 — Flash*Freeze Technology and Low Power
Modes

Flash*Freeze Technology and Low Power Modes

Microsemi IGLOO,® IGLOO nano, IGLOO PLUS, ProASIC®3L, and Radiation-Tolerant (RT) ProASIC3
FPGAs with Flash*Freeze technology are designed to meet the most demanding power and area
challenges of today’s portable electronics products with a reprogrammable, small-footprint, full-featured
flash FPGA. These devices offer lower power consumption in static and dynamic modes, utilizing the

unique Flash*Freeze technology, than any other FPGA or CPLD.

IGLOO, IGLOO nano, IGLOO PLUS, ProASIC3L, and RT ProASIC3 devices offer various power-saving
modes that enable every system to utilize modes that achieve the lowest total system power. Low Power
Active capability (static idle) allows for ultra-low power consumption while the device is operational in the

system by maintaining SRAM, registers, 1/0s, and logic functions.

Flash*Freeze technology provides an ultra-low power static mode (Flash*Freeze mode) that retains all
SRAM and register information with rapid recovery to Active (operating) mode. IGLOO nano and IGLOO
PLUS devices have an additional feature when operating in Flash*Freeze mode, allowing them to retain
1/0 states as well as SRAM and register states. This mechanism enables the user to quickly (within 1 ps)
enter and exit Flash*Freeze mode by activating the Flash*Freeze (FF) pin while all power supplies are
kept in their original states. In addition, 1/Os and clocks connected to the FPGA can still be toggled
without impact on device power consumption. While in Flash*Freeze mode, the device retains all core
register states and SRAM information. This mode can be configured so that no power is consumed by
the 1/0 banks, clocks, JTAG pins, or PLLs; and the IGLOO and IGLOO PLUS devices consume as little
as 5 W, while IGLOO nano devices consume as little as 2 yW. Microsemi offers a state management IP

core to aid users in gating clocks and managing data before entering Flash*Freeze mode.

This document will guide users in selecting the best low power mode for their applications, and

introduces Microsemi's Flash*Freeze management IP core.
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Clock Aggregation Architecture

This clock aggregation feature allows a balanced clock tree, which improves clock skew. The physical
regions for clock aggregation are defined from left to right and shift by one spine. For chip global
networks, there are three types of clock aggregation available, as shown in Figure 3-10:

* Long lines that can drive up to four adjacent spines (A)
* Long lines that can drive up to two adjacent spines (B)
* Long lines that can drive one spine (C)
There are three types of clock aggregation available for the quadrant spines, as shown in Figure 3-10:
» 1/Os or local resources that can drive up to four adjacent spines
* 1/Os or local resources that can drive up to two adjacent spines
* |/Os or local resources that can drive one spine

As an example, ABPE600 and AFS600 devices have twelve spine locations: T1, T2, T3, T4, T5, T6, B1,
B2, B3, B4, B5, and B6. Table 3-7 shows the clock aggregation you can have in A3PE600 and
AFS600.

Ao nall -7 pall nall

B*%7 *%7 ] ] 7
—O—l

¢~}

Tn Tn+1 Tn+2 Tn+3 Tn+4

Figure 3-10 « Four Spines Aggregation
Table 3-7 « Spine Aggregation in A3PE600 or AFS600

Clock Aggregation Spine

1 spine T1,T2, T3, T4, T5, T6, B1, B2, B3, B4, B5, B6

2 spines T1:T2, T2:T3, T3:T4, T4:T5, T5:T6, B1:B2, B2:B3, B3:B4, B4:B5, B5:B6
4 spines B1:B4, B2:B5, B3:B6, T1:T4, T2:T5, T3:T6

The clock aggregation for the quadrant spines can cross over from the left to right quadrant, but not from
top to bottom. The quadrant spine assignment T1:T4 is legal, but the quadrant spine assignment T1:B1
is not legal. Note that this clock aggregation is hardwired. You can always assign signals to spine T1 and
B2 by instantiating a buffer, but this may add skew in the signal.
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IGLOOe and ProASIC3E CCC Locations

IGLOOe and ProASIC3E devices have six CCCs—one in each of the four corners and one each in the
middle of the east and west sides of the device (Figure 4-15).

All six CCCs are integrated with PLLs, except in PQFP-208 package devices. PQFP-208 package
devices also have six CCCs, of which two include PLLs and four are simplified CCCs. The CCCs with
PLLs are implemented in the middle of the east and west sides of the device (middle right and middle
left). The simplified CCCs without PLLs are located in the four corners of the device (Figure 4-16).
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Figure 4-15 « CCC Locations in IGLOOe and ProASIC3E Family Devices (except PQFP-208

package)
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o] &8 B@| x| 2| ] 8= 2] P o[ %]
Pin Name | Type | Net Hame | Cell Name | Op | Delay tns]| Total tns]| Fanout| Edge|
1 From: Core:CLKA
2 To: GLA
3 data required time NIC
4 data arrival time - 2130
5 slack NIC
[
Data arrival time calculation
£ CLEA 0.000 0.000
8 Core:CLEA clock network + 0.748 0.748 f
g Core:GLA cell ADLIB:PLL + -3.020 2272 1[f
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15 data arrival time 2130
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Figure 4-31 « Static Timing Analysis Using SmartTime

Place-and-Route Stage Considerations

Several considerations must be noted to properly place the CCC macros for layout.

For CCCs with clock inputs configured with the Hardwired 1/O—Driven option:
* PLL macros must have the clock input pad coming from one of the GmA* locations.
» CLKDLY macros must have the clock input pad coming from one of the Global 1/Os.

If a PLL with a Hardwired I/O input is used at a CCC location and a Hardwired I/O—Driven CLKDLY
macro is used at the same CCC location, the clock input of the CLKDLY macro must be chosen from one
of the GmB* or GmC* pin locations. If the PLL is not used or is an External 1/O-Driven or Core Logic—
Driven PLL, the clock input of the CLKDLY macro can be sourced from the GmA*, GmB*, or GmC* pin
locations.

For CCCs with clock inputs configured with the External 1/O-Driven option, the clock input pad can be
assigned to any regular 1/O location (I0******** pins). Note that since global I/O pins can also be used as
regular 1/Os, regardless of CCC function (CLKDLY or PLL), clock inputs can also be placed in any of
these I/O locations.

By default, the Designer layout engine will place global nets in the design at one of the six chip globals.
When the number of globals in the design is greater than six, the Designer layout engine will
automatically assign additional globals to the quadrant global networks of the low power flash devices. If
the user wishes to decide which global signals should be assigned to chip globals (six available) and
which to the quadrant globals (three per quadrant for a total of 12 available), the assignment can be
achieved with PinEditor, ChipPlanner, or by importing a placement constraint file. Layout will fail if the
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FlashROM Generation and Instantiation in the Design

The SmartGen core generator, available in Libero SoC and Designer, is the only tool that can be used to
generate the FlashROM content. SmartGen has several user-friendly features to help generate the
FlashROM contents. Instead of selecting each byte and assigning values, you can create a region within
a page, modify the region, and assign properties to that region. The FlashROM user interface, shown in
Figure 5-10, includes the configuration grid, existing regions list, and properties field. The properties field
specifies the region-specific information and defines the data used for that region. You can assign values
to the following properties:

1. Static Fixed Data—Enables you to fix the data so it cannot be changed during programming time.
This option is useful when you have fixed data stored in this region, which is required for the
operation of the design in the FPGA. Key storage is one example.

2. Static Modifiable Data—Select this option when the data in a particular region is expected to be
static data (such as a version number, which remains the same for a long duration but could
conceivably change in the future). This option enables you to avoid changing the value every time
you enter new data.

3. Read from File—This provides the full flexibility of FlashROM usage to the customer. If you have
a customized algorithm for generating the FlashROM data, you can specify this setting. You can
then generate a text file with data for as many devices as you wish to program, and load that into
the FlashPoint programming file generation software to get programming files that include all the
data. SmartGen will optionally pass the location of the file where the data is stored if the file is
specified in SmartGen. Each text file has only one type of data format (binary, decimal, hex, or
ASCII text). The length of each data file must be shorter than or equal to the selected region
length. If the data is shorter than the selected region length, the most significant bits will be
padded with Os. For multiple text files for multiple regions, the first lines are for the first device. In
SmartGen, Load Sim. Value From File allows you to load the first device data in the MEM file for
simulation.

4. Auto Increment/Decrement—This scenario is useful when you specify the contents of FlashROM
for a large number of devices in a series. You can specify the step value for the serial number and
a maximum value for inventory control. During programming file generation, the actual number of
devices to be programmed is specified and a start value is fed to the software.

FlashROM : Create Core N x|
Select cells on the grid below and click "Creata'.
FlashROM regiorns: | Create I| Deleta “ ;I
words [oclialaal 4z an[ 0] o[ o] 7 [ 6] 6| a] 3] 2] 4] o] Propete=
i ' [riam=
7 Start page
Start word
B {Lenith
Content

5

Generate I Clear All.. | Clase Help

Figure 5-10 « SmartGen GUI of the FlashROM
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SRAM/FIFO Support in Flash-Based Devices

The flash FPGAs listed in Table 6-1 support SRAM and FIFO blocks and the functions described in this

document.

Table 6-1 « Flash-Based FPGAs

Series Family” Description
IGLOO IGLOO Ultra-low power 1.2 V to 1.5 V FPGAs with Flash*Freeze technology
IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards
IGLOO nano The industry’s lowest-power, smallest-size solution
IGLOO PLUS IGLOO FPGAs with enhanced I/O capabilities
ProASIC3 ProASIC3 Low power, high-performance 1.5V FPGAs
ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and additional I/O standards
ProASIC3 nano Lowest-cost solution with enhanced 1/O capabilities
ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology
RT ProASIC3 Radiation-tolerant RT3PE600L and RT3PE3000L
Military ProASIC3/EL | Military temperature A3BPE600OL, A3P1000, and A3PE3000L
Automotive ProASIC3 | ProASIC3 FPGAs qualified for automotive applications
Fusion Fusion Mixed signal FPGA integrating ProASIC3 FPGA fabric, programmable
analog block, support for ARM® Cortex™-M1 soft processors, and flash
memory into a monolithic device
Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,

and packaging information.

IGLOO Terminology

In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 6-1. Where the information applies to only one product line or limited devices, these exclusions
will be explicitly stated.

ProASIC3 Terminology

In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 6-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.

To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGAs Portfolio.
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Depth
256 512 1,024 2,048 4,096 8,192 16,384 32,768 65,536
Two-Port Dual-Port Dual-Port Dual-Port Dual-Port Dual-Port Dual-Port Dual-Port Dual-Port Dual-Port
1 Number Block 1 1 1 1 1 1 2 4 8 16 x 1
Configuration Any Any Any 1,024 x 4 2,048 x 2 4,096 x 1 2 x (4,096 x 1) 4 x (4,096 x 1) 8 x (4,096 x 1) | 16 x (4,096 x 1)
Cascade Deep Cascade Deep Cascade Deep Cascade Deep
2 Number Block 1 1 1 1 1 2 4 8 16 32
Configuration Any Any Any 1,024x4 2,048 x 2 2% (4,096 x 1) 4 % (4,096 x 1) 8 x (4,096 x 1) | 16 x (4,096 x 1) | 32 x (4,096 x 1)
Cascaded Wide [Cascaded 2 Deep|Cascaded 4 Deep|Cascaded 8 Deep| Cascaded 16
and 2 Wide and 2 Wide and 2 Wide Deep and 2 Wide
4 Number Block 1 1 1 1 2 4 8 16 32 64
Configuration Any Any Any 1,024 x 4 2 x (2,048 x 2) 4 x (4,096 x 1) 4% (4,096 x 1) | 16 % (4,096 x 1) | 32 x (4,096 x 1) | 64 x (4,096 x 1)
Cascaded Wide | Cascaded Wide |Cascaded 2 Deep|Cascaded 4 Deep|Cascaded 8 Deep| Cascaded 16
and 4 Wide and 4 Wide and 4 Wide Deep and 4 Wide
8 Number Block 1 1 1 2 4 8 16 32 64
Configuration Any Any Any 2 x (1,024 x 4) 4 x (2,048 x 2) 8x(4,096%x1) | 16 x (4,096 x 1) | 32 x (4,096 x 1) | 64 x (4,096 x 1)
Cascaded Wide | Cascaded Wide | Cascaded Wide |Cascaded 2 Deep|Cascaded 4 Deep|Cascaded 8 Deep
and 8 Wide and 8 Wide and 8 Wide
9 Number Block 1 1 1 2 4 8 16 32
Configuration Any Any Any 2x (512 x9) 4 x (512 x 9) 8 x (512 x9) 16 x (512 x 9) 32 x (512 x 9)
Cascaded Deep | Cascaded Deep | Cascaded Deep | Cascaded Deep | Cascaded Deep
16 | Number Block 1 1 1 4 8 16 32 64
£ Configuration 256 x 18 256 x 18 256 x 18 4 x (1,024 x 4) 8 x (2,048 x2) | 16 x (4,096 x 1) | 32x (4,096 x 1) | 32 x (4,096 x 1)
-;3 Cascaded Wide | Cascaded Wide | Cascaded Wide |Cascaded 2 Deep|Cascaded 4 Deep
and 16 Wide and 16 Wide
18 | Number Block 1 2 2 4 8 18 32
Configuration 256 x 8 2x(512x9) 2x(512x9) 4 x(512x9) 8 x (512 x9) 16 x (512 x 9) 16 x (512 x 9)
Cascaded Wide | Cascaded Wide |Cascaded 2 Deep|Cascaded 4 Deep|Cascaded 8 Deep| Cascaded 16
and 2 Wide and 2 Wide and 2 Wide Deep and 2 Wide
32| Number Block 2 4 4 8 16 32 64
Configuration 2 x (256 x 18) 4 x (512 x 9) 4 x (512 x 9) 8x (1,024 x4) | 16 x (2,048 x2) | 32x (4,096 x 1) | 64 x (4,096 x 1)
Cascaded Wide | Cascaded Wide | Cascaded Wide | Cascaded Wide | Cascaded Wide | Cascaded Wide |Cascaded 2 Deep
and 32 Wide
36 [ Number Block 2 4 4 8 16 32
Configuration 2 x (256 x 18) 4 x (512 x 9) 4 x (512 x9) 4 x(512x9) 16 x (512 x 9) 16 x (512 x 9)
Cascaded Wide | Cascaded Wide | Cascaded Wide |Cascaded 2 Deep|Cascaded 4 Deep | Cascaded 8 Deep
and 4 Wide and 4 Wide and 4 Wide
64 | Number Block 4 8 8 16 32 64
Configuration 4 x (256 x 18) 8 x (512 x9) 8 x (512 x9) 16 x (1,024 x 4) | 32 x (2,048 x2) | 64 x (4,096 x 1)
Cascaded Wide | Cascaded Wide | Cascaded Wide | Cascaded Wide | Cascaded Wide | Cascaded Wide
72 | Number Block 4 8 8 16 32
Configuration 4 x (256 x 18) 8 x (512 x 9) 8 x (512 x 9) 16 x (512 x 9) 16 x (512 x 9)
Cascaded Wide | Cascaded Wide | Cascaded Wide | Cascaded Wide |Cascaded 4 Deep
and 8 Wide
Note: Memory configurations represented by grayed cells are not supported.
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recommended, since it reduces the complexity of the user interface block and the board-level JTAG
driver.

Moreover, using an internal counter for address generation speeds up the initialization procedure, since
the user only needs to import the data through the JTAG port.

The designer may use different methods to select among the multiple RAM blocks. Using counters along
with demultiplexers is one approach to set the write enable signals. Basically, the number of RAM blocks
needing initialization determines the most efficient approach. For example, if all the blocks are initialized
with the same data, one enable signal is enough to activate the write procedure for all of them at the
same time. Another alternative is to use different opcodes to initialize each memory block. For a small
number of RAM blocks, using counters is an optimal choice. For example, a ring counter can be used to
select from multiple RAM blocks. The clock driver of this counter needs to be controlled by the address
generation process.

Once the addressing of one block is finished, a clock pulse is sent to the (ring) counter to select the next
memory block.

Figure 6-9 illustrates a simple block diagram of an interface block between UJTAG and RAM blocks.

Serial-to-Port Shift Register

UTDl, e n —DalaReg n, WDATA
UDRSH POUT - > D Q ¢ >
—>| Enable
SouT
UDRCK L\ k
UTDO > S
—e
UDRUPDI SO » VCLK
UIREG
N Com{)hare Result (@ Do
Wi
Defined Opcode
P Chip Select WEN1
URSTB d E“ t Ring WEN2
ese
[ oo Counter s WENi
m/
Addr Counter m  WADDR
1En BinaryQ -
Reset c t
> cLK ounter

Figure 6-9 « Block Diagram of a Sample User Interface

In the circuit shown in Figure 6-9, the shift register is enabled by the UDRSH output of the UJTAG macro.
The counters and chip select outputs are controlled by the value of the TAP Instruction Register. The
comparison block compares the UIREG value with the "start initialization" opcode value (defined by the
user). If the result is true, the counters start to generate addresses and activate the WEN inputs of
appropriate RAM blocks.

The UDRUPD output of the UJTAG macro, also shown in Figure 6-9, is used for generating the write
clock (WCLK) and synchronizing the data register and address counter with WCLK. UDRUPD is HIGH
when the TAP Controller is in the Data Register Update state, which is an indication of completing the
loading of one data word. Once the TAP Controller goes into the Data Register Update state, the
UDRUPD output of the UJTAG macro goes HIGH. Therefore, the pipeline register and the address
counter place the proper data and address on the outputs of the interface block. Meanwhile, WCLK is
defined as the inverted UDRUPD. This will provide enough time (equal to the UDRUPD HIGH time) for
the data and address to be placed at the proper ports of the RAM block before the rising edge of WCLK.
The inverter is not required if the RAM blocks are clocked at the falling edge of the write clock. An
example of this is described in the "Example of RAM Initialization" section on page 166.
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SmartGen enables the user to configure the desired RAM element to use either a single clock for read
and write, or two independent clocks for read and write. The user can select the type of RAM as well as
the width/depth and several other parameters (Figure 6-13).

|
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Clock:

* Single Read it Clock
" Independent Read and rite Clocks

‘wiite/Fead Depth:

wiite/Read Width:

—write Clock —Read Clack.
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— Rak Type — Reset
e et & Active Law
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" Dual Part RBIAIE
" Mane
Wit Enable —Read Enable
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 Fetair Dutput Data  Fetait Dutput Data
(" Fass Wiite Data to Dutmut (" Fass Wiite Data to Outmut

Fieset | Fort b apping | Help Cancel

Generate I

Figure 6-13 « SmartGen Memory Configuration Interface

SmartGen also has a Port Mapping option that allows the user to specify the names of the ports
generated in the memory block (Figure 6-14).

x|
Port Port Hame
Diata In DATA
Diata Out !
\Write Enable WWE
Read Enable RE
Write Address WADDRESS
Read Address RADDRESS
Clock CLCZH
Reset RESET
Cancel Help

Figure 6-14 « Port Mapping Interface for SmartGen-Generated Memory

SmartGen also configures the FIFO according to user specifications. Users can select no flags, static
flags, or dynamic flags. Static flag settings are configured using configuration flash and cannot be altered
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Table 7-10 « Hot-Swap Level 3

Description

Hot-swap while bus idle

Power Applied to Device

Yes

Bus State

Held idle (no ongoing I/O processes during
insertion/removal)

Card Ground Connection

Reset must be maintained for 1 ms before, during,
and after insertion/removal.

Device Circuitry Connected to Bus Pins

Must remain glitch-free during power-up or power-
down

Example Application

Board bus shared with card bus is "frozen," and
there is no toggling activity on the bus. It is critical
that the logic states set on the bus signal not be
disturbed during card insertion/removal.

Compliance of IGLOO and ProASIC3 Devices

30K gate devices, all IGLOOe/ProASIC3E
devices: Compliant with two levels of staging (first:
GND; second: all other pins)

Other IGLOO/ProASIC3 devices: Compliant:

Option A — Two levels of staging (first: GND;
second: all other pins) together with bus switch on
the 1/0s

Option B — Three levels of staging (first: GND;
second: supplies; third: all other pins)

Table 7-11 « Hot-Swap Level 4

Description

Hot-swap on an active bus

Power Applied to Device

Yes

Bus State

Bus may have active 1/0 processes ongoing, but
device being inserted or removed must be idle.

Card Ground Connection

Reset must be maintained for 1 ms before, during,
and after insertion/removal.

Device Circuitry Connected to Bus Pins

Must remain glitch-free during power-up or power-
down

Example Application

There is activity on the system bus, and it is critical
that the logic states set on the bus signal not be
disturbed during card insertion/removal.

Compliance of IGLOO and ProASIC3 Devices

30K gate devices, all IGLOOe/ProASIC3E
devices: Compliant with two levels of staging (first:
GND; second: all other pins)

Other IGLOO/ProASIC3 devices: Compliant:

Option A — Two levels of staging (first: GND;
second: all other pins) together with bus switch on
the I/Os

Option B — Three levels of staging (first: GND;
second: supplies; third: all other pins)
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Solution 3

The board-level design must ensure that the reflected waveform at the pad does not exceed the voltage
overshoot/undershoot limits provided in the datasheet. This is a requirement to ensure long-term
reliability.

This scheme will also work for a 3.3 V PCI/PCI-X configuration, but the internal diode should not be used
for clamping, and the voltage must be limited by the bus switch, as shown in Figure 7-11. Relying on the
diode clamping would create an excessive pad DC voltage of 3.3V + 0.7V =4 V.

Solution 3
1/0 Input
3V
Bus 33
Switch
IDTQS32X23
55V L_J

55V

)

Requires a bus switch on the board,
LVTTL/LVCMOS 3.3 V I/Os.

Figure 7-11 « Solution 3
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Simultaneously Switching Outputs (SSOs) and Printed Circuit
Board Layout

Each I/O voltage bank has a separate ground and power plane for input and output circuits (VMV/GNDQ
for input buffers and VCCI/GND for output buffers). This isolation is necessary to minimize simultaneous
switching noise from the input and output (SSI and SSO). The switching noise (ground bounce and
power bounce) is generated by the output buffers and transferred into input buffer circuits, and vice
versa.

Since voltage bounce originates on the package inductance, the VMV and VCCI supplies have separate
package pin assignments. For the same reason, GND and GNDQ also have separate pin assignments.
The VMV and VCCI pins must be shorted to each other on the board. Also, the GND and GNDQ pins
must be shorted to each other on the board. This will prevent unwanted current draw from the power
supply.

SSOs can cause signal integrity problems on adjacent signals that are not part of the SSO bus. Both
inductive and capacitive coupling parasitics of bond wires inside packages and of traces on PCBs will
transfer noise from SSO busses onto signals adjacent to those busses. Additionally, SSOs can produce
ground bounce noise and VCCI dip noise. These two noise types are caused by rapidly changing
currents through GND and VCCI package pin inductances during switching activities (EQ 8-2 and

EQ 8-3).

Ground bounce noise voltage = L(GND) x di/dt

EQ 8-2
VCCI dip noise voltage = L(VCCI) x di/dt

EQ 8-3

Any group of four or more input pins switching on the same clock edge is considered an SSO bus. The
shielding should be done both on the board and inside the package unless otherwise described.

In-package shielding can be achieved in several ways; the required shielding will vary depending on
whether pins next to the SSO bus are LVTTL/LVCMOS inputs, LVTTL/LVCMOS outputs, or
GTL/SSTL/HSTL/LVDS/LVPECL inputs and outputs. Board traces in the vicinity of the SSO bus have to
be adequately shielded from mutual coupling and inductive noise that can be generated by the SSO bus.
Also, noise generated by the SSO bus needs to be reduced inside the package.

PCBs perform an important function in feeding stable supply voltages to the IC and, at the same time,
maintaining signal integrity between devices.

Key issues that need to be considered are as follows:
* Power and ground plane design and decoupling network design
» Transmission line reflections and terminations

For extensive data per package on the SSO and PCB issues, refer to the "ProASIC3/E SSO and Pin
Placement and Guidelines" chapter of the ProASIC3 FPGA Fabric User’s Guide.

Revision 4 241


http://www.microsemi.com/soc/documents/PA3_UG.pdf

& Microsemi

ProASIC3L FPGA Fabric User’'s Guide

Programming Solutions

Details for the available programmers can be found in the programmer user's guides listed in the
"Related Documents" section on page 297.

All the programmers except FlashPro4, FlashPro3, FlashPro Lite, and FlashPro require adapter
modules, which are designed to support device packages. All modules are listed on the Microsemi SoC
Products Group website at
http://www.microsemi.com/soc/products/hardware/program_debug/ss/modules.aspx. They are not listed
in this document, since this list is updated frequently with new package options and any upgrades
required to improve programming yield or support new families.

Table 11-3 « Programming Solutions

Single
Programmer Vendor ISP | Device Multi-Device Availability
FlashPro4 Microsemi Only Yes Yes' Available
FlashPro3 Microsemi Only Yes Yes' Available
FlashPro Lite? Microsemi Only Yes Yes' Available
FlashPro Microsemi Only Yes Yes' Discontinued
Silicon Sculptor 3 Microsemi Yes® Yes Cascade option Available
(up to two)
Silicon Sculptor Il Microsemi Yes?® Yes Cascade option Available
(up to two)
Silicon Sculptor Microsemi Yes Yes Cascade option Discontinued
(up to four)
Sculptor 6X Microsemi No Yes Yes Discontinued
BP MicroProgrammers BP No Yes Yes Contact BP
Microsystems Microsystems at
www.bpmicro.com

Notes:
1. Multiple devices can be connected in the same JTAG chain for programming.

2. If FlashPro Lite is used for programming, the programmer derives all of its power from the target pc
board's VDD supply. The FlashPro Lite's VPP and VPN power supplies use the target pc board's
VDD as a power source. The target pc board must supply power to both the VDDP and VDD power
pins of the ProASICELYS device in addition to supplying VDD to the FlashPro Lite. The target pc
board needs to provide at least 500 mA of current to the FlashPro Lite VDD connection for
programming.

3. Silicon Sculptor Il and Silicon Sculptor 3 can only provide ISP for ProASIC and ProASICELUS
families, not for Fusion, IGLOO, or ProASIC3 devices.
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Programmer Ordering Codes

The products shown in Table 11-4 can be ordered through Microsemi sales and will be shipped directly
from Microsemi. Products can also be ordered from Microsemi distributors, but will still be shipped
directly from Microsemi. Table 11-4 includes ordering codes for the full kit, as well as codes for
replacement items and any related hardware. Some additional products can be purchased from external
suppliers for use with the programmers. Ordering codes for adapter modules used with Silicon Sculptor
are available at http://www.microsemi.com/soc/products/hardware/program_debug/ss/modules.aspx.

Table 11-4 « Programming Ordering Codes

Description Vendor Ordering Code Comment

FlashPro4 ISP Microsemi FLASHPRO 4 Uses a 2x5, RA male header connector
programmer

FlashPro Lite ISP Microsemi FLASHPRO LITE Supports small programming header or
programmer large header through header converter

(not included)

Silicon Sculptor 3 Microsemi| SILICON-SCULPTOR 3 |USB 2.0 high-speed production
programmer

Silicon Sculptor Il Microsemi| SILICON-SCULPTOR Il [Requires add-on adapter modules to
support devices

Silicon Sculptor ISP |Microsemi| SMPA-ISP-ACTEL-3-KIT [Ships with both large and small header

module support

ISP cable for small [Microsemi ISP-CABLE-S Supplied with SMPA-ISP-ACTEL-3-KIT
header

ISP cable for large  [Microsemi PA-ISP-CABLE Supplied with SMPA-ISP-ACTEL-3-KIT
header

Programmer Device Support
Refer to www.microsemi.com/soc for the current information on programmer and device support.

Certified Programming Solutions

The Microsemi-certified programmers for flash devices are FlashPro4, FlashPro3, FlashPro Lite,
FlashPro, Silicon Sculptor Il, Silicon Sculptor 3, and any programmer that is built by BP Microsystems. All
other programmers are considered noncertified programmers.

* FlashPro4, FlashPro3, FlashPro Lite, FlashPro

The Microsemi family of FlashPro device programmers provides in-system programming in an
easy-to-use, compact system that supports all flash families. Whether programming a board
containing a single device or multiple devices connected in a chain, the Microsemi line of
FlashPro programmers enables fast programming and reprogramming. Programming with the
FlashPro series of programmers saves board space and money as it eliminates the need for
sockets on the board. There are no built-in algorithms, so there is no delay between product
release and programming support. The FlashPro programmer is no longer available.

» Silicon Sculptor 3, Silicon Sculptor I

Silicon Sculptor 3 and Silicon Sculptor Il are robust, compact, single-device programmers with
standalone software for the PC. They are designed to enable concurrent programming of multiple
units from the same PC with speeds equivalent to or faster than previous Microsemi
programmers.

* Noncertified Programmers

Microsemi does not test programming solutions from other vendors, and DOES NOT guarantee
programming yield. Also, Microsemi will not perform any failure analysis on devices programmed
on non-certified programmers. Please refer to the Programming and Functional Failure
Guidelines document for more information.
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Application 1: Trusted Environment

As illustrated in Figure 12-7, this application allows the programming of devices at design locations
where research and development take place. Therefore, encryption is not necessary and is optional to
the user. This is often a secure way to protect the design, since the design program files are not sent
elsewhere. In situations where production programming is not available at the design location,
programming centers (such as Microsemi In-House Programming) provide a way of programming
designs at an alternative, secure, and trusted location. In this scenario, the user generates a STAPL
programming file from the Designer software in plaintext format, containing information on the entire
design or the portion of the design to be programmed. The user can choose to employ the FlashLock
Pass Key feature with the design. Once the design is programmed to unprogrammed devices, the design
is protected by this FlashLock Pass Key. If no future programming is needed, the user can consider
permanently securing the IGLOO and ProASIC3 device, as discussed in the "Permanent FlashLock"
section on page 307.

Application 2: Nontrusted Environment—Unsecured Location

Often, programming of devices is not performed in the same location as actual design implementation, to
reduce manufacturing cost. Overseas programming centers and contract manufacturers are examples of
this scenario.

To achieve security in this case, the AES key and the FlashLock Pass Key can be initially programmed
in-house (trusted environment). This is done by generating a programming file with only the security
settings and no design contents. The design FPGA core, FlashROM, and (for Fusion) FB contents are
generated in a separate programming file. This programming file must be set with the same AES key that
was used to program to the device previously so the device will correctly decrypt this encrypted
programming file. As a result, the encrypted design content programming file can be safely sent off-site
to nontrusted programming locations for design programming. Figure 12-7 shows a more detailed flow
for this application.

OEM Trusted Environment
)
Generates Design D Generates and Programs Security Settings Only
Contents Encrypted (programming of the security keys)
with AES
l v Flash Device
Security Settings* Security Settings
AES and/or  [lash Device >
Pass Key FPGA/FlashROM/FBs FPGA/FlashROM/FBs
Protected
Programming File
Sends File(s) Ships Devices Returns Programmed Ships Programmed
to Manufacturer to Manufacturer Devices to Vendor Devices to End Customer
|
Security Settings
000
- P \FPGA/FlashROM/FBs
Programs Design COREE
Contents to Devices
Flash Device OEM
Customers
Nontrusted Manufacturing Environment

Notes:

1. Programmed portion indicated with dark gray.

2. Programming of FBs applies to Fusion only.

Figure 12-7 « Application 2: Device Programming in a Nontrusted Environment

Revision 4 309



& Microsemi

Security in Low Power Flash Devices

STAPL File with AES Encryption
» Does not contain AES key / FlashLock Key information

* Intended for transmission through web or service to unsecured locations for programming

NOTE "CREATOR'" '‘Designer Version: 6.1.1.108";
NOTE "DEVICE" "A3PE600";

NOTE ""PACKAGE™ '208 PQFP™";

NOTE "'DATE'"™ *2005/04/08";

NOTE "STAPL_VERSION'" "JESD71";

NOTE *"IDCODE" "'$123261CF";

NOTE "DESIGN" *counter32";

NOTE "'CHECKSUM'" “'$EF57";

NOTE '"SAVE_DATA™ "‘FRomStream";

NOTE ""SECURITY"™ "ENCRYPT FROM CORE ™
NOTE "ALG_VERSION™ "1";

NOTE **MAX_FREQ™ "'20000000";

NOTE *SILSIG"™ "$00000000";

Conclusion

The new and enhanced security features offered in Fusion, IGLOO, and ProASIC3 devices provide state-
of-the-art security to designs programmed into these flash-based devices. Microsemi low power flash
devices employ the encryption standard used by NIST and the U.S. government—AES using the 128-bit
Rijndael algorithm.

The combination of an on-chip AES decryption engine and FlashLock technology provides the highest
level of security against invasive attacks and design theft, implementing the most robust and secure ISP
solution. These security features protect IP within the FPGA and protect the system from cloning,
wholesale “black box” copying of a design, invasive attacks, and explicit IP or data theft.

Glossary

Term Explanation

Security Header Programming file used to program the FlashLock Pass Key and/or AES key into the device to
programming file secure the FPGA, FlashROM, and/or FBs.

AES (encryption) key | 128-bit key defined by the user when the AES encryption option is set in the Microsemi
Designer software when generating the programming file.

FlashLock Pass Key | 128-bit key defined by the user when the FlashLock option is set in the Microsemi Designer
software when generating the programming file.

The FlashLock Key protects the security settings programmed to the device. Once a device
is programmed with FlashLock, whatever settings were chosen at that time are secure.

FlashLock The combined security features that protect the device content from attacks. These features
are the following:

» Flash technology that does not require an external bitstream to program the device

* FlashLock Pass Key that secures device content by locking the security settings and
preventing access to the device as defined by the user

» AES key that allows secure, encrypted device reprogrammability

References

National Institute of Standards and Technology. “ADVANCED ENCRYPTION STANDARD (AES)
Questions and Answers.” 28 January 2002 (10 January 2005).
See http://csrc.nist.gov/archive/aes/index1.html for more information.
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Circuit Description

All IGLOO devices as well as the ProASIC3L product family are available in two versions: V5 devices,
which are powered by a 1.5V supply and V2 devices, which are powered by a supply anywhere in the
range of 1.2V to 1.5V in 50 mV increments. Applications that use IGLOO or ProASIC3L devices
powered by a 1.2 V core supply must have a mechanism that switches the core voltage from 1.2V (or
other voltage below 1.5V) to 1.5 V during in-system programming (ISP). There are several possible
techniques to meet this requirement. Microsemi recommends utilizing a linear voltage regulator, a
resistor voltage divider, and an N-Channel Digital FET to set the appropriate VCC voltage, as shown in
Figure 14-1.

Where 1.2V is mentioned in the following text, the meaning applies to any voltage below the 1.5V
range. Resistor values in the figures have been calculated for 1.2V, so refer to power regulator
datasheets if a different core voltage is required.

The main component of Microsemi's recommended circuit is the LTC3025 linear voltage regulator from
LinearTech. The output voltage of the LTC3025 on the OUT pin is set by the ratio of two external
resistors, R37 and R38, in a voltage divider. The linear voltage regulator adjusts the voltage on the OUT
pin to maintain the ADJ pin voltage at 0.4 V (referenced to ground). By using an R38 value of 40.2 kQ
and an R37 value of 80.6 kQ, the output voltage on the OUT pin is 1.2 V. To achieve 1.5V on the OUT
pin, R44 can be used in parallel with R38. The OUT pin can now be used as a switchable source for the
VCC supply. Refer to the LTC3025 Linear Voltage Regulator datasheet for more information.

In Figure 14-1, the N-Channel Digital FET is used to enable and disable R44. This FET is controlled by
the JTAG TRST signal driven by the FlashPro3 programmer. During programming of the device, the
TRST signal is driven HIGH by the FlashPro3, and turns the N-Channel Digital FET ON. When the FET is
ON, R44 becomes enabled as a parallel resistance to R38, which forces the regulator to set OUT to
1.5V.

When the FlashPro3 is connected and not in programming mode or when it is not connected, the pull-
down resistor, R10, will pull the TRST signal LOW. When this signal is LOW, the N-Channel Digital FET
is "open" and R44 is not part of the resistance seen by the LTC3025. The new resistance momentarily
changes the voltage value on the ADJ pin, which in turn causes the output of the LTC3025 to
compensate by setting OUT to 1.2 V. Now the device will run in regular active mode at the regular 1.2 V
core voltage.

VLDO LINEAR REGULATOR - 1.2V/1.5V OUTPUT VOOREAGL (1 _2V/1.5V)

u14

VIN T
BIAS out |4 t
CE3
1uF
w Loz o le |
L R3T
i > SHON GND Bo.eK:1%
EPAD
~
Mfr P/N :LTC3025EDCH#TRPBF
Mfr: Linear Technology R44
107K, 1%
9 R38
402K, 1%
a6
; FOV30IN
TRSTB & :
{From FlashPro3) Mfr P/N :FDV30IN
Mfr: Fairphild
RID,
10K

Figure 14-1 « Circuit Diagram

Revision 4 343


http://www.digchip.com/datasheets/search.php

