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Flash*Freeze Technology and Low Power Modes
Microsemi IGLOO,® IGLOO nano, IGLOO PLUS, ProASIC®3L, and Radiation-Tolerant (RT) ProASIC3
FPGAs with Flash*Freeze technology are designed to meet the most demanding power and area
challenges of today’s portable electronics products with a reprogrammable, small-footprint, full-featured
flash FPGA. These devices offer lower power consumption in static and dynamic modes, utilizing the
unique Flash*Freeze technology, than any other FPGA or CPLD.
IGLOO, IGLOO nano, IGLOO PLUS, ProASIC3L, and RT ProASIC3 devices offer various power-saving
modes that enable every system to utilize modes that achieve the lowest total system power. Low Power
Active capability (static idle) allows for ultra-low power consumption while the device is operational in the
system by maintaining SRAM, registers, I/Os, and logic functions.
Flash*Freeze technology provides an ultra-low power static mode (Flash*Freeze mode) that retains all
SRAM and register information with rapid recovery to Active (operating) mode. IGLOO nano and IGLOO
PLUS devices have an additional feature when operating in Flash*Freeze mode, allowing them to retain
I/O states as well as SRAM and register states. This mechanism enables the user to quickly (within 1 µs)
enter and exit Flash*Freeze mode by activating the Flash*Freeze (FF) pin while all power supplies are
kept in their original states. In addition, I/Os and clocks connected to the FPGA can still be toggled
without impact on device power consumption. While in Flash*Freeze mode, the device retains all core
register states and SRAM information. This mode can be configured so that no power is consumed by
the I/O banks, clocks, JTAG pins, or PLLs; and the IGLOO and IGLOO PLUS devices consume as little
as 5 µW, while IGLOO nano devices consume as little as 2 µW. Microsemi offers a state management IP
core to aid users in gating clocks and managing data before entering Flash*Freeze mode.
This document will guide users in selecting the best low power mode for their applications, and
introduces Microsemi's Flash*Freeze management IP core.
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Flash*Freeze Technology and Low Power Modes
Sleep and Shutdown Modes

Sleep Mode
IGLOO, IGLOO nano, IGLOO PLUS, ProASIC3L, and RT ProASIC3 FPGAs support Sleep mode when
device functionality is not required. In Sleep mode, VCC (core voltage), VJTAG (JTAG DC voltage), and
VPUMP (programming voltage) are grounded, resulting in the FPGA core being turned off to reduce
power consumption. While the device is in Sleep mode, the rest of the system can still be operating and
driving the input buffers of the device. The driven inputs do not pull up the internal power planes, and the
current draw is limited to minimal leakage current.
Table 2-7 shows the power supply status in Sleep mode.

Refer to the "Power-Up/-Down Behavior" section on page 33 for more information about I/O states during
Sleep mode and the timing diagram for entering and exiting Sleep mode.

Shutdown Mode
Shutdown mode is supported for all IGLOO nano and IGLOO PLUS devices as well the following
IGLOO/e devices: AGL015, AGL030, AGLE600, AGLE3000, and A3PE3000L. Shutdown mode can be
used by turning off all power supplies when the device function is not needed. Cold-sparing and hot-
insertion features enable these devices to be powered down without turning off the entire system. When
power returns, the live-at-power-up feature enables operation of the device after reaching the voltage
activation point.

Table 2-7 • Sleep Mode—Power Supply Requirement for IGLOO, IGLOO nano, IGLOO PLUS, 
ProASIC3L, and RT ProASIC3 Devices

Power Supplies Power Supply State 
VCC Powered off

VCCI = VMV Powered on

VJTAG Powered off

VPUMP Powered off
32 Revision 4



ProASIC3L FPGA Fabric User’s Guide
51900147-2/5.07 In the following sentence, located in the "Flash*Freeze Mode" section, the bold text
was changed from active high to active Low.
The Flash*Freeze pin (active low) is a dedicated pin used to enter or exit
Flash*Freeze mode directly, or alternatively the pin can be routed internally to the
FPGA core to allow the user's logic to decide if it is safe to transition to this mode.

24

Figure 2-2 • Flash*Freeze Mode Type 1 – Timing Diagram was updated. 25

Information about ULSICC was added to the "Prototyping for IGLOO and
ProASIC3L Devices Using ProASIC3" section.

2-21

51900147-1/3.07 In the "Flash*Freeze Mode" section, "active high" was changed to "active low." 24

The "Prototyping for IGLOO and ProASIC3L Devices Using ProASIC3" section was
updated with information concerning the Flash*Freeze pin.

2-21

Date Changes Page
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ProASIC3L FPGA Fabric User’s Guide
Figure 3-6 shows all nine global inputs for the location A connected to the top left quadrant global
network via CCC.

Since each bank can have a different I/O standard, the user should be careful to choose the correct
global I/O for the design. There are 54 global pins available to access 18 global networks. For the single-
ended and voltage-referenced I/O standards, you can use any of these three available I/Os to access the
global network. For differential I/O standards such as LVDS and LVPECL, the I/O macro needs to be
placed on (A0, A1), (B0, B1), (C0, C1), or a similar location. The unassigned global I/Os can be used
as regular I/Os. Note that pin names starting with GF and GC are associated with the chip global
networks, and GA, GB, GD, and GE are used for quadrant global networks. Table 3-2 on page 54 and
Table 3-3 on page 55 show the general chip and quadrant global pin names.

Figure 3-6 • Global Inputs
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Global Resources in Low Power Flash Devices
Table 3-5 • Globals/Spines/Rows for IGLOO PLUS Devices

IGLOO 
PLUS 
Devices

Chip
Globals 

Quadrant
Globals 

(4×3)
Clock
Trees 

Globals/
Spines

per Tree

Total 
Spines

per Device
VersaTiles

in Each Tree 
Total

VersaTiles 

Rows
in 

Each
Spine

AGLP030 6 0 2 9 18 384* 792 12

AGLP060 6 12 4 9 36 384* 1,584 12

AGLP125 6 12 8 9 72 384* 3,120 12

Note: *Clock trees that are located at far left and far right will support more VersaTiles.

Table 3-6 • Globals/Spines/Rows for Fusion Devices

Fusion
Device

Chip
Globals

Quadrant
Globals

(4×3)
Clock
Trees

Globals/
Spines

per
Tree

Total
Spines

per
Device

VersaTiles
in

Each
Tree

Total
VersaTiles

Rows
in

Each
Spine

AFS090 6 12 6 9 54 384 2,304 12

AFS250 6 12 8 9 72 768 6,144 24

AFS600 6 12 12 9 108 1,152 13,824 36

AFS1500 6 12 20 9 180 1,920 38,400 60
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Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal FPGAs
Software Configuration
SmartGen automatically generates the desired CCC functional block by configuring the control bits, and 
allows the user to select two CCC modes: Static PLL and Delayed Clock (CLKDLY).

Static PLL Configuration
The newly implemented Visual PLL Configuration Wizard feature provides the user a quick and easy way 
to configure the PLL with the desired settings (Figure 4-23). The user can invoke SmartGen to set the 
parameters and generate the netlist file with the appropriate flash configuration bits set for the CCCs. As 
mentioned in "PLL Macro Block Diagram" on page 85, the input reference clock CLKA can be configured 
to be driven by Hardwired I/O, External I/O, or Core Logic. The user enters the desired settings for all the 
parameters (output frequency, output selection, output phase adjustment, clock delay, feedback delay, 
and system delay). Notice that the actual values (divider values, output frequency, delay values, and 
phase) are shown to aid the user in reaching the desired design frequency in real time. These values are 
typical-case data. Best- and worst-case data can be observed through static timing analysis in 
SmartTime within Designer.
For dynamic configuration, the CCC parameters are defined using either the external JTAG port or an 
internally defined serial interface via the built-in dynamic shift register. This feature provides the ability to 
compensate for changes in the external environment. 

Figure 4-23 • Visual PLL Configuration Wizard
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FlashROM in Microsemi’s Low Power Flash Devices
FlashROM Design Flow 
The Microsemi Libero System-on-Chip (SoC) software has extensive FlashROM support, including
FlashROM generation, instantiation, simulation, and programming. Figure 5-9 shows the user flow
diagram. In the design flow, there are three main steps:

1. FlashROM generation and instantiation in the design
2. Simulation of FlashROM design
3. Programming file generation for FlashROM design

Figure 5-9 • FlashROM Design Flow
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ProASIC3L FPGA Fabric User’s Guide
recommended, since it reduces the complexity of the user interface block and the board-level JTAG
driver.
Moreover, using an internal counter for address generation speeds up the initialization procedure, since
the user only needs to import the data through the JTAG port.
The designer may use different methods to select among the multiple RAM blocks. Using counters along
with demultiplexers is one approach to set the write enable signals. Basically, the number of RAM blocks
needing initialization determines the most efficient approach. For example, if all the blocks are initialized
with the same data, one enable signal is enough to activate the write procedure for all of them at the
same time. Another alternative is to use different opcodes to initialize each memory block. For a small
number of RAM blocks, using counters is an optimal choice. For example, a ring counter can be used to
select from multiple RAM blocks. The clock driver of this counter needs to be controlled by the address
generation process.
Once the addressing of one block is finished, a clock pulse is sent to the (ring) counter to select the next
memory block.
Figure 6-9 illustrates a simple block diagram of an interface block between UJTAG and RAM blocks. 

In the circuit shown in Figure 6-9, the shift register is enabled by the UDRSH output of the UJTAG macro.
The counters and chip select outputs are controlled by the value of the TAP Instruction Register. The
comparison block compares the UIREG value with the "start initialization" opcode value (defined by the
user). If the result is true, the counters start to generate addresses and activate the WEN inputs of
appropriate RAM blocks.
The UDRUPD output of the UJTAG macro, also shown in Figure 6-9, is used for generating the write
clock (WCLK) and synchronizing the data register and address counter with WCLK. UDRUPD is HIGH
when the TAP Controller is in the Data Register Update state, which is an indication of completing the
loading of one data word. Once the TAP Controller goes into the Data Register Update state, the
UDRUPD output of the UJTAG macro goes HIGH. Therefore, the pipeline register and the address
counter place the proper data and address on the outputs of the interface block. Meanwhile, WCLK is
defined as the inverted UDRUPD. This will provide enough time (equal to the UDRUPD HIGH time) for
the data and address to be placed at the proper ports of the RAM block before the rising edge of WCLK.
The inverter is not required if the RAM blocks are clocked at the falling edge of the write clock. An
example of this is described in the "Example of RAM Initialization" section on page 166.

Figure 6-9 • Block Diagram of a Sample User Interface
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SRAM and FIFO Memories in Microsemi's Low Power Flash Devices
//
addr_counter counter_1 (.Clock(data_update), .Q(wr_addr), .Aset(rst_n), 

.Enable(enable));
addr_counter counter_2 (.Clock(test_clk), .Q(rd_addr), .Aset(rst_n),

.Enable( test_active));

endmodule

Interface Block / UJTAG Wrapper
This example is a sample wrapper, which connects the interface block to the UJTAG and the memory
blocks.
// WRAPPER
module top_init (TDI, TRSTB, TMS, TCK, TDO, test, test_clk, test_ out);

input TDI, TRSTB, TMS, TCK;
output TDO;
input test, test_clk;
output [3:0] test_out;

wire [7:0] IR;
wire reset, DR_shift, DR_cap, init_clk, DR_update, data_in, data_out;
wire clk_out, wen, ren;
wire [3:0] word_in, word_out;
wire [1:0] write_addr, read_addr;

UJTAG UJTAG_U1 (.UIREG0(IR[0]), .UIREG1(IR[1]), .UIREG2(IR[2]), .UIREG3(IR[3]),
.UIREG4(IR[4]), .UIREG5(IR[5]), .UIREG6(IR[6]), .UIREG7(IR[7]), .URSTB(reset),
.UDRSH(DR_shift), .UDRCAP(DR_cap), .UDRCK(init_clk), .UDRUPD(DR_update),
.UT-DI(data_in), .TDI(TDI), .TMS(TMS), .TCK(TCK), .TRSTB(TRSTB), .TDO(TDO),
.UT-DO(data_out));

mem_block RAM_block (.DO(word_out), .RCLOCK(clk_out), .WCLOCK(clk_out), .DI(word_in),
.WRB(wen), .RDB(ren), .WAD-DR(write_addr), .RADDR(read_addr));

interface init_block (.IR(IR), .rst_n(reset), .data_shift(DR_shift), .clk_in(init_clk),
.data_update(DR_update), .din_ser(data_in), .dout_ser(data_out), .test(test),
.test_out(test_out), .test_clk(test_clk), .clk_out(clk_out), .wr_en(wen),
.rd_en(ren), .write_word(word_in), .read_word(word_out), .rd_addr(read_addr),
.wr_addr(write_addr));

endmodule

Address Counter
module addr_counter (Clock, Q, Aset, Enable);

input Clock;
output [1:0] Q;
input Aset;
input Enable;

reg [1:0] Qaux;

always @(posedge Clock or negedge Aset)
begin

if (!Aset) Qaux <= 2'b11;
else if (Enable) Qaux <= Qaux + 1;

end

assign Q = Qaux;

endmodule
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ProASIC3L FPGA Fabric User’s Guide
SmartGen enables the user to configure the desired RAM element to use either a single clock for read
and write, or two independent clocks for read and write. The user can select the type of RAM as well as
the width/depth and several other parameters (Figure 6-13).

SmartGen also has a Port Mapping option that allows the user to specify the names of the ports
generated in the memory block (Figure 6-14).

SmartGen also configures the FIFO according to user specifications. Users can select no flags, static
flags, or dynamic flags. Static flag settings are configured using configuration flash and cannot be altered

Figure 6-13 • SmartGen Memory Configuration Interface 

Figure 6-14 • Port Mapping Interface for SmartGen-Generated Memory
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ProASIC3L FPGA Fabric User’s Guide
I/O Architecture

I/O Tile
The I/O tile provides a flexible, programmable structure for implementing a large number of I/O
standards. In addition, the registers available in the I/O tile can be used to support high-performance
register inputs and outputs, with register enable if desired (Figure 7-2). The registers can also be used to
support the JESD-79C Double Data Rate (DDR) standard within the I/O structure (see the "DDR for
Microsemi’s Low Power Flash Devices" section on page 271 for more information). In addition, the
registers available in the I/O tile can be used to support high-performance register inputs and outputs,
with register enable if desired (Figure 7-2). 
As depicted in Figure 7-2, all I/O registers share one CLR port. The output register and output enable
register share one CLK port. 

Figure 7-2 • DDR Configured I/O Block Logical Representation
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I/O Structures in IGLOOe and ProASIC3E Devices
Low Power Flash Device I/O Support
The low power flash FPGAs listed in Table 8-1 support I/Os and the functions described in this 
document. 

IGLOO Terminology
In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed 
in Table 8-1. Where the information applies to only one product line or limited devices, these exclusions 
will be explicitly stated. 

ProASIC3 Terminology
In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices 
as listed in Table 8-1. Where the information applies to only one product line or limited devices, these 
exclusions will be explicitly stated.
To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s 
Lowest Power FPGAs Portfolio.

Table 8-1 • Flash-Based FPGAs

Series Family* Description

IGLOO IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards

ProASIC3 ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and additional I/O standards

ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology

Military ProASIC3/EL Military temperature A3PE600L, A3P1000, and A3PE3000L

RT ProASIC3 Radiation-tolerant RT3PE600L and RT3PE3000L

Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics, 
and packaging information.
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I/O Structures in IGLOOe and ProASIC3E Devices
I/O Banks and I/O Standards Compatibility
I/Os are grouped into I/O voltage banks. 
Each I/O voltage bank has dedicated I/O supply and ground voltages (VMV/GNDQ for input buffers and 
VCCI/GND for output buffers). Because of these dedicated supplies, only I/Os with compatible standards 
can be assigned to the same I/O voltage bank. Table 8-3 on page 217 shows the required voltage 
compatibility values for each of these voltages.
There are eight I/O banks (two per side).
Every I/O bank is divided into minibanks. Any user I/O in a VREF minibank (a minibank is the region of 
scope of a VREF pin) can be configured as a VREF pin (Figure 8-2). Only one VREF pin is needed to 
control the entire VREF minibank. The location and scope of the VREF minibanks can be determined by 
the I/O name. For details, see the user I/O naming conventions for "IGLOOe and ProASIC3E" on 
page 245. Table 8-5 on page 217 shows the I/O standards supported by IGLOOe and ProASIC3E 
devices, and the corresponding voltage levels. 
I/O standards are compatible if they comply with the following:

• Their VCCI and VMV values are identical.
• Both of the standards need a VREF, and their VREF values are identical.
• All inputs and disabled outputs are voltage tolerant up to 3.3 V.

For more information about I/O and global assignments to I/O banks in a device, refer to the specific pin 
table for the device in the packaging section of the datasheet, and see the user I/O naming conventions 
for "IGLOOe and ProASIC3E" on page 245.  

Figure 8-2 • Typical IGLOOe and ProASIC3E I/O Bank Detail Showing VREF Minibanks
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I/O Structures in IGLOOe and ProASIC3E Devices
IGLOOe and ProASIC3E
For devices requiring Level 3 and/or Level 4 compliance, the board drivers connected to the I/Os must 
have 10 kΩ (or lower) output drive resistance at hot insertion, and 1 kΩ (or lower) output drive resistance 
at hot removal. This resistance is the transmitter resistance sending a signal toward the I/O, and no 
additional resistance is needed on the board. If that cannot be assured, three levels of staging can be 
used to achieve Level 3 and/or Level 4 compliance. Cards with two levels of staging should have the 
following sequence: 

• Grounds
• Powers, I/Os, and other pins

Cold-Sparing Support
Cold-sparing refers to the ability of a device to leave system data undisturbed when the system is 
powered up, while the component itself is powered down, or when power supplies are floating.
Cold-sparing is supported on ProASIC3E devices only when the user provides resistors from each power 
supply to ground. The resistor value is calculated based on the decoupling capacitance on a given power 
supply. The RC constant should be greater than 3 µs.
To remove resistor current during operation, it is suggested that the resistor be disconnected (e.g., with 
an NMOS switch) from the power supply after the supply has reached its final value. Refer to the "Power-
Up/-Down Behavior of Low Power Flash Devices" section on page 373 for details on cold-sparing. 
Cold-sparing means that a subsystem with no power applied (usually a circuit board) is electrically 
connected to the system that is in operation. This means that all input buffers of the subsystem must 
present very high input impedance with no power applied so as not to disturb the operating portion of the 
system.
The 30 k gate devices fully support cold-sparing, since the I/O clamp diode is always off (see Table 8-13 on 
page 231). If the 30 k gate device is used in applications requiring cold-sparing, a discharge path from 
the power supply to ground should be provided. This can be done with a discharge resistor or a switched 
resistor. This is necessary because the 30 k gate devices do not have built-in I/O clamp diodes. 
For other IGLOOe and ProASIC3E devices, since the I/O clamp diode is always active, cold-sparing can 
be accomplished either by employing a bus switch to isolate the device I/Os from the rest of the system 
or by driving each I/O pin to 0 V. If the resistor is chosen, the resistor value must be calculated based on 
decoupling capacitance on a given power supply on the board (this decoupling capacitance is in parallel 
with the resistor). The RC time constant should ensure full discharge of supplies before cold-sparing 
functionality is required. The resistor is necessary to ensure that the power pins are discharged to ground 
every time there is an interruption of power to the device.
IGLOOe and ProASIC3E devices support cold-sparing for all I/O configurations. Standards, such as PCI, 
that require I/O clamp diodes can also achieve cold-sparing compliance, since clamp diodes get 
disconnected internally when the supplies are at 0 V.
When targeting low power applications, I/O cold-sparing may add additional current if a pin is configured 
with either a pull-up or pull-down resistor and driven in the opposite direction. A small static current is 
induced on each I/O pin when the pin is driven to a voltage opposite to the weak pull resistor. The current 
is equal to the voltage drop across the input pin divided by the pull resistor. Refer to the "Detailed I/O DC 
Characteristics" section of the appropriate family datasheet for the specific pull resistor value for the 
corresponding I/O standard.
For example, assuming an LVTTL 3.3 V input pin is configured with a weak pull-up resistor, a current will 
flow through the pull-up resistor if the input pin is driven LOW. For LVTTL 3.3 V, the pull-up resistor is 
~45 kΩ, and the resulting current is equal to 3.3 V / 45 kΩ = 73 µA for the I/O pin. This is true also when 
a weak pull-down is chosen and the input pin is driven High. This current can be avoided by driving the 
input Low when a weak pull-down resistor is used and driving it High when a weak pull-up resistor is 
used.
230 Revision 4



I/O Software Control in Low Power Flash Devices
those banks, the user does not need to assign the same VCCI voltage to another bank. The user needs
to assign the other three VCCI voltages to three more banks.

Assigning Technologies and VREF to I/O Banks
Low power flash devices offer a wide variety of I/O standards, including voltage-referenced standards.
Before proceeding to Layout, each bank must have the required VCCI voltage assigned for the
corresponding I/O technologies used for that bank. The voltage-referenced standards require the use of
a reference voltage (VREF). This assignment can be done manually or automatically. The following
sections describe this in detail.

Manually Assigning Technologies to I/O Banks
The user can import the PDC at this point and resolve this requirement. The PDC command is
set_iobank [bank name] –vcci [vcci value]

Another method is to use the I/O Bank Settings dialog box (MVN > Edit > I/O Bank Settings) to set up
the VCCI voltage for the bank (Figure 9-12).

Figure 9-12 • Setting VCCI for a Bank
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The procedure is as follows:
1. Select the bank to which you want VCCI to be assigned from the Choose Bank list.
2. Select the I/O standards for that bank. If you select any standard, the tool will automatically show

all compatible standards that have a common VCCI voltage requirement.
3. Click Apply.
4. Repeat steps 1–3 to assign VCCI voltages to other banks. Refer to Figure 9-11 on page 263 to

find out how many I/O banks are needed for VCCI bank assignment.

Manually Assigning VREF Pins
Voltage-referenced inputs require an input reference voltage (VREF). The user must assign VREF pins
before running Layout. Before assigning a VREF pin, the user must set a VREF technology for the bank
to which the pin belongs.

VREF Rules for the Implementation of Voltage-Referenced I/O 
Standards
The VREF rules are as follows:

1. Any I/O (except JTAG I/Os) can be used as a VREF pin.
2. One VREF pin can support up to 15 I/Os. It is recommended, but not required, that eight of them

be on one side and seven on the other side (in other words, all 15 can still be on one side of
VREF). 

3. SSTL3 (I) and (II): Up to 40 I/Os per north or south bank in any position
4. LVPECL / GTL+ 3.3 V / GTL 3.3 V: Up to 48 I/Os per north or south bank in any position (not

applicable for IGLOO nano and ProASIC3 nano devices)
5. SSTL2 (I) and (II) / GTL+ 2.5 V / GTL 2.5 V: Up to 72 I/Os per north or south bank in any position
6. VREF minibanks partition rule: Each I/O bank is physically partitioned into VREF minibanks. The

VREF pins within a VREF minibank are interconnected internally, and consequently, only one
VREF voltage can be used within each VREF minibank. If a bank does not require a VREF signal,
the VREF pins of that bank are available as user I/Os.

7. The first VREF minibank includes all I/Os starting from one end of the bank to the first power triple
and eight more I/Os after the power triple. Therefore, the first VREF minibank may contain (0 + 8),
(2 + 8), (4 + 8), (6 + 8), or (8 + 8) I/Os.
The second VREF minibank is adjacent to the first VREF minibank and contains eight I/Os, a
power triple, and eight more I/Os after the triple. An analogous rule applies to all other VREF
minibanks but the last.
The last VREF minibank is adjacent to the previous one but contains eight I/Os, a power triple,
and all I/Os left at the end of the bank. This bank may also contain (8 + 0), (8 + 2), (8 + 4), (8 + 6),
or (8 + 8) available I/Os.
Example:
4 I/Os →  Triple →  8 I/Os, 8 I/Os →  Triple →  8 I/Os, 8 I/Os →  Triple →  2 I/Os
That is, minibank A = (4 + 8) I/Os, minibank B = (8 + 8) I/Os, minibank C = (8 + 2) I/Os.

8. Only minibanks that contain input or bidirectional I/Os require a VREF. A VREF is not needed for
minibanks composed of output or tristated I/Os. 

Assigning the VREF Voltage to a Bank
When importing the PDC file, the VREF voltage can be assigned to the I/O bank. The PDC command is
as follows:
set_iobank –vref [value]

Another method for assigning VREF is by using MVN > Edit > I/O Bank Settings (Figure 9-13 on
page 266).
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• Programming Centers
Microsemi programming hardware policy also applies to programming centers. Microsemi 
expects all programming centers to use certified programmers to program Microsemi devices. If a 
programming center uses noncertified programmers to program Microsemi devices, the 
"Noncertified Programmers" policy applies. 

Important Programming Guidelines

Preprogramming Setup
Before programming, several steps are required to ensure an optimal programming yield.

Use Proper Handling and Electrostatic Discharge (ESD) Precautions 
Microsemi FPGAs are sensitive electronic devices that are susceptible to damage from ESD and other 
types of mishandling. For more information about ESD, refer to the Quality and Reliability Guide, 
beginning with page 41.

Use the Latest Version of the Designer Software to Generate Your 
Programming File (recommended)
The files used to program Microsemi flash devices (*.bit, *.stp, *.pdb) contain important information about 
the switches that will be programmed in the FPGA. Find the latest version and corresponding release 
notes at http://www.microsemi.com/soc/download/software/designer/. Also, programming files must 
always be zipped during file transfer to avoid the possibility of file corruption.

Use the Latest Version of the Programming Software 
The programming software is frequently updated to accommodate yield enhancements in FPGA 
manufacturing. These updates ensure maximum programming yield and minimum programming times. 
Before programming, always check the version of software being used to ensure it is the most recent. 
Depending on the programming software, refer to one of the following:

• FlashPro: http://www.microsemi.com/soc/download/program_debug/flashpro/
• Silicon Sculptor: http://www.microsemi.com/soc/download/program_debug/ss/

Use the Most Recent Adapter Module with Silicon Sculptor
Occasionally, Microsemi makes modifications to the adapter modules to improve programming yields 
and programming times. To identify the latest version of each module before programming, visit
http://www.microsemi.com/soc/products/hardware/program_debug/ss/modules.aspx.

Perform Routine Hardware Self-Diagnostic Test
• Adapter modules must be regularly cleaned. Adapter modules need to be inserted carefully into 

the programmer to make sure the DIN connectors (pins at the back side) are not damaged.
• FlashPro

The self-test is only applicable when programming with FlashPro and FlashPro3 programmers. It 
is not supported with FlashPro4 or FlashPro Lite. To run the self-diagnostic test, follow the 
instructions given in the "Performing a Self-Test" section of
http://www.microsemi.com/soc/documents/FlashPro_UG.pdf. 

• Silicon Sculptor
The self-diagnostic test verifies correct operation of the pin drivers, power supply, CPU, memory, 
and adapter module. This test should be performed with an adapter module installed and before 
every programming session. At minimum, the test must be executed every week. To perform self-
diagnostic testing using the Silicon Sculptor software, perform the following steps, depending on 
the operating system:
– DOS: From anywhere in the software, type ALT + D.
– Windows: Click Device > choose Actel Diagnostic > select the Test tab > click OK.
Silicon Sculptor programmers must be verified annually for calibration. Refer to the Silicon 
Sculptor Verification of Calibration Work Instruction document on the website. 
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Security in Low Power Flash Devices
Security Features
IGLOO and ProASIC3 devices have two entities inside: FlashROM and the FPGA core fabric. Fusion
devices contain three entities: FlashROM, FBs, and the FPGA core fabric. The parts can be programmed
or updated independently with a STAPL programming file. The programming files can be AES-encrypted
or plaintext. This allows maximum flexibility in providing security to the entire device. Refer to the
"Programming Flash Devices" section on page 287 for information on the FlashROM structure.
Unlike SRAM-based FPGA devices, which require a separate boot PROM to store programming data,
low power flash devices are nonvolatile, and the secured configuration data is stored in on-chip flash
cells that are part of the FPGA fabric. Once programmed, this data is an inherent part of the FPGA array
and does not need to be loaded at system power-up. SRAM-based FPGAs load the configuration
bitstream upon power-up; therefore, the configuration is exposed and can be read easily.
The built-in FPGA core, FBs, and FlashROM support programming files encrypted with the 128-bit AES
(FIPS-192) block ciphers. The AES key is stored in dedicated, on-chip flash memory and can be
programmed before the device is shipped to other parties (allowing secure remote field updates).

Security in ARM-Enabled Low Power Flash Devices 
There are slight differences between the regular flash devices and the ARM®-enabled flash devices,
which have the M1 and M7 prefix.
The AES key is used by Microsemi and preprogrammed into the device to protect the ARM IP. As a
result, the design is encrypted along with the ARM IP, according to the details below. 

Figure 12-3 • Block Representation of the AES Decryption Core in a Fusion AFS600 FPGA 
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Table 12-6 and Table 12-7 show all available options. If you want to implement custom levels,
refer to the "Advanced Options" section on page 322 for information on each option and how to
set it. 

3. When done, click Finish to generate the Security Header programming file. 

Generation of Programming Files with AES Encryption—
Application 3
This section discusses how to generate design content programming files needed specifically at
unsecured or remote locations to program devices with a Security Header (FlashLock Pass Key and AES
key) already programmed ("Application 2: Nontrusted Environment—Unsecured Location" section on
page 309 and "Application 3: Nontrusted Environment—Field Updates/Upgrades" section on page 310).
In this case, the encrypted programming file must correspond to the AES key already programmed into
the device. If AES encryption was previously selected to encrypt the FlashROM, FBs, and FPGA array,
AES encryption must be set when generating the programming file for them. AES encryption can be
applied to the FlashROM only, the FBs only, the FPGA array only, or all. The user must ensure both the
FlashLock Pass Key and the AES key match those already programmed to the device(s), and all security
settings must match what was previously programmed. Otherwise, the encryption and/or device
unlocking will not be recognized when attempting to program the device with the programming file.
The generated programming file will be AES-encrypted.
In this scenario, generate the programming file as follows:

1. Deselect Security settings and select the portion of the device to be programmed (Figure 12-17
on page 320). Select Programming previously secured device(s). Click Next.

Table 12-6 • All IGLOO and ProASIC3 Header File Security Options

Security Option FlashROM Only FPGA Core Only
Both FlashROM 

and FPGA

No AES / no FlashLock ✓ ✓ ✓

FlashLock only ✓ ✓ ✓

AES and FlashLock ✓ ✓ ✓

Note: ✓ = options that may be used

Table 12-7 • All Fusion Header File Security Options 

Security Option FlashROM Only FPGA Core Only FB Core Only All

No AES / No FlashLock ✓ ✓ ✓ ✓

FlashLock ✓ ✓ ✓ ✓

AES and FlashLock ✓ ✓ ✓ ✓
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Related Documents

User’s Guides
FlashPro User's Guide
http://www.microsemi.com/soc/documents/flashpro_ug.pdf

List of Changes
The following table lists critical changes that were made in each revision of the chapter.

Date Changes Page

July 2010 This chapter is no longer published separately with its own part number and version
but is now part of several FPGA fabric user’s guides.

N/A

v1.5
(August 2009)

The "CoreMP7 Device Security" section was removed from "Security in ARM-
Enabled Low Power Flash Devices", since M7-enabled devices are no longer
supported.

304

v1.4
(December 2008)

IGLOO nano and ProASIC3 nano devices were added to Table 12-1 • Flash-Based
FPGAs.

302

v1.3
(October 2008)

The "Security Support in Flash-Based Devices" section was revised to include new
families and make the information more concise.

302

v1.2
(June 2008)

The following changes were made to the family descriptions in Table 12-1 • Flash-
Based FPGAs:
• ProASIC3L was updated to include 1.5 V. 
• The number of PLLs for ProASIC3E was changed from five to six.

302

v1.1
(March 2008)

The chapter was updated to include the IGLOO PLUS family and information
regarding 15 k gate devices. 

N/A

The "IGLOO Terminology" section and "ProASIC3 Terminology" section are new. 302
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