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Welcome to E-XFL.COM

What is "Embedded - Microcontrollers"?

"Embedded - Microcontrollers" refer to small, integrated
circuits designed to perform specific tasks within larger
systems. These microcontrollers are essentially compact
computers on a single chip, containing a processor core,
memory, and programmable input/output peripherals.
They are called "embedded" because they are embedded
within electronic devices to control various functions,
rather than serving as standalone computers.
Microcontrollers are crucial in modern electronics,
providing the intelligence and control needed for a wide
range of applications.

Applications of "Embedded -
Microcontrollers"

Embedded microcontrollers are used in virtually every
sector of electronics, providing the necessary control and
processing power for a multitude of applications. In
consumer electronics, they manage the operations of
smartphones, home appliances, and wearable devices. In
automotive systems, microcontrollers control engine
functions, safety features, and infotainment systems.
Industrial applications rely on microcontrollers for
automation, robotics, and process control. Additionally,
microcontrollers are integral in medical devices, handling
functions such as monitoring, diagnostics, and control of
therapeutic equipment. Their versatility and
programmability make them essential components in
creating efficient, responsive, and intelligent electronic
systems.

Common Subcategories of "Embedded -
Microcontrollers"

Embedded microcontrollers can be categorized based on
their architecture, performance, and application focus.
Common subcategories include 8-bit, 16-bit, and 32-bit
microcontrollers, differentiated by their processing power
and memory capacity. 8-bit microcontrollers are typically
used in simple applications like basic control systems and
small devices. 16-bit microcontrollers offer a balance
between performance and complexity, suitable for
medium-scale applications like industrial automation. 32-
bit microcontrollers provide high performance and are
used in complex applications requiring advanced
processing, such as automotive systems and sophisticated
consumer electronics. Each subcategory serves a specific
range of applications, providing tailored solutions for
different performance and complexity needs.

Types of "Embedded - Microcontrollers"

There are various types of embedded microcontrollers,
each designed to meet specific application requirements.
General-purpose microcontrollers are versatile and used in
a wide range of applications, offering a balance of
performance, memory, and peripheral options. Special-
purpose microcontrollers are tailored for specific tasks,
such as automotive controllers, which include features like
built-in motor control peripherals and automotive-grade
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PIC32MZ Embedded Connectivity (EC) Family
TABLE 3: PIN NAMES FOR 100-PIN DEVICES 

Pin # Full Pin Name Pin # Full Pin Name

1 AN23/AERXERR/RG15 36 VSS

2 EBIA5/AN34/PMA5/RA5 37 VDD

3 EBID5/AN17/RPE5/PMD5/RE5 38 TCK/EBIA19/AN29/RA1

4 EBID6/AN16/PMD6/RE6 39 TDI/EBIA18/AN30/RPF13/SCK5/RF13

5 EBID7/AN15/PMD7/RE7 40 TDO/EBIA17/AN31/RPF12/RF12

6 EBIA6/AN22/RPC1/PMA6/RC1 41 EBIA11/AN7/ERXD0/AECRS/PMA11/RB12

7 EBIA12/AN21/RPC2/PMA12/RC2 42 AN8/ERXD1/AECOL/RB13

8 EBIWE/AN20/RPC3/PMWR/RC3 43 EBIA1/AN9/ERXD2/AETXD3/RPB14/SCK3/PMA1/RB14

9 EBIOE/AN19/RPC4/PMRD/RC4 44 EBIA0/AN10/ERXD3/AETXD2/RPB15/OCFB/PMA0/RB15

10 AN14/C1IND/ECOL/RPG6/SCK2/RG6 45 VSS

11 EBIA4/AN13/C1INC/ECRS/RPG7/SDA4/PMA4/RG7 46 VDD

12
EBIA3/AN12/C2IND/ERXDV/ECRSDV/AERXDV/
AECRSDV/RPG8/SCL4/PMA3/RG8

47 AN32/AETXD0/RPD14/RD14

13 VSS 48 AN33/AETXD1/RPD15/SCK6/RD15

14 VDD 49 OSC1/CLKI/RC12

15 MCLR 50 OSC2/CLKO/RC15

16
EBIA2/AN11/C2INC/ERXCLK/EREFCLK/AERXCLK/
AEREFCLK/RPG9/PMA2/RG9 51 VBUS

17 TMS/EBIA16/AN24/RA0 52 VUSB3V3

18 AN25/AERXD0/RPE8/RE8 53 VSS

19 AN26/AERXD1/RPE9/RE9 54 D-

20 AN45/C1INA/RPB5/RB5 55 D+

21 AN4/C1INB/RB4 56 RPF3/USBID/RF3

22 AN3/C2INA/RPB3/RB3 57 EBIRDY3/RPF2/SDA3/RF2

23 AN2/C2INB/RPB2/RB2 58 EBIRDY2/RPF8/SCL3/RF8

24 PGEC1/AN1/RPB1/RB1 59 EBICS0/SCL2/RA2

25 PGED1/AN0/RPB0/RB0 60 EBIRDY1/SDA2/RA3

26 PGEC2/AN46/RPB6/RB6 61 EBIA14/PMCS1/PMA14/RA4

27 PGED2/AN47/RPB7/RB7 62 VDD

28 VREF-/CVREF-/AN27/AERXD2/RA9 63 VSS

29 VREF+/CVREF+/AN28/AERXD3/RA10 64 EBIA9/RPF4/SDA5/PMA9/RF4

30 AVDD 65 EBIA8/RPF5/SCL5/PMA8/RF5

31 AVSS 66 AETXCLK/RPA14/SCL1/RA14

32 EBIA10/AN48/RPB8/PMA10/RB8 67 AETXEN/RPA15/SDA1/RA15

33 EBIA7/AN49/RPB9/PMA7/RB9 68 EBIA15/RPD9/PMCS2/PMA15/RD9

34 EBIA13/CVREFOUT/AN5/RPB10/PMA13/RB10 69 RPD10/SCK4/RD10

35 AN6/ERXERR/AETXERR/RB11 70 EMDC/AEMDC/RPD11/RD11

Note 1: The RPn pins can be used by remappable peripherals. See Table 1 for the available peripherals and Section 12.3 “Peripheral Pin 
Select (PPS)” for restrictions.

2: Every I/O port pin (RAx-RGx) can be used as a change notification pin (CNAx-CNGx). See Section 12.0 “I/O Ports” for more 
information.

3: Shaded pins are 5V tolerant.

1
100

100-PIN TQFP (TOP VIEW)

PIC32MZ0512EC(E/F/K)100
PIC32MZ1024EC(G/H/M)100

PIC32MZ2048EC(G/H/M)100
PIC32MZ1024EC(E/F/K)100
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PIC32MZ Embedded Connectivity (EC) Family
A block diagram of the PIC32MZ EC family processor 
core is shown in Figure 3-1.

FIGURE 3-1: PIC32MZ EC FAMILY MICROPROCESSOR CORE BLOCK DIAGRAM
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19/3 18/2 17/1 16/0

— — — — 0000

— CMD<2:0> 0000

— — — — 0000

— — GROUP<1:0> 0000

— — — — 0000

— — — — 0000

— — — — 0000

— — — CLEAR 0000

— — — — 0000

— — — CLEAR 0000

xxxx

— — — xxxx

— — — — xxxx

GROUP3 GROUP2 GROUP1 GROUP0 xxxx

— — — — xxxx

GROUP3 GROUP2 GROUP1 GROUP0 xxxx

xxxx

— — — xxxx

— — — — xxxx

GROUP3 GROUP2 GROUP1 GROUP0 xxxx

— — — — xxxx

GROUP3 GROUP2 GROUP1 GROUP0 xxxx

L
N

ABLE 4-14: SYSTEM BUS TARGET 6 REGISTER MAP 
V

ir
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al
 A

d
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)
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Bits

31/15 30/14 29/13 28/12 27/11 26/10 25/9 24/8 23/7 22/6 21/5 20/4

9820 SBT6ELOG1
31:16 MULTI — — — CODE<3:0> — — — —

15:0 INITID<7:0> REGION<3:0>

9824 SBT6ELOG2
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

9828 SBT6ECON
31:16 — — — — — — — ERRP — — — —

15:0 — — — — — — — — — — — —

9830 SBT6ECLRS
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

9838 SBT6ECLRM
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

9840 SBT6REG0
31:16 BASE<21:6>

15:0 BASE<5:0> PRI — SIZE<4:0>

9850 SBT6RD0
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

9858 SBT6WR0
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

9860 SBT6REG1
31:16 BASE<21:6>

15:0 BASE<5:0> PRI — SIZE<4:0>

9870 SBT6RD1
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

9878 SBT6WR1
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

egend: x = unknown value on Reset; — = unimplemented, read as ‘0’. Reset values are shown in hexadecimal.
ote: For reset values listed as ‘xxxx’, please refer to Table 4-6 for the actual reset values.



PIC32MZ Embedded Connectivity (EC) Family
FIGURE 8-1: PIC32MZ EC FAMILY OSCILLATOR DIAGRAM 

Notes: 1. A series resistor, RS, may be required for AT strip cut crystals, or to eliminate clipping. Alternately, to increase oscillator circuit gain, 
add a parallel resistor, RP.

2. The internal feedback resistor, RF, is typically in the range of 2 to 10 M
3. Refer to Section 42. “Oscillators with Enhanced PLL” (DS60001250) in the “PIC32 Family Reference Manual” for help in deter-

mining the best oscillator components.
4. PBCLK1 divided by 2 is available on the OSC2 pin in certain clock modes.
5. Shaded regions indicate multiple instantiations of a peripheral or feature.
6. Refer to Table 37-19 in Section 37.0 “Electrical Characteristics” for frequency limitations.

Timer1, RTCC

Clock Control Logic

Fail-Safe
Clock
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FSCM INT

FSCM Event

COSC<2:0>
NOSC<2:0>
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8 MHz typical
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FRC
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N
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RODIV<14:0> (N)
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N
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Peripherals,

PBxDIV<6:0>

Postscaler
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(N)

(M)

PLL x M
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USB PLL

UPLLFSELUPLLEN
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BFRC
PLLRANGE<2:0>

To ADC and Flash
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SQI

FVco(6)

System PLL

From POSC
(12 or 24 MHz only)

CPU

‘x’ = 1-5, 7, 8

FREF(6)

‘x’ = 1-4

REFOxCON REFOxTRIM

2 N M
512
----------+ 

 

SPLL

Fsys(6)

(To USB PLL)
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C2(3)
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PIC32MZ Embedded Connectivity (EC) Family
REGISTER 8-6: PBxDIV: PERIPHERAL BUS ‘x’ CLOCK DIVISOR CONTROL REGISTER (‘x’ = 1-8)

Bit 
Range

Bit
31/23/15/7

Bit
30/22/14/6

Bit
29/21/13/5

Bit
28/20/12/4

Bit
27/19/11/3

Bit
26/18/10/2

Bit
25/17/9/1

Bit
24/16/8/0

31:24
U-0 U-0 U-0 U-0 U-0 U-0 U-0 U-0

— — — — — — — —

23:16
U-0 U-0 U-0 U-0 U-0 U-0 U-0 U-0

— — — — — — — —

15:8
R/W-1 U-0 U-0 U-0 R-1 U-0 U-0 U-0

ON(1) — — — PBDIVRDY — — —

7:0
U-0 R/W-x R/W-x R/W-x R/W-x R/W-x R/W-x R/W-x

— PBDIV<6:0>

Legend:

R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’

-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 31-16 Unimplemented: Read as ‘0’

bit 15 ON: Peripheral Bus ‘x’ Output Clock Enable bit(1)

1 = Output clock is enabled
0 = Output clock is disabled

bit 14-12 Unimplemented: Read as ‘0’

bit 11 PBDIVRDY: Peripheral Bus ‘x’ Clock Divisor Ready bit

1 = Clock divisor logic is not switching divisors and the PBxDIV<6:0> bits may be written
0 = Clock divisor logic is currently switching values and the PBxDIV<6:0> bits cannot be written

bit 10-7 Unimplemented: Read as ‘0’

bit 6-0 PBDIV<6:0>: Peripheral Bus ‘x’ Clock Divisor Control bits

1111111 = PBCLKx is SYSCLK divided by 128
1111110 = PBCLKx is SYSCLK divided by 127

•

•

•

0000011 = PBCLKx is SYSCLK divided by 4
0000010 = PBCLKx is SYSCLK divided by 3
0000001 = PBCLKx is SYSCLK divided by 2 (default value for x  7)
0000000 = PBCLKx is SYSCLK divided by 1 (default value for x = 7)

Note 1: The clock for peripheral bus 1 cannot be turned off. Therefore, the ON bit in the PB1DIV register cannot 
be written as a ‘0’.

Note: Writes to this register require an unlock sequence. Refer to Section 42. “Oscillators with Enhanced PLL”
(DS60001250) in the “PIC32 Family Reference Manual” for details.
DS60001191G-page  160  2013-2016 Microchip Technology Inc.
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0000

0000

0000

0000

— — — — — 0000

0000

— — — — — 0000

0000

— — — — — 0000

0000

— — — — — 0000

0000

— — — — — 0000

0000

— — — — — 0000

0000

— — — — — 0000

0000

— — — — — 0000

CHAEN — CHEDET CHPRI<1:0> 0000

CHAIRQ<7:0> 00FF

SIRQEN AIRQEN — — — FF00

CHDHIE CHBCIE CHCCIE CHTAIE CHERIE 0000

CHDHIF CHBCIF CHCCIF CHTAIF CHERIF 0000

0000

0000

0000

0000

— — — — — 0000

0000

— — — — — 0000

0000

— — — — — 0000

0000

TABLE 10-3: DMA CHANNEL 0 THROUGH CHANNEL 7 REGISTER MAP (CONTINUED)

A
ll 

R
es

e
ts

20/4 19/3 18/2 17/1 16/0

ectively. See Section 12.2 “CLR, SET, and INV Registers” for 
1390 DCH4SSA
31:16

CHSSA<31:0>
15:0

13A0 DCH4DSA
31:16

CHDSA<31:0>
15:0

13B0 DCH4SSIZ
31:16 — — — — — — — — — — —

15:0 CHSSIZ<15:0>

13C0 DCH4DSIZ
31:16 — — — — — — — — — — —

15:0 CHDSIZ<15:0>

13D0 DCH4SPTR
31:16 — — — — — — — — — — —

15:0 CHSPTR<15:0>

13E0 DCH4DPTR
31:16 — — — — — — — — — — —

15:0 CHDPTR<15:0>

13F0 DCH4CSIZ
31:16 — — — — — — — — — — —

15:0 CHCSIZ<15:0>

1400 DCH4CPTR
31:16 — — — — — — — — — — —

15:0 CHCPTR<15:0>

1410 DCH4DAT
31:16 — — — — — — — — — — —

15:0 CHPDAT<15:0>

1420 DCH5CON
31:16 CHPIGN<7:0> — — —

15:0 CHBUSY — CHPIGNEN — CHPATLEN — — CHCHNS CHEN CHAED CHCHN

1430 DCH5ECON
31:16 — — — — — — — —

15:0 CHSIRQ<7:0> CFORCE CABORT PATEN

1440 DCH5INT
31:16 — — — — — — — — CHSDIE CHSHIE CHDDIE

15:0 — — — — — — — — CHSDIF CHSHIF CHDDIF

1450 DCH5SSA
31:16

CHSSA<31:0>
15:0

1460 DCH5DSA
31:16

CHDSA<31:0>
15:0

1470 DCH5SSIZ
31:16 — — — — — — — — — — —

15:0 CHSSIZ<15:0>

1480 DCH5DSIZ
31:16 — — — — — — — — — — —

15:0 CHDSIZ<15:0>

1490 DCH5SPTR
31:16 — — — — — — — — — — —

15:0 CHSPTR<15:0>

V
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d
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ss
(B

F
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_#
)
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)
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it
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Bits

31/15 30/14 29/13 28/12 27/11 26/10 25/9 24/8 23/7 22/6 21/5

Legend: x = unknown value on Reset; — = unimplemented, read as ‘0’. Reset values are shown in hexadecimal.

Note 1: All registers in this table have corresponding CLR, SET, and INV registers at their virtual addresses, plus offsets of 0x4, 0x8 and 0xC, resp
more information.



PIC32MZ Embedded Connectivity (EC) Family
 

REGISTER 11-9: USBIENCSR1: USB INDEXED ENDPOINT CONTROL STATUS REGISTER 1 
(ENDPOINT 1-7) 

Bit 
Range

Bit
31/23/15/7

Bit
30/22/14/6

Bit
29/21/13/5

Bit
28/20/12/4

Bit
27/19/11/3

Bit
26/18/10/2

Bit
25/17/9/1

Bit
24/16/8/0

31:24

R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0, HC R-0 R/W-0

AUTOCLR
ISO

DMAREQEN
DISNYET

DMAREQMD
— —

INCOMPRX
AUTORQ PIDERR DATATWEN DATATGGL

23:16

R/W-0, HC R/W-0, HS R/W-0 R/W-0, HC R-0, HS R/W-0, HS R-0, HSC R/W-0, HS

CLRDT
SENTSTALL SENDSTALL

FLUSH
DATAERR OVERRUN

FIFOFULL RXPKTRDY
RXSTALL REQPKT DERRNAKT ERROR

15:8
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

MULT<4:0> RXMAXP<10:8>

7:0
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

RXMAXP<7:0>

Legend: HC = Hardware Clearable HS = Hardware Settable

R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’

-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 31 AUTOCLR: RXPKTRDY Automatic Clear Control bit

1 = RXPKTRDY will be automatically cleared when a packet of RXMAXP bytes has been unloaded from the 
RX FIFO. When packets of less than the maximum packet size are unloaded, RXPKTRDY will have to be 
cleared manually. When using a DMA to unload the RX FIFO, data is read from the RX FIFO in 4-byte 
chunks regardless of the RXMAXP.

0 = No automatic clearing of RXPKTRDY

This bit should not be set for high-bandwidth Isochronous endpoints.

bit 30 ISO: Isochronous Endpoint Control bit (Device mode)

1 = Enable the RX endpoint for Isochronous transfers
0 = Enable the RX endpoint for Bulk/Interrupt transfers

AUTORQ: Automatic Packet Request Control bit (Host mode)

1 = REQPKT will be automatically set when RXPKTRDY bit is cleared.
0 = No automatic packet request

This bit is automatically cleared when a short packet is received.

bit 29 DMAREQEN: DMA Request Enable Control bit

1 = Enable DMA requests for the RX endpoint.
0 = Disable DMA requests for the RX endpoint.

bit 28 DISNYET: Disable NYET Handshakes Control/PID Error Status bit (Device mode)

1 = In Bulk/Interrupt transactions, disables the sending of NYET handshakes. All successfully received RX 
packets are ACKed including at the point at which the FIFO becomes full.

0 = Normal operation.

In Bulk/Interrupt transactions, this bit only has any effect in Hi-Speed mode, in which mode it should be set for 
all Interrupt endpoints.

PIDERR: PID Error Status bit (Host mode)

1 = In ISO transactions, this indicates a PID error in the received packet.
0 = No error

bit 27 DMAREQMD: DMA Request Mode Selection bit

1 = DMA Request Mode 1
0 = DMA Request Mode 0
DS60001191G-page  212  2013-2016 Microchip Technology Inc.
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P
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A
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19/3 18/2 17/1 16/0

— — — — 0000

INT1R<3:0> 0000

— — — — 0000

INT2R<3:0> 0000

— — — — 0000

INT3R<3:0> 0000

— — — — 0000

INT4R<3:0> 0000

— — — — 0000

T2CKR<3:0> 0000

— — — — 0000

T3CKR<3:0> 0000

— — — — 0000

T4CKR<3:0> 0000

— — — — 0000

T5CKR<3:0> 0000

— — — — 0000

T6CKR<3:0> 0000

— — — — 0000

T7CKR<3:0> 0000

— — — — 0000

T8CKR<3:0> 0000

— — — — 0000

T9CKR<3:0> 0000

— — — — 0000

IC1R<3:0> 0000

— — — — 0000

IC2R<3:0> 0000

— — — — 0000

IC3R<3:0> 0000
ABLE 12-21: PERIPHERAL PIN SELECT INPUT REGISTER MAP 
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Bits

31/15 30/14 29/13 28/12 27/11 26/10 25/9 24/8 23/7 22/6 21/5 20/4

1404 INT1R
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

1408 INT2R
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

140C INT3R
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

1410 INT4R
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

1418 T2CKR
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

141C T3CKR
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

1420 T4CKR
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

1424 T5CKR
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

1428 T6CKR
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

142C T7CKR
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

1430 T8CKR
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

1434 T9CKR
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

1438 IC1R
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

143C IC2R
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

1440 IC3R
31:16 — — — — — — — — — — — —

15:0 — — — — — — — — — — — —

Legend: x = unknown value on Reset; — = unimplemented, read as ‘0’. Reset values are shown in hexadecimal.
Note 1: This register is not available on 64-pin devices.

2: This register is not available on devices without a CAN module.
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23.1 PMP Control Registers

A
ll 

R
e

se
ts

20/4 19/3 18/2 17/1 16/0

— — — — — 0000

CS2P CS1P — WRSP RDSP 0000

— — — — — 0000

WAITM<3:0> WAITE<1:0> 0000

— — — — — 0000

0000

0000

0000

0000

0000

— — — — — 0000

0000

— — — — — 0000

— OB3E OB2E OB1E OB0E 008F

ctively. See Section 12.2 “CLR, SET, and INV Registers” for 
TABLE 23-1: PARALLEL MASTER PORT REGISTER MAP 
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Bits

31/15 30/14 29/13 28/12 27/11 26/10 25/9 24/8 23/7 22/6 21/5

E000 PMCON
31:16 — — — — — — — — — — —

15:0 ON — SIDL ADRMUX<1:0> PMPTTL PTWREN PTRDEN CSF<1:0> ALP

E010 PMMODE
31:16 — — — — — — — — — — —

15:0 BUSY IRQM<1:0> INCM<1:0> MODE16 MODE<1:0> WAITB<1:0>

E020 PMADDR

31:16 — — — — — — — — — — —

15:0
CS2 CS1

ADDR<13:0>
ADDR15 ADDR14

E030 PMDOUT
31:16

DATAOUT<31:0>
15:0

E040 PMDIN
31:16

DATAIN<31:0>
15:0

E050 PMAEN
31:16 — — — — — — — — — — —

15:0 PTEN<15:0>

E060 PMSTAT
31:16 — — — — — — — — — — —

15:0 IBF IBOV — — IB3F IB2F IB1F IB0F OBE OBUF —

Legend: x = unknown value on Reset; — = unimplemented, read as ‘0’. Reset values are shown in hexadecimal.

Note 1: All registers in this table have corresponding CLR, SET, and INV registers at their virtual addresses, plus offsets of 0x4, 0x8 and 0xC, respe
more information.
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26.1 Crypto Engine Control Registers

A
ll

 R
es

et
s

20/4 19/3 18/2 17/1 16/0

VERSION<7:0> 0000

0000

— — — — — 0000

— — BDPCHST BDPPLEN DMAEN 0000

0000

0000

0000

0000

BDSTATE<3:0> START ACTIVE 0000

0000

— — — — — 0000

— AREIF PKTIF CBDIF PENDIF 0000

— — — — — 0000

— AREIE PKTIE CBDIE PENDIE 0000

— — — — — 0000

0000

— — — — — 0000

HDRLEN<7:0> 0000

— — — — — 0000

TRLRLEN<7:0> 0000
TABLE 26-2: CRYPTO ENGINE REGISTER MAP 
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31/15 30/14 29/13 28/12 27/11 26/10 25/9 24/8 23/7 22/6 21/5

5000 CEVER
31:16 REVISION<7:0>

15:0 ID<15:0>

5004 CECON
31:16 — — — — — — — — — — —

15:0 — — — — — — — — — SWRST SWAPEN

5008 CEBDADDR
31:16

BDPADDR<31:0>
15:0

500C CEBDPADDR
31:16

BASEADDR<31:0>
15:0

5010 CESTAT
31:16 ERRMODE<2:0> ERROP<2:0> ERRPHASE<1:0> — —

15:0 BDCTRL<15:0>

5014 CEINTSRC
31:16 — — — — — — — — — — —

15:0 — — — — — — — — — — —

5018 CEINTEN
31:16 — — — — — — — — — — —

15:0 — — — — — — — — — — —

501C CEPOLLCON
31:16 — — — — — — — — — — —

15:0 BDPPLCON<15:0>

5020 CEHDLEN
31:16 — — — — — — — — — — —

15:0 — — — — — — — —

5024 CETRLLEN
31:16 — — — — — — — — — — —

15:0 — — — — — — — —

Legend: x = unknown value on Reset; — = unimplemented, read as ‘0’. Reset values are shown in hexadecimal.



PIC32MZ Embedded Connectivity (EC) Family
23:16 ENCKEY<23:16>

15:8 ENCKEY<15:8>

7:0 ENCKEY<7:0>

SA_ENCKEY3 31:24 ENCKEY<31:24>

23:16 ENCKEY<23:16>

15:8 ENCKEY<15:8>

7:0 ENCKEY<7:0>

SA_ENCKEY4 31:24 ENCKEY<31:24>

23:16 ENCKEY<23:16>

15:8 ENCKEY<15:8>

7:0 ENCKEY<7:0>

SA_ENCKEY5 31:24 ENCKEY<31:24>

23:16 ENCKEY<23:16>

15:8 ENCKEY<15:8>

7:0 ENCKEY<7:0>

SA_ENCKEY6 31:24 ENCKEY<31:24>

23:16 ENCKEY<23:16>

15:8 ENCKEY<15:8>

7:0 ENCKEY<7:0>

SA_ENCKEY7 31:24 ENCKEY<31:24>

23:16 ENCKEY<23:16>

15:8 ENCKEY<15:8>

7:0 ENCKEY<7:0>

SA_ENCKEY8 31:24 ENCKEY<31:24>

23:16 ENCKEY<23:16>

15:8 ENCKEY<15:8>

7:0 ENCKEY<7:0>

SA_AUTHIV1 31:24 AUTHIV<31:24>

23:16 AUTHIV<23:16>

15:8 AUTHIV<15:8>

7:0 AUTHIV<7:0>

SA_AUTHIV2 31:24 AUTHIV<31:24>

23:16 AUTHIV<23:16>

15:8 AUTHIV<15:8>

7:0 AUTHIV<7:0>

SA_AUTHIV3 31:24 AUTHIV<31:24>

23:16 AUTHIV<23:16>

15:8 AUTHIV<15:8>

7:0 AUTHIV<7:0>

SA_AUTHIV4 31:24 AUTHIV<31:24>

23:16 AUTHIV<23:16>

15:8 AUTHIV<15:8>

7:0 AUTHIV<7:0>

SA_AUTHIV5 31:24 AUTHIV<31:24>

23:16 AUTHIV<23:16>

15:8 AUTHIV<15:8>

7:0 AUTHIV<7:0>

SA_AUTHIV6 31:24 AUTHIV<31:24>

23:16 AUTHIV<23:16>

15:8 AUTHIV<15:8>

7:0 AUTHIV<7:0>

SA_AUTHIV7 31:24 AUTHIV<31:24>

23:16 AUTHIV<23:16>

15:8 AUTHIV<15:8>

7:0 AUTHIV<7:0>

SA_AUTHIV8 31:24 AUTHIV<31:24>

23:16 AUTHIV<23:16>

15:8 AUTHIV<15:8>

7:0 AUTHIV<7:0>

TABLE 26-4: CRYPTO ENGINE SECURITY ASSOCIATION STRUCTURE (CONTINUED)

Name
Bit

31/23/15/7
Bit

30/22/14/6
Bit

29/21/13/5
Bit

28/20/12/4
Bit

27/19/11/3
Bit

26/18/10/2
Bit

25/17/9/1
Bit

24/16/8/0
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PIC32MZ Embedded Connectivity (EC) Family
27.0 RANDOM NUMBER 
GENERATOR (RNG)

The Random Number Generator (RNG) core imple-
ments a thermal noise-based, True Random Number 
Generator (TRNG) and a cryptographically secure 
Pseudo-Random Number Generator (PRNG).

The TRNG uses multiple ring oscillators and the 
inherent thermal noise of integrated circuits to 
generate true random numbers that can initialize the 
PRNG.

The PRNG is a flexible LSFR, which is capable of 
manifesting a maximal length LFSR of up to 64-bits.

The following are some of the key features of the 
Random Number Generator:

• TRNG:

- Up to 25 Mbps of random bits

- Multi-Ring Oscillator based design

- Built-in Bias Corrector

• PRNG:

- LSFR-based

- Up to 64-bit polynomial length

- Programmable polynomial

- TRNG can be seed value

TABLE 27-1: RANDOM NUMBER 
GENERATOR BLOCK 
DIAGRAM 

Note: This data sheet summarizes the features 
of the PIC32MZ Embedded Connectivity
(EC) Family of devices. It is not intended 
to be a comprehensive reference source. 
To complement the information in this 
data sheet, refer to Section 49. “Crypto 
Engine (CE) and Random Number 
Generator (RNG)” (DS60001246), which
is available from the Documentation > 
Reference Manual section of the 
Microchip PIC32 web site 
(www.microchip.com/pic32).

System Bus

PRNGSFR

Edge Comparator

RingRing

BIAS Corrector

TRNG

Oscillator Oscillator

PBCLK5
 2013-2016 Microchip Technology Inc. DS60001191G-page  403
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PIC32MZ Embedded Connectivity (EC) Family
REGISTER 29-2: CiCFG: CAN BAUD RATE CONFIGURATION REGISTER  

Bit 
Range

Bit
31/23/15/7

Bit
30/22/14/6

Bit
29/21/13/5

Bit
28/20/12/4

Bit
27/19/11/3

Bit
26/18/10/2

Bit
25/17/9/1

Bit
24/16/8/0

31:24
U-0 U-0 U-0 U-0 U-0 U-0 U-0 U-0

— — — — — — — —

23:16
U-0 R/W-0 U-0 U-0 U-0 R/W-0 R/W-0 R/W-0

— WAKFIL — — — SEG2PH<2:0>(1,4)

15:8
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

SEG2PHTS(1) SAM(2) SEG1PH<2:0>(4) PRSEG<2:0>(4)

7:0
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

SJW<1:0>(3) BRP<5:0>

Legend: HC = Hardware Clear S = Settable bit

R = Readable bit W = Writable bit P = Programmable bit r = Reserved bit

U = Unimplemented bit -n = Bit Value at POR: (‘0’, ‘1’, x = Unknown)

bit 31-23 Unimplemented: Read as ‘0’

bit 22 WAKFIL: CAN Bus Line Filter Enable bit

1 = Use CAN bus line filter for wake-up
0 = CAN bus line filter is not used for wake-up

bit 21-19 Unimplemented: Read as ‘0’

bit 18-16 SEG2PH<2:0>: Phase Buffer Segment 2 bits(1,4)

111 = Length is 8 x TQ

•

•

•

000 = Length is 1 x TQ

bit 15 SEG2PHTS: Phase Segment 2 Time Select bit(1)

1 = Freely programmable
0 = Maximum of SEG1PH or Information Processing Time, whichever is greater

bit 14 SAM: Sample of the CAN Bus Line bit(2)

1 = Bus line is sampled three times at the sample point
0 = Bus line is sampled once at the sample point

bit 13-11 SEG1PH<2:0>: Phase Buffer Segment 1 bits(4)

111 = Length is 8 x TQ

•

•

•

000 = Length is 1 x TQ

Note 1: SEG2PH SEG1PH. If SEG2PHTS is clear, SEG2PH will be set automatically.

2: 3 Time bit sampling is not allowed for BRP < 2.

3: SJW  SEG2PH.

4: The Time Quanta per bit must be greater than 7 (that is, TQBIT > 7).

Note: This register can only be modified when the CAN module is in Configuration mode (OPMOD<2:0> 
(CiCON<23:21>) = 100).
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PIC32MZ Embedded Connectivity (EC) Family
REGISTER 29-15: CiFLTCON5: CAN FILTER CONTROL REGISTER 5 

Bit 
Range

Bit
31/23/15/7

Bit
30/22/14/6

Bit
29/21/13/5

Bit
28/20/12/4

Bit
27/19/11/3

Bit
26/18/10/2

Bit
25/17/9/1

Bit
24/16/8/0

31:24
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

FLTEN23 MSEL23<1:0> FSEL23<4:0>

23:16
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

FLTEN22 MSEL22<1:0> FSEL22<4:0>

15:8
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

FLTEN21 MSEL21<1:0> FSEL21<4:0>

7:0
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

FLTEN20 MSEL20<1:0> FSEL20<4:0>

Legend:

R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’

-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 31 FLTEN23: Filter 23 Enable bit

1 = Filter is enabled
0 = Filter is disabled

bit 30-29 MSEL23<1:0>: Filter 23 Mask Select bits

11 = Acceptance Mask 3 selected
10 = Acceptance Mask 2 selected
01 = Acceptance Mask 1 selected
00 = Acceptance Mask 0 selected

bit 28-24 FSEL23<4:0>: FIFO Selection bits

11111 = Message matching filter is stored in FIFO buffer 31

11110 = Message matching filter is stored in FIFO buffer 30
•
•
•

00001 = Message matching filter is stored in FIFO buffer 1
00000 = Message matching filter is stored in FIFO buffer 0

bit 23 FLTEN22: Filter 22 Enable bit

1 = Filter is enabled
0 = Filter is disabled

bit 22-21 MSEL22<1:0>: Filter 22 Mask Select bits

11 = Acceptance Mask 3 selected
10 = Acceptance Mask 2 selected
01 = Acceptance Mask 1 selected
00 = Acceptance Mask 0 selected

bit 20-16 FSEL22<4:0>: FIFO Selection bits

11111 = Message matching filter is stored in FIFO buffer 31

11110 = Message matching filter is stored in FIFO buffer 30

•

•

•

00001 = Message matching filter is stored in FIFO buffer 1
00000 = Message matching filter is stored in FIFO buffer 0

Note: The bits in this register can only be modified if the corresponding filter enable (FLTENn) bit is ‘0’.
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PIC32MZ Embedded Connectivity (EC) Family
 

REGISTER 30-28: EMAC1MAXF: ETHERNET CONTROLLER MAC MAXIMUM FRAME LENGTH 
REGISTER

Bit 
Range

Bit
31/23/15/7

Bit
30/22/14/6

Bit
29/21/13/5

Bit
28/20/12/4

Bit
27/19/11/3

Bit
26/18/10/2

Bit
25/17/9/1

Bit
24/16/8/0

31:24
U-0 U-0 U-0 U-0 U-0 U-0 U-0 U-0

— — — — — — — —

23:16
U-0 U-0 U-0 U-0 U-0 U-0 U-0 U-0

— — — — — — — —

15:8
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-1 R/W-0 R/W-1

MACMAXF<15:8>(1)

7:0
R/W-1 R/W-1 R/W-1 R/W-0 R/W-1 R/W-1 R/W-1 R/W-0

MACMAXF<7:0>(1)

Legend:

R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’

-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 31-16 Unimplemented: Read as ‘0’

bit 15-0 MACMAXF<15:0>: Maximum Frame Length bits(1)

These bits reset to 0x05EE, which represents a maximum receive frame of 1518 octets. An untagged 
maximum size Ethernet frame is 1518 octets. A tagged frame adds four octets for a total of 1522 octets. If 
a shorter/longer maximum length restriction is desired, program this 16-bit field.

Note 1: If a proprietary header is allowed, this bit should be adjusted accordingly. For example, if 4-byte headers 
are prepended to frames, MACMAXF could be set to 1527 octets. This would allow the maximum VLAN 
tagged frame plus the 4-byte header.

Note: Both 16-bit and 32-bit accesses are allowed to these registers (including the SET, CLR and INV registers). 
8-bit accesses are not allowed and are ignored by the hardware.
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NOTES:
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PIC32MZ Embedded Connectivity (EC) Family
TABLE 37-9: DC CHARACTERISTICS: I/O PIN INPUT SPECIFICATIONS 

DC CHARACTERISTICS
Standard Operating Conditions: 2.3V to 3.6V (unless otherwise 
stated)
Operating temperature -40°C  TA  +85°C for Industrial 

Param.
 No.

Symbol Characteristics Min. Typ.(1) Max. Units Conditions

VIL Input Low Voltage

DI10 I/O Pins with PMP VSS — 0.15 VDD V

I/O Pins VSS — 0.2 VDD V

DI18 SDAx, SCLx VSS — 0.3 VDD V SMBus disabled 
(Note 4)

DI19 SDAx, SCLx VSS — 0.8 V SMBus enabled 
(Note 4)

VIH Input High Voltage

DI20 I/O Pins not 5V-tolerant(5) 0.80 * VDD — VDD V (Note 4,6)

I/O Pins 5V-tolerant with 
PMP(5)

0.80 * VDD — 5.5 V (Note 4,6)

I/O Pins 5V-tolerant(5) 0.80 * VDD — 5.5 V

DI28a SDAx, SCLx on non-5V 
tolerant pins(5)

0.80 * VDD — VDD V SMBus disabled 
(Note 4,6)

DI29a SDAx, SCLx on non-5V 
tolerant pins(5)

2.1 — VDD V SMBus enabled, 
2.3V  VPIN  5.5 
(Note 4,6)

DI28b SDAx, SCLx on 5V tolerant 
pins(5)

0.80 * VDD — 5.5 V SMBus disabled 
(Note 4,6)

DI29b SDAx, SCLx on 5V tolerant 
pins(5)

2.1 — 5.5 V SMBus enabled, 
2.3V  VPIN  5.5 
(Note 4,6)

DI30 ICNPU Change Notification 
Pull-up Current

— — -40 A VDD = 3.3V, VPIN = VSS 
(Note 3,6)

DI31 ICNPD Change Notification 
Pull-down Current(4)

40 — — µA VDD = 3.3V, VPIN = VDD

Note 1: Data in “Typical” column is at 3.3V, +25°C unless otherwise stated. Parameters are for design guidance 
only and are not tested.

2: The leakage current on the MCLR pin is strongly dependent on the applied voltage level. The specified 
levels represent normal operating conditions. Higher leakage current may be measured at different input 
voltages.

3: Negative current is defined as current sourced by the pin.
4: This parameter is characterized, but not tested in manufacturing.
5: See the pin name tables (Table 2 through Table 4) for the 5V-tolerant pins.

6: The VIH specifications are only in relation to externally applied inputs, and not with respect to the user-
selectable internal pull-ups. External open drain input signals utilizing the internal pull-ups of the PIC32 
device are guaranteed to be recognized only as a logic “high” internally to the PIC32 device, provided that 
the external load does not exceed the minimum value of ICNPU. For External “input” logic inputs that require 
a pull-up source, to guarantee the minimum VIH of those components, it is recommended to use an 
external pull-up resistor rather than the internal pull-ups of the PIC32 device.
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PIC32MZ Embedded Connectivity (EC) Family
FIGURE 37-14: SQI SERIAL INPUT TIMING CHARACTERISTICS

FIGURE 37-15: SQI SERIAL OUTPUT TIMING CHARACTERISTICS

 

MSB LSB

TDIH

TDIS

TCLKTSCKLTSCKH

SQICS1

SQICLK

SQIDx

MSB LSB

TDOHTDOV

TCHSTCLK TCEHTSCKLTSCKH

TCES

TCHH

TCC

SQICS1

SQICS2

SQICLK

SQIDx

TABLE 37-34: SQI TIMING REQUIREMENTS 

AC CHARACTERISTICS
Standard Operating Conditions: 2.3V to 3.6V
(unless otherwise stated)
Operating temperature -40°C  TA  +85°C for Industrial 

Param. 
No.

Symbol Characteristic Min. Typ. Max. Units Conditions

SQ10 FCLK Serial Clock Frequency (1/TSQI) — — 50 MHz —

SQ11 TSCKH Serial Clock High Time 5.5 — — ns —

SQ12 TSCKL Serial Clock Low Time 5.5 — — ns —

SQ13 TSCKR Serial Clock Rise Time — — — ns See parameter DO31

SQ14 TSCKF Serial Clock Fall Time — — — ns See parameter DO32

SQ15 TCSS (TCES) CS Active Setup Time 5 — — ns —

SQ16 TCSH (TCEH) CS Active Hold Time 5 — — ns —

SQ17 TCHS CS Not Active Setup Time 3 — — ns —

SQ18 TCHH CS Not Active Hold Time 3 — — ns —

SQ22 TDIS Data In Setup Time 6 — — ns —

SQ23 TDIH Data In Hold Time 3 — — ns —

SQ24 TDOH Data Out Hold 0 — — ns —

SQ25 TDOV Data Out Valid — — 6 ns —
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PIC32MZ Embedded Connectivity (EC) Family
Output Format

On PIC32MX devices, the output format was decided for all ADC 
channels based on the setting of the FORM<2:0> bits.

On PIC32MZ devices, the FRACT bit determines whether frac-
tional or integer format is used. Then, each channel can have its 
own setting for input (differential or single-ended) and sign 
(signed or unsigned) using the SHxMOD<1:0> bits.

FORM<2:0> (AD1CON1<10:8>)
011 = Signed Fractional 16-bit
010 = Fractional 16-bit
001 = Signed Integer 16-bit
000 = Integer 16-bit 
111 = Signed Fractional 32-bit 
110 = Fractional 32-bit
101 = Signed Integer 32-bit
100 = Integer 32-bit

FRACT (AD1CON1<11>)
1 = Fractional
0 = Integer

SHxMOD<1:0> (AD1IMOD<x:y>)
11 = Differential inputs, two's complement (signed) data output
10 = Differential inputs, unipolar encoded (unsigned) data output
01 = Single-ended inputs, two's complement (signed) data output
00 = Single-ended inputs, unipolar encoded (unsigned) data output

Interrupts

On PIC32MX devices, an interrupt is triggered from the ADC 
module when a certain number of conversions have taken place, 
irrespective of which channel was converted.

On PIC32MZ devices, the ADC module can trigger an interrupt for 
each channel when it is converted. Use the Interrupt Controller 
bits, IEC1<31:27>, IEC2<31:0>, and IEC3<7:0>, to enable/
disable them.

In addition, the ADC support one global interrupt to indicate 
conversion on any number of channels.

SMPI<3:0> (AD1CON2<5:2>)
1111 = Interrupt for each 16th sample/convert sequence
1110 = Interrupt for each 15th sample/convert sequence
•
•
•
0001 = Interrupt for each 2nd sample/convert sequence
0000 = Interrupt for each sample/convert sequence

AGIENxx (AD1GIRQENx<y>)
1 = Data ready event will generate a Global ADC interrupt
0 = No global interrupt

ADC Calibration

On PIC32MX devices, the ADC module can be used 
immediately, once it is enabled.

PIC32MZ devices require a calibration step prior to operation. 
This is done by copying the calibration data from DEVADCx to the 
corresponding AD1CALx register. When the ADC is enabled with 
ADCEN=1, a calibration step is run and ADCRDY will be set to 1 
by the hardware when the calibration sequence is complete.

I/O Pin Analog Function Selection

On PIC32MX devices, the analog function of an I/O pin was deter-
mined by the PCFGx bit in the AD1PCFG register.

On PIC32MZ devices, the analog selection function has been 
moved into a separate register on each I/O port. Note that the 
sense of the bit is different.

PCFGx (AD1PCFG<x>)
1 = Analog input pin in Digital mode
0 = Analog input pin in Analog mode

ANSxy (ANSELx<y>)
1 = Analog input pin in Analog mode
0 = Analog input pin in Digital mode

Debug Mode

On PIC32MX devices, when stopping on a breakpoint during 
debugging, the ADC module can be configured to stop or 
continue execution from the Freeze Peripherals dialog in MPLAB 
X IDE.

On PIC32MZ devices, the ADC module continues operating when 
stopping on a breakpoint during debugging.

Electrical Specifications and Timing Requirements

Refer to “Section 31. Electrical Characteristics” in the 
PIC32MX5XX/6XX/7XX Data Sheet for ADC module 
specifications and timing requirements.

On PIC32MZ devices, the ADC module sampling and conversion 
time and other specifications have changed. Refer to 
37.0 “Electrical Characteristics” for more information.

TABLE A-3: ADC DIFFERENCES (CONTINUED)

PIC32MX5XX/6XX/7XX Feature PIC32MZ Feature
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