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What is "Embedded - Microcontrollers"?

"Embedded - Microcontrollers" refer to small, integrated
circuits designed to perform specific tasks within larger
systems. These microcontrollers are essentially compact
computers on a single chip, containing a processor core,
memory, and programmable input/output peripherals.
They are called "embedded" because they are embedded
within electronic devices to control various functions,
rather than serving as standalone computers.
Microcontrollers are crucial in modern electronics,
providing the intelligence and control needed for a wide
range of applications.

Applications of "Embedded -
Microcontrollers"

Active

MIPS32® microAptiv™

32-Bit Single-Core

200MHz

CANbus, EBI/EMI, Ethernet, I2C, SPI, SQI, UART/USART, USB OTG
Brown-out Detect/Reset, DMA, I2S, POR, PWM, WDT
120

2MB (2M x 8)

FLASH

512K x 8

2.3V ~ 3.6V

A/D 48x10b

Internal

-40°C ~ 85°C (TA)

Surface Mount

144-LQFP

144-LQFP (20x20)
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PIC32MZ Embedded Connectivity (EC) Family

27.1 CRYSTAL OSCILLATOR DESIGN
CONSIDERATION

The following example assumptions are used to
calculate the Primary Oscillator loading capacitor
values:
« CIN = PIC32_0OSC2_Pin Capacitance = ~4-5 pF
e Cout = PIC32_0SC1_Pin Capacitance = ~4-5 pF
e C1 and C2 = XTAL manufacturing recommended
loading capacitance
« Estimated PCB stray capacitance, (i.e.,12 mm
length) = 2.5 pF
Crystals with a speed of 4 MHz to 12 MHz that meet the
following requirements will meet the PIC32MZ EC
oscillation requirements when configured, as depicted
in Figure 8-1.
1. Manufacturer Drive Level (min) < 10 yW (hard
requirements, 1 W preferred).
2. Manufacturer ESR < 50Q (hard requirement,
lower is better).

2.7.1.1 Calculating XTAL Capacitive
Loading:
1. PIC32 CiN = CouT = ~4 pF (PIC32 OSCI and
OSCO package pin capacitance).

2. CI1MFG = C2MFG = Manufacturer Recommended
Load Capacitance.

3. CLoAD ={([CIN + C1MFG] [C2MFG + CouT]) /
[CIN + C1MFG + C2MFG + CouT]} + estimated
PCB stray capacitance (2.5 pF).

(Simplified) CLoAD = (((CIN + C1MFG) / 2) + 2.5 pF).
Actual C1, C2 Load value to use:

* C2=CLoAD
e Cl1=(CLOAD -2 pF)
Note:  These recommendations are atypical, and

are only applicable to the PIC32MZ EC
family.

2.7.1.2 Validated Crystals

Temperature Range: (-45°C to +110°C)

VDD = 2.4V to 3.6V, RpP = 1 MQ, Rk = 10 kQ

e ABLS-12.000 MHz-L4Q-T (12 MHz surface mount)

Note:  These recommendations are atypical, and
only applicable to the PIC32MZ EC family.

2.7.1.3 Additional Microchip References

« ANS588 “PICmicro® Microcontroller Oscillator
Design Guide”

« ANB826 “Crystal Oscillator Basics and Crystal
Selection for fPIC™ and PICmicro® Devices”

« ANB849 “Basic PICmicro® Oscillator Design”

2.8 Unused 1/Os

Unused I/O pins should not be allowed to float as
inputs. They can be configured as outputs and driven
to a logic-low state.

Alternatively, inputs can be reserved by connecting the
pin to Vss through a 1k to 10k resistor and configuring
the pin as an input.

2.9 Designing for High-Speed
Peripherals

The PIC32MZ EC family devices have peripherals that
operate at frequencies much higher than typical for an
embedded environment. Table 2-1 lists the peripherals
that produce high-speed signals on their external pins:

TABLE 2-1: PERIPHERALS THAT
PRODUCE HS SIGNALS ON
EXTERNAL PINS
Maximum
Peripheral | High-Speed Signal Pins | Speed on
Signal Pin
EBI EBIAX, EBIDx 50 MHz
SQI1 SQICLK, SQICSx, SQIDx| 50 MHz
HS USB | D+, D- 480 MHz

Due to these high-speed signals, it is important to take
into consideration several factors when designing a
product that uses these peripherals, as well as the PCB
on which these components will be placed. Adhering to
these recommendations will help achieve the following
goals:

« Minimize the effects of electromagnetic interference
to the proper operation of the product

< Ensure signals arrive at their intended destination at
the same time

* Minimize crosstalk

* Maintain signal integrity

¢ Reduce system noise

« Minimize ground bounce and power sag
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PIC32MZ Embedded Connectivity (EC) Family

2.10.21 EMI Suppression Considerations

The use of LDO regulators is preferred to reduce
overall system noise and provide a cleaner power
source. However, when utilizing switching Buck/
Boost regulators as the local power source for
PIC32MZ EF devices, as well as in electrically noisy
environments, users should evaluate the use of T-
Filters (i.e., L-C-L) on the power pins, as shown in
Figure 2-8. In addition to a more stable power
source, use of this type of T-Filter can greatly reduce
susceptibility to EMI sources and events.

FIGURE 2-8:
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PIC32MZ Embedded Connectivity (EC) Family

3.3 Power Management

The processor core offers a number of power manage-
ment features, including low-power design, active power
management and power-down modes of operation. The
core is a static design that supports slowing or halting
the clocks, which reduces system power consumption
during Idle periods.

3.3.1 INSTRUCTION-CONTROLLED
POWER MANAGEMENT

The mechanism for invoking Power-Down mode is
through execution of the WAI T instruction. For more
information on power management, see Section 33.0
“Power-Saving Features”.

3.3.2 LOCAL CLOCK GATING

The majority of the power consumed by the processor
core is in the clock tree and clocking registers. The
PIC32MZ family makes extensive use of local gated-
clocks to reduce this dynamic power consumption.

34 L1 Instruction and Data Caches
341 INSTRUCTION CACHE (I-CACHE)

The I-Cache is an on-core memory block of 16 Kbytes.
Because the I-Cache is virtually indexed, the virtual-to-
physical address translation occurs in parallel with the
cache access rather than having to wait for the physical
address translation. The tag holds 22 bits of physical
address, a valid bit, and a lock bit. The LRU
replacement bits are stored in a separate array.

The I-Cache block also contains and manages the
instruction line fill buffer. Besides accumulating data to
be written to the cache, instruction fetches that refer-
ence data in the line fill buffer are serviced either by a
bypass of that data, or data coming from the external
interface. The I-Cache control logic controls the bypass
function.

The processor core supports I-Cache locking. Cache
locking allows critical code or data segments to be
locked into the cache on a per-line basis, enabling the
system programmer to maximize the efficiency of the
system cache.

The cache locking function is always available on all
I-Cache entries. Entries can then be marked as
locked or unlocked on a per entry basis using the
CACHE instruction.

3.4.2 DATA CACHE (D-CACHE)

The D-Cache is an on-core memory block of 4 Kbytes.
This virtually indexed, physically tagged cache is pro-
tected. Because the D-Cache is virtually indexed, the
virtual-to-physical address translation occurs in parallel
with the cache access. The tag holds 22 bits of physical
address, a valid bit, and a lock bit. There is an addi-
tional array holding dirty bits and LRU replacement
algorithm bits for each set of the cache.

In addition to I-Cache locking, the processor core also
supports a D-Cache locking mechanism identical to the
I-Cache. Critical data segments are locked into the
cache on a per-line basis. The locked contents can be
updated on a store hit, but cannot be selected for
replacement on a cache miss.

The D-Cache locking function is always available on
all D-Cache entries. Entries can then be marked as
locked or unlocked on a per-entry basis using the
CACHE instruction.

3.4.3 ATTRIBUTES

The processor core |-Cache and D-Cache attributes
are listed in the Configuration registers (see
Register 3-1 through Register 3-4).

3.5 EJTAG Debug Support

The processor core provides for an Enhanced JTAG
(EJTAG) interface for use in the software debug of
application and kernel code. In addition to standard
User mode and Kernel modes of operation, the proces-
sor core provides a Debug mode that is entered after a
debug exception (derived from a hardware breakpoint,
single-step exception, etc.) is taken and continues until
a Debug Exception Return (DERET) instruction is
executed. During this time, the processor executes the
debug exception handler routine.

The EJTAG interface operates through the Test Access
Port (TAP), a serial communication port used for trans-
ferring test data in and out of the core. In addition to the
standard JTAG instructions, special instructions
defined in the EJTAG specification specify which
registers are selected and how they are used.

3.6 MIPS DSP ASE Extension

The MIPS DSP Application-Specific Extension
Revision 2 is an extension to the MIPS32 architecture.
This extension comprises new integer instructions and
states that include new HI/LO accumulator register
pairs and a DSP control register. This extension is
crucial in a wide range of DSP, multimedia, and DSP-
like algorithms covering Audio and Video processing
applications. The extension supports native fractional
format data type operations, register Single Instruction
Multiple Data (SIMD) operations, such as add,
subtract, multiply, and shift. In addition, the extension
includes the following features that are essential in
making DSP algorithms computationally efficient:

« Support for multiplication of complex operands

« Variable bit insertion and extraction

« Implementation and use of virtual circular buffers

< Arithmetic saturation and overflow handling
support

¢ Zero cycle overhead saturation and rounding
operations

© 2013-2016 Microchip Technology Inc.
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PIC32MZ Embedded Connectivity (EC) Family

3.7

microAptiv™ Core Configuration

Register 3-1 through Register 3-4 show the default
configuration of the microAptiv core, which is included
on PIC32MZ EC family devices.

REGISTER 3-1: CONFIG: CONFIGURATION REGISTER; CP0 REGISTER 16, SELECT 0
Bit Bit Bit Bit Bit Bit Bit Bit Bit
Range | 31/23/15/7 | 30/22/14/6 | 29/21/13/5 | 28/20/12/4 | 27/19/11/3 | 26/18/10/2 | 25/17/9/1 | 24/16/8/0
] r1 U-0 U-0 U-0 U-0 U-0 U-0 R-0
31:24 — — — — — — — 1Sp
R-0 R-0 R-1 R-0 u-0 R-1 R-0 R-0
23:16 -
DSP uDlI SB MDU — MM<1:0> BM
] R-0 R-0 R-0 R-0 R-0 R-1 R-0 R-0
158 BE AT<1:0> AR<2:0> MT<2:1>
] R-1 u-0 u-0 u-0 u-0 R/W-0 RW-1 | RW-0
7:0 MT<0> — _ _ — K0<2:0>
Legend: r = Reserved bit

R = Readable bit
-n = Value at POR

W = Writable bit
‘1’ = Bit is set

‘0’ = Bit is cleared

U = Unimplemented bit, read as ‘0’

X = Bit is unknown

bit 31
bit 30-25
bit 24

bit 23

bit 22

bit 21

bit 20

bit 19
bit 18-17

bit 16

bit 15

bit 14-13

bit 12-10

bit 9-7

bit 6-3
bit 2-0

Reserved: This hit is hardwired to ‘1’ to indicate the presence of the Configl register.

Unimplemented: Read as ‘0’

ISP: Instruction Scratch Pad RAM bit

0 = Instruction Scratch Pad RAM is not implemented

DSP: Data Scratch Pad RAM bit

0 = Data Scratch Pad RAM is not implemented

UDI: User-defined bit

0 = CorExtend User-Defined Instructions are not implemented
SB: SimpleBE bit

1 = Only Simple Byte Enables are allowed on the internal bus interface
MDU: Multiply/Divide Unit bit

0 = Fast, high-performance MDU

Unimplemented: Read as ‘0’

MM<1:0>: Merge Mode bits

10 = Merging is allowed

BM: Burst Mode bit

0 = Burst order is sequential

BE: Endian Mode bit

0 = Little-endian

AT<1:0>: Architecture Type bits

00 = MIPS32

AR<2:0>: Architecture Revision Level bits

001 = MIPS32 Release 2

MT<2:0>: MMU Type bits

001 = microAptiv MPU Microprocessor core uses a TLB-based MMU
Unimplemented: Read as ‘0’

K0<2:0>: Kseg0 Coherency Algorithm bits

011 = Cacheable, non-coherent, write-back, write allocate

010 = Uncached

001 = Cacheable, non-coherent, write-through, write allocate
000 = Cacheable, non-coherent, write-through, no write allocate

All other values are not used and are mapped to other values. Values 100, 101, and 110 are mapped

t0 010. Value 111 is mapped to 010.
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PIC32MZ Embedded Connectivity (EC) Family

FIGURE 4-5: BOOT AND ALIAS TABLE 4-1: SFR MEMORY MAP
MEMORY MAP Virtual Address
Physical Memory Map®  ox1FC74000 Peripheral Base Offset
Start
—————————— T
Sequence/Configuration Space® Ox1FC70000 System Bust™ OxBF8FO000 0x0000
R _q o _g_ - _p ] 0x1FC6FF00 RNG 0x6000
Crypto 0x5000
Boot Flash 2 USB 0x3000
0x1FC60000 0xBF8EO000
Reserved OxLFC54028 SQiL 0x2000
Serial Number®) 0x1FC54020 EBI 0x1000
ADC Calibration Space® 0x1FC54000 Prefetch 0x0000
Ethernet OxBEB80000 0x2000
__________ X
iqurati (4) | Ox1FC50000 CAN1 and CAN2 0x0000
Sequence/Configuration Space OXLFCAEFQD
—————————— PORTA-PORTK 0xBF860000 0x0000
Boot Flash 1 Comparator 1, 2 0xC000
0x1FC40000 ADC1 0xB00O
Reserved OC1-0C9 0xBF840000 0x4000
0x1FC34000 IC1-1C9 0x2000
__________ Timerl-Timer9 0x0000
. . (6) 0x1FC30000
Unused Configuration Space OXLFC2EFQ0 PMP 0OxEO000
__________ UART1-UART6 0x2000
. 0xBF820000
Upper Boot Alias SPI1-SPI6 0x1000
0x1FC20000
12C1-12C5 0x0000
Reserved DMA OXBFS10000 0x1000
X
Ox1FC14000 Interrupt Controller 0x0000
—————————— PPS 0x1400
Configuration Space(®3) Ox1FC10000 ;
9 P 0x1ECOFF00 Oscillator 0x1200
CVREF O0xOEO00
Lower Boot Alias
Note 1: Memory areas are not shown to scale. Deadman Timer 0x0A00
2. Memory locations Ox1FCOFF40 Watchdog Timer 0x0800
through 0x1FCOFFFC are used to
initialize Configuration registers (see Flash Controller 0x0600
Section 34.0 “Special Features”). Configuration 0x0000
3:  Memory locations 0x1FC54000 through - " - .
0x1FC54010 are used to initialize the Note 1. Refer t04.2 Syst(_am Bus _Arbltratlon
ADC Calibration registers (see for important legal information.
Section 34.0 “Special Features”).
4: Refer toSection 4.1.1 “Boot Flash
Sequence and Configuration
Spaces” for more information.
5: Memory locations 0x1FC54020 and
0x1FC54024 contain a unigue device
serial number (see Section 34.0
“Special Features”).
6:  This configuration space cannot be
used for executing code in the upper
boot alias.
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PIC32MZ Embedded Connectivity (EC) Family

REGISTER 5-2: NVMKEY: PROGRAMMING UNLOCK REGISTER
Bit Bit Bit Bit Bit Bit Bit Bit Bit
Range | 31/23/15/7 | 30/22/14/6 | 29/21/13/5 | 28/20/12/4 | 27/19/11/3 | 26/18/10/2 25/17/9/1 24/16/8/0
3124 W-0 W-0 W-0 W-0 W-0 W-0 W-0 W-0
’ NVMKEY<31:24>
] W-0 | weo W-0 | wo | wo | W-0 | W-0 | W-0
23:16 NVMKEY<23:16>
158 wo [ wo W-0 [ wo | wo ] W-0 | W-0 | W-0
’ NVMKEY<15:8>
70 wo [ wo W-0 [ wo [ wo ] W-0 | W-0 | W-0
' NVMKEY<7:0>
Legend:
R = Readable hit W = Writable bit U = Unimplemented bit, read as ‘0’
-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared X = Bit is unknown

bit 31-0 NVMKEY<31:0>: Unlock Register bits
These bits are write-only, and read as ‘0’ on any read

| Note:  This register is used as part of the unlock sequence to prevent inadvertent writes to the PFM.
REGISTER 5-3: NVMADDR: FLASH ADDRESS REGISTER
Bit Bit Bit Bit Bit Bit Bit Bit Bit
Range | 31/23/15/7 | 30/22/14/6 | 29/21/13/5 | 28/20/12/4 | 27/19/11/3 | 26/18/10/2 25/17/9/1 24/16/8/0
] R/W-0 R/W-0 R/W-0 RIW-0 R/W-0 R/W-0 R/W-0 R/W-0
3L:24 NVMADDR<31:24>(1)
] RWO [ RwWo0 rRwWo | Rwo | Rw-o0 | RIW-0 R/W-0 RIW-0
23:16 NVMADDR<23:16>(1)
] RWO | Rwo rRwWo | Rwo | Rwo | RIW-0 R/W-0 RIW-0
158 NVMADDR<15:8>(1)
] RW0 | Rw0 rRwo | RrRwo | Rwo | RIW-0 R/W-0 RIW-0
70 NVMADDR<7:0>(%
Legend:
R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’
-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared X = Bit is unknown

bit 31-0 NVMADDR<31:0>: Flash Address bits?)

NVMOP§3:0> Flash Address Bits (NVMADDR<31:0>)
Selection
Page Erase Address identifies the page to erase (NVMADDR<13:0> are ignored).

Row Program
Word Program
Quad Word Program

Address identifies the row to program (NVMADDR<11:0> are ignored).

Address identifies the word to program (NVMADDR<1:0> are ignored).

Address identifies the quad word (128-bit) to program (NVMADDR<3:0> bits are
ignored).

For all other NVMOP<3:0> bit settings, the Flash address is ignored. See the NVMCON
register (Register 5-1) for additional information on these bits.

Note 1:

Note:  The bits in this register are only reset by a Power-on Reset (POR) and are not affected by other reset

sources.
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PIC32MZ Embedded Connectivity (EC) Family

7.0 CPU EXCEPTIONS AND
INTERRUPT CONTROLLER

Note:  This data sheet summarizes the features
of the PIC32MZ Embedded Connectivity
(EC) Family of devices. It is not intended
to be a comprehensive reference source.
To complement the information in this data
sheet, refer to Section 8. “Interrupt Con-
troller” (DS60001108) and Section 50.
“CPU for Devices with MIPS32%
microAptivi™ and M-Class Cores”
(DS60001192), which are available from
the Documentation > Reference Manual
section of the Microchip PIC32 web site

(www.microchip.com/pic32).

PIC32MZ EC devices generate interrupt requests in
response to interrupt events from peripheral modules.
The Interrupt Controller module exists outside of the
CPU and prioritizes the interrupt events before
presenting them to the CPU.

FIGURE 7-1:

The CPU handles interrupt events as part of the excep-
tion handling mechanism, which is described in
Section 7.1 “CPU Exceptions”.

The Interrupt Controller module includes the following
features:

* Up to 190 interrupt sources and vectors with
dedicated programmable offsets, eliminating the
need for redirection

¢ Single and multi-vector mode operations

« Five external interrupts with edge polarity control

 Interrupt proximity timer

« Seven user-selectable priority levels for each
vector

« Four user-selectable subpriority levels within each
priority

« Seven shadow register sets that can be used for any
priority level, eliminating software context switch and
reducing interrupt latency

« Software can generate any interrupt

Figure 7-1 shows the block diagram for the Interrupt
Controller and CPU exceptions.

CPU EXCEPTIONS AND INTERRUPT CONTROLLER MODULE BLOCK DIAGRAM

Vector Number and Offset

—> Interrupt Controller

Interrupt Requests

SYSCLK ———pf

Priority Level
» CPU Core
(Exception Handling)
Shadow Set Number

© 2013-2016 Microchip Technology Inc.
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TABLE 7-2:

INTERRUPT IRQ, VECTOR AND BIT LOCATION (CONTINUED)

Interrupt Bit Location

Interrupt Source® XC32 Vector Name ”1(‘) Vector # F:ersistent
Flag Enable Priority Sub-priority | Interrupt
SPI3 Transfer Done _SPI3_TX_VECTOR 156 | OFF156<17:1> | IFS4<28> | IEC4<28> | IPC39<4:2> IPC39<1:0> Yes
UART3 Fault _UART3_FAULT_VECTOR 157 | OFF157<17:1> | IFS4<29> | IEC4<29> | IPC39<12:10> | IPC39<9:8> Yes
UARTS3 Receive Done _UART3_RX_VECTOR 158 | OFF158<17:1> | IFS4<30> | IEC4<30> | IPC39<20:18> | IPC39<17:16> Yes
UART3 Transfer Done _UART3_TX_VECTOR 159 | OFF159<17:1> | IFS4<31> | IEC4<31> | IPC39<28:26> | IPC39<25:24> Yes
I12C3 Bus Collision Event _l2C3_BUS_VECTOR 160 | OFF160<17:1> | IFS5<0> | IEC5<0> |IPC40<4:2> IPC40<1:0> Yes
I12C3 Slave Event _12C3_SLAVE_VECTOR 161 | OFF161<17:1> | IFS5<1> | IEC5<1> | IPC40<12:10> | IPC40<9:8> Yes
12C3 Master Event _12C3_MASTER_VECTOR 162 | OFF162<17:1> | IFS5<2> | |IEC5<2> | IPC40<20:18> | IPC40<17:16> Yes
SPI4 Fault _SPI4_FAULT_VECTOR 163 | OFF163<17:1> | IFS5<3> | |IEC5<3> |IPC40<28:26> | IPC40<25:24> Yes
SPI4 Receive Done _SPI4_RX_VECTOR 164 | OFF164<17:1> | IFS5<4> | |[EC5<4> |IPC41<4:2> IPC41<1:0> Yes
SPI4 Transfer Done _SPI4_TX_VECTOR 165 | OFF165<17:1> | IFS5<5> | IEC5<5> | IPC41<12:10> | IPC41<9:8> Yes
Real Time Clock _RTCC_VECTOR 166 | OFF166<17:1> | IFS5<6> | IEC5<6> |IPC41<20:18> | IPC41<17:16> No
Flash Control Event _FLASH_CONTROL_VECTOR 167 | OFF167<17:1> | IFS5<7> | IEC5<7> |IPC41<28:26> | IPC41<25:24> No
Prefetch Module SEC Event _PREFETCH_VECTOR 168 | OFF168<17:1> | IFS5<8> | |IEC5<8> |IPC42<4:2> IPC42<1:0> Yes
SQI1 Event _SQI1_VECTOR 169 | OFF169<17:1> | IFS5<9> | IEC5<9> | IPC42<12:10> | IPC42<9:8> Yes
UART4 Fault _UART4_FAULT_VECTOR 170 | OFF170<17:1> | IFS5<10> | IEC5<10> | IPC42<20:18> | IPC42<17:16> Yes
UART4 Receive Done _UART4_RX_VECTOR 171 | OFF171<17:1> | IFS5<11> | IEC5<11> | IPC42<28:26> | IPC42<25:24> Yes
UART4 Transfer Done _UART4_TX_VECTOR 172 | OFF172<17:1> | IFS5<12> | IEC5<12> | IPC43<4:2> IPC43<1:0> Yes
I12C4 Bus Collision Event _12C4_BUS_VECTOR 173 | OFF173<17:1> | IFS5<13> | IEC5<13> | IPC43<12:10> | IPC43<9:8> Yes
I12C4 Slave Event _12C4_SLAVE_VECTOR 174 | OFF174<17:1> | IFS5<14> | IEC5<14> | IPC43<20:18> | IPC43<17:16> Yes
I2C4 Master Event _l2C4_MASTER_VECTOR 175 | OFF175<17:1> | IFS5<15> | IEC5<15> | IPC43<28:26> | IPC43<25:24> Yes
SPI5 Fault® _SPI5_FAULT_VECTOR 176 | OFF176<17:1> | IFS5<16> | IEC5<16> | IPC44<4:2> IPC44<1:0> Yes
SPI5 Receive Done® _SPI5_RX_VECTOR 177 | OFF177<17:1> | IFS5<17> | IEC5<17> | IPC44<12:10> | IPC44<9:8> Yes
SPI5 Transfer Done® _SPI5_TX_VECTOR 178 | OFF178<17:1> | IFS5<18> | IEC5<18> | IPC44<20:18> | IPC44<17:16> Yes
UARTS5 Fault _UART5_FAULT_VECTOR 179 | OFF179<17:1> | IFS5<19> | IEC5<19> | IPC44<28:26> | IPC44<25:24> Yes
UART5 Receive Done _UART5_RX_VECTOR 180 | OFF180<17:1> | IFS5<20> | IEC5<20> | IPC45<4:2> IPC45<1:0> Yes
UARTS5 Transfer Done _UARTS5_TX_VECTOR 181 | OFF181<17:1> | IFS5<21> | IEC5<21> | IPC45<12:10> | IPC45<9:8> Yes
I12C5 Bus Collision Event _12C5_BUS_VECTOR 182 | OFF182<17:1> | IFS5<22> | IEC5<22> | IPC45<20:18> | IPC45<17:16> Yes

Note 1:

2: This interrupt source is not available on 64-pin devices.
3: This interrupt source is not available on 100-pin devices.
4: This interrupt source is not available on 124-pin devices.

Not all interrupt sources are available on all devices. See TABLE 1: “PIC32MZ EC Family Features” for the list of available peripherals.
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REGISTER 11-13: USBOTG: USB OTG CONTROL/STATUS REGISTER (CONTINUED)

bit 19-16 TXFIFOSZ<3:0>: TX Endpoint FIFO packet size bits

bit 15-10
bit 9

bit 8

bit 7

bit 6

bit 5

bit 4-3

bit 2

bit 1

The maximum packet size to allowed for (before any splitting within the FIFO of Bulk/High-Bandwidth

packets prior to transmission)

1111 = Reserved

1010 = Reserved
1001 = 4096 bytes
1000 = 2048 bytes
0111 = 1024 bytes
0110 =512 bytes
0101 = 256 bytes
0100 =128 bytes
0011 = 64 bytes
0010 = 32 bytes
0001 = 16 bytes
0000 = 8 bytes

Unimplemented: Read as ‘0’
TXEDMA: TX Endpoint DMA Assertion Control bit

1 = DMA_REQ signal for all IN endpoints will be deasserted when MAXP-8 bytes have been written to an

endpoint. This is Early mode.

0 = DMA_REQ signal for all IN endpoints will be deasserted when MAXP bytes have been written to an

endpoint. This is Late mode.
RXEDMA: RX Endpoint DMA Assertion Control bit

1 = DMA_REQ signal for all OUT endpoints will be deasserted when MAXP-8 bytes have been written to

an endpoint. This is Early mode.

0 = DMA_REQ signal for all OUT endpoints will be deasserted when MAXP bytes have been written to an

endpoint. This is Late mode.

BDEV: USB Device Type bit

1 = USB is operating as a ‘B’ device

0 = USB is operating as an ‘A’ device

FSDEV: Full-Speed/Hi-Speed device detection bit (Host mode)

1 = AFull-Speed or Hi-Speed device has been detected being connected to the port

0 = No Full-Speed or Hi-Speed device detected
LSDEV: Low-Speed Device Detection bit (Host mode)

1 = A Low-Speed device has been detected being connected to the port

0 = No Low-Speed device detected

VBUS<1:0>: VBUS Level Detection bits
11 = Above VBus Valid

10 = Above Avalid, below VBus Valid
01 = Above Session End, below AValid
00 = Below Session End

HOSTMODE: Host Mode bit
1 = USB module is acting as a Host
0 = USB module is not acting as a Host

HOSTREQ: Host Request Control bit

‘B’ device only:

1 = USB module initiates the Host Negotiation when Suspend mode is entered. This bit is cleared when

Host Negotiation is completed.
0 = Host Negotiation is not taking place

DS60001191G-page 220
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TABLE 12-6: PORTC REGISTER MAP FOR 64-PIN DEVICES ONLY
A Bits
O~ )
¥ a2 =4 %)
o @l ) % ]
I ot o <9
B & 3 = 31/15 30/14 29/13 28/12 27/11 26/10 25/9 24/8 23/7 22/6 21/5 20/4 19/3 18/2 1711 16/0 I
2> [}
£
31:16 — — — — — — — — — — — — — — — — 0000
0210| TRISC
150 | TRISC15 | TRISC14 | TRISC13 | TRISCI12 — = = — — — — — — — — — [Fooo
31:16 — — — — — — — — — — — — — — — — 0000
0220( PORTC
15:0 RC15 RC14 RC13 RC12 — — — — — — — — — — — — XXXX
31:16 — — — — — — — — — — — — — — — — 0000
0230 LATC
15:0 LATC15 LATC14 LATC13 LATC12 — — — — — — — — — — — — XXXX
31:16 — — — — — — — — — — — — — — — — 0000
0240( ODCC
15:0 | ODCC15 obcci4 oDCC13 obcci12 — — — — — _ _ _ — — _ — [xxxx
31:16 — — — — — — — — — — — — — — — — 0000
0250| CNPUC
15:0 | CNPUC15 | CNPUC14 | CNPUC13 | CNPUC12 — — — — — — — — — — — — 0000
31:16 — — — — — — — — — — — — — — — — 0000
0260 CNPDC
15:0 | CNPDC15 | CNPDC14 | CNPDC13 | CNPDC12 — — — — — _ _ _ — — _ — o000
31:16 — — — — — — — — — — — — — — — — 0000
0270{CNCONC
15:.0 ON = SIDL — — — — — — — — — — — — —  |ooo0
31:16 — — — — — — — — — — — — — — — 0000
0280 CNENC
15:0 | CNIEC15 | CNIEC14 | CNIEC13 | CNIEC12 — — — — — _ _ _ — — _ — o000
31:16 — — — — — — — — — — — — — — — — 0000
0290|CNSTATC
15:0 | CNSTATC15 | CNSTATC14 | CNSTATC13 | CNSTATC12 — — — — — — — — — — — — 0000
Legend: x = Unknown value on Reset; — = Unimplemented, read as ‘0’; Reset values are shown in hexadecimal.
Note 1:  Allregisters in this table have corresponding CLR, SET, and INV registers at its virtual address, plus an offset of 0x4, 0x8 and 0xC, respectively. See Section 12.2 “CLR, SET, and INV Registers” for

more information.
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NOTES:
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26.1

Crypto Engine Control Registers

TABLE 26-2: CRYPTO ENGINE REGISTER MAP
a Bits
e . o 2]
=l 8o = 5]
gy g g g
§ '3-'5 &9 p=4 = 31/15 30/14 29/13 28/12 27/11 26/10 25/9 24/8 2317 22/6 21/5 20/4 19/3 18/2 17/1 16/0 —
£ o <
£
31:16 REVISION<7:0> VERSION<7:0> 0000
5000 CEVER
15:0 ID<15:0> 0000
31:16| — — — — — — — — — — — — — — — — |oo00
5004 CECON
15:0 — — — — — — — — — SWRST [SWAPEN — — BDPCHST|BDPPLEN| DMAEN [0000
31:16 0000
5008 CEBDADDR BDPADDR<31:0>
15:0 0000
31:16 0000
500C CEBDPADDR BASEADDR<31:0>
15:0 0000
31:16 ERRMODE<2:0> ERROP<2:0> ERRPHASE<1:0> — — BDSTATE<3:0> START | ACTIVE |0000
5010 CESTAT
15:0 BDCTRL<15:0> 0000
31:16 — — — — — — — — — — — — — — — — 0000
5014 CEINTSRC
15:0 — — — — — — — — — — — — AREIF PKTIF CBDIF | PENDIF {0000
31:16 — — — — — — — — — — — — — — — — 0000
5018 CEINTEN
15:0 — — — — — — — — — — — — AREIE PKTIE CBDIE | PENDIE |0000
31:16 — — — — — — — — — — — — — — — — 0000
501C CEPOLLCON
15:0 BDPPLCON<15:0> 0000
31:16] — = = = = = = = - | = = - [ = = = —  |oooo
5020 CEHDLEN
15:0 — — — — — — — — HDRLEN<7:0> 0000
31:16] — = = = = = = = - | = = — [ = = = —  |oooo
5024 CETRLLEN
15:0 — — — — — — — — TRLRLEN<7:0> 0000
Legend: X = unknown value on Reset; — = unimplemented, read as ‘0’. Reset values are shown in hexadecimal.
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26.3 Security Association Structure

Table 26-4 shows the Security Association Structure.

The Crypto Engine uses the Security Association to
determine the settings for processing a Buffer Descrip-
tor Processor. The Security Association contains:

« Which algorithm to use

« Whether to use engines in parallel (for both
authentication and encryption/decryption)

e The size of the key

« Authentication key

« Encryption/decryption key

« Authentication Initialization Vector (1V)
« Encryption IV

TABLE 26-4: CRYPTO ENGINE SECURITY ASSOCIATION STRUCTURE

Name Bit Bit Bit Bit Bit Bit Bit Bit
31/23/15/7 30/22/14/6 29/21/13/5 28/20/12/4 27/19/11/3 26/18/10/2 25/17/9/1 24/16/8/0
SA_CTRL 31:24 — — VERIFY — NO_RX OR_EN ICVONLY IRFLAG
23:16 LNC LOADIV FB FLAGS — — — ALGO<6>
15:8 ALGO<5:0> ENCTYPE |KEYSIZE<1>
7:0 | KEYSIZE<0> MULTITASK<2:0> CRYPTOALGO<3:0>
SA_AUTHKEY1 |31:24 AUTHKEY<31:24>
23:16 AUTHKEY<23:16>
15:8 AUTHKEY<15:8>
7:0 AUTHKEY<7:0>
SA_AUTHKEY2 |31:24 AUTHKEY<31:24>
23:16 AUTHKEY<23:16>
15:8 AUTHKEY<15:8>
7:0 AUTHKEY<7:0>
SA_AUTHKEY3 |31:24 AUTHKEY<31:24>
23:16 AUTHKEY<23:16>
15:8 AUTHKEY<15:8>
7:0 AUTHKEY<7:0>
SA_AUTHKEY4 [31:24 AUTHKEY<31:24>
23:16 AUTHKEY<23:16>
15:8 AUTHKEY<15:8>
7:0 AUTHKEY<7:0>
SA_AUTHKEYS5 |31:24 AUTHKEY<31:24>
23:16 AUTHKEY<23:16>
15:8 AUTHKEY<15:8>
7:0 AUTHKEY<7:0>
SA_AUTHKEY6 |31:24 AUTHKEY<31:24>
23:16 AUTHKEY<23:16>
15:8 AUTHKEY<15:8>
7:0 AUTHKEY<7:0>
SA_AUTHKEY7 |31:24 AUTHKEY<31:24>
23:16 AUTHKEY<23:16>
15:8 AUTHKEY<15:8>
7:0 AUTHKEY<7:0>
SA_AUTHKEY8|31:24 AUTHKEY<31:24>
23:16 AUTHKEY<23:16>
15:8 AUTHKEY<15:8>
7:0 AUTHKEY<7:0>
SA_ENCKEY1 |31:24 ENCKEY<31:24>
23:16 ENCKEY<23:16>
15:8 ENCKEY<15:8>
7:0 ENCKEY<7:0>
SA_ENCKEY2 |31:24 ENCKEY<31:24>
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TABLE 28-1:

ADC REGISTER MAP (CONTINUED)

é R . . Bits "
3| B | :
T g; §§ g 31/15 30/14 29/13 28/12 2711 26/10 25/9 24/8 2317 22/6 21/5 20/4 19/3 18/2 17/1 16/0 ;
s
5048 |AD1CMPENS | SL10| CMPEST | CMPE30 | CMPEZ9 | CMPEZ8| CMPE27 | CMPEZ6 | CMPEZ5 | CMPE24 | CMPE23 | CMPE22 | CMPEZL|CMPE20 | CMPELY | CMPETS| CMPEI? | CMPE16[0000
15:0 | CMPE15 | CMPE14 | CMPE13 |CMPE12| CMPEIl | CMPE10 | CMPE9 CMPE8 | CMPE7 | CMPE6 | CMPE5 | CMPE4 | CMPE3 | CMPE2 | CMPE1 | CMPEO [0000
B04C |ADLCMPS 31:16 ADCMPHI<15:0> 0000
15:0 ADCMPLO<15:0> 0000
5050 |ap1CMPENG | 3L 16| CMPESL [ CMPE30 [ CMPE29 [CMPE28| CMPE27 [ CMPE26 | CMPE25 | CMPE24 [ CMPE23 | CMPE22 | CMPE21[CMPE20[ CMPEL9 [CMPE1S] CMPEL? | CMPE16]0000
15:0 | CMPE15 | CMPE14 | CMPE13 |CMPE12| CMPEIl | CMPE10 | CMPE9 CMPE8 | CMPE7 | CMPE6 | CMPE5 | CMPE4 | CMPE3 | CMPE2 | CMPE1 | CMPEO [0000
5054 lAD1CMPE 31:16 ADCMPHI<15:0> 0000
15:0 ADCMPLO<15:0> 0000
5058 |ADLFLTRL 31:16| AFEN — — OVRSAM<2:0> | AFGIEN | AFRDY [ — = CHNLID<5:0> 0000
15:0 FLTRDATA<15:0> 0000
B05C |ADLFLTR? 31:16| AFEN = — OVRSAM<2:0> | AFGIEN | AFRDY [ — = CHNLID<5:0> 0000
15:0 FLTRDATA<15:0> 0000
5060 |ADIFLTRS 31:16| AFEN = = OVRSAM<2:0> | AFGIEN | AFRDY [ — — CHNLID<5:0> 0000
15:0 FLTRDATA<15:0> 0000
5064 |ADLFLTRA 31:16| AFEN — — OVRSAM<2:0> | AFGIEN | AFRDY | — = CHNLID<5:0> 0000
15:0 FLTRDATA<15:0> 0000
5068 |ADIFLTRS 31:16| AFEN = = OVRSAM<2:0> | AFGIEN | AFRDY [ — = CHNLID<5:0> 0000
15:0 FLTRDATA<15:0> 0000
B06C |ADLFLTRG 31:16| AFEN — — OVRSAM<2:0> | AFGIEN | AFRDY | — = CHNLID<5:0> 0000
15:0 FLTRDATA<15:0> 0000
5070 lap1TRGL 31:16| — — — TRGSRC3<4:0> — — — TRGSRC2<4:0> 0000
15:0 = = = TRGSRC1<4:0> = = = TRGSRC0<4:0> 0000
5074 |ADLTRG2 31:16|  — = = TRGSRC7<4:0> = = = TRGSRC6<4:0> 0000
15:0 — — — TRGSRC5<4:0> — — — TRGSRC4<4:0> 0000
5078 lADITRGS 31:16|  — = = TRGSRC11<4:0> = = = TRGSRC10<4:0> 0000
15:0 = = = TRGSRC9<4:0> = = = TRGSRC8<4:0> 0000
5090 [AD1CMPCONT P26l — — — - =1 =] | — — = — — — — — — |0000
15:0 = = = AINID<4:0> ENDCMP [DCMPGIEN|DCMPED| IEBTWN | IEHIHI | IEHILO | IELOHI | IELOLO [0000
B094 |ADICMPCON2 [ oxiol  — — — - [ = [ = ] [ - — — — — — — — —_100%
15:0 — — — AINID<4:0> ENDCMP [DCMPGIEN|DCMPED| IEBTWN | IEHIHI | IEHILO | IELOHI | IELOLO [0000
8098 [AD1CMPCONS P28l — = = - [ = [ = ] | — — — — — — — — — |0000
15:0 = = = AINID<4:0> ENDCMP [DCMPGIEN|DCMPED| IEBTWN | IEHIHI | IEHILO | IELOHI | IELOLO [0000
Bo9C |AD1CMPCONA [omt8l = — — - =1 =] | — — = — — — — — — |0000
15:0 = = = AINID<4:0> ENDCMP [DCMPGIEN|DCMPED| IEBTWN | IEHIHI | IEHILO | IELOHI | IELOLO [0000
BOAO [ADICMPCONS [ool  — — — - [ = [ = ] [ - — — — — — — — —_100%
15:0 — — — AINID<4:0> ENDCMP [DCMPGIEN|DCMPED| IEBTWN | IEHIHI | IEHILO | IELOHI | IELOLO [0000
BOA4 |ADICMPCONG ort] = = = - [ = [ = ] | — — — — — — — — — |0000
15:0 = = = AINID<4:0> ENDCMP [DCMPGIEN|DCMPED| IEBTWN | IEHIHI | IEHILO | IELOHI | IELOLO [0000
Legend: x = unknown value on Reset; — = unimplemented, read as ‘0’. Reset values are shown in hexadecimal.
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REGISTER 29-12: CiFLTCON2: CAN FILTER CONTROL REGISTER 2 (CONTINUED)

bit 15 FLTENO: Filter 9 Enable bit
1 = Filter is enabled
0 = Filter is disabled
bit 14-13 MSEL9<1:0>: Filter 9 Mask Select bits
11 = Acceptance Mask 3 selected
10 = Acceptance Mask 2 selected
01 = Acceptance Mask 1 selected
00 = Acceptance Mask 0 selected
bit 12-8  FSEL9<4:0>: FIFO Selection bits
11111 = Message matching filter is stored in FIFO buffer 31
11110 = Message matching filter is stored in FIFO buffer 30

00001 = Message matching filter is stored in FIFO buffer 1
00000 = Message matching filter is stored in FIFO buffer 0
bit 7 FLTENS: Filter 8 Enable bit
1 = Filter is enabled
0 = Filter is disabled
bit 6-5 MSEL8<1:0>: Filter 8 Mask Select bits
11 = Acceptance Mask 3 selected
10 = Acceptance Mask 2 selected
01 = Acceptance Mask 1 selected
00 = Acceptance Mask 0 selected
bit 4-0 FSEL8<4:0>: FIFO Selection bits
11111 = Message matching filter is stored in FIFO buffer 31
11110 = Message matching filter is stored in FIFO buffer 30

00001 = Message matching filter is stored in FIFO buffer 1
00000 = Message matching filter is stored in FIFO buffer 0

Note:  The bits in this register can only be modified if the corresponding filter enable (FLTENN) bit is ‘0. I
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TABLE 33-2: PERIPHERAL MODULE DISABLE REGISTER SUMMARY
@ -
S ® Bits a
S ¥ 3o o 2}
2g| =t 5 &
5] O
Tg é §Z = 31/15 30/14 29/13 28/12 27/11 26/10 25/9 24/8 23/7 22/6 21/5 20/4 19/3 18/2 17/1 16/0 14
£ @ b
>
31:16 = = = = = = = = = = = = = = = = 0000
0040 PMD1
15:0 — — — CVRMD — — — — — — — — — — — AD1IMD |0000
31:16 — — — — — — — — — — — — — — — — 0000
0050 PMD2
15:0 — — — — — — — — — — — — — — CMP2MD | CMP1MD (0000
0060 PMD3 31:16 — — — — — — — OCOMD OC8MD OC7MD OC6MD OC5MD OC4MD OC3MD OC2MD OC1MD |0000
15:0 — — — — — — — ICOMD IC8MD IC7TMD IC6MD IC5MD IC4AMD IC3MD IC2MD ICIMD |0000
31:16 = = = = = = = = = = = = = = = = 0000
0070 PMD4
15:0 — — — — — — — TOMD T8MD T7MD T6MD T5MD T4AMD T3MD T2MD TiMD |0000
0080 PMD5 31:16 — — CAN2MD | CAN1IMD — — — USBMD — — — 12C5MD 12C4MD 12C3MD 12C2MD 12C1IMD | 0000
15:0 — — SPI6MD | SPISMD | SPI4MD | SPISBMD | SPI2MD | SPIIMD — — UMD U5MD U4aMD U3MD u2mMD UimMD |0000
31:16 — — — ETHMD — — — — SQI1IMD — — — — — EBIMD PMPMD |0000
0090 PMD6
15:0 — — — — REFO4MD|REFO3MD |REFO2MD [REFO1MD — — — — — — — RTCCMD (0000
31:16 — — — — — — — — — CRYPTMD — RNGMD — — — — 0000
00AO0 PMD7
15:0 — — — — — — — — — — — DMAMD — — — — 0000
Legend: x = unknown value on Reset; — = unimplemented, read as ‘0’. Reset values are shown in hexadecimal.
Note 1: Reset values are dependent on the device variant.
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REGISTER 34-6: DEVCFG3/ADEVCFG3: DEVICE CONFIGURATION WORD 3

Bit Bit Bit Bit Bit Bit Bit Bit Bit
Range 31/23/15/7 | 30/22/14/6 | 29/21/13/5 | 28/20/12/4 |27/19/11/3 | 26/18/10/2 | 25/17/9/1 | 24/16/8/0
] r-1 R/P R/P R/P R/P r-1 R/P R/P
3L:24 — FUSBIDIO | IOL1IWAY |PMDL1WAY | PGL1IWAY — FETHIO FMIIEN
93:16 r-1 r-1 r-1 r-1 r-1 r-1 r-1 r-1
] R/P R/P R/P R/P R/P R/P R/P R/P
15:8 USERID<15:8>
' R/P R/P | R/P | R/P | RIP | RIP | RIP RIP
0 USERID<7:0>
Legend: r = Reserved bit P = Programmable bit
R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’
-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared X = Bit is unknown

bit 31 Reserved: Write as ‘1’
bit 30 FUSBIDIO: USB USBID Selection bit
1 = USBID pin is controlled by the USB module
0 = USBID pin is controlled by the port function
If USBMD is ‘1’, USBID reverts to port control.
bit 29 IOL1WAY: Peripheral Pin Select Configuration bit
1 = Allow only one reconfiguration
0 = Allow multiple reconfigurations
bit 28 PMDL1WAY: Peripheral Module Disable Configuration bit
1 = Allow only one reconfiguration
0 = Allow multiple reconfigurations
bit 27 PGL1WAY: Permission Group Lock One Way Configuration bit
1 = Allow only one reconfiguration
0 = Allow multiple reconfigurations
bit 26 Reserved: Write as ‘1’
bit 25 FETHIO: Ethernet I/O Pin Selection Configuration bit
1 = Default Ethernet I/O pins
0 = Alternate Ethernet I/O pins
This bit is ignored for devices that do not have an alternate Ethernet pin selection.

bit 24 FMIIEN: Ethernet MIl Enable Configuration bit
1 = Mllis enabled
0 = RMll is enabled

bit 23-16 Reserved: Write as ‘1’
bit 15-0 USERID<15:0>: This is a 16-bit value that is user-defined and is readable via ICSP™ and JTAG
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FIGURE 37-26: TRANSMIT SIGNAL TIMING RELATIONSHIPS AT THE Ml
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Revision D (April 2015)

In this revision, all references to Extended temperature
(-40°C to +125°C) were removed throughout the data

sheet.

The revision also includes the following major changes,
which are referenced by their respective chapter in

Table B-4.

In addition, minor updates to text and formatting were

incorporated throughout the document.

TABLE B-4:

MAJOR SECTION UPDATES

Section Name

Update Description

32-bit MCUs (up to 2 MB Live-
Update Flash and 512 KB SRAM)
with Audio and Graphics
Interfaces, HS USB, Ethernet, and
Advanced Analog

Pin 38 in Table 3 was updated.
Pin 56 in Table 4 was updated.
Pin A38 in Table 5 was updated.

2.0 “Guidelines for Getting Started
with 32-bit Microcontrollers”

Note 1 in the The Recommended Minimum Connection was updated (see
Figure 2-1).
Updated Section 2.7.1 “Crystal Oscillator Design Consideration”.

Added 2.10 “Considerations When Interfacing to Remotely Powered
Circuits”.

25.0 “Real-Time Clock and
Calendar (RTCC)"

The following registers were updated:

« RTCTIME (see Register 25-3)
« RTCDATE (see Register 25-4)
« ALRMTIME (see Register 25-5)
* ALRMDATE (see Register 25-6)

37.0 “Electrical Characteristics”

Parameter DI150 in the I/O Pin Input Specifications was updated (see
Table 37-9).

Parameter D312 in the Comparator Specifications was removed (see
Table 37-14).

Comparator Voltage Reference Specifications were added (see Table 37-15).

Parameter F20 in the Internal FRC Accuracy specifications was updated (see
Table 37-20).

Parameter F21 in the Internal LPRC Accuracy specifications was updated
(see Table 37-21).

The minimum and typical values for parameter PM7 in the Parallel Master
Port Read Timing Requirements were updated (see Table 37-42).

The EBI Throughput Specifications were added (see Table 37-47).
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