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4 Device Offering
The following table lists the PolarFire FPGA device options using the MPF300T as an example. The 
MPF100T, MPF200T, and MPF500T device densities have identical offerings.

Table 1 • PolarFire FPGA Device Options

Device
Options

Extended
Commercial 
0 °C–100 °C

Industrial 
–40 °C–100 °C

STD –1 Transceivers 
T

Lower 
Static Power 
L

Data 
Security 
S

MPF300T Yes Yes Yes Yes Yes   

MPF300TL Yes Yes Yes  Yes Yes  

MPF300TS  Yes Yes Yes Yes  Yes

MPF300TLS  Yes Yes  Yes Yes Yes
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1.  
2.  
3.  

4.  

5.  

6.2.1 DC Characteristics over Recommended Operating Conditions
The following table lists the DC characteristics over recommended operating conditions.

Table 5 • DC Characteristics over Recommended Operating Conditions

Parameter Symbol Min Max Unit Condition

Input pin capacitance1 C  (dedicated GPIO)IN  5.6 pf  

C  (GPIO)IN  5.6 pf  

C  (HSIO)IN  2.8 pf  

Input or output leakage current per pin I  (GPIO)L  10 µA I/O disabled, high – Z

I  (HSIO)L  10 µA I/O disabled, high – Z

Input rise time (10%–90% of V )DDIx 2, 3, 4 TRISE 0.66 2.64 ns V  = 3.3 VDDIx

Input rise time (10%–90% of V )DDIx 2, 3, 4 0.50 2.00 ns V  = 2.5 VDDIx

Input rise time (10%–90% of V )DDIx 2, 3, 4 0.36 1.44 ns V  = 1.8 VDDIx

Input rise time (10%–90% of V )DDIx 2, 3, 4 0.30 1.20 ns V  = 1.5 VDDIx

Input rise time (10%–90% of V )DDIx 2, 3, 4 0.24 0.96 ns V  = 1.2 VDDIx

Input fall time (90%–10% of V )DDIx 2, 3, 4 TFALL 0.66 2.64 ns V  = 3.3 VDDIx

Input fall time (90%–10% of V )DDIx 2, 3, 4 0.50 2.00 ns V  = 2.5 VDDIx

Input fall time (90%–10% of V )DDIx 2, 3, 4 0.36 1.44 ns V  = 1.8 VDDIx

Input fall time (90%–10% of V )DDIx 2, 3, 4 0.30 1.20 ns V  = 1.5 VDDIx

Input fall time (90%–10% of V )DDIx 2, 3, 4 0.24 0.96 ns V  = 1.2 VDDIx

Pad pull-up when V  = 0IN 5 IPU 137 220 µA V  = 3.3 VDDIx

Pad pull-up when V  = 0IN 5 102 166 µA V  = 2.5 VDDIx

Pad pull-up when V  = 0IN 68 115 µA V  = 1.8 VDDIx

Pad pull-up when V  = 0IN 51 88 µA V  = 1.5 VDDIx

Pad pull-up when V  = 0IN 6 29 73 µA V  = 1.35 VDDIx

Pad pull-up when V  = 0IN 16 46 µA V  = 1.2 VDDIx

Pad pull-down when V  = 3.3 VIN 5 IPD 65 187 µA V  = 3.3 VDDIx

Pad pull-down when V  = 2.5 VIN 5 63 160 µA V  = 2.5 VDDIx

Pad pull-down when V  = 1.8 VIN 60 117 µA V  = 1.8 VDDIx

Pad pull-down when V  = 1.5 VIN 57 95 µA V  = 1.5 VDDIx

Pad pull-down when V  = 1.35 VIN 52 86 µA V  = 1.35 VDDIx

Pad pull-down when V  = 1.2 VIN 47 79 µA V  = 1.2 VDDIx

Represents the die input capacitance at the pad not the package.
Voltage ramp must be monotonic.
Numbers based on rail-to-rail input signal swing and minimum 1 V/ns and maximum 4 V/ns. These 
are to be used for input delay measurement consistency.
I/O signal standards with smaller than rail-to-rail input swings can use a nominal value of
200 ps 20%–80% of swing and maximum value of 500 ps 20%–80% of swing.
GPIO only.

6.2.2 Maximum Allowed Overshoot and Undershoot
During transitions, input signals may overshoot and undershoot the voltage shown in the following 
table. Input currents must be limited to less than 100 mA per latch-up specifications.

The maximum overshoot duration is specified as a high-time percentage over the lifetime of the device. 
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1.  

7.11 User Crypto
The following section describes user crypto.

7.11.1 TeraFire 5200B Switching Characteristics
The following table describes TeraFire 5200B switching characteristics.

Table 112 • TeraFire F5200B Switching Characteristics

Parameter Symbol VDD =
1.0 V STD

VDD =
1.0 V – 1

VDD =
1.05 V STD

VDD =
1.05 V – 1

Unit Condition

Operating 
frequency

FMAX 189  189  MHz –40 °C to 100 °C

7.11.2 TeraFire 5200B Throughput Characteristics
The following tables for each algorithm describe the TeraFire 5200B throughput characteristics.

Note: Throughput cycle count collected with Athena TeraFire Core and RISCV running at 100 MHz.

Table 113 • AES

Modes Message Size 
(bits)

Athena TeraFire Crypto Core Clock-Cycles CAL Delay In CPU 
Clock-Cycles

AES-ECB-128 encrypt1 128 515 1095

64K 50157 933

AES-ECB-128 decrypt1 128 557 1760

64K 48385 1524

AES-ECB-256 encrypt1 128 531 1203

64K 58349 1203

AES-ECB-256 decrypt1 128 589 1676

64K 56673 1671

AES-CBC-256 encrypt1 128 576 1169

64K 52547 1169

AES-CBC-256 decrypt1 128 585 1744

64K 48565 1652

AES-GCM-128 encrypt ,1

128-bit tag, (full message
encrypted/authenticated)

128 1925 2740

64K 60070 2158

AES-GCM-256 encrypt ,1

128-bit tag, (full message
encrypted/authenticated)

128 1973 2268

64K 60102 2151

With DPA counter measures.

Table 114 • GMAC

Modes Message Size 
(bits)

Athena TeraFire Crypto Core Clock-
Cycles

CAL Delay In CPU Clock-
Cycles

AES-GCM-256 , 128-bit tag,1

(message is only 
authenticated)

128 1863 2211

64K 49707 2128
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5 Silicon Status
There are three silicon status levels:

Advanced—initial estimated information based on simulations
Preliminary—information based on simulation and/or initial characterization
Production—final production silicon data

The following table shows the status of the PolarFire FPGA device.

Table 2 • PolarFire FPGA Silicon Status

Device Silicon Status

MPF100T, TL, TS, TLS Preliminary

MPF200T, TL, TS, TLS Preliminary

MPF300T, TL, TS, TLS Preliminary

MPF500T, TL, TS, TLS Preliminary
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5.  

6.  

7.  

Improved jitter characteristics for a specific industry standard are possible in many cases due to 
improved reference clock or higher V  rate used.CO

Tx jitter is specified with all transmitters on the device enabled, a 10–12-bit error rate (BER) and Tx 
data pattern of PRBS7.
From the PMA mode, the TX_ELEC_IDLE port to the XVCR TXP/N pins. 
FTxRefClk = 75 MHz with typical settings. 
For data rates greater than 10.3125 Gbps, VDDA must be set to 1.05 V mode. See supply tolerance 
in the section .Recommended Operating Conditions (see page 6)  (see page 6)

7.4.6 Receiver Performance
The following table describes performance of the receiver.

Table 53 • PolarFire Transceiver Receiver Characteristics

Parameter Symbol Min Typ Max Unit Condition

Input voltage range VIN 0  V  + 0.3DDA V  

Differential peak-to-peak 
amplitude

VIDPP 140  1250 mV  

Differential termination VITERM  85  Ω  

VITERM  100  Ω  

VITERM  150  Ω  

Common mode voltage V  ICMDC 1 0.7 × VDDA  0.9 × VDDA V DC coupled

Exit electrical idle detection time TEIDET  50 100 ns  

Run length of consecutive 
identical digits (CID)

CID   200 UI  

CDR PPM tolerance2 CDRPPM   1.15 % UI  

CDR lock-to-data time TLTD    CDRREFCLK

UI
 

CDR lock-to-ref time TLTF    CDRREFCLK

UI
 

Loss-of-signal detect (Peak 
Detect Range setting = high)9

VDETLHIGH    mV Setting = 1

VDETLHIGH    mV Setting = 2

VDETLHIGH    mV Setting = 3

VDETLHIGH    mV Setting = 4

VDETLHIGH    mV Setting = 5

VDETLHIGH    mV Setting = 6

VDETLHIGH    mV Setting = 7

Loss-of-signal detect (Peak 
Detect Range setting = low)9

VDETLOW 65  175 mV Setting = PCIe3,7

VDETLOW 95  190 mV Setting = SATA4,8

VDETLOW 75  170 mV Setting = 1

VDETLOW 95  185 mV Setting = 2

VDETLOW 100  190 mV Setting = 3

VDETLOW 140  210 mV Setting = 4

VDETLOW 155  240 mV Setting = 5

VDETLOW 165  245 mV Setting = 6

VDETLOW 170  250 mV Setting = 7

Sinusoidal jitter tolerance TSJTOL    UI >8.5 Gbps – 
12.7 Gbps 5, 10 
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1.  
2.  
3.  
4.  

5.  

1.  
2.  

Parameter Typ Max Unit Conditions

Time to destroy data in non-volatile memory (non-recoverable)1, 4   ms One iteration of 
scrubbing

Time to scrub the fabric data1   s Full scrubbing

Time to scrub the pNVM data (like new)1, 2   s Full scrubbing

Time to scrub the pNVM data (recoverable)1, 3   s Full scrubbing

Time to scrub the fabric data pNVM data (non-recoverable)1   s Full scrubbing

Time to verify5   s  

Total completion time after entering zeroization.
Like new mode—zeroizes user design security setting and sNVM content.
Recoverable mode—zeroizes user design security setting, sNVM and factory keys.
Non-recoverable mode—zeroizes user design security setting, sNVM and factory keys, and factory 
data required for programming.
Time to verify after scrubbing completes.

7.6.7 Verify Time
The following tables describe verify time.

Table 81 • Standalone Fabric Verify Times

Parameter Devices Max Unit

Standalone verification over JTAG MPF100T, TL, TS, TLS  s

MPF200T, TL, TS, TLS 531 s

MPF300T, TL, TS, TLS 901 s

MPF500T, TL, TS, TLS  s

Standalone verification over SPI MPF100T, TL, TS, TLS  s

MPF200T, TL, TS, TLS 37  2 s

MPF300T, TL, TS, TLS 552 s

MPF500T, TL, TS, TLS  s

Programmer: FlashPro5, TCK 10 MHz; PC configuration: Intel i7 at 3.6 GHz, 32 GB RAM, Windows 10.
SmartFusion2 with MSS running at 100 MHz, MSS_SPI_0 port running at 6.67 MHz. DirectC version 
4.1.

Notes:

r the industrial –40 °C to 100 °C Standalone verify is limited to 2,000 total device hours ove 
temperature.
Use the digest system service, for verify device time more than 2,000 hours.
Standalone verify checks the programming margin on both the P and N gates of the push-pull cell.
Digest checks only the P side of the push-pull gate. However, the push-pull gates work in tandem. 
Digest check is recommended if users believe they will exceed the 2,000-hour verify time 
specification.

Table 82 • Verify Time by Programming Hardware

Devices IAP FlashPro4 FlashPro5 BP Silicon Sculptor Units

MPF100T, TL, TS, TLS       

MPF200T, TL, TS, TLS 9 67 53   s

MPF300T, TL, TS, TLS 14 95 90   s
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Devices IAP FlashPro4 FlashPro5 BP Silicon Sculptor Units

MPF500T, TL, TS, TLS       

Notes:

FlashPro4 4 MHz TCK.
FlashPro5 10 MHz TCK.
PC configuration: Intel i7 at 3.6 GHz, 32 GB RAM, Windows 10.

Table 83 • Verify System Services

Parameter Symbol ServiceID Devices Typ Max Unit

In application verify by index TIAP_Ver_Index 44H MPF100T, TL, TS, TLS   s

MPF200T, TL, TS, TLS 8.2 9 s

MPF300T, TL, TS, TLS 12.4 13 s

MPF500T, TL, TS, TLS s

In application verify by SPI address TIAP_Ver_Addr 45H MPF100T, TL, TS, TLS s

MPF200T, TL, TS, TLS 8.2 9 s

MPF300T, TL, TS, TLS 12.4 13 s

MPF500T, TL, TS, TLS   s

7.6.8 Authentication Time
The following tables describe authentication system service time.

Table 84 • Authentication Services

Parameter Symbol ServiceID Devices Typ Max Unit

Bitstream Authentication TBIT_AUTH 22H MPF100T, TL, TS, TLS   s

MPF200T, TL, TS, TLS 3.3 3.7 s

MPF300T, TL, TS, TLS 4.9 5.4 s

MPF500T, TL, TS, TLS s

IAP Image Authentication TIAP_AUTH 23H MPF100T, TL, TS, TLS s

MPF200T, TL, TS, TLS 3.3 3.7 s

MPF300T, TL, TS, TLS 4.9 5.4 s

MPF500T, TL, TS, TLS    

7.6.9 Secure NVM Performance
The following table describes secure NVM performance.

Table 85 • sNVM Read/Write Characteristics

Parameter Symbol Min Typ Max Unit Conditions

Plain text programming  7.0 7.2 7.9 ms  

Authenticated text programming  7.2 7.4 9.4 ms  

Authenticated and encrypted text programming  7.2 7.4 9.4 ms  

Authentication R/W 1st access from power-up 
overhead

TPUF_OVHD  100 111 ms From
TFAB_READY

Plain text read  7.67 7.79 8.2 μs  
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Parameter Symbol Min Typ Max Unit Conditions

Authenticated text read  113.25 114.02 118.5 μs  

Authenticated and decrypted text read  159.59 160.53 166.5 μs  

Notes:

Page size= 252 bytes (non-authenticated), 236 bytes (authenticated).
Only page reads and writes allowed. 
T  is an additional time that occurs on the first R/W, after cold or warm boot, to sNVM using PUF_OVHD

authenticated or authenticated and encrypted text.

7.6.10 Secure NVM Programming Cycles
The following table describes secure NVM programming cycles.

Table 86 • sNVM Programming Cycles vs. Retention Characteristics

Programming 
Temperature

Programming Cycles per Page, 
Max

Programming Cycles per Block, 
Max

Retention 
Years

–40 °C to 100 °C 10,000 100,000 20

–40 °C to 85 °C 10,000 100,000 20

–40 °C to 55 °C 10,000 100,000 20

Note: Page size = 128 bytes. Block size = 56 KBytes. 

7.7 System Services
This section describes system switching and throughput characteristics.

7.7.1 System Services Throughput Characteristics
The following table describes system services throughput characteristics.

Table 87 • System Services Throughput Characteristics

Parameter Symbol Service 
ID

Typ Max Unit Conditions

Serial number TSerial 00H 65 67 μs  

User code TUser 01H 0.8 1.05 μs  

Design information TDesign 02H 2.4 2.7 μs  

Device certificate TCert 03H 255 271 ms  

Read digests Tdigest_read 04H 201 215 μs  

Query security locks Tsec_Query 05H 15 17 μs  

Read debug information TRd_debug 06H 34 38 μs  

Reserved  07H–0FH     

Secure NVM write plain text TSNVM_Wr_Plain 10H    Note 1

Secure NVM write authenticated 
plain text

TSNVM_Wr_Auth 11H    Note 1

Secure NVM write authenticated 
cipher text

TSNVM_Wr_Cipher 12H    Note 1

Reserved  13H–
17H
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1.  
2.  
3.  

Parameter Min Typ Max Unit Condition

Voltage sensing range 0.9  2.8 V  

Voltage sensing accuracy –1.5  1.5 %  

Table 93 • Tamper Macro Timing Characteristics—Flags and Clearing

Parameter Symbol Typ Max Unit

From event detection to flag generation TJTAG_ACTIVE1, 2 45 52 ns

TMESH_ERR2 1.8 2.2 μs

TCLK_GLITCH1, 2 ns

TCLK_FREQ1, 2  μs

TLOW_1P052 70 108 μs

THIGH_1P82 85 120 μs

THIGH_2P52 130 520 μs

TGLITCH_1P052  μs

TSECDEC1, 2  μs

TDRI_ERR2 14 18 μs

TWDOG1, 2   μs

TLOCK_ERR2   μs

Time from system controller instruction 
execution to flag generation

TINST_BUF_ACCESS2, 3 4 5 μs

TINST_DEBUG2, 3 3.3 4 μs

TINST_CHK_DIGEST2, 3 1.8 3 μs

TINST_EC_SETUP2, 3 1.8 2 μs

TINST_FACT_PRIV2, 3 3.8 5 μs

TINST_KEY_VAL2, 3 2.5 3.1 μs

TINST_MISC2, 3 1.5 2 μs

TINST_PASSCODE_MATCH2, 3 2.5 3 μs

TINST_PASSCODE_SETUP2, 3 4.2 5 μs

TINST_PROG2, 3 3.8 4.1 μs

TINST_PUB_INFO2, 3 4 4.5 μs

TINST_ZERO_RECO2, 3 2.5 3 μs

TINST_PASSCODE_FAIL2, 3 170 180 μs

TINST_KEY_VAL_FAIL2, 3 92 110 μs

TINST_UNUSED2, 3 4 5 μs

Time from sending the CLEAR to deassertion on 
FLAG

TCLEAR_FLAG 17 23 ns

Not available during Flash*Freeze.
The timing does not impact the user design, but it is useful for security analysis.
System service requests from the fabric will interrupt the system controller delaying the generation 
of the flag.

Table 94 • Tamper Macro Response Timing Characteristics

Parameter Symbol Typ Max Unit

Time from triggering the response to all I/Os disabled TIO_DISABLE 40 50 ns
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1.  

2.  

Parameter Symbol Typ Max Unit

Time from negation of RESPONSE to all I/Os re-enabled TCLR_IO_DISABLE 28 38 μs

Time from triggering the response to security locked TLOCKDOWN   ns

Time from negation of RESPONSE to earlier security unlock condition TCLR_LOCKDOWN   ns

Time from triggering the response to device enters RESET Ttr_RESET 11.7 14 μs

Time from triggering the response to start of zeroization Ttr_ZEROLISE 7.4 8.2 ms

7.8.5 System Controller Suspend Switching Characteristics
The following table describes the characteristics of system controller suspend switching.

Table 95 • System Controller Suspend Entry and Exit Characteristics

Parameter Symbol Definition Typ Max Unit

Time from TRSTb falling 
edge to SUSPEND_EN signal 
assertion

Tsuspend_Tr1, 2 Suspend entry time from TRST_N 
assertion

42 44 ns

Time from TRSTb rising edge 
to ACTIVE signal assertion

Tsuspend_exit Suspend exit time from
TRST_N negation

361 372 ns

ACTIVE indicates that the system controller is inactive or active regardless of the state of 
SUSPEND_EN.
ACTIVE signal must never be asserted with SUSPEND_EN is asserted.

7.8.6 Dynamic Reconfiguration Interface
The following table provides interface timing information for the DRI, which is an embedded APB slave 
interface within the FPGA fabric that does not use FPGA resources.

Table 96 • Dynamic Reconfiguration Interface Timing Characteristics

Parameter Symbol Max Unit

PCLK frequency FPD _PCLK 200 MHz

7.9 Power-Up to Functional Timing
Microsemi non-volatile FPGA technology offers the fastest boot-time of any mid-range FPGA in the 
market. The following tables describes both cold-boot (from power-on) and warm-boot (assertion of 
DEVRST_N pin or assertion of reset from the tamper macro) timing. The power-up diagrams assume all 
power supplies to the device are stable.

7.9.1 Power-On (Cold) Reset Initialization Sequence
The following cold reset timing diagram shows the initialization sequencing of the device.
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Figure 5 • Cold Reset Timing

Notes: 

The previous diagram showsthe case where VDDI/VDDAUX of I/O banks are powered either before 
or sufficiently soon after VDD/VDD18/VDD25 that the I/O bank enable time is measured from the 
assertion time of VDD/VDD18/VDD25 (that is, the PUFT specification). If VDDI/VDDAUX of I/O banks 
are powered sufficiently after VDD/VDD18/VDD25, then the I/O bank enable time is measured from 
the assertion of VDDI/VDDAUX and is not specified by the PUFT specification. In this case, I/O 
operation is indicated by the assertion of BANK_i_VDDI_STATUS, rather than being measured 
relative to FABRIC_POR_N negation.
AUTOCALIB_DONE assertion indicates the completion of calibration for any I/O banks specified by 
the user for auto-calibration. AUTOCALIB_DONE asserts independently of DEVICE_INIT_DONE. It 
may assert before or after DEVICE_INIT_DONE and is determined by the following:

How long after VDD/VDD18/VDD25 that VDDI/VDDAUX are powered on. Note that if any of the 
user-specified I/O banks are not powered on within the auto-calibration timeout window, then 
AUTOCALIB_DONE doesn't assert until after this timeout.
The specified ramp times of VDDI of each I/O bank designated for auto-calibration.
How much auto-initialization is to be performed for the PCIe, SERDES transceivers, and fabric 
LSRAMs.

If any of the I/O banks specified for auto-calibration do not have their VDDI/VDDAUX powered on 
within the auto-calibration timeout window, then it will be approximately auto-calibrated whenever 
VDDI/VDDAUX is subsequently powered on. To obtain an accurate calibration however, on such IO 
banks, it is necessary to initiate a re-calibration (using CALIB_START from fabric).
AVM_ACTIVE only asserts if avionics mode is being used. It is asserted when the later of 
DEVICE_INIT_DONE or AUTOCALIB_DONE assert.

7.9.2 Warm Reset Initialization Sequence
The following warm reset timing diagram shows the initialization sequencing of the device when either 
DEVRST_N or TAMPER_RESET_DEVICE signals are asserted.
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1.  

1.  

ECDSA SigVer,
P-384/SHA-384

1024 6421841 5759

8K 6273510 5759

Key Agreement (KAS), P-
384

 5039125 6514

Point Multiply, P-2561  5176923 4482

Point Multiply, P-3841  12043199 5319

Point Multiply, P-5211  26887187 6698

Point Addition, P-384  3018067 5779

KeyGen (PKG), P-384  12055368 6908

Point Verification, P-384  5091 3049

With DPA counter measures.

Table 120 • IFC (RSA)

Modes Message Size 
(bits)

Athena TeraFire Crypto Core 
Clock-Cycles

CAL Delay In CPU Clock-
Cycles

Encrypt, RSA-2048, e=65537 2048 436972 8,972

Encrypt, RSA-3072, e=65537 3072 962162 12,583

Decrypt, RSA-2048 , CRT1 2048 26862392 15900

Decrypt, RSA-3072 , CRT1 3072 75153782 22015

Decrypt, RSA-4096, CRT 4096 89235615 23710

Decrypt, RSA-3072, CRT 3072 37880180 18638

SigGen, RSA-3072/SHA-384 ,CRT, PKCS #1 1 

V 1 1.5
1024 75197644 20032

8K 75213653 19303

SigGen, RSA-3072/SHA-384, PKCS #1, V 
1.5

1024 148090970 14642

8K 148102576 13936

SigVer, RSA-3072/SHA-384, e = 65537, 
PKCS #1 V 1.5

1024 970991 12000

8K 982011 11769

SigVer, RSA-2048/SHA-256, e = 65537, 
PKCS #1 V 1.5

1024 443493 8436

8K 453007 8436

SigGen, RSA-3072/SHA-384, ANSI X9.31 1024 147138254 13945

8K 147155896 13523

SigVer, RSA-3072/SHA-384, e = 65537, 
ANSI X9.31

1024 973269 11313

8K 983255 11146

With DPA counter measures.

Table 121 • FFC (DH)

Modes Message Size 
(bits)

Athena TeraFire Crypto Core 
Clock-Cycles

CAL Delay In CPU Clock-
Cycles

SigGen, DSA-3072/SHA-3841 1024 27932907 13969

8K 27942415 13501

SigGen, DSA-3072/SHA-384 1024 12086356 13602

SigVer, DSA-3072/SHA-384 1024 24597916 15662

8K 24229420 15133


