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1 Revision History

The revision history describes the changes that were implemented in the document. The changes are
listed by revision, starting with the most current publication.

1.1 Revision 1.3

Revision 1.3 was published in June 2018. The following is a summary of changes.

® The System Services section was updated. For more information, see

System Services (see page 59).

The Non-Volatile Characteristics section was updated. For more information, see Non-Volatile

Characteristics (see page 51).

The Fabric Macros section was updated. For more information, see Fabric Macros (see page 60).

® The Transceiver Switching Characteristics section was updated. For more information, see
Transceiver Switching Characteristics (see page 42).

1.2 Revision 1.2

Revision 1.2 was published in June 2018. The following is a summary of changes.

® The datasheet has moved to preliminary status. Every table has been updated.

1.3 Revision 1.1

Revision 1.1 was published in August 2017. The following is a summary of changes.

® LVDS specifications changed to 1.25G. For more information, see HSIO Maximum Input Buffer Speed
and HSIO Maximum Output Buffer Speed.

® | VDS18, LVDS25/LVDS33, and LVDS25 specifications changed to 800 Mbps. For more information,

see /0 Standards Specifications.

A note was added indicting a zeroization cycle counts as a programming cycle. For more

information, see Non-Volatile Characteristics.

A note was added defining power down conditions for programming recovery conditions. For more

information, see Power-Supply Ramp Times.

1.4 Revision 1.0

Revision 1.0 was the first publication of this document.
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Device Offering

The following table lists the PolarFire FPGA device options using the MPF300T as an example. The
MPF100T, MPF200T, and MPF500T device densities have identical offerings.

Table 1 e PolarFire FPGA Device Options

Device Extended Industrial STD -1 Transceivers Lower Data

Options Commercial =40 °C-100 °C T Static Power Security
0°C-100°C L S

MPF300T Yes Yes Yes Yes Yes

MPF300TL Yes Yes Yes Yes Yes

MPF300TS Yes Yes Yes Yes Yes

MPF300TLS Yes Yes Yes Yes Yes
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Silicon Status

There are three silicon status levels:

® Advanced—initial estimated information based on simulations
® Preliminary—information based on simulation and/or initial characterization
®  Production—final production silicon data

The following table shows the status of the PolarFire FPGA device.

Table 2 » PolarFire FPGA Silicon Status

Device

Silicon Status

MPF100T, TL, TS, TLS

Preliminary

MPF200T, TL, TS, TLS

Preliminary

MPF300T, TL, TS, TLS

Preliminary

MPF500T, TL, TS, TLS

Preliminary
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1/0 Vool Vool Vool Vi Vi Vi Vit

Standard Min (V) Typ (V) Max (V) Min (V) Max (V) Min (V) Max (V)

SSTL135I 1.283 1.35 1.418 -0.3 Vrer Vrer 1.418
- +
0.09 0.09

SSTL135I1 1.283 1.35 1.418 -0.3 Vrer Vrer 1.418
- +
0.09 0.09

HSTL15I 1.425 1.5 1.575 -0.3 Vrer Vrer 1.575
- +
0.1 0.1

HSTL15II 1.425 1.5 1.575 -0.3 Vrer Vrer 1.575
- +
0.1 0.1

HSTL135I 1.283 1.35 1.418 -0.3 Vrer Vrer 1.418
- +
0.09 0.09

HSTL135I1 1.283 1.35 1.418 -0.3 Vrer Vrer 1.418
- +
0.09 0.09

HSTL12I 1.14 1.2 1.26 -0.3 Vrer Vrer 1.26
- +
0.1 0.1

HSTL1211 1.14 1.2 1.26 -0.3 VRrer Vrer 1.26
- +
0.1 0.1

HSUL18I 1.71 1.8 1.89 -0.3 0.3 0.7 1.89
X X
Voo Voo

HsUL18II 1.71 18 1.89 -03 03 0.7 1.89
X X
Voo Voo

HSUL12I 1.14 1.2 1.26 -0.3 Vrer Vrer 1.26
- +
0.1 0.1

POD12I 1.14 1.2 1.26 -0.3 Vrer Vrer 1.26
- +
0.08 0.08

POD12Il 1.14 1.2 1.26 -0.3 Vrer Vrer 1.26
- +
0.08 0.08

1. GPIO Vit max is 3.45 V with PCI clamp diode turned off regardless of mode, that is, over-voltage

tolerant.

2. For external stub-series resistance. This resistance is on-die for GPIO.

Note: 3.3 V and 2.5V are only supported in GPIO banks.

DS0141 Datasheet Revision 1.3
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1/0 Bank Vocm?! Vocm Vocm Vop? Voo? Vop?
Standard Type Min (V) Typ (V) Max (V) Min (V) Typ (V) Max (V)
MLVDSE253 GPIO 1.25 0.396 0.442 0.453
LVPECLE333 GPIO 1.65 0.664 0.722 0.755
MIPIE253 GPIO 0.25 0.1 0.22 0.3

1. Vocm is the output common mode voltage.
2. Voo is the output differential voltage.
3. Emulated output only.

6.3.3 Complementary Differential DC Input and Output Levels
The following tables list the complementary differential DC 1/0 levels.

Table 16 ® Complementary Differential DC Input Levels

1/0 Vooi Voo Vooi Viemi3 Viemt2 Viemd3 Vip? Vio
Standard Min (V) Typ (V) Max (V) Min (V) Typ (V) Max (V) Min (V) Max (V)
SSTL25I 2.375 2.5 2.625 1.164 1.250 1.339 0.1

SSTL25I1 2.375 2.5 2.625 1.164 1.250 1.339 0.1

SSTL18I 1.71 1.8 1.89 0.838 0.900 0.964 0.1

SsTL18lI 1.71 1.8 1.89 0.838 0.900 0.964 0.1

SSTL15I 1.425 15 1.575 0.698 0.750 0.803 0.1

SSTL15II 1.425 1.5 1.575 0.698 0.750 0.803 0.1

SSTL135I 1.283 1.35 1.418 0.629 0.675 0.723 0.1

SSTL13511 1.283 1.35 1.418 0.629 0.675 0.723 0.1

HSTL15I 1.425 1.5 1.575 0.698 0.750 0.803 0.1

HSTL15I1 1.425 1.5 1.575 0.698 0.750 0.803 0.1

HSTL135I 1.283 1.35 1.418 0.629 0.675 0.723 0.1

HSTL135lI 1.283 1.35 1.418 0.629 0.675 0.723 0.1

HSTL12I 1.14 1.2 1.26 0.559 0.600 0.643 0.1

HSuUL18I 1.71 1.8 1.89 0.838 0.900 0.964 0.1

HSUL18II 1.71 1.8 1.89 0.838 0.900 0.964 0.1

HSUL12I 1.14 1.2 1.26 0.559 0.600 0.643 0.1

POD12I 1.14 1.2 1.26 0.787 0.840 0.895 0.1

POD12II 1.14 1.2 1.26 0.787 0.840 0.895 0.1

1. Viem is the input common mode voltage.
2. Vo is the input differential voltage.
3. Viem rules are as follows:

a. Viem must be less than Vooi -0.4V;

b. Viem + Vio/2 must be <Vooi + 0.4 V;
c. Viem — Vio/2 must be >VSS—-0.3 V.
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Standard Description Vi Vi! Vip? Viem? Vmeas® 4 Vrerd 5 Unit

HSTL13511 Differential Viem — Viem + 0.250 0.675 0 \Y
HSTL1.35V 125 125
Class Il

HSTL12 Differential Viem — Viem + 0.250 0.600 0 \%
HSTL1.2V 125 125

HSUL18lI Differential Viem — Viem + 0.250 0.900 0 \
HSUL 1.8 V 125 125
Class |

HSuL18lII Differential Viem — Viem + 0.250 0.900 0 \"
HSUL 1.8 V 125 125
Class Il

HSUL12 Differential Viem — Viem + 0.250 0.600 0 \Y
HSUL1.2V 125 125

POD12I Differential Viem — Viem + 0.250 0.600 0 \%
POD 1.2V 125 125
Class |

POD12II Differential Viem — Viem + 0.250 0.600 0 \
POD 1.2V 125 125
Class Il

MIPI125 Mobile Viem — Viem + 0.250 0.200 0 \
Industry 125 125
Processor
Interface

1. Measurements are made at typical, minimum, and maximum Vrer values. Reported delays reflect
worst-case of these measurements. Vrer values listed are typical. Input waveform switches between
Vi and V. All rise and fall times must be 1 V/ns.

2. Differential receiver standards all use 250 mV Vo for timing. Vem is different between different

standards.

. Input voltage level from which measurement starts.

. The value given is the differential input voltage.

5. This is an input voltage reference that bears no relation to the Vrer/Vmeas parameters found in IBIS
models or shown in Output Delay Measurement—Single-Ended Test Setup (see page 27).

6. Emulated bi-directional interface.

B~ w

7.1.2 Output Delay Measurement Methodology
The following section provides information about the methodology for output delay measurement.

Table 23 e Output Delay Measurement Methodology

Standard Description Reer (Q) Crer (pF) Vmeas (V) Vker (V)
PCI PCIE3.3V 25 10 1.65

LVTTL33 LVTTL3.3V 1M 0 1.65

LVCMOS33 LVCMOS 3.3V i\ 0 1.65

LVCMOS25 LVCMOS 2.5V M 0 1.25

LVCMOS18 LVCMOS 1.8 V 1M 0 0.90

LVCMOS15 LVCMOS 1.5V M 0 0.75

LVCMOS12 LVCMOS 1.2V 1M 0 0.60

SSTL25I Stub-series terminated logic 50 0 Vrer 1.25

2.5VClass|
SSTL2511 SSTL2.5V Class Il 50 0 Vrer 1.25

DS0141 Datasheet Revision 1.3

25



PolarFire O Microsemi

a AS\MicrocHip company

Standard STD -1 Unit

HSTL15I 900 1100 Mbps
HSTL151I 900 1100 Mbps
HSTL135I 1066 1066 Mbps
HSTL13511 1066 1066 Mbps
HSUL18I 400 400 Mbps
HSuUL18lII 400 400 Mbps
HSUL12 1066 1333 Mbps
HSTL12 1066 1266 Mbps
POD12I 1333 1600 Mbps
POD12II 1333 1600 Mbps
LVCMOS18 (12 mA) 500 500 Mbps
LVCMOS15 (10 mA) 500 500 Mbps
LVCMOS12 (8 mA) 300 300 Mbps

1. Performance is achieved with Vio 2200 mV.

Table 25 ¢ GPIO Maximum Input Buffer Speed

Standard STD -1 Unit

LVDS25/LVDS33/LCMDS25/LCMDS33 1250 1600 Mbps
RSDS25/RSDS33 800 800 Mbps
MINILVDS25/MINILVDS33 800 800 Mbps
SUBLVDS25/SUBLVDS33 800 800 Mbps
PPDS25/PPDS33 800 800 Mbps
SLVS25/SLVS33 800 800 Mbps
SLVSE15 800 800 Mbps
HCSL25/HCSL33 800 800 Mbps
BUSLVDSE25 800 800 Mbps
MLVDSE25 800 800 Mbps
LVPECL33 800 800 Mbps
SSTL25I 800 800 Mbps
SSTL25II 800 800 Mbps
SSTL18I 800 800 Mbps
SSTL18Il 800 800 Mbps
SSTL15I 800 1066 Mbps
SSTL15II 800 1066 Mbps
HSTL15I 800 900 Mbps
HSTL151I 800 900 Mbps
HSUL18I 400 400 Mbps
HSUL18II 400 400 Mbps
PCl 500 500 Mbps
LVTTL33 (20 mA) 500 500 Mbps
LVCMOS33 (20 mA) 500 500 Mbps
LVCMOS25 (16 mA) 500 500 Mbps
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User I/O Switching Characteristics

The following section describes characteristics for user I/O switching.

For more information about user I/0 timing, see the PolarFire I/0 Timing Spreadsheet (to be released).

1/0 Digital

The following tables provide information about I/0O digital.

Table 30 ¢ 1/0 Digital Receive Single-Data Rate Switching Characteristics

Parameter

Interface
Name

STD
Min

STD
Typ

STD -1 -1 -1
Max Min Typ Max

Topology

Unit

Clock-to-Data
Condition

Fmax

RX_SDR_G_A

Rx SDR

MHz

From a global
clock source,
aligned

Frmax

RX_SDR_L_A

Rx SDR

MHz

From a lane
clock source,
aligned

Fmax

RX_SDR_G_C

Rx SDR

MHz

From a global
clock source,
centered

Frmax

RX_SDR_L_C

Rx SDR

MHz

From a lane
clock source,
centered

Table 31 ¢ 1/0 Digital Receive Double-Data Rate Switching Characteristics

Parameter

Interface Name

STD
Min

STD
Typ

STD -1 -1 -1
Min Typ Max

Topology

Unit

Clock-to-
Data
Condition

Fmax

RX_DDR_G_A

Rx DDR 335 335 MHz

MHz

From a
global
clock
source,
aligned

Fmax

RX_DDR_L_A

Rx DDR 250 250

MHz

From a
lane clock
source,
aligned

Fmax

RX_DDR_G_C

Rx DDR 335 335

MHz

From a
global
clock
source,
centered

Frmax

RX_DDR_L C

Rx DDR 250 250

MHz

From a
lane clock
source,
centered

Fmax 2:1

RX_DDRX_B_A

Rx DDR
digital
mode

MHz

From a
HS_10_CLK
clock
source,
aligned

DS0141 Datasheet Revision 1.3
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7.3 Fabric Specifications
The following section describes specifications for the fabric.

7.3.1 Math Blocks

The following tables describe math block performance.

Table 41 e Math Block Performance Extended Commercial Range (0 °C to 100 °C)

Parameter Symbol Modes Voo = Voo = Voo = Voo = Unit
1.0V-STD 10v-1 1.05V-STD 105v-1

Maximum Fmax 18 x 18 370 470 440 500 MHz

operating multiplication

frequency 18 x 18 370 470 440 500 MHz

multiplication
summed with
48-bit input

18x 19 365 465 435 500 MHz
multiplier

pre-adder

ROM mode

Two 9x9 370 470 440 500 MHz
multiplication

9 x9dot 370 470 440 500 MHz
product

(DOTP)

Complex 360 455 430 500 MHz
18x19

multiplication

Table 42 e Math Block Performance Industrial Range (40 °C to 100 °C)

Parameter Symbol Modes Voo = Voo = Vo = Vo = Unit
1.0V-STD i10v-1 1.05V-STD 105v-1

Maximum Fmax 18 x 18 365 465 435 500 MHz

operating multiplication

frequency 18 x 18 365 465 435 500 MHz

multiplication
summed with
48-bit input

18 x 19 355 460 430 500 MHz
multiplier

pre-adder

ROM mode

Two9x9 365 465 435 500 MHz
multiplication

9x 9 DOTP 365 465 435 500 MHz

Complex 350 450 425 500 MHz
18 x 19
multiplication
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Parameter Symbol STD STD STD -1 -1 -1 Unit
Min Typ Max Min Typ Max

Reference clock input FxcvrReFcLkMAX 20 156 20 156 MHz

rate® 23 CASCADE

Reference clock rate at FrxRercLkpFD 20 156 20 156 MHz

the PFD*

Reference clock rate FrxrercLkprp106 75 156 75 156 MHz

recommended at the

PFD for Tx rates 10 Gbps

and above*

Tx reference clock Frxrerpn -110 -110 dBc

phase noise /Hz

requirements to meet

jitter specifications (156

MHz clock at reference

clock input)®

Phase noise at 10 KHz Frxrerpn -110 -110 dBc
/Hz

Phase noise at 100 KHz Frxrerpn -115 -115 dBc
/Hz

Phase noise at 1 MHz Frxrerpn -135 -135 dBc
/Hz

Reference clock input TRerRISE 200 500 200 500 ps

rise time (10%—90%)

Reference clock input TrerrALL 200 500 200 500 ps

fall time (90%—10%)

Reference clock duty TrerpuTY 40 60 40 60 %

cycle

Spread spectrum Mod_Spread 0.1 3.1 0.1 3.1 %

modulation spread®

Spread spectrum Mod_Freq TxREF 32 TxREF TxREF 32 TxREF KHz

modulation frequency’ CLKPFD/ CLKPFD/ CLKPFD/ CLKPFD/

(128) (128*63) (128) (128*63)

1. See the maximum reference clock rate allowed per input buffer standard.

2. The minimum value applies to this clock when used as an XCVR reference clock. It does not apply
when used as a non-XCVR input buffer (DC input allowed).

3. Cascaded reference clock.

4. After reference clock input divider.

5. Required maximum phase noise is scaled based on actual Frxrefcikero value by 20 x log10 (TxRefCIkPFD
/156 MHz). It is assumed that the reference clock divider of 4 is used for these calculations to always
meet the maximum PFD frequency specification.

6. Programmable capability for depth of down-spread or center-spread modulation.

7. Programmable modulation rate based on the modulation divider setting (1 to 63).

Transceiver Reference Clock 1/0 Standards
The following table describes the differential I/O standards supported as transceiver reference clocks.
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Table 48 ¢ Transceiver Differential Reference Clock /0O Standards
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1/0 Standard

Comment

LVDS25

HCSL25 (for PCle)

For DCinput levels, se e table Differential DC Input and Output Levels.

Note: The transceiver reference clock differential receiver supports Vem common mode.

Transceiver Interface Performance

The following table describes the single-ended I/0 standards supported as transceiver reference clocks.

Table 49 o Transceiver Single-Ended Reference Clock 1/0O Standards

1/0 Standard Comment

LVCMOS25 For DC input levels, see table DC Input and Output Levels.

Transmitter Performance
The following tables describe performance of the transmitter.

Table 50 ¢ Transceiver Reference Clock Input Termination

Parameter Symbol Min Typ Max Unit
Single-ended termination RefTerm 50 Q
Single-ended termination RefTerm 75 Q
Single-ended termination RefTerm 150 Q
Differential termination RefDiffTerm 115¢ Q
Power-up termination >50K Q

1. Measured at VCM= 1.2 V and VID= 350 mV.
Note: All pull-ups are disabled at power-up to allow hot plug capability.

Table 51 ¢ PolarFire Transceiver User Interface Clocks

Parameter Modes ! STD STD -1 -1 Unit
Min Max Min Max
Transceiver TX_CLK 8-bit, max data rate = 1.6 Gbps 200 200 MHz
range (non- 10-bit, max data rate = 1.6 Gbps 160 160  MHz
deterministic PCS mode
with global or regional 16-bit, max data rate = 4.8 Gbps 300 300 MHz
fabric clocks) 20-bit, max data rate = 6.0 Gbps 300 300 MHz
32-bit, max data rate = 325 325 MHz
10.3125 Gbps (-STD) / 12.7 Gbps (-1)!
40-bit, max data rate = 260 320 MHz
10.3125 Gbps (-STD) / 12.7 Gbps (-1)!
64-bit, max data rate = 165 160 MHz
10.3125 Gbps (-STD) / 12.7 Gbps (-1)!
80-bit, max data rate = 130 130 MHz
10.3125 Gbps(-STD) / 12.7 Gbps (-1)*
Fabric pipe mode 32-bit, max data rate = 6.0 Gbps 150 150 MHz
8-bit, max data rate = 1.6 Gbps 200 200 MHz

DS0141 Datasheet Revision 1.3
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Table 55 ¢ PCI Express Gen2

Parameter Data Rate Min Max Unit
Total transmit jitter 5.0 Gbps 0.35 ul
Receiver jitter tolerance 5.0 Gbps 0.4 Ul

Note: With add-in card as specified in PCl Express CEM Rev 2.0.

7.5.2 Interlaken
The following table describes Interlaken.

Table 56 ¢ Interlaken

Parameter Data Rate Min Max Unit

Total transmit jitter 6.375 Gbps 0.3 ul
10.3125 Gbps 0.3 ul
12.7 Gbps? Ul

Receiver jitter tolerance 6.375 Gbps 0.6 ul
10.3125 Gbps 0.65 ul
12.7 Gbpst ul

1. For data rates greater than 10.3125 Gbps, VDDA must be set to 1.05 V mode. See supply tolerance
in the section Recommended Operating Conditions (see page 6).

7.5.3 10GbE (10GBASE-R, and 10GBASE-KR)
The following table describes 10GbE (10GBASE-R).

Table 57 ¢ 10GbE (10GBASE-R)

Parameter Data Rate Min Max Unit
Total transmit jitter 10.3125 Gbps 0.28 Ul
Receiver jitter tolerance 10.3125 Gbps 0.7 Ul

The following table describes 10GbE (10GBASE-KR).

Table 58 ¢ 10GbE (10GBASE-KR)

Parameter Data Rate Min Max Unit
Total transmit jitter 10.3125 Gbps ul
Receiver jitter tolerance 10.3125 Gbps ul

The following table describes 10GbE (XAUI).

Table 59 ¢ 10GbE (XAUI)

Parameter Data Rate Min Max Unit
Total transmit jitter (near end) 3.125 Gbps 0.35 ul
Total transmit jitter (far end) 0.55 ul
Receiver jitter tolerance 3.125 Gbps 0.65 ul

The following table describes 10GbE (RXAUI).
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Table 75 e FPGA Programming Cycles Lifetime Factor

Programming T Programming Cycles LF

—40 °C to 100 °C 500 1

—40 °Cto 85 °C 1000 0.8

-40°Cto 55°C 2000 0.6
Notes:

® The maximum number of device digest cycles is 100K.

® Digests are operational only over the —40 °C to 100 °C temperature range.

® After a program cycle, an additional N digests cycles are allowed with the resultant retention
characteristics for the total operating and storage temperature shown.

® Retention is specified for total device storage and operating temperature.

® All temperatures are junction temperatures (Ti).

® Example 1—500 digests cycles are performed between programming cycles. N = 500. The operating
conditions are —40 °C to 85 °C Ti. 501 programming cycles have occurred. The retention under these
operating conditions is 20 x LF = 20 x .8 = 16 years.

® Example 2—one programming cycle has occurred, N = 1500 digest cycles have occurred.
Temperature range is —40 °C to 100 °C. The resultant retention is 10 x LF or 10 years over the
industrial temperature range.

7.6.5 Digest Time

The following table describes digest time.

Table 76 ¢ Digest Times

Parameter Devices Typ Max Unit
Setup time All 2 us
Fabric digest run time MPF100T, TL, TS, TLS ms
MPF200T, TL, TS, TLS 1005 1072 ms
MPF300T, TL, TS, TLS 1503.9 1582 ms
MPF500T, TL, TS, TLS ms
UFS CC digest run time MPF100T, TL, TS, TLS us
MPF200T, TL, TS, TLS 33.2 35 us
MPF300T, TL, TS, TLS 33.2 35 Us
MPF500T, TL, TS, TLS us
sNVM digest run time! MPF100T, TL, TS, TLS ms
MPF200T, TL, TS, TLS 4.4 4.8 ms
MPF300T, TL, TS, TLS 4.4 4.8 ms
MPF500T, TL, TS, TLS ms
UFS UL digest run time MPF100T, TL, TS, TLS us
MPF200T, TL, TS, TLS 46.6 48.8 us
MPF300T, TL, TS, TLS 46.6 48.8 us
MPF500T, TL, TS, TLS us
User key digest run time? MPF100T, TL, TS, TLS us
MPF200T, TL, TS, TLS 525.4 543.3 us
MPF300T, TL, TS, TLS 525.4 543.3 us
MPF500T, TL, TS, TLS us
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Parameter Typ Max Unit Conditions
Time to destroy data in non-volatile memory (non-recoverable)* * ms One iteration of
scrubbing
Time to scrub the fabric data! s Full scrubbing
Time to scrub the pNVM data (like new)*? s Full scrubbing
Time to scrub the pNVM data (recoverable)® 3 s Full scrubbing
Time to scrub the fabric data pNVM data (non-recoverable)? s Full scrubbing
Time to verify® s
1. Total completion time after entering zeroization.
2. Like new mode—zeroizes user design security setting and sSNVM content.
3. Recoverable mode—zeroizes user design security setting, SNVM and factory keys.
4. Non-recoverable mode—zeroizes user design security setting, SNVM and factory keys, and factory
data required for programming.
5. Time to verify after scrubbing completes.
7.6.7 Verify Time

The following tables describe verify time.

Table 81 ¢ Standalone Fabric Verify Times

Parameter Devices Max Unit

Standalone verification over JTAG MPF100T, TL, TS, TLS s
MPF200T, TL, TS, TLS 531 s
MPF300T, TL, TS, TLS 90! s
MPF500T, TL, TS, TLS s

Standalone verification over SPI MPF100T, TL, TS, TLS s
MPF200T, TL, TS, TLS 37?2 S
MPF300T, TL, TS, TLS 552 s

MPF500T, TL, TS, TLS

1. Programmer: FlashPro5, TCK 10 MHz; PC configuration: Intel i7 at 3.6 GHz, 32 GB RAM, Windows 10.

2. SmartFusion2 with MSS running at 100 MHz, MSS_SPI_0 port running at 6.67 MHz. DirectC version

4.1.

Notes:

Standalone verify is limited to 2,000 total device hours ove r the industrial =40 °C to 100 °C

temperature.

Use the digest system service, for verify device time more than 2,000 hours.

Standalone verify checks the programming margin on both the P and N gates of the push-pull cell.
Digest checks only the P side of the push-pull gate. However, the push-pull gates work in tandem.
Digest check is recommended if users believe they will exceed the 2,000-hour verify time

specification.

Table 82 e Verify Time by Programming Hardware

Devices IAP FlashPro4 FlashPro5 BP Silicon Sculptor Units
MPF100T, TL, TS, TLS

MPF200T, TL, TS, TLS 9 67 53 S
MPF300T, TL, TS, TLS 14 95 90 s
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Parameter Symbol Min Typ Max Unit Conditions
Authenticated text read 113.25 114.02 118.5 us
Authenticated and decrypted text read 159.59 160.53 166.5 us

Notes:

® Ppage size= 252 bytes (non-authenticated), 236 bytes (authenticated).
® Only page reads and writes allowed.
®  Teur_ovkp is an additional time that occurs on the first R/W, after cold or warm boot, to SNVM using

authenticated or authenticated and encrypted text.

Secure NVM Programming Cycles
The following table describes secure NVM programming cycles.

Table 86 ¢ sSNVM Programming Cycles vs. Retention Characteristics

Programming Programming Cycles per Page, Programming Cycles per Block, Retention
Temperature Max Max Years
—40 °C to 100 °C 10,000 100,000 20

—40 °Cto 85 °C 10,000 100,000 20
-40°Cto 55°C 10,000 100,000 20

Note: Page size = 128 bytes. Block size = 56 KBytes.

System Services

This section describes system switching and throughput characteristics.

System Services Throughput Characteristics
The following table describes system services throughput characteristics.

Table 87 e System Services Throughput Characteristics

Parameter Symbol Service Typ Max Unit Conditions
ID
Serial number Tserial 00H 65 67 us
User code Tuser 01H 0.8 1.05 us
Design information Toesign 02H 2.4 2.7 us
Device certificate Teert 03H 255 271 ms
Read digests Taigest_read 04H 201 215 us
Query security locks Tsec_auery 05H 15 17 us
Read debug information TRd_debug 06H 34 38 us
Reserved 07H-0FH
Secure NVM write plain text TsNvM_wr_plain 10H Note 1
Secure NVM write authenticated Tsnvm_wr_Auth 11H Note 1
plain text
Secure NVM write authenticated Tsnvm_wr_cipher 12H Note 1
cipher text
Reserved 13H-
17H

DS0141 Datasheet Revision 1.3

59



PolarFire O Microsemi

a AS\MicrocHip company

Parameter Symbol Service Typ Max Unit Conditions
ID
Secure NVM read Tsnvm_rd 18H Note 1
Digital signature service raw Tsic_raw 19H 174 187 ms
Digital signature service DER Tsic_per 1AH 174 187 ms
Reserved 1BH-
1FH
PUF emulation Tchallenge 20H 1.8 2.0 ms
Nonce service Thonce 21H 1.2 14 ms
Bitstream authentication TBIT_AUTH 22H Note 4
IAP Image authentication TIAP_AUTH 23H Note 4
Reserved 26H-3FH
In application programming by index TiAP_Prg_index 42H Note 2
In application programming by SPI Tiap_prg_addr 43H Note 2
address
In application verify by index TIAP_Ver_Index 44H Note 5
In application verify by SPI address TIAP_Ver_Addr 45H Note 5
Auto update TAutoUpdate 46H Note 2
Digest check Taigest_chk 47H Note 3
1. See sNVM Read/Write Characteristics (see page 58).
2. See SPI Master Programming Time (see page 52).
3. See Digest Times (see page 54).
4. See Authentication Services Time (see page 58).
5. See Verify Services Time (see page 58).
6. Throughputs described are measured from SS_REQ assertion to BUSY de-assertion.

7.8 Fabric Macros

This section describes switching characteristics of UITAG, UITAG_SEC, USPI, system controller, and
temper detectors and dynamic reconfiguration details.

7.8.1 UJTAG Switching Characteristics
The following section describes characteristics of UITAG switching.

Table 88 ¢ UJTAG Performance Characteristics

Parameter Symbol Min Typ Max Unit Condition

TCK frequency Frex 25 MHz
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Figure 4 e USPI Switching Characteristics
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7.8.4 Tamper Detectors

The following section describes tamper detectors.

Table 91 ¢ ADC Conversion Rate

Parameter Description Min Typ! Max
Tconvi Time from enable changing from zero to non-zero value to 420 ps 470 ps
first conversion completes. Minimum value applies when
POWEROFF = 0.
Tconvn Time between subsequent channel conversions. 480 ps
Tserup Data channel and output to valid asserted. Data is held until Ons

next conversion completes, that is >480 ps.

Tvaup? Width of the valid pulse. 1.625 ps 2 us

Trate Time from start of first set of conversions to the start of the 480 ps Rate x 32 s 8128 us
next set. Can be considered as the conversion rate. Is set by
the conversion rate parameter.

1. Min, typ, and max refer to variation due to functional configuration and the raw TVS value. The
actual internal correction time will vary based on the raw TVS value.

2. The pulse width varies depending on the time taken to complete the internal calibration
multiplication, this can be up to 375 ns.

Note: Once the TVS block is active, the enable signal is sampled 25 ns before the falling edge of valid.
The next enabled channel in the sequence 0-1-2-3 is started; that is, if channel 0 has just completed and
only channels 0 and 3 are enabled, the next channel will be 3. When all the enabled channels in the
sequence 0-1-2-3 are completed, the TVS waits for the conversion rate timer to expire. The enable signal
may be changed at any time if it changes to 4’b0000 while valid is asserted (and 25 ns before valid is de-
asserted), then no further conversions will be started.

Table 92 ¢ Temperature and Voltage Sensor Electrical Characteristics

Parameter Min Typ Max Unit Condition
Temperature sensing range -40 125 °C
Temperature sensing accuracy -10 10 °C
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Parameter Min Typ Max Unit Condition
Voltage sensing range 0.9 2.8 \Y
Voltage sensing accuracy -1.5 1.5 %

Table 93 ¢ Tamper Macro Timing Characteristics—Flags and Clearing

Parameter Symbol Typ Max Unit

From event detection to flag generation Titac_activel- 2 45 52 ns
TMesH_ERR? 1.8 2.2 us
Tewk_suren® 2 ns
Tewk_rreqls 2 us
Tiow_1pos? 70 108 us
ThigH_1p8? 85 120 us
THiGH_2p52 130 520 us
Teumcn_1pos? us
Tsecoect 2 us
Tori_err? 14 18 us
Twoog 2 us
Tiock_err? us

Time from system controller instruction TiNsT_BUF_Access? 3 4 5 us

execution to flag generation Tover pesue? ® 33 2 s
TINST_CHK_DIGESTZ 3 1.8 3 us
TinsT_ec_seTup? 3 1.8 2 us
TinsT_FACT_PRIVZ 3 3.8 5 us
TinsT_key_valz 3 2.5 3.1 us
TinsT_misc? 3 1.5 2 us
TINST_PASSCODE_MATCH? 3 2.5 3 us
TINST_PASSCODE_SETUP? 3 4.2 5 us
TinsT_prOG? 3 3.8 4.1 us
TinsT_pus_INFo% 3 4 4.5 us
TinsT_zero_Reco? 3 2.5 3 us
TinsT_pAsscope_raiLZ 3 170 180 us
TinsT_Key_vAL_FAILZ 3 92 110 us
TinsT_unusep® 3 4 5 us

Time from sending the CLEAR to deassertion on TCLEAR_FLAG 17 23 ns

FLAG

1. Not available during Flash*Freeze.

N

. The timing does not impact the user design, but it is useful for security analysis.
3. System service requests from the fabric will interrupt the system controller delaying the generation
of the flag.

Table 94 ¢ Tamper Macro Response Timing Characteristics

Parameter Symbol Typ Max Unit

Time from triggering the response to all I/Os disabled Tio_pisABLE 40 50 ns
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Figure 5 e Cold Reset Timing
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Notes:_

® The previous diagram showsthe case where VDDI/VDDAUX of /O banks are powered either before

or sufficiently soon after VDD/VDD18/VDD25 that the I/O bank enable time is measured from the
assertion time of VDD/VDD18/VDD25 (that is, the PUFT specification). If VDDI/VDDAUX of I/O banks
are powered sufficiently after VDD/VDD18/VDD25, then the I/0O bank enable time is measured from
the assertion of VDDI/VDDAUX and is not specified by the PUFT specification. In this case, I/0
operation is indicated by the assertion of BANK_i_VDDI_STATUS, rather than being measured
relative to FABRIC_POR_N negation.

AUTOCALIB_DONE assertion indicates the completion of calibration for any I/O banks specified by
the user for auto-calibration. AUTOCALIB_DONE asserts independently of DEVICE_INIT_DONE. It
may assert before or after DEVICE_INIT_DONE and is determined by the following:

® How long after VDD/VDD18/VDD25 that VDDI/VDDAUX are powered on. Note that if any of the
user-specified 1/0 banks are not powered on within the auto-calibration timeout window, then
AUTOCALIB_DONE doesn't assert until after this timeout.

® The specified ramp times of VDDI of each 1/0 bank designated for auto-calibration.

® How much auto-initialization is to be performed for the PCle, SERDES transceivers, and fabric
LSRAMs.

If any of the I/O banks specified for auto-calibration do not have their VDDI/VDDAUX powered on
within the auto-calibration timeout window, then it will be approximately auto-calibrated whenever
VDDI/VDDAUX is subsequently powered on. To obtain an accurate calibration however, on such 10
banks, it is necessary to initiate a re-calibration (using CALIB_START from fabric).

AVM_ACTIVE only asserts if avionics mode is being used. It is asserted when the later of
DEVICE_INIT_DONE or AUTOCALIB_DONE assert.

Warm Reset Initialization Sequence

The following warm reset timing diagram shows the initialization sequencing of the device when either
DEVRST_N or TAMPER_RESET_DEVICE signals are asserted.
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ECDSA SigVer, 1024 6421841 5759
P-384/SHA-384 8K 6273510 5759
Key Agreement (KAS), P- 5039125 6514
384

Point Multiply, P-256 5176923 4482
Point Multiply, P-384* 12043199 5319
Point Multiply, P-521* 26887187 6698
Point Addition, P-384 3018067 5779
KeyGen (PKG), P-384 12055368 6908
Point Verification, P-384 5091 3049

1. With DPA counter measures.

Table 120 ¢ IFC (RSA)

Modes Message Size Athena TeraFire Crypto Core CAL Delay In CPU Clock-
(bits) Clock-Cycles Cycles
Encrypt, RSA-2048, e=65537 2048 436972 8,972
Encrypt, RSA-3072, e=65537 3072 962162 12,583
Decrypt, RSA-2048?, CRT 2048 26862392 15900
Decrypt, RSA-3072%, CRT 3072 75153782 22015
Decrypt, RSA-4096, CRT 4096 89235615 23710
Decrypt, RSA-3072, CRT 3072 37880180 18638
SigGen, RSA-3072/SHA-3841,CRT, PKCS #1 1024 75197644 20032
Viis 8K 75213653 19303
SigGen, RSA-3072/SHA-384, PKCS #1, V 1024 148090970 14642
15 8K 148102576 13936
SigVer, RSA-3072/SHA-384, e = 65537, 1024 970991 12000
PKCSHLVLS 8K 982011 11769
SigVer, RSA-2048/SHA-256, e = 65537, 1024 443493 8436
PRCS#1V 1.5 8K 453007 8436
SigGen, RSA-3072/SHA-384, ANSI X9.31 1024 147138254 13945
8K 147155896 13523
SigVer, RSA-3072/SHA-384, e = 65537, 1024 973269 11313
ANSIX9.31 8K 983255 11146

1. With DPA counter measures.

Table 121  FFC (DH)

Modes Message Size Athena TeraFire Crypto Core CAL Delay In CPU Clock-
(bits) Clock-Cycles Cycles

SigGen, DSA-3072/SHA-3841 1024 27932907 13969
8K 27942415 13501

SigGen, DSA-3072/SHA-384 1024 12086356 13602

SigVer, DSA-3072/SHA-384 1024 24597916 15662
8K 24229420 15133
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