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2 Overview

This datasheet describes PolarFire® FPGA device characteristics with industrial temperature range

(40 °Cto 100 °C T)) and extended commercial temperature range (0 °C to 100 °C T:). The devices are
provided with a standard speed grade (STD) and a —1 speed grade with higher performance. The FPGA
core supply Voo can operate at 1.0 V for lower-power or 1.05 V for higher performance. Similarly, the
transceiver core supply Vooa can also operate at 1.0 V or 1.05 V. Users select the core operating voltage
while creating the Libero project.
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The maximum overshoot duration is specified as a high-time percentage over the lifetime of the device.
A DC signal is equivalent to 100% of the duty-cycle.

The following table shows the maximum AC input voltage (Vin) overshoot duration for HSIO.

Table 6 ¢ Maximum Overshoot During Transitions for HSIO

AC (Vi) Overshoot Duration as % at T:= 100 °C Condition (V)
100 1.8
100 1.85
100 1.9
100 1.95
100 2
100 2.05
100 2.1
100 2.15
100 2.2
90 2.25
30 2.3
7.5 2.35
1.9 2.4

Note: Overshoot level is for VDDl at 1.8 V.

The following table shows the maximum AC input voltage (Vi) undershoot duration for HSIO.

Table 7 ¢ Maximum Undershoot During Transitions for HSIO

AC (Vi) Undershoot Duration as % at Ti= 100 °C Condition (V)
100 -0.05
100 -0.1
100 -0.15
100 -0.2
100 -0.25
100 -0.3
100 -0.35
100 -0.4
44 -0.45
14 -0.5
4.8 -0.55
1.6 -0.6

The following table shows the maximum AC input voltage (Viv) overshoot duration for GPIO.
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PolarFire
Note: The following dedicated pins do not support hot socketing: TMS, TDI, TRSTB, DEVRST_N, and
FF_EXIT_N. Weak pull-up (as specified in GPIO) is always enabled.
6.3 Input and Output
The following section describes:
® DCI/O levels
® Differential and complementary differential DC I/O levels
® HSIO and GPIO on-die termination specifications
® VDS specifications
6.3.1 DC Input and Output Levels
The following tables list the DC I/O levels.
Table 12  DC Input Levels
1/0 Vool Voo Vool Vi Vi ViH V!
Standard Min (V) Typ (V) Max (V) Min (V) Max (V) Min (V) Max (V)
PCl 3.15 3.3 3.45 -0.3 0.3 0.5 3.45
X X
Vool Vooi
LVTTL 3.15 3.3 3.45 -0.3 0.8 2 3.45
LVCMOS33 3.15 3.3 3.45 -0.3 0.8 2 3.45
LVCMOS25 2.375 2.5 2.625 -0.3 0.7 1.7 2.625
LVCMOS18 1.71 1.8 1.89 -0.3 0.35 0.65 1.89
X X
Vool Vooi
LVCMOS15 1.425 15 1.575 -0.3 0.35 0.65 1.575
X X
Vool Vooi
LVCMOS12 1.14 1.2 1.26 -0.3 0.35 0.65 1.26
X X
Vool Vobi
SSTL2512 2.375 2.5 2.625 -0.3 Veer Vrer 2.625
- +
0.15 0.15
SSTL25112 2.375 2.5 2.625 -0.3 Veer Vrer 2.625
- +
0.15 0.15
SSTL18I? 1.71 1.8 1.89 -0.3 Vrer Vrer 1.89
- +
0.125 0.125
SSTL18II 1.71 1.8 1.89 -0.3 Virer Vrer 1.89
- +
0.125 0.125
SSTL15I 1.425 15 1.575 -0.3 Vrer Vrer 1.575
- +
0.1 0.1
SSTL1SII 1.425 1.5 1.575 -0.3 Vrer Vrer 1.575
- +
0.1 0.1
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1/0 Bank VICM_RANGE Viem®? Viecm3 Viem®® Vip? Vio Vio
Standard Type Libero Setting Min (V) Typ (V) Max (V) Min (V) Typ (V) Max (V)
Low 0.05 0.4 0.8 0.1 0.35 0.6
LVDS18 HSIO Mid (default) 0.6 1.25 1.65 0.1 0.35 0.6
Low 0.05 0.4 0.8 0.1 0.35 0.6
LCMDS33 GPIO Mid (default) 0.6 1.25 2.35 0.1 0.35 0.6
Low 0.05 0.4 0.8 0.1 0.35 0.6
LCMDS18 HSIO Mid (default) 0.6 1.25 1.65 0.1 0.35 0.6
Low 0.05 0.4 0.8 0.1 0.35 0.6
LCMDS25 GPIO Mid (default) 0.6 1.25 2.35 0.1 0.35 0.6
Low 0.05 0.4 0.8 0.1 0.35 0.6
RSDS33 GPIO Mid (default) 0.6 1.25 2.35 0.1 0.2 0.6
Low 0.05 0.4 0.8 0.1 0.2 0.6
RSDS25 GPIO Mid (default) 0.6 1.25 2.35 0.1 0.2 0.6
Low 0.05 0.4 0.8 0.1 0.2 0.6
RSDS18° HSIO Mid (default) 0.6 1.25 1.65 0.1 0.2 0.6
Low 0.05 0.4 0.8 0.1 0.2 0.6
MINILVDS33 GPIO Mid (default) 0.6 1.25 2.35 0.1 0.3 0.6
Low 0.05 0.4 0.8 0.1 0.3 0.6
MINILVDS25 GPIO Mid (default) 0.6 1.25 2.35 0.1 0.3 0.6
Low 0.05 0.4 0.8 0.1 0.3 0.6
MINILVDS18° HSIO Mid (default) 0.6 1.25 1.65 0.1 0.3 0.6
Low 0.05 0.4 0.8 0.1 0.3 0.6
SUBLVDS33 GPIO Mid (default) 0.6 0.9 2.35 0.1 0.15 0.3
Low 0.05 0.4 0.8 0.1 0.15 0.3
SUBLVDS25 GPIO Mid (default) 0.6 0.9 2.35 0.1 0.15 0.3
Low 0.05 0.4 0.8 0.1 0.15 0.3
SUBLVDS18° HSIO Mid (default) 0.6 0.9 1.65 0.1 0.15 0.3
Low 0.05 0.4 0.8 0.1 0.15 0.3
PPDS33 GPIO Mid (default) 0.6 0.8 2.35 0.1 0.2 0.6
Low 0.05 0.4 0.8 0.1 0.2 0.6
PPDS25 GPIO Mid (default) 0.6 0.8 2.35 0.1 0.2 0.6
Low 0.05 0.4 0.8 0.1 0.2 0.6
PPDS18° HSIO Mid (default) 0.6 0.8 1.65 0.1 0.2 0.6
Low 0.05 0.4 0.8 0.1 0.2 0.6
SLVS33¢ GPIO Mid (default) 0.6 1.25 2.35 0.1 0.2 0.3
Low 0.05 0.2 0.8 0.1 0.2 0.3
SLVS25¢ GPIO Mid (default) 0.6 1.25 2.35 0.1 0.2 0.3
Low 0.05 0.2 0.8 0.1 0.2 0.3
SLVS18° HSIO Mid (default) 0.6 1.00 1.65 0.1 0.2 0.3
Low 0.05 0.4 0.8 0.1 0.2 0.3
HCSL33¢ GPIO Mid (default) 0.6 1.25 2.35 0.1 0.55 1.1
Low 0.05 0.35 0.8 0.1 0.55 11
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1/0 Bank VICM_RANGE Viem®? Viecm3 Viem®® Vip? Vio Vio
Standard Type Libero Setting Min (V) Typ (V) Max (V) Min (V) Typ (V) Max (V)
HCSL25¢ GPIO Mid (default) 0.6 1.25 2.35 0.1 0.55 1.1
Low 0.05 0.35 0.8 0.1 0.55 11
HCSL18> HSIO Mid (default) 0.6 1.0 1.65 0.1 0.55 11
Low 0.05 0.4 0.8 0.1 0.55 11
BUSLVDSE25 GPIO Mid (default) 0.6 1.25 2.35 0.05 0.1 Vobin
Low 0.05 0.4 0.8 0.05 0.1 Vooin
MLVDSE25 GPIO Mid (default) 0.6 1.25 2.35 0.05 0.35 2.4
Low 0.05 0.4 0.8 0.05 0.35 24
LVPECL33 GPIO Mid (default) 0.6 1.65 2.35 0.05 0.8 24
Low 0.05 0.4 0.8 0.05 0.8 2.4
LVPECLE33 GPIO Mid (default) 0.6 1.65 2.35 0.05 0.8 24
Low 0.05 0.4 0.8 0.05 0.8 2.4
MIPI25 GPIO Mid (default) 0.6 1.25 2.35 0.05 0.2 0.3
Low 0.05 0.2 0.8 0.05 0.2 0.3
1. Viem is the input common mode.

N

. Viois the input differential voltage.
3. Viem rules are as follows:

. Viem must be less than Vooi— 0.4 V;

b. Viem + Vio/2 must be <Vooi + 0.4 V;

c. Viem — Vio/2 must be >VSS - 0.3 V;

d. Any differential input with Viem 0.6 V requires the low common mode setting in Libero
(VICM_RANGE=LOW).

. VDDI=1.8V, VDDAUX=2.5V.
. HSIO receiver only.
6. GPIO receiver only.

a

v b

Table 15 e Differential DC Output Levels

1/0 Bank Vocm? Vocm Vocm Vop? Von? Von?
Standard Type Min (V) Typ (V) Max (V) Min (V) Typ (V) Max (V)
LVDS33 GPIO 1.2 0.25 0.35 0.45
LVDS25 GPIO 1.2 0.25 0.35 0.45
LCMDS33 GPIO 0.6 0.25 0.35 0.45
LCMDS25 GPIO 0.6 0.25 0.35 0.45
RSDS33 GPIO 1.2 0.17 0.2 0.23
RSDS25 GPIO 1.2 0.17 0.2 0.23
MINILVDS33 GPIO 1.2 0.3 0.4 0.6
MINILVDS25 GPIO 1.2 0.3 0.4 0.6
SUBLVDS33 GPIO 0.9 0.1 0.15 0.3
SUBLVDS25 GPIO 0.9 0.1 0.15 0.3
PPDS33 GPIO 0.8 0.17 0.2 0.23
PPDS25 GPIO 0.8 0.17 0.2 0.23
SLVSE153 GPIO, 0.2 0.12 0.135 0.15
HSIO
BUSLVDSE253 GPIO 1.25 0.24 0.262 0.272
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Standard Description Vi Vil Vip? Viem? Vmeas® 4 Vrerk 5 Unit

HSTL13511 Differential Viem — Viem + 0.250 0.675 0 \Y
HSTL1.35V 125 125
Class Il

HSTL12 Differential Viem — Viem + 0.250 0.600 0 \%
HSTL1.2V 125 125

HSUL18lI Differential Viem — Viem + 0.250 0.900 0 \
HSUL 1.8 V 125 125
Class |

HSuL18lII Differential Viem — Viem + 0.250 0.900 0 \"
HSUL 1.8 V 125 125
Class Il

HSUL12 Differential Viem — Viem + 0.250 0.600 0 \Y
HSUL1.2V 125 125

POD12I Differential Viem — Viem + 0.250 0.600 0 \%
POD 1.2V 125 125
Class |

POD12II Differential Viem — Viem + 0.250 0.600 0 \
POD 1.2V 125 125
Class Il

MIPI125 Mobile Viem — Viem + 0.250 0.200 0 \
Industry 125 125
Processor
Interface

1. Measurements are made at typical, minimum, and maximum Vrer values. Reported delays reflect
worst-case of these measurements. Vrer values listed are typical. Input waveform switches between
Vi and V. All rise and fall times must be 1 V/ns.

2. Differential receiver standards all use 250 mV Vo for timing. Vem is different between different

standards.

. Input voltage level from which measurement starts.

. The value given is the differential input voltage.

5. This is an input voltage reference that bears no relation to the Vrer/Vmeas parameters found in IBIS
models or shown in Output Delay Measurement—Single-Ended Test Setup (see page 27).

6. Emulated bi-directional interface.

B~ w

7.1.2 Output Delay Measurement Methodology
The following section provides information about the methodology for output delay measurement.

Table 23 e Output Delay Measurement Methodology

Standard Description Reer (Q) Crer (pF) Vmeas (V) Vker (V)
PCI PCIE3.3V 25 10 1.65

LVTTL33 LVTTL3.3V 1M 0 1.65

LVCMOS33 LVCMOS 3.3V i\ 0 1.65

LVCMOS25 LVCMOS 2.5V M 0 1.25

LVCMOS18 LVCMOS 1.8 V 1M 0 0.90

LVCMOS15 LVCMOS 1.5V M 0 0.75

LVCMOS12 LVCMOS 1.2V 1M 0 0.60

SSTL25I Stub-series terminated logic 50 0 Vrer 1.25

2.5VClass|
SSTL2511 SSTL2.5V Class Il 50 0 Vrer 1.25

DS0141 Datasheet Revision 1.3
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Parameter Interface Name Topology STD STD STD -1 -1 -1 Unit Clock-to-
Min Typ Max Min Typ Max Data
Condition
Fmax 4:1 RX_DDRX_B_A Rx DDR MHz From a
digital HS_I0_CLK
mode clock
source,
aligned
Fuwax 8:1 RX_DDRX_B_A Rx DDR MHz From a
digital HS_10_CLK
mode clock
source,
aligned
Fuax 2:1 RX_DDRX_B_C Rx DDR MHz Froma
digital HS_IO_CLK
mode clock
source,
centered
Fmax 4:1 RX_DDRX_B_C Rx DDR MHz From a
digital HS_IO_CLK
mode clock
source,
centered
Fuwax 8:1 RX_DDRX_B_C Rx DDR MHz From a
digital HS_10_CLK
mode clock
source,
centered
Fmax 2:1 RX_DDRX_BL_A Rx DDR MHz From a
digital HS_IO_CLK
mode clock
source,
aligned
Fmax 4:1 RX_DDRX_BL_A Rx DDR MHz From a
digital HS_IO_CLK
mode clock
source,
aligned
Fmax 8:1 RX_DDRX_BL_A Rx DDR MHz From a
digital HS_I0_CLK
mode clock
source,
aligned
Fmax 2:1 RX_DDRX_BL_C Rx DDR MHz From a
digital HS_10_CLK
mode clock
source,
centered
Fmax 4:1 RX_DDRX_BL_C Rx DDR MHz From a
digital HS_IO_CLK
mode clock
source,
centered
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Parameter Interface Name Topology STD STD STD -1 -1 -1 Unit Clock-to-
Min Typ Max Min Typ Max Data
Condition
Fmax 8:1 RX_DDRX_BL_C Rx DDR MHz From a
digital HS_I0_CLK
mode clock
source,
centered
Table 32 ¢ 1/0 Digital Transmit Single-Data Rate Switching Characteristics
Parameter Interface Topology STD STD STD -1 -1 -1 Unit Forwarded
Name Min Typ Max Min Typ Max Clock-to-Data
Skew
Output TX_SDR_G_A Tx SDR MHz From a global
Fmax clock source,
aligned?
TX_SDR_G_C Tx SDR MHz From a global
clock source,
centered!
1. A centered clock-to-data interface can be created with a negedge launch of the data.
Table 33 ¢ I/0 Digital Transmit Double-Data Rate Switching Characteristics
Parameter Interface Topology STD STD STD -1 -1 -1 Unit Forwarded
Name Min Typ Max Min Typ Max Clock-to-
Data Skew
Output TX_DDR_G_A Tx DDR 335 335 MHz From a
Fmax global clock
source,
aligned
TX_DDR_G_C Tx DDR 335 335 MHz From a
global clock
source,
centered
TX_DDR_L_A Tx DDR 250 250 MHz From a lane
clock source,
aligned
TX_DDR_L_C Tx DDR 250 250 MHz From a lane
clock source,
centered
Output TX_DDRX_B_A Tx DDR MHz From a
Fumax 2:1 digital HS_IO_CLK
mode clock source,
aligned
Output TX_DDRX_B_A Tx DDR MHz From a
Fumax 4:1 digital HS_1O_CLK
mode clock source,
aligned
Output TX_DDRX_B_A Tx DDR MHz From a
Fumax 8:1 digital HS_1O_CLK
mode clock source,
aligned
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Parameter Symbol Min Typ Max Unit
Maximum input period clock Frmaxing 120 1000 ps
jitter (reference and
feedback clocks)?
PLL VCO frequency Fvco 800 5000 MHz
Loop bandwidth (Int)3 Faw FpHper/55 Feroer/44 Frhoer/30 MHz
Loop bandwidth (FRAC)? Faw Ferper/91 Feuoer/77 Ferper/56 MHz
Static phase offset of the Tspo Max (60 ps, ps
PLL outputs* +0.5 degrees)

Toumimter ps
PLL output duty cycle Toutputy 48 54 %
precision
PLL lock time® Tiock Max (6.0 ps, us

625 PFD cycles)
PLL unlock time® Tuntock 2 8 PFD
cycles

PLL output frequency Four 0.050 1250 MHz
Minimum reset pulse width Twmrew us
Maximum delay in the Fmaxors 1.5 PFD
feedback path’ cycles
Spread spectrum Mod_Spread 0.1 3.1 %
modulation spread?
Spread spectrum Mod_Freq Feroerr/(128x63) 32 Feuoere/(128) KHz

modulation frequency®

N =

v b

O 00N

. Minimum time for high or low pulse width.
. Maximum jitter the PLL can tolerate without losing lock.
. Default bandwidth setting of BW_PROP_CTRL = "01" for Integer and Fraction modes leads to the

typical estimated bandwidth. This bandwidth can be lowered by setting BW_PROP_CTRL = "00" and
can be increased if BW_PROP_CTRL = "10" and will be at the highest value if BW_PROP_CTRL ="11".

LOCKCOUNTSEL setting = 4'd8 (256 cycles)).

DLL

The following table provides information about DLL.

Table 38 o DLL Electrical Characteristics

. Unlock occurs if two cycle slip within LOCKCOUNT/4 PFD cycles.
. Maximum propagation delay of external feedback path in deskew mode.

. Programmable capability for depth of down spread or center spread modulation.
. Programmable modulation rate based on the modulation divider setting (1 to 63).

. Maximum (%3-Sigma) phase error between any two outputs with nominally aligned phases.
. Input clock cycle is REFDIV/Frer. For example, Frer = 25 MHz, REFDIV = 1, lock time = 10.0 (assumes

Note: In order to meet all data sheet specifications, the PLL must be programmed such that the PLL Loop
Bandwidth < (0.0017 * VCO Frequency) — 0.4863 MHz. The Libero PLL configuration tool will enforce this
rule when creating PLL configurations.

Parameter?! Symbol Min Typ Max Unit
Input reference clock frequency Fine 133 800 MHz
Input feedback clock frequency FinroBr 133 800 MHz
Primary output clock frequency Fourer 133 800 MHz

DS0141 Datasheet Revision 1.3

37



PolarFire

7.4.3

& Microsemi

a AS\MicrocHip company

Parameter Symbol STD STD STD -1 -1 -1 Unit
Min Typ Max Min Typ Max

Reference clock input FxcvrReFcLkMAX 20 156 20 156 MHz

rate® 23 CASCADE

Reference clock rate at FrxRercLkpFD 20 156 20 156 MHz

the PFD*

Reference clock rate FrxrercLkprp106 75 156 75 156 MHz

recommended at the

PFD for Tx rates 10 Gbps

and above*

Tx reference clock Frxrerpn -110 -110 dBc

phase noise /Hz

requirements to meet

jitter specifications (156

MHz clock at reference

clock input)®

Phase noise at 10 KHz Frxrerpn -110 -110 dBc
/Hz

Phase noise at 100 KHz Frxrerpn -115 -115 dBc
/Hz

Phase noise at 1 MHz Frxrerpn -135 -135 dBc
/Hz

Reference clock input TRerRISE 200 500 200 500 ps

rise time (10%—90%)

Reference clock input TrerrALL 200 500 200 500 ps

fall time (90%—10%)

Reference clock duty TrerpuTY 40 60 40 60 %

cycle

Spread spectrum Mod_Spread 0.1 3.1 0.1 3.1 %

modulation spread®

Spread spectrum Mod_Freq TxREF 32 TxREF TxREF 32 TxREF KHz

modulation frequency’ CLKPFD/ CLKPFD/ CLKPFD/ CLKPFD/

(128) (128*63) (128) (128*63)

1. See the maximum reference clock rate allowed per input buffer standard.

2. The minimum value applies to this clock when used as an XCVR reference clock. It does not apply
when used as a non-XCVR input buffer (DC input allowed).

3. Cascaded reference clock.

4. After reference clock input divider.

5. Required maximum phase noise is scaled based on actual Frxrefcikero value by 20 x log10 (TxRefCIkPFD
/156 MHz). It is assumed that the reference clock divider of 4 is used for these calculations to always
meet the maximum PFD frequency specification.

6. Programmable capability for depth of down-spread or center-spread modulation.

7. Programmable modulation rate based on the modulation divider setting (1 to 63).

Transceiver Reference Clock 1/0 Standards
The following table describes the differential I/O standards supported as transceiver reference clocks.
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Parameter Devices Typ Max Unit

UFS UPERM digest run time MPF100T, TL, TS, TLS us
MPF200T, TL, TS, TLS 33.2 349 us
MPF300T, TL, TS, TLS 33.2 34.9 us
MPF500T, TL, TS, TLS us

Factory digest run time MPF100T, TL, TS, TLS us
MPF200T, TL, TS, TLS 493.6 510.1 us
MPF300T, TL, TS, TLS 493.6 510.1 us
MPF500T, TL, TS, TLS s

1. The entire sSNVM is used as ROM.
2. Valid for user key 0 through 6.

Note: These times do not include the power-up to functional timing overhead when using digest checks
on power-up.

Zeroization Time

The following tables describe zeroization time. A zeroization operation is counted as one programming
cycle.

Table 77 e Zeroization Times for MPF100T, TL, TS, and TLS Devices

Parameter Typ Max Unit Conditions
Time to enter zeroization ms Zip flag set
Time to destroy the fabric data® ms Data erased
Time to destroy data in non-volatile memory (like new)* 2 ms One iteration of
scrubbing
Time to destroy data in non-volatile memory (recoverable)® 3 ms One iteration of
scrubbing
Time to destroy data in non-volatile memory (non-recoverable)® 4 ms One iteration of
scrubbing
Time to scrub the fabric data? s Full scrubbing
Time to scrub the pNVM data (like new)* 2 s Full scrubbing
Time to scrub the pNVM data (recoverable)® 3 s Full scrubbing
Time to scrub the fabric data pNVM data (non-recoverable)® 4 s Full scrubbing
Time to verify> s
1. Total completion time after entering zeroization.
2. Like new mode—zeroizes user design security setting and sSNVM content.
3. Recoverable mode—zeroizes user design security setting, sSNVM and factory keys.
4. Non-recoverable mode—zeroizes user design security setting, SNVM and factory keys, and factory

data required for programming.
5. Time to verify after scrubbing completes.

Table 78 e Zeroization Times for MPF200T, TL, TS, and TLS Devices

Parameter Typ Max Unit Conditions
Time to enter zeroization ms Zip flag set
Time to destroy the fabric data?! ms Data erased
Time to destroy data in non-volatile memory (like new)*?2 ms One iteration of
scrubbing
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Parameter Typ Max Unit Conditions
Time to destroy data in non-volatile memory (non-recoverable)* * ms One iteration of
scrubbing
Time to scrub the fabric data! s Full scrubbing
Time to scrub the pNVM data (like new)*? s Full scrubbing
Time to scrub the pNVM data (recoverable)® 3 s Full scrubbing
Time to scrub the fabric data pNVM data (non-recoverable)? s Full scrubbing
Time to verify® s
1. Total completion time after entering zeroization.
2. Like new mode—zeroizes user design security setting and sSNVM content.
3. Recoverable mode—zeroizes user design security setting, SNVM and factory keys.
4. Non-recoverable mode—zeroizes user design security setting, SNVM and factory keys, and factory
data required for programming.
5. Time to verify after scrubbing completes.
7.6.7 Verify Time

The following tables describe verify time.

Table 81 ¢ Standalone Fabric Verify Times

Parameter Devices Max Unit

Standalone verification over JTAG MPF100T, TL, TS, TLS s
MPF200T, TL, TS, TLS 531 s
MPF300T, TL, TS, TLS 90! s
MPF500T, TL, TS, TLS s

Standalone verification over SPI MPF100T, TL, TS, TLS s
MPF200T, TL, TS, TLS 37?2 S
MPF300T, TL, TS, TLS 552 s

MPF500T, TL, TS, TLS

1. Programmer: FlashPro5, TCK 10 MHz; PC configuration: Intel i7 at 3.6 GHz, 32 GB RAM, Windows 10.

2. SmartFusion2 with MSS running at 100 MHz, MSS_SPI_0 port running at 6.67 MHz. DirectC version

4.1.

Notes:

Standalone verify is limited to 2,000 total device hours ove r the industrial =40 °C to 100 °C

temperature.

Use the digest system service, for verify device time more than 2,000 hours.

Standalone verify checks the programming margin on both the P and N gates of the push-pull cell.
Digest checks only the P side of the push-pull gate. However, the push-pull gates work in tandem.
Digest check is recommended if users believe they will exceed the 2,000-hour verify time

specification.

Table 82 e Verify Time by Programming Hardware

Devices IAP FlashPro4 FlashPro5 BP Silicon Sculptor Units
MPF100T, TL, TS, TLS

MPF200T, TL, TS, TLS 9 67 53 S
MPF300T, TL, TS, TLS 14 95 90 s

DS0141 Datasheet Revision 1.3

57



PolarFire 0 Microsemi

a AS\MicrocHip company

Devices IAP FlashPro4 FlashPro5 BP Silicon Sculptor Units

MPF500T, TL, TS, TLS

Notes:

® FlashPro4 4 MHz TCK.
® FlashPro5 10 MHz TCK.
® pC configuration: Intel i7 at 3.6 GHz, 32 GB RAM, Windows 10.

Table 83 e Verify System Services

Parameter Symbol ServicelD Devices Typ Max Unit

In application verify by index TiaP_ver_index 44H MPF100T, TL, TS, TLS s
MPF200T, TL, TS, TLS 8.2 9 s
MPF300T, TL, TS, TLS 12.4 13 s
MPF500T, TL, TS, TLS S

In application verify by SPI address Tiap_ver_addr 45H MPF100T, TL, TS, TLS s
MPF200T, TL, TS, TLS 8.2 9 s
MPF300T, TL, TS, TLS 12.4 13 S
MPF500T, TL, TS, TLS s

7.6.8 Authentication Time

The following tables describe authentication system service time.

Table 84 ¢ Authentication Services

Parameter Symbol ServicelD Devices Typ Max Unit

Bitstream Authentication Teir_autH 22H MPF100T, TL, TS, TLS S
MPF200T, TL, TS, TLS 3.3 3.7 S
MPF300T, TL, TS, TLS 49 5.4 s
MPF500T, TL, TS, TLS s

IAP Image Authentication Tiap_auTH 23H MPF100T, TL, TS, TLS S
MPF200T, TL, TS, TLS 33 37 s
MPF300T, TL, TS, TLS 4.9 5.4 S

MPF500T, TL, TS, TLS

7.6.9 Secure NVM Performance
The following table describes secure NVM performance.

Table 85 e sNVM Read/Write Characteristics

Parameter Symbol Min Typ Max Unit Conditions
Plain text programming 7.0 7.2 7.9 ms

Authenticated text programming 7.2 7.4 9.4 ms

Authenticated and encrypted text programming 7.2 7.4 9.4 ms

Authentication R/W 1st access from power-up Trur_ovHD 100 111 ms From
overhead TrAB_READY
Plain text read 7.67 7.79 8.2 us
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Parameter Symbol Min Typ Max Unit Conditions
Authenticated text read 113.25 114.02 118.5 us
Authenticated and decrypted text read 159.59 160.53 166.5 us

Notes:

® Ppage size= 252 bytes (non-authenticated), 236 bytes (authenticated).
® Only page reads and writes allowed.
®  Teur_ovkp is an additional time that occurs on the first R/W, after cold or warm boot, to SNVM using

authenticated or authenticated and encrypted text.

Secure NVM Programming Cycles
The following table describes secure NVM programming cycles.

Table 86 ¢ sSNVM Programming Cycles vs. Retention Characteristics

Programming Programming Cycles per Page, Programming Cycles per Block, Retention
Temperature Max Max Years
—40 °C to 100 °C 10,000 100,000 20

—40 °Cto 85 °C 10,000 100,000 20
-40°Cto 55°C 10,000 100,000 20

Note: Page size = 128 bytes. Block size = 56 KBytes.

System Services

This section describes system switching and throughput characteristics.

System Services Throughput Characteristics
The following table describes system services throughput characteristics.

Table 87 e System Services Throughput Characteristics

Parameter Symbol Service Typ Max Unit Conditions
ID
Serial number Tserial 00H 65 67 us
User code Tuser 01H 0.8 1.05 us
Design information Toesign 02H 2.4 2.7 us
Device certificate Teert 03H 255 271 ms
Read digests Taigest_read 04H 201 215 us
Query security locks Tsec_auery 05H 15 17 us
Read debug information TRd_debug 06H 34 38 us
Reserved 07H-0FH
Secure NVM write plain text TsNvM_wr_plain 10H Note 1
Secure NVM write authenticated Tsnvm_wr_Auth 11H Note 1
plain text
Secure NVM write authenticated Tsnvm_wr_cipher 12H Note 1
cipher text
Reserved 13H-
17H
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Parameter Symbol Service Typ Max Unit Conditions
ID
Secure NVM read Tsnvm_rd 18H Note 1
Digital signature service raw Tsic_raw 19H 174 187 ms
Digital signature service DER Tsic_per 1AH 174 187 ms
Reserved 1BH-
1FH
PUF emulation Tchallenge 20H 1.8 2.0 ms
Nonce service Thonce 21H 1.2 14 ms
Bitstream authentication TBIT_AUTH 22H Note 4
IAP Image authentication TIAP_AUTH 23H Note 4
Reserved 26H-3FH
In application programming by index TiAP_Prg_index 42H Note 2
In application programming by SPI Tiap_prg_addr 43H Note 2
address
In application verify by index TIAP_Ver_Index 44H Note 5
In application verify by SPI address TIAP_Ver_Addr 45H Note 5
Auto update TAutoUpdate 46H Note 2
Digest check Taigest_chk 47H Note 3
1. See sNVM Read/Write Characteristics (see page 58).
2. See SPI Master Programming Time (see page 52).
3. See Digest Times (see page 54).
4. See Authentication Services Time (see page 58).
5. See Verify Services Time (see page 58).
6. Throughputs described are measured from SS_REQ assertion to BUSY de-assertion.

7.8 Fabric Macros

This section describes switching characteristics of UITAG, UITAG_SEC, USPI, system controller, and
temper detectors and dynamic reconfiguration details.

7.8.1 UJTAG Switching Characteristics
The following section describes characteristics of UITAG switching.

Table 88 ¢ UJTAG Performance Characteristics

Parameter Symbol Min Typ Max Unit Condition

TCK frequency Frex 25 MHz
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Figure 4 e USPI Switching Characteristics
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7.8.4 Tamper Detectors

The following section describes tamper detectors.

Table 91 ¢ ADC Conversion Rate

Parameter Description Min Typ! Max
Tconvi Time from enable changing from zero to non-zero value to 420 ps 470 ps
first conversion completes. Minimum value applies when
POWEROFF = 0.
Tconvn Time between subsequent channel conversions. 480 ps
Tserup Data channel and output to valid asserted. Data is held until Ons

next conversion completes, that is >480 ps.

Tvaup? Width of the valid pulse. 1.625 ps 2 us

Trate Time from start of first set of conversions to the start of the 480 ps Rate x 32 s 8128 us
next set. Can be considered as the conversion rate. Is set by
the conversion rate parameter.

1. Min, typ, and max refer to variation due to functional configuration and the raw TVS value. The
actual internal correction time will vary based on the raw TVS value.

2. The pulse width varies depending on the time taken to complete the internal calibration
multiplication, this can be up to 375 ns.

Note: Once the TVS block is active, the enable signal is sampled 25 ns before the falling edge of valid.
The next enabled channel in the sequence 0-1-2-3 is started; that is, if channel 0 has just completed and
only channels 0 and 3 are enabled, the next channel will be 3. When all the enabled channels in the
sequence 0-1-2-3 are completed, the TVS waits for the conversion rate timer to expire. The enable signal
may be changed at any time if it changes to 4’b0000 while valid is asserted (and 25 ns before valid is de-
asserted), then no further conversions will be started.

Table 92 ¢ Temperature and Voltage Sensor Electrical Characteristics

Parameter Min Typ Max Unit Condition
Temperature sensing range -40 125 °C
Temperature sensing accuracy -10 10 °C
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Parameter Symbol Typ Max Unit
Time from negation of RESPONSE to all I/Os re-enabled TCLR_I0_DISABLE 28 38 us
Time from triggering the response to security locked Tiockpown ns
Time from negation of RESPONSE to earlier security unlock condition Tcir_tockbown ns
Time from triggering the response to device enters RESET Ter_ReseT 11.7 14 us
Time from triggering the response to start of zeroization Tr_zerouise 7.4 8.2 ms

System Controller Suspend Switching Characteristics
The following table describes the characteristics of system controller suspend switching.

Table 95 e System Controller Suspend Entry and Exit Characteristics

Parameter Symbol Definition Typ Max Unit
Time from TRSTb falling Tsuspend_Trl 2 Suspend entry time from TRST_N 42 44 ns
edge to SUSPEND_EN signal assertion

assertion

Time from TRSTb rising edge Tsuspend_exit Suspend exit time from 361 372 ns
to ACTIVE signal assertion TRST_N negation

1. ACTIVE indicates that the system controller is inactive or active regardless of the state of
SUSPEND_EN.
2. ACTIVE signal must never be asserted with SUSPEND_EN is asserted.

Dynamic Reconfiguration Interface

The following table provides interface timing information for the DRI, which is an embedded APB slave
interface within the FPGA fabric that does not use FPGA resources.

Table 96 ¢ Dynamic Reconfiguration Interface Timing Characteristics

Parameter Symbol Max Unit

PCLK frequency Feo_pcik 200 MHz

Power-Up to Functional Timing

Microsemi non-volatile FPGA technology offers the fastest boot-time of any mid-range FPGA in the
market. The following tables describes both cold-boot (from power-on) and warm-boot (assertion of
DEVRST_N pin or assertion of reset from the tamper macro) timing. The power-up diagrams assume all
power supplies to the device are stable.

Power-On (Cold) Reset Initialization Sequence
The following cold reset timing diagram shows the initialization sequencing of the device.
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Figure 5 e Cold Reset Timing
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Notes:_

® The previous diagram showsthe case where VDDI/VDDAUX of /O banks are powered either before

or sufficiently soon after VDD/VDD18/VDD25 that the I/O bank enable time is measured from the
assertion time of VDD/VDD18/VDD25 (that is, the PUFT specification). If VDDI/VDDAUX of I/O banks
are powered sufficiently after VDD/VDD18/VDD25, then the I/0O bank enable time is measured from
the assertion of VDDI/VDDAUX and is not specified by the PUFT specification. In this case, I/0
operation is indicated by the assertion of BANK_i_VDDI_STATUS, rather than being measured
relative to FABRIC_POR_N negation.

AUTOCALIB_DONE assertion indicates the completion of calibration for any I/O banks specified by
the user for auto-calibration. AUTOCALIB_DONE asserts independently of DEVICE_INIT_DONE. It
may assert before or after DEVICE_INIT_DONE and is determined by the following:

® How long after VDD/VDD18/VDD25 that VDDI/VDDAUX are powered on. Note that if any of the
user-specified 1/0 banks are not powered on within the auto-calibration timeout window, then
AUTOCALIB_DONE doesn't assert until after this timeout.

® The specified ramp times of VDDI of each 1/0 bank designated for auto-calibration.

® How much auto-initialization is to be performed for the PCle, SERDES transceivers, and fabric
LSRAMs.

If any of the I/O banks specified for auto-calibration do not have their VDDI/VDDAUX powered on
within the auto-calibration timeout window, then it will be approximately auto-calibrated whenever
VDDI/VDDAUX is subsequently powered on. To obtain an accurate calibration however, on such 10
banks, it is necessary to initiate a re-calibration (using CALIB_START from fabric).

AVM_ACTIVE only asserts if avionics mode is being used. It is asserted when the later of
DEVICE_INIT_DONE or AUTOCALIB_DONE assert.

Warm Reset Initialization Sequence

The following warm reset timing diagram shows the initialization sequencing of the device when either
DEVRST_N or TAMPER_RESET_DEVICE signals are asserted.
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7.11 User Crypto

The following section describes user crypto.

7.11.1 TeraFire 5200B Switching Characteristics

The following table describes TeraFire 5200B switching characteristics.

Table 112 e TeraFire F5200B Switching Characteristics

Parameter Symbol VDD = VDD = VDD = VDD = Unit Condition
1.0VSTD 10v-1 1.05VSTD 1.05v-1

Operating Fmax 189 189 MHz —40 °C to 100 °C

frequency

7.11.2 TeraFire 5200B Throughput Characteristics

The following tables for each algorithm describe the TeraFire 5200B throughput characteristics.

Note: Throughput cycle count collected with Athena TeraFire Core and RISCV running at 100 MHz.

Table 113 e AES

Modes Message Size Athena TeraFire Crypto Core Clock-Cycles CAL Delay In CPU

(bits) Clock-Cycles
AES-ECB-128 encrypt? 128 515 1095

64K 50157 933
AES-ECB-128 decrypt* 128 557 1760

64K 48385 1524
AES-ECB-256 encrypt! 128 531 1203

64K 58349 1203
AES-ECB-256 decrypt! 128 589 1676

64K 56673 1671
AES-CBC-256 encrypt! 128 576 1169

64K 52547 1169
AES-CBC-256 decrypt! 128 585 1744

64K 48565 1652
AES-GCM-128 encrypt?, 128 1925 2740
128-bit tag, (full message 64K 60070 2158
encrypted/authenticated)
AES-GCM-256 encrypt?, 128 1973 2268
128-bit tag, (full message 64K 60102 2151

encrypted/authenticated)

1. With DPA counter measures.

Table 114 ¢ GMAC

Modes Message Size Athena TeraFire Crypto Core Clock- CAL Delay In CPU Clock-
(bits) Cycles Cycles
AES-GCM-2561, 128-bit tag, 128 1863 2211

(message is only
authenticated)

64K 49707 2128
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SigVer, DSA-2048/SHA-256 1024 9810527 10884
8K 9597000 10719
Key Agreement (KAS), DH-3072 (p=3072, 4920705 9338

security=256)

Key Agreement (KAS), DH-3072 (p=3072, 78914533 9083
security=256)*

1. With DPA counter measures.

Table 122 ¢« NRBG

Modes Message Athena TeraFire Crypto CAL Delay In CPU
Size (bits) Core Clock-Cycles Clock-Cycles
Instantiate: strength, s=256, 384-bit nonce, 384-bit 18221 2841
personalization string
Reseed: no additional input, s=256 13585 1180
Reseed: 384-bit additional input, s=256 15922 1342
Generate: (no additional input), prediction 128 15262 1755
resistance enabled, s= 256 3K 27169 3223
Generate: (no additional input), prediction 128 2138 1167
resistance disabled, s= 256 3K 14045 3223
Generate: (384-bit additional input), prediction 128 21299 1944
resistance enabled, s= 256 3K 33206 3949
Generate: (384-bit additional input), prediction 128 11657 1894
resistance disabled, s= 256 8K 23564 8950
Un-instantiate 761 666

1. With DPA counter measures.
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