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DC Characteristics

This section lists the DC characteristics of the PolarFire FPGA device.

6.1 Absolute Maximum Rating
The following table lists the absolute maximum ratings for PolarFire devices.
Table 3 ¢ Absolute Maximum Rating
Parameter Symbol Min Max Unit
FPGA core power supply Voo -0.5 1.13 \Y
Transceiver Tx and Rx lanes supply Vooa -0.5 1.13 Vv
Programming and HSIO receiver supply Vop1s -0.5 2.0 Vv
FPGA core and FPGA PLL high-voltage supply Voo2s -0.5 2.7 \"
Transceiver PLL high-voltage supply Vopazs -0.5 2.7 \%
Transceiver reference clock supply VoD _XCVR_CLk -0.5 3.6 \"
Global Vrer for transceiver reference clocks XCVRvrer -0.5 3.6 Vv
HSIO DC 1/ supply? Vooix -0.5 2.0 v
GPIO DC I/0 supply? Vooix -0.5 3.6 v
Dedicated I/O DC supply for JTAG and SPI Vooiz -0.5 3.6 Vv
GPIO auxiliary power supply for I/0 bank x2 Vopauxx -0.5 3.6 Vv
Maximum DC input voltage on GPIO Vin -0.5 3.8 \
Maximum DC input voltage on HSIO Vin -0.5 2.2 \Y
Transceiver Receiver absolute input voltage Transceiver Vin -0.5 1.26 Vv
Transceiver Reference clock absolute input voltage Transceiver REFCLK Vi -0.5 3.6 Vv
Storage temperature (ambient)! Tste -65 150 °C
Junction temperature?! T -55 135 °C
Maximum soldering temperature RoHS TsoLroHs 260 °C
Maximum soldering temperature leaded Tsotes 220 °C
1. See FPGA Programming Cycles vs Retention Characteristics for retention time vs. temperature. The
total time used in calculating the device retention includes storage time and the device stored
temperature.
2. The power supplies for a given 1/0 bank x are shown as VDDIx and VDDAUXx.
6.2 Recommended Operating Conditions

The following table lists the recommended operating conditions.

Table 4 ¢ Recommended Operating Conditions

Parameter Symbol Min Typ Max Unit
FPGA core supply at 1.0 V mode! Voo 0.97 1.00 1.03 Vv
FPGA core supply at 1.05 V mode? Voo 1.02 1.05 1.08 \"
Transceiver TX and RX lanes supply at 1.0 V mode Vooa 0.97 1.00 1.03 Y,

(when all lane rates are 10.3125 Gbps or less)?
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Power-Supply Ramp Times

The following table shows the allowable power-up ramp times. Times shown correspond to the ramp of
the supply from 0 V to the minimum recommended voltage as specified in the section Recommended
Operating Conditions (see page 6). All supplies must rise and fall monotonically.

Table 10 e Power-Supply Ramp Times

Parameter Symbol Min Max Unit
FPGA core supply Voo 0.2 50 ms
Transceiver core supply Vooa 0.2 50 ms
Must connect to 1.8 V supply Vop18 0.2 50 ms
Must connect to 2.5 V supply Vbo2s 0.2 50 ms
Must connect to 2.5 V supply Vopazs 0.2 50 ms
HSIO bank I/O power supplies Vooi(o,1,6,7] 0.2 50 ms
GPIO bank I/O power supplies Vooif2,4,5] 0.2 50 ms
Bank 3 dedicated I/O buffers (GPIO) Vooia 0.2 50 ms
GPIO bank auxiliary power supplies VbpAux(2,4,5] 0.2 50 ms
Transceiver reference clock supply Vbb_XCVR_cLk 0.2 50 ms
Global Vrer for transceiver reference clocks XCVRvrer 0.2 50 ms

Note: For proper operation of programming recovery mode, if a VDD supply brownout occurs during
programming, a minimum supply ramp down time for only the VDD supply is recommended to be 10 ms
or longer by using a programmable regulator or on-board capacitors.

Hot Socketing
The following table lists the hot-socketing DC characteristics over recommended operating conditions.

Table 11 e Hot Socketing DC Characteristics over Recommended Operating Conditions

Parameter Symbol Min Typ Max Unit Condition

Current per transceiver Rx input pin XCVRRX_HS +4 mA Vooa=0V
(P or N single-ended)* 2

Current per transceiver Tx output pin XCVRTX_HS +10 mA Vooa=0V
(P or N single-ended)?

Current per transceiver reference clock XCVRREF_HS +1 mA Vob_xcvr_ctk = 0 V
input pin (P or N single-ended)*

Current per GPIO pin lepio_Hs +1 mA Vooix =0V

(P or N single-ended)®

Current per HSIO pin Hot socketing is not
(P or N single-ended) supported in HSIO.

1. Assumes that the device is powered-down, all supplies are grounded, AC-coupled interface, and
input pin pairs are driven by a CML driver at the maximum amplitude (1 V pk—pk) that is toggling at
any rate with PRBS7 data.

. Each P and N transceiver input has less than the specified maximum input current.

3. Each P and N transceiver output is connected to a 40 Q resistor (50 Q CML termination — 20%
tolerance) to the maximum allowed output voltage (Vooamax + 0.3 V = 1.4 V) through an AC-coupling
capacitor with all PolarFire device supplies grounded. This shows the current for a worst-case DC
coupled interface. As an AC-coupled interface, the output signal will settle at ground and no hot
socket current will be seen.

. Voo_xcvr_cik is powered down and the device is driven to —0.3 V < Vin < Vbp_xcvr_ctk.

. Voo is powered down and the device is driven to —=0.3 V < Vin < GPIO Vooimax.

N

v b

DS0141 Datasheet Revision 1.3

11



& Microsemi

a AS\MicrocHip company

PolarFire
Note: The following dedicated pins do not support hot socketing: TMS, TDI, TRSTB, DEVRST_N, and
FF_EXIT_N. Weak pull-up (as specified in GPIO) is always enabled.
6.3 Input and Output
The following section describes:
® DCI/O levels
® Differential and complementary differential DC I/O levels
® HSIO and GPIO on-die termination specifications
® VDS specifications
6.3.1 DC Input and Output Levels
The following tables list the DC I/O levels.
Table 12  DC Input Levels
1/0 Vool Voo Vool Vi Vi ViH V!
Standard Min (V) Typ (V) Max (V) Min (V) Max (V) Min (V) Max (V)
PCl 3.15 3.3 3.45 -0.3 0.3 0.5 3.45
X X
Vool Vooi
LVTTL 3.15 3.3 3.45 -0.3 0.8 2 3.45
LVCMOS33 3.15 3.3 3.45 -0.3 0.8 2 3.45
LVCMOS25 2.375 2.5 2.625 -0.3 0.7 1.7 2.625
LVCMOS18 1.71 1.8 1.89 -0.3 0.35 0.65 1.89
X X
Vool Vooi
LVCMOS15 1.425 15 1.575 -0.3 0.35 0.65 1.575
X X
Vool Vooi
LVCMOS12 1.14 1.2 1.26 -0.3 0.35 0.65 1.26
X X
Vool Vobi
SSTL2512 2.375 2.5 2.625 -0.3 Veer Vrer 2.625
- +
0.15 0.15
SSTL25112 2.375 2.5 2.625 -0.3 Veer Vrer 2.625
- +
0.15 0.15
SSTL18I? 1.71 1.8 1.89 -0.3 Vrer Vrer 1.89
- +
0.125 0.125
SSTL18II 1.71 1.8 1.89 -0.3 Virer Vrer 1.89
- +
0.125 0.125
SSTL15I 1.425 15 1.575 -0.3 Vrer Vrer 1.575
- +
0.1 0.1
SSTL1SII 1.425 1.5 1.575 -0.3 Vrer Vrer 1.575
- +
0.1 0.1
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7.1.5 Maximum PHY Rate for Memory Interface IP
The following tables provide information about the maximum PHY rate for memory interface IP.

Table 28 ¢ Maximum PHY Rate for Memory Interfaces IP for HSIO Banks

Memory Gearing Vopaux Vooi STD -1 Fabric Fabric -1
Standard Ratio {Mbps) (Mbps) STD (MHz)
(MHz)

DDR4 8:1 1.8V 1.2v 1333 1600 167 200
DDR3 8:1 1.8V 1.5V 1067 1333 133 167
DDR3L 8:1 1.8V 135V 1067 1333 133 167
LPDDR3 8:1 1.8V 1.2V 1067 1333 133 167
QDRI+ 8:1 1.8V 1.5V 900 1100 112.5 137.5
RLDRAM31 8:1 1.8V 135V 1067 1067 133 133
RLDRAM3? 4:1 1.8V 135V 667 800 167 200
RLDRAM31 2:1 1.8V 135V 333 400 167 200
RLDRAM?2: 8:1 1.8V 1.8V 800 1067 100 133
RLDRAM?2: 4:1 1.8V 1.8V 667 800 167 200
RLDRAM?2: 2:1 1.8V 1.8V 333 400 167 200

1. RLDRAM2 and RLDRAMS3 are not supported with a soft IP controller currently.

Table 29 ¢ Maximum PHY Rate for Memory Interfaces IP for GPIO Banks

Memory Gearing Vbpaux Vool STD -1 Fabric Fabric -1

Standard Ratio (Mbps) (Mbps) STD (MHz)
(MHz)

DDR3 8:1 25V 15V 800 1067 100 133

QDRI+ 8:1 25V 15V 900 900 113 113

RLDRAM?2? 4:1 25V 1.8V 800 800 200 200

RLDRAM?2* 2:1 25V 1.8V 400 400 200 200

1. RLDRAM?2 is currently not supported with a soft IP controller.

DS0141 Datasheet Revision 1.3



PolarFire

7.1.6

7.1.6.1

& Microsemi

a AS\MicrocHip company

User I/O Switching Characteristics

The following section describes characteristics for user I/O switching.

For more information about user I/0 timing, see the PolarFire I/0 Timing Spreadsheet (to be released).

1/0 Digital

The following tables provide information about I/0O digital.

Table 30 ¢ 1/0 Digital Receive Single-Data Rate Switching Characteristics

Parameter

Interface
Name

STD
Min

STD
Typ

STD -1 -1 -1
Max Min Typ Max

Topology

Unit

Clock-to-Data
Condition

Fmax

RX_SDR_G_A

Rx SDR

MHz

From a global
clock source,
aligned

Frmax

RX_SDR_L_A

Rx SDR

MHz

From a lane
clock source,
aligned

Fmax

RX_SDR_G_C

Rx SDR

MHz

From a global
clock source,
centered

Frmax

RX_SDR_L_C

Rx SDR

MHz

From a lane
clock source,
centered

Table 31 ¢ 1/0 Digital Receive Double-Data Rate Switching Characteristics

Parameter

Interface Name

STD
Min

STD
Typ

STD -1 -1 -1
Min Typ Max

Topology

Unit

Clock-to-
Data
Condition

Fmax

RX_DDR_G_A

Rx DDR 335 335 MHz

MHz

From a
global
clock
source,
aligned

Fmax

RX_DDR_L_A

Rx DDR 250 250

MHz

From a
lane clock
source,
aligned

Fmax

RX_DDR_G_C

Rx DDR 335 335

MHz

From a
global
clock
source,
centered

Frmax

RX_DDR_L C

Rx DDR 250 250

MHz

From a
lane clock
source,
centered

Fmax 2:1

RX_DDRX_B_A

Rx DDR
digital
mode

MHz

From a
HS_10_CLK
clock
source,
aligned
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Parameter Interface Name Topology STD STD STD -1 -1 -1 Unit Clock-to-
Min Typ Max Min Typ Max Data
Condition
Fmax 8:1 RX_DDRX_BL_C Rx DDR MHz From a
digital HS_I0_CLK
mode clock
source,
centered
Table 32 ¢ 1/0 Digital Transmit Single-Data Rate Switching Characteristics
Parameter Interface Topology STD STD STD -1 -1 -1 Unit Forwarded
Name Min Typ Max Min Typ Max Clock-to-Data
Skew
Output TX_SDR_G_A Tx SDR MHz From a global
Fmax clock source,
aligned?
TX_SDR_G_C Tx SDR MHz From a global
clock source,
centered!
1. A centered clock-to-data interface can be created with a negedge launch of the data.
Table 33 ¢ I/0 Digital Transmit Double-Data Rate Switching Characteristics
Parameter Interface Topology STD STD STD -1 -1 -1 Unit Forwarded
Name Min Typ Max Min Typ Max Clock-to-
Data Skew
Output TX_DDR_G_A Tx DDR 335 335 MHz From a
Fmax global clock
source,
aligned
TX_DDR_G_C Tx DDR 335 335 MHz From a
global clock
source,
centered
TX_DDR_L_A Tx DDR 250 250 MHz From a lane
clock source,
aligned
TX_DDR_L_C Tx DDR 250 250 MHz From a lane
clock source,
centered
Output TX_DDRX_B_A Tx DDR MHz From a
Fumax 2:1 digital HS_IO_CLK
mode clock source,
aligned
Output TX_DDRX_B_A Tx DDR MHz From a
Fumax 4:1 digital HS_1O_CLK
mode clock source,
aligned
Output TX_DDRX_B_A Tx DDR MHz From a
Fumax 8:1 digital HS_1O_CLK
mode clock source,
aligned
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Parameter?! Symbol Min Typ Max Unit
Secondary output clock frequency? Fourse 333 800 MHz
Input clock cycle-to-cycle jitter Finy 200 ps
Output clock period cycle-to-cycle ToumiTTerp 300 ps
jitter (w/clean input)

Output clock-to-clock skew between Tskew +200 ps
two outputs with the same phase settings

DLL lock time Tiock 16 16K Reference clock cycles
Minimum reset pulse width Tmrew 3 ns
Minimum input pulse width3? Tmipw 20 ns
Minimum input clock pulse width high Tmpwh 400 ps
Minimum input clock pulse width low Tmpwi 400 ps
Delay step size Toet 12.7 30 35 ps
Maximum delay block delay* Toetmax 1.8 4.8 ns
Output clock duty cycle (with 50% duty cycle input)’ Toury 40 60 %
Output clock duty cycle (in phase reference mode)* Tourvso 45 55 %

. For all DLL modes.

ubhwNeE

RC Oscillators

. Secondary output clock divided by four option.

. On load, direction, move, hold, and update input signals.
. 128 delay taps in one delay block.

. Without duty cycle correction enabled.

The following tables provide internal RC clock resources for user designs and additional information
about designing systems with RF front end information about emitters generated on-chip to support

programming operations.

Table 39 ¢ 2 MHz RC Oscillator Electrical Characteristics

Parameter Symbol Min Typ Max Unit
Operating frequency RCarrea 2 MHz
Accuracy RCaracc -4 4 %
Duty cycle RCaoc 46 54 %
Peak-to-peak output period jitter RCapiir 5 10 ns
Peak-to-peak output cycle-to-cycle jitter RCaar 5 10 ns
Operating current (Voozs) RCawvppa 60 MA
Operating current (Voo) RCawop 2.6 MA
Table 40 ¢ 160 MHz RC Oscillator Electrical Characteristics

Parameter Symbol Min Typ Max Unit
Operating frequency RCscrrea 160 MHz
Accuracy RCscracc -4 4 %
Duty cycle RCscoc 47 52 %
Peak-to-peak output period jitter RCsceur 600 ps
Peak-to-peak output cycle-to-cycle jitter RCscarr 172 ps
Operating current (Voozs) RCscvppa 599 UA
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7.3 Fabric Specifications
The following section describes specifications for the fabric.

7.3.1 Math Blocks

The following tables describe math block performance.

Table 41 e Math Block Performance Extended Commercial Range (0 °C to 100 °C)

Parameter Symbol Modes Vop = Voo = Voo = Voo = Unit
1.0V-STD 10v-1 1.05V-STD 105v-1

Maximum Fmax 18 x 18 370 470 440 500 MHz

operating multiplication

frequency 18 x 18 370 470 440 500 MHz

multiplication
summed with
48-bit input

18x 19 365 465 435 500 MHz
multiplier

pre-adder

ROM mode

Two 9x9 370 470 440 500 MHz
multiplication

9 x9dot 370 470 440 500 MHz
product

(DOTP)

Complex 360 455 430 500 MHz
18x19

multiplication

Table 42 e Math Block Performance Industrial Range (40 °C to 100 °C)

Parameter Symbol Modes Voo = Voo = Vo = Vo = Unit
1.0V-STD i10v-1 1.05V-STD 105v-1

Maximum Fmax 18 x 18 365 465 435 500 MHz

operating multiplication

frequency 18 x 18 365 465 435 500 MHz

multiplication
summed with
48-bit input

18 x 19 355 460 430 500 MHz
multiplier

pre-adder

ROM mode

Two9x9 365 465 435 500 MHz
multiplication

9x 9 DOTP 365 465 435 500 MHz

Complex 350 450 425 500 MHz
18 x 19
multiplication
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Parameter Symbol Vop= Voo= Voo = Vop= Unit Condition
1.0V-STD 1.0vV-1 1.05V-STD 1.05v-1

Operating Fmax 400 415 450 480 MHz Write-port
frequency
Read access Tac 2 2 ns Read-port
time

Table 45 ¢ uPROM Performance
Parameter Symbol Vop= Vop= Vop= Vop= Unit

1.0V-STD 1.0vV-1 1.05V-STD 105v-1
Read access time Tac 10 10 10 10 ns
7.4 Transceiver Switching Characteristics
This section describes transceiver switching characteristics.
74.1 Transceiver Performance

The following table describes transceiver performance.

Table 46 ¢ PolarFire Transceiver and TXPLL Performance
Parameter Symbol STD STD STD -1 -1 -1 Unit

Min Typ Max Min Typ Max
Tx data rate!? FrxRate 0.25 10.3125 0.25 12.7 Gbps
Tx OOB (serializer bypass) data rate FrxRatecoB DC 1.5 DC 1.5 Gbps
Rx data rate when AC coupled? Frurateac 0.25 10.3125 0.25 12.7 Gbps
Rx data rate when DC coupled FrRratenc 0.25 3.2 0.25 3.2 Gbps
Rx OOB (deserializer bypass) data rate FrxRateoos DC 1.25 DC 1.25 Gbps
TXPLL output frequency? Frxeu 1.6 6.35 1.6 6.35 GHz
Rx CDR mode Frxcor 0.25 10.3125 0.25 10.3125 Gbps
Rx DFE mode? Frxore 3.0 10.3125 3.0 12.7 Gbps
Rx Eye Monitor mode 2 Frxeyemon 3.0 10.3125 3.0 12.7 Gbps
1. The reference clock is required to be a minimum of 75 MHz for data rates of 10 Gbps and above.

2. For data rates greater than 10.3125 Gbps, VDDA must be set to 1.05 V mode. See supply tolerance

in the section Recommended Operating Conditions (see page 6).

3. The Tx PLL rate is between 0.5x to 5.5x the Tx data rate. The Tx data rate depends on per XCVR lane

Tx post-divider settings.

7.4.2 Transceiver Reference Clock Performance
The following table describes performance of the transceiver reference clock.

Table 47 ¢ PolarFire Transceiver Reference Clock AC Requirements

Parameter Symbol STD STD STD -1 -1 -1 Unit
Min Typ Max Min Typ Max

Reference clock input Frxrercik 20 800 20 800 MHz

rate’?
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5. Improved jitter characteristics for a specific industry standard are possible in many cases due to
improved reference clock or higher Vco rate used.
6. Tx jitter is specified with all transmitters on the device enabled, a 10—12-bit error rate (BER) and Tx

data pattern of PRBS7.

7. From the PMA mode, the TX_ELEC_IDLE port to the XVCR TXP/N pins.
FTxRefClk = 75 MHz with typical settings.
For data rates greater than 10.3125 Gbps, VDDA must be set to 1.05 V mode. See supply tolerance
in the section Recommended Operating Conditions (see page 6). (see page 6)

Receiver Performance

The following table describes performance of the receiver.

Table 53 ® PolarFire Transceiver Receiver Characteristics

Parameter Symbol Min Typ Max Unit Condition

Input voltage range Vin 0 Vooa + 0.3 Vv

Differential peak-to-peak Vioep 140 1250 mV

amplitude

Differential termination Virerm 85 Q
Viterm 100 Q
Viterm 150 Q

Common mode voltage Viemoc * 0.7 x Vooa 0.9 x Vopa Vv DC coupled

Exit electrical idle detection time Teioer 50 100 ns

Run length of consecutive Cio 200 ul

identical digits (CID)

CDR PPM tolerance? Corepm 1.15 % Ul

CDR lock-to-data time Tuo CDRRercik

Ul
CDR lock-to-ref time Ture CDRRrercLk
ul

Loss-of-signal detect (Peak VDETLHIGH mV Setting =1

Detect Range setting = high)?® Voeren mv Setting = 2
VDETLHIGH mV Setting =3
VpETLHIGH mV Setting =4
VDETLHIGH mV Setting =5
VpETLHIGH mV Setting =6
VDETLHIGH mV Setting =7

Loss-of-signal detect (Peak Voetow 65 175 mV Setting = PCle3”

Detect Range setting = low)” Vormow 95 190 mv Setting = SATA%3
Voeriow 75 170 mV Setting =1
VoerLow 95 185 mV Setting = 2
Voetlow 100 190 mV Setting =3
Voetiow 140 210 mV Setting =4
VoetLow 155 240 mV Setting =5
Voetlow 165 245 mV Setting =6
VoerLow 170 250 mV Setting =7

Sinusoidal jitter tolerance Tsito Ul >8.5 Gbps —

12.7 Gbps 5 1©
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Table 55 ¢ PCI Express Gen2

Parameter Data Rate Min Max Unit
Total transmit jitter 5.0 Gbps 0.35 ul
Receiver jitter tolerance 5.0 Gbps 0.4 Ul

Note: With add-in card as specified in PCl Express CEM Rev 2.0.

7.5.2 Interlaken
The following table describes Interlaken.

Table 56 ¢ Interlaken

Parameter Data Rate Min Max Unit

Total transmit jitter 6.375 Gbps 0.3 ul
10.3125 Gbps 0.3 ul
12.7 Gbps? Ul

Receiver jitter tolerance 6.375 Gbps 0.6 ul
10.3125 Gbps 0.65 ul
12.7 Gbpst ul

1. For data rates greater than 10.3125 Gbps, VDDA must be set to 1.05 V mode. See supply tolerance
in the section Recommended Operating Conditions (see page 6).

7.5.3 10GbE (10GBASE-R, and 10GBASE-KR)
The following table describes 10GbE (10GBASE-R).

Table 57 ¢ 10GbE (10GBASE-R)

Parameter Data Rate Min Max Unit
Total transmit jitter 10.3125 Gbps 0.28 Ul
Receiver jitter tolerance 10.3125 Gbps 0.7 Ul

The following table describes 10GbE (10GBASE-KR).

Table 58 ¢ 10GbE (10GBASE-KR)

Parameter Data Rate Min Max Unit
Total transmit jitter 10.3125 Gbps ul
Receiver jitter tolerance 10.3125 Gbps ul

The following table describes 10GbE (XAUI).

Table 59 ¢ 10GbE (XAUI)

Parameter Data Rate Min Max Unit
Total transmit jitter (near end) 3.125 Gbps 0.35 ul
Total transmit jitter (far end) 0.55 ul
Receiver jitter tolerance 3.125 Gbps 0.65 ul

The following table describes 10GbE (RXAUI).
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7.6.1 FPGA Programming Cycle and Retention
The following table describes FPGA programming cycle and retention.
Table 68 ® FPGA Programming Cycles vs Retention Characteristics
Programming T Programming Cycles, Max Retention Years Retention Years at T
0°Cto85°C 1000 20 85°C
0°Ct0100°C 500 20 100 °C
—20°Cto 100 °C 500 20 100 °C
—40°Cto 100 °C 500 20 100 °C
—40°Cto 85 °C 1000 16 100 °C
-40°Cto 55 °C 2000 12 100 °C
Note: Power supplied to the device must be valid during programming operations such as programming
and verify . Programming recovery mode is available only for in-application programming mode and
requires an external SPI flash.
7.6.2 FPGA Programming Time

The following tables describe FPGA programming time.

Table 69 ® Master SPI Programming Time (IAP)

Parameter Symbol Devices Typ Max Unit

Programming time Teros MPF100T, TL, TS, TLS S
MPF200T, TL, TS, TLS 17 25 s
MPF300T, TL, TS, TLS 26 32 s
MPF500T, TL, TS, TLS s

Table 70 e Slave SPI Programming Time

Parameter Symbol Devices Typ Max Unit

Programming time Trroa MPF100T, TL, TS, TLS S
MPF200T, TL, TS, TLS 411 s
MPF300T, TL, TS, TLS 50! 60 S

MPF500T, TL, TS, TLS

1. SmartFusion2 with MSS running at 100 MHz, MSS_SPI_0 port running at 6.67 MHz. Bitstream stored

in DDR. DirectC version 4.1.

Table 71 ¢ JTAG Programming Time

Parameter Symbol Devices Typ Max Unit

Programming time TeroG MPF100T, TL, TS, TLS S
MPF200T, TL, TS, TLS 56 S
MPF300T, TL, TS, TLS! 95 s

MPF500T, TL, TS, TLS

1. Programmer: FlashPro5 with TCK 10 MHz. PC Configuration: Intel i7 at 3.6 GHz, 32 GB RAM,

Windows 10.
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Parameter Typ Max Unit Conditions

Time to destroy data in non-volatile memory (recoverable)® 3 ms One iteration of
scrubbing

Time to destroy data in non-volatile memory (non-recoverable)® ms One iteration of

scrubbing

Time to scrub the fabric data®

Full scrubbing

Time to scrub the pNVM data (like new)®2

Full scrubbing

Time to scrub the pNVM data (recoverable)® 3

Full scrubbing

Time to scrub the fabric data PNVM data (non-recoverable)®*

Full scrubbing

Time to verify®

. Total completion time after interning zeroization.

A WN P

data required for programming.
5. Time to verify after scrubbing completes.

Table 79 e Zeroization Times for MPF300T, TL, TS, and TLS Devices

. Like new mode—zeroizes user design security setting and sSNVM content.
. Recoverable mode—zeroizes user design security setting, SNVM and factory keys.
. Non-recoverable mode—zeroizes user design security setting, SNVM and factory keys, and factory

Parameter Typ Max Unit Conditions

Time to enter zeroization ms Zip flag set

Time to destroy the fabric data* ms Data erased

Time to destroy data in non-volatile memory (like new)%? ms One iteration of
scrubbing

Time to destroy data in non-volatile memory (recoverable)® 3 ms One iteration of
scrubbing

Time to destroy data in non-volatile memory (non- recoverable)® 4 ms One iteration of

scrubbing

Time to scrub the fabric data®

Full scrubbing

Time to scrub the pNVM data (like new)® 2

Full scrubbing

Time to scrub the pNVM data (recoverable)®3

Full scrubbing

Time to scrub the fabric data pNVM data (non-recoverable)® 4

Full scrubbing

Time to verify®

. Total completion time after interning zeroization.

A WN PR

data required for programming.
5. Time to verify after scrubbing completes.

Table 80 ¢ Zeroization Times for MPF500T, TL, TS, and TLS Devices

. Like new mode—zeroizes user design security setting and sNVM content.
. Recoverable mode—zeroizes user design security setting, SNVM and factory keys.
. Non-recoverable mode—zeroizes user design security setting, SNVM and factory keys, and factory

Parameter Typ Max Unit Conditions

Time to enter zeroization ms Zip flag set

Time to destroy the fabric data® ms Data erased

Time to destroy data in non-volatile memory (like new)* 2 ms One iteration of
scrubbing

Time to destroy data in non-volatile memory (recoverable)® 3 ms One iteration of

scrubbing
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Devices IAP FlashPro4 FlashPro5 BP Silicon Sculptor Units

MPF500T, TL, TS, TLS

Notes:

® FlashPro4 4 MHz TCK.
® FlashPro5 10 MHz TCK.
® pC configuration: Intel i7 at 3.6 GHz, 32 GB RAM, Windows 10.

Table 83 e Verify System Services

Parameter Symbol ServicelD Devices Typ Max Unit

In application verify by index TiaP_ver_index 44H MPF100T, TL, TS, TLS s
MPF200T, TL, TS, TLS 8.2 9 s
MPF300T, TL, TS, TLS 12.4 13 s
MPF500T, TL, TS, TLS S

In application verify by SPI address Tiap_ver_addr 45H MPF100T, TL, TS, TLS s
MPF200T, TL, TS, TLS 8.2 9 s
MPF300T, TL, TS, TLS 12.4 13 S
MPF500T, TL, TS, TLS s

7.6.8 Authentication Time

The following tables describe authentication system service time.

Table 84 ¢ Authentication Services

Parameter Symbol ServicelD Devices Typ Max Unit

Bitstream Authentication Teir_autH 22H MPF100T, TL, TS, TLS S
MPF200T, TL, TS, TLS 3.3 3.7 S
MPF300T, TL, TS, TLS 49 5.4 s
MPF500T, TL, TS, TLS s

IAP Image Authentication Tiap_auTH 23H MPF100T, TL, TS, TLS S
MPF200T, TL, TS, TLS 33 37 s
MPF300T, TL, TS, TLS 4.9 5.4 S

MPF500T, TL, TS, TLS

7.6.9 Secure NVM Performance
The following table describes secure NVM performance.

Table 85 e sNVM Read/Write Characteristics

Parameter Symbol Min Typ Max Unit Conditions
Plain text programming 7.0 7.2 7.9 ms

Authenticated text programming 7.2 7.4 9.4 ms

Authenticated and encrypted text programming 7.2 7.4 9.4 ms

Authentication R/W 1st access from power-up Trur_ovHD 100 111 ms From
overhead TrAB_READY
Plain text read 7.67 7.79 8.2 us
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Figure 3 ¢ UJTAG Timing Diagram
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UJTAG_SEC Switching Characteristics
The following table describes characteristics of UITAG_SEC switching.

Table 89 e UJTAG Security Performance Characteristics

Parameter Symbol Min Typ Max Unit Condition

TCK frequency Frek MHz

USPI Switching Characteristics
The following section describes characteristics of USPI switching.

Table 90 ¢ SPI Macro Interface Timing Characteristics

Parameter Symbol Voo =3.3V Voo =2.5V Voo = 1.8V Vooi=1.5V Voo =1.2V Unit
Max Max Max Max Max

Propagation TPD_MOSI 0.8 1 1.2 1.4 1.6 ns

delay from TPD_MISO 35 3.75 4 425 4.5 ns

the fabric to

pins? TPD_SS 35 3.75 4 4.25 45 ns
TPD_SCK 3.5 3.75 4 4.25 4.5 ns
TPD_MOSI_OE 3.5 3.75 4 4.25 4.5 ns
TPD_SS_OE 3.5 3.75 4 4.25 4.5 ns
TPD_SCK_OE 3.5 3.75 4 4.25 4.5 ns

1. Assumes CL of the relevant I/O standard as described in the input and output delay measurement

tables.
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Parameter Min Typ Max Unit Condition
Voltage sensing range 0.9 2.8 \Y
Voltage sensing accuracy -1.5 1.5 %

Table 93 ¢ Tamper Macro Timing Characteristics—Flags and Clearing

Parameter Symbol Typ Max Unit

From event detection to flag generation Titac_activel- 2 45 52 ns
TMesH_ERR? 1.8 2.2 us
Tewk_suren® 2 ns
Tewk_rreqls 2 us
Tiow_1pos? 70 108 us
ThigH_1p8? 85 120 us
THiGH_2p52 130 520 us
Teumcn_1pos? us
Tsecoect 2 us
Tori_err? 14 18 us
Twoog 2 us
Tiock_err? us

Time from system controller instruction TiNsT_BUF_Access? 3 4 5 us

execution to flag generation Tover pesue? ® 33 2 s
TINST_CHK_DIGESTZ 3 1.8 3 us
TinsT_ec_seTup? 3 1.8 2 us
TinsT_FACT_PRIVZ 3 3.8 5 us
TinsT_key_valz 3 2.5 3.1 us
TinsT_misc? 3 1.5 2 us
TINST_PASSCODE_MATCH? 3 2.5 3 us
TINST_PASSCODE_SETUP? 3 4.2 5 us
TinsT_prOG? 3 3.8 4.1 us
TinsT_pus_INFo% 3 4 4.5 us
TinsT_zero_Reco? 3 2.5 3 us
TinsT_pAsscope_raiLZ 3 170 180 us
TinsT_Key_vAL_FAILZ 3 92 110 us
TinsT_unusep® 3 4 5 us

Time from sending the CLEAR to deassertion on TCLEAR_FLAG 17 23 ns

FLAG

1. Not available during Flash*Freeze.

N

. The timing does not impact the user design, but it is useful for security analysis.
3. System service requests from the fabric will interrupt the system controller delaying the generation
of the flag.

Table 94 ¢ Tamper Macro Response Timing Characteristics

Parameter Symbol Typ Max Unit

Time from triggering the response to all I/Os disabled Tio_pisABLE 40 50 ns
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Figure 5 e Cold Reset Timing
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DEVICE_INIT_DONE /i : I .\
AUTOCALIB_DONE i \\{/\,, ] ST
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Notes:_

® The previous diagram showsthe case where VDDI/VDDAUX of /O banks are powered either before

or sufficiently soon after VDD/VDD18/VDD25 that the I/O bank enable time is measured from the
assertion time of VDD/VDD18/VDD25 (that is, the PUFT specification). If VDDI/VDDAUX of I/O banks
are powered sufficiently after VDD/VDD18/VDD25, then the I/0O bank enable time is measured from
the assertion of VDDI/VDDAUX and is not specified by the PUFT specification. In this case, I/0
operation is indicated by the assertion of BANK_i_VDDI_STATUS, rather than being measured
relative to FABRIC_POR_N negation.

AUTOCALIB_DONE assertion indicates the completion of calibration for any I/O banks specified by
the user for auto-calibration. AUTOCALIB_DONE asserts independently of DEVICE_INIT_DONE. It
may assert before or after DEVICE_INIT_DONE and is determined by the following:

® How long after VDD/VDD18/VDD25 that VDDI/VDDAUX are powered on. Note that if any of the
user-specified 1/0 banks are not powered on within the auto-calibration timeout window, then
AUTOCALIB_DONE doesn't assert until after this timeout.

® The specified ramp times of VDDI of each 1/0 bank designated for auto-calibration.

® How much auto-initialization is to be performed for the PCle, SERDES transceivers, and fabric
LSRAMs.

If any of the I/O banks specified for auto-calibration do not have their VDDI/VDDAUX powered on
within the auto-calibration timeout window, then it will be approximately auto-calibrated whenever
VDDI/VDDAUX is subsequently powered on. To obtain an accurate calibration however, on such 10
banks, it is necessary to initiate a re-calibration (using CALIB_START from fabric).

AVM_ACTIVE only asserts if avionics mode is being used. It is asserted when the later of
DEVICE_INIT_DONE or AUTOCALIB_DONE assert.

Warm Reset Initialization Sequence

The following warm reset timing diagram shows the initialization sequencing of the device when either
DEVRST_N or TAMPER_RESET_DEVICE signals are asserted.
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Parameter Symbol Min Typ Max Unit Condition
The time from Flash*Freeze entry Ter_enTrRY 59 us
command to the Flash*Freeze state
The time from Flash*Freeze exit pin TrF_FABRIC_UP 133 us
assertion to fabric operational state
The time from Flash*Freeze exit pin Trr_lo_AcTivE 143 us
assertion to 1/Os operational
7.10 Dedicated Pins
The following section describes the dedicated pins.
7.10.1 JTAG Switching Characteristics
The following table describes characteristics of JTAG switching.
Table 105 e JTAG Electrical Characteristics
Symbol Description Min Typ Max Unit Condition
Toisu TDIl input setup time 0.0 ns
Tomp TDI input hold time 2.0 ns
Trmssu TMS input setup time 1.5 ns
TrmskHo TMS input hold time 1.5 ns
Frex TCK frequency 25 MHz
Trckoc TCK duty cycle 40 60 %
Trooca TDO clock to Q out 8.4 ns Cuoap = 40 pf
Trstaca TRSTB clock to Q out 23.5 ns Cionp = 40 pf
Trstepw TRSTB min pulse width 50 ns
TrsTerem TRSTB removal time 0.0 ns
TrsTereC TRSTB recovery time 12.0 ns
CINToi TDI input pin capacitance 53 pf
CINt™ms TMS input pin capacitance 5.3 pf
CINTcx TCK input pin capacitance 53 pf
CINTrsts TRSTB input pin capacitance 5.3 pf
7.10.2 SPI Switching Characteristics
The following tables describe characteristics of SPI switching.
Table 106 ¢ SPI Master Mode (PolarFire Master) During Programming
Parameter Symbol Min Typ Max Unit Condition
SCK frequency Fmsck 20 MHz
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ECDSA SigVer, 1024 6421841 5759
P-384/SHA-384 8K 6273510 5759
Key Agreement (KAS), P- 5039125 6514
384

Point Multiply, P-256 5176923 4482
Point Multiply, P-384* 12043199 5319
Point Multiply, P-521* 26887187 6698
Point Addition, P-384 3018067 5779
KeyGen (PKG), P-384 12055368 6908
Point Verification, P-384 5091 3049

1. With DPA counter measures.

Table 120 ¢ IFC (RSA)

Modes Message Size Athena TeraFire Crypto Core CAL Delay In CPU Clock-
(bits) Clock-Cycles Cycles
Encrypt, RSA-2048, e=65537 2048 436972 8,972
Encrypt, RSA-3072, e=65537 3072 962162 12,583
Decrypt, RSA-2048?, CRT 2048 26862392 15900
Decrypt, RSA-3072%, CRT 3072 75153782 22015
Decrypt, RSA-4096, CRT 4096 89235615 23710
Decrypt, RSA-3072, CRT 3072 37880180 18638
SigGen, RSA-3072/SHA-3841,CRT, PKCS #1 1024 75197644 20032
Viis 8K 75213653 19303
SigGen, RSA-3072/SHA-384, PKCS #1, V 1024 148090970 14642
15 8K 148102576 13936
SigVer, RSA-3072/SHA-384, e = 65537, 1024 970991 12000
PKCSHLVLS 8K 982011 11769
SigVer, RSA-2048/SHA-256, e = 65537, 1024 443493 8436
PRCS#1V 1.5 8K 453007 8436
SigGen, RSA-3072/SHA-384, ANSI X9.31 1024 147138254 13945
8K 147155896 13523
SigVer, RSA-3072/SHA-384, e = 65537, 1024 973269 11313
ANSIX9.31 8K 983255 11146

1. With DPA counter measures.

Table 121  FFC (DH)

Modes Message Size Athena TeraFire Crypto Core CAL Delay In CPU Clock-
(bits) Clock-Cycles Cycles

SigGen, DSA-3072/SHA-3841 1024 27932907 13969
8K 27942415 13501

SigGen, DSA-3072/SHA-384 1024 12086356 13602

SigVer, DSA-3072/SHA-384 1024 24597916 15662
8K 24229420 15133
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