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2 Overview

This datasheet describes PolarFire® FPGA device characteristics with industrial temperature range

(40 °Cto 100 °C T)) and extended commercial temperature range (0 °C to 100 °C T:). The devices are
provided with a standard speed grade (STD) and a —1 speed grade with higher performance. The FPGA
core supply Voo can operate at 1.0 V for lower-power or 1.05 V for higher performance. Similarly, the
transceiver core supply Vooa can also operate at 1.0 V or 1.05 V. Users select the core operating voltage
while creating the Libero project.
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References

The following documents are recommended references. For more information about PolarFire static and
dynamic power data, see the PolarFire Power Estimator Spreadsheet.

PO0137: PolarFire FPGA Product Overview

ER0217: PolarFire FPGA Pre-Production Device Errata

UGO0722: PolarFire FPGA Packaging and Pin Descriptions Users Guide
UGO0726: PolarFire FPGA Board Design User Guide

UGO0686: PolarFire FPGA User I/O User Guide

UGO0680: PolarFire FPGA Fabric User Guide

UGO0714: PolarFire FPGA Programming User Guide

UGO0684: PolarFire FPGA Clocking Resources User Guide

UGO0687: PolarFire FPGA 1G Ethernet Solutions User Guide
UGO0727: PolarFire FPGA 10G Ethernet Solutions User Guide
UGO0748: PolarFire FPGA Low Power User Guide

UGO0676: PolarFire FPGA DDR Memory Controller User Guide
UGO0743: PolarFire FPGA Debugging User Guide

UGO0725: PolarFire FPGA Device Power-Up and Resets User Guide
UGO0677: PolarFire FPGA Transceiver User Guide

UGO0685: PolarFire FPGA PCl Express User Guide

UGO0753: PolarFire FPGA Security User Guide

UGO0752: PolarFire FPGA Power Estimator User Guide
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PolarFire

Silicon Status

There are three silicon status levels:

® Advanced—initial estimated information based on simulations
® Preliminary—information based on simulation and/or initial characterization
®  Production—final production silicon data

The following table shows the status of the PolarFire FPGA device.

Table 2 » PolarFire FPGA Silicon Status

Device

Silicon Status

MPF100T, TL, TS, TLS

Preliminary

MPF200T, TL, TS, TLS

Preliminary

MPF300T, TL, TS, TLS

Preliminary

MPF500T, TL, TS, TLS

Preliminary
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Parameter Symbol Min Typ Max Unit
Transceiver TX and RX lanes supply at 1.05 V mode Vooa 1.02 1.05 1.08 \"
(when any lane rate is greater than 10.3125 Gbps)*

Programming and HSIO receiver supply Voo1s 1.71 1.80 1.89 \"
FPGA core and FPGA PLL high-voltage supply Vob2s 2.425 2.50 2.575 \"
Transceiver PLL high-voltage supply Vooazs 2.425 2.50 2.575 Vv
Transceiver reference clock supply —3.3 V nominal Vbb_XCVR_cLk 3.135 3.3 3.465 Vv
Transceiver reference clock supply —=2.5 V nominal VbD_XCVR_cLk 2.375 2.5 2.625 \"
Global Vrer for transceiver reference clocks? XCVRvrer Ground Vob_xcvR_cLk \
HSIO DC I/0 supply. Allowed nominal options: 1.2 V, Vooix 1.14 Various 1.89 \"
1.35V,1.5V,and 1.8 V*

GPIO DC 1/0 supply. Allowed nominal options: 1.2 V, Vooix 1.14 Various 3.465 \Y
1.5V, 1.8V, 2.5V, and 3.3 V24

Dedicated I/O DC supply for JTAG and SPI (GPIO Bank Vooia 1.71 Various 3.465 \"
3). Allowed nominal options: 1.8V, 2.5V, and 3.3V

GPIO auxiliary supply for I/O bank x with Voox=3.3V VbpAuxx 3.135 3.3 3.465 \"
nominal?#

GPIO auxiliary supply for I/O bank x with Voox= 2.5V VopAuxx 2.375 2.5 2.625 \%
nominal or lower?*

Extended commercial temperature range T 0 100 °C
Industrial temperature range T -40 100 °C
Extended commercial programming temperature Tere 0 100 °C
range

Industrial programming temperature range Tere -40 100 °C

1. Voo and Vooa can independently operate at 1.0 V or 1.05 V nominal. These supplies are not
dynamically adjustable.

2. For GPIO buffers where I/0 bank is designated as bank number, if Vooix is 2.5 V nominal or 3.3 V
nominal, Vooauxx must be connected to the Voo supply for that bank. If Voo for a given GPIO bank is
<2.5 V nominal, Vooaux« per I/0 bank must be powered at 2.5 V nominal.

3. XCVRvrer globally sets the reference voltage of the transceiver's single-ended reference clock input
buffers. It is typically near Voo_xcvr_cik/2 V but is allowed in the specified range.

4. The power supplies for a given 1/0 bank x are shown as VDDIx and VDDAUXx.
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Table 8 ¢ Maximum Overshoot During Transitions for GPIO

AC (Vin) Overshoot Duration as % at T:= 100 °C Condition (V)
100 3.8
100 3.85
100 3.9
100 3.95
70 4
50 4.05
33 4.1
22 4.15
14 4.2
9.8 4.25
6.5 4.3
4.4 4.35
3 4.4
2 4.45
14 4.5
0.9 4.55
0.6 4.6

Note: Overshoot level is for Voo at 3.3 V.

& Microsemi
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The following table shows the maximum AC input voltage (Vi) undershoot duration for GPIO.

Table 9 ¢ Maximum Undershoot During Transitions for GPIO

AC (Vin) Undershoot Duration as % at T;= 100 °C Condition (V)
100 -0.5
100 -0.55
100 -0.6
100 -0.65
100 -0.7
100 -0.75
100 -0.8
100 -0.85
100 -0.9
100 -0.95
100 -1
100 -1.05
100 -1.1
100 -1.15
100 -1.2
69 -1.25
45 -1.3

DS0141 Datasheet Revision 1.3
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Power-Supply Ramp Times

The following table shows the allowable power-up ramp times. Times shown correspond to the ramp of
the supply from 0 V to the minimum recommended voltage as specified in the section Recommended
Operating Conditions (see page 6). All supplies must rise and fall monotonically.

Table 10 e Power-Supply Ramp Times

Parameter Symbol Min Max Unit
FPGA core supply Voo 0.2 50 ms
Transceiver core supply Vooa 0.2 50 ms
Must connect to 1.8 V supply Vop18 0.2 50 ms
Must connect to 2.5 V supply Vbo2s 0.2 50 ms
Must connect to 2.5 V supply Vopazs 0.2 50 ms
HSIO bank I/O power supplies Vooi(o,1,6,7] 0.2 50 ms
GPIO bank I/O power supplies Vooif2,4,5] 0.2 50 ms
Bank 3 dedicated I/O buffers (GPIO) Vooia 0.2 50 ms
GPIO bank auxiliary power supplies VbpAux(2,4,5] 0.2 50 ms
Transceiver reference clock supply Vbb_XCVR_cLk 0.2 50 ms
Global Vrer for transceiver reference clocks XCVRvrer 0.2 50 ms

Note: For proper operation of programming recovery mode, if a VDD supply brownout occurs during
programming, a minimum supply ramp down time for only the VDD supply is recommended to be 10 ms
or longer by using a programmable regulator or on-board capacitors.

Hot Socketing
The following table lists the hot-socketing DC characteristics over recommended operating conditions.

Table 11 e Hot Socketing DC Characteristics over Recommended Operating Conditions

Parameter Symbol Min Typ Max Unit Condition

Current per transceiver Rx input pin XCVRRX_HS +4 mA Vooa=0V
(P or N single-ended)* 2

Current per transceiver Tx output pin XCVRTX_HS +10 mA Vooa=0V
(P or N single-ended)?

Current per transceiver reference clock XCVRREF_HS +1 mA Vob_xcvr_ctk = 0 V
input pin (P or N single-ended)*

Current per GPIO pin lepio_Hs +1 mA Vooix =0V

(P or N single-ended)®

Current per HSIO pin Hot socketing is not
(P or N single-ended) supported in HSIO.

1. Assumes that the device is powered-down, all supplies are grounded, AC-coupled interface, and
input pin pairs are driven by a CML driver at the maximum amplitude (1 V pk—pk) that is toggling at
any rate with PRBS7 data.

. Each P and N transceiver input has less than the specified maximum input current.

3. Each P and N transceiver output is connected to a 40 Q resistor (50 Q CML termination — 20%
tolerance) to the maximum allowed output voltage (Vooamax + 0.3 V = 1.4 V) through an AC-coupling
capacitor with all PolarFire device supplies grounded. This shows the current for a worst-case DC
coupled interface. As an AC-coupled interface, the output signal will settle at ground and no hot
socket current will be seen.

. Voo_xcvr_cik is powered down and the device is driven to —0.3 V < Vin < Vbp_xcvr_ctk.

. Voo is powered down and the device is driven to —=0.3 V < Vin < GPIO Vooimax.

N

v b

DS0141 Datasheet Revision 1.3
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Table 13 e DC Output Levels

1/0 Voo Voot Vool Vo Vou Vou VoH lo26 lon26
Standard Min (V) Typ (V) Max (V) Min (V) Max (V) Min (V) Max (V) mA mA
PCIt 3.15 33 3.45 0.1 0.9 1.5 0.5
x x
Vooi Vooi
LVTTL 3.15 33 3.45 0.4 2.4
LVCMOS33 3.15 33 3.45 0.4 Vooi
0.4
LVCMOS25 2.375 2.5 2.625 0.4 Vooi
0.4
LVCMOS18 1.71 1.8 1.89 0.45 Vooi
0.45
LVCMOS15 1.425 15 1.575 0.25 0.75
x x
Vooi Vool
LVCMOS12 1.14 1.2 1.26 0.25 0.75
x x
Vooi Vooi
SSTL2513 2.375 2.5 2.625 Vrr Vrr 8.1 8.1
- +
0.608 0.608
SSTL25113 2.375 2.5 2.625 VT VT 16.2 16.2
- +
0.810 0.810
SSTL18I? 1.71 1.8 1.89 Vrr VT 6.7 6.7
- +
0.603 0.603
SsTLi8IR 1.71 1.8 1.89 Vrr Vrr 134 13.4
- +
0.603 0.603
SSTL1514 1.425 15 1.575 0.2 0.8 Voi/40 (Voo — Vou)
x x /40
Vooi Vooi
SSTL15114 1.425 15 1.575 0.2 0.8 Voi/34 (Voo — Vou)
x x /34
Vobi Vool
SSTL13514 1.283 1.35 1.418 0.2 0.8 Voi/40 (Voo — Vou)
x x /40
Vool Vool
SSTL135114 1.283 1.35 1.418 0.2 0.8 Voi/34 (Voo — Vor)
x x /34
Vooi Vooi
HSTL15I 1.425 1.5 1.575 0.4 Vool 8 8
0.4
HSTL1511 1.425 15 1.575 0.4 Vooi 16 16
0.4
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User I/O Switching Characteristics

The following section describes characteristics for user I/O switching.

For more information about user I/0 timing, see the PolarFire I/0 Timing Spreadsheet (to be released).

1/0 Digital

The following tables provide information about I/0O digital.

Table 30 ¢ 1/0 Digital Receive Single-Data Rate Switching Characteristics

Parameter

Interface
Name

STD
Min

STD
Typ

STD -1 -1 -1
Max Min Typ Max

Topology

Unit

Clock-to-Data
Condition

Fmax

RX_SDR_G_A

Rx SDR

MHz

From a global
clock source,
aligned

Frmax

RX_SDR_L_A

Rx SDR

MHz

From a lane
clock source,
aligned

Fmax

RX_SDR_G_C

Rx SDR

MHz

From a global
clock source,
centered

Frmax

RX_SDR_L_C

Rx SDR

MHz

From a lane
clock source,
centered

Table 31 ¢ 1/0 Digital Receive Double-Data Rate Switching Characteristics

Parameter

Interface Name

STD
Min

STD
Typ

STD -1 -1 -1
Min Typ Max

Topology

Unit

Clock-to-
Data
Condition

Fmax

RX_DDR_G_A

Rx DDR 335 335 MHz

MHz

From a
global
clock
source,
aligned

Fmax

RX_DDR_L_A

Rx DDR 250 250

MHz

From a
lane clock
source,
aligned

Fmax

RX_DDR_G_C

Rx DDR 335 335

MHz

From a
global
clock
source,
centered

Frmax

RX_DDR_L C

Rx DDR 250 250

MHz

From a
lane clock
source,
centered

Fmax 2:1

RX_DDRX_B_A

Rx DDR
digital
mode

MHz

From a
HS_10_CLK
clock
source,
aligned

DS0141 Datasheet Revision 1.3
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Parameter Symbol Min Typ Max Unit
Maximum input period clock Frmaxing 120 1000 ps
jitter (reference and
feedback clocks)?
PLL VCO frequency Fvco 800 5000 MHz
Loop bandwidth (Int)3 Faw FpHper/55 Feroer/44 Frhoer/30 MHz
Loop bandwidth (FRAC)? Faw Ferper/91 Feuoer/77 Ferper/56 MHz
Static phase offset of the Tspo Max (60 ps, ps
PLL outputs* +0.5 degrees)

Toumimter ps
PLL output duty cycle Toutputy 48 54 %
precision
PLL lock time® Tiock Max (6.0 ps, us

625 PFD cycles)
PLL unlock time® Tuntock 2 8 PFD
cycles

PLL output frequency Four 0.050 1250 MHz
Minimum reset pulse width Twmrew us
Maximum delay in the Fmaxors 1.5 PFD
feedback path’ cycles
Spread spectrum Mod_Spread 0.1 3.1 %
modulation spread?
Spread spectrum Mod_Freq Feroerr/(128x63) 32 Feuoere/(128) KHz

modulation frequency®

N =

v b

O 00N

. Minimum time for high or low pulse width.
. Maximum jitter the PLL can tolerate without losing lock.
. Default bandwidth setting of BW_PROP_CTRL = "01" for Integer and Fraction modes leads to the

typical estimated bandwidth. This bandwidth can be lowered by setting BW_PROP_CTRL = "00" and
can be increased if BW_PROP_CTRL = "10" and will be at the highest value if BW_PROP_CTRL ="11".

LOCKCOUNTSEL setting = 4'd8 (256 cycles)).

DLL

The following table provides information about DLL.

Table 38 o DLL Electrical Characteristics

. Unlock occurs if two cycle slip within LOCKCOUNT/4 PFD cycles.
. Maximum propagation delay of external feedback path in deskew mode.

. Programmable capability for depth of down spread or center spread modulation.
. Programmable modulation rate based on the modulation divider setting (1 to 63).

. Maximum (%3-Sigma) phase error between any two outputs with nominally aligned phases.
. Input clock cycle is REFDIV/Frer. For example, Frer = 25 MHz, REFDIV = 1, lock time = 10.0 (assumes

Note: In order to meet all data sheet specifications, the PLL must be programmed such that the PLL Loop
Bandwidth < (0.0017 * VCO Frequency) — 0.4863 MHz. The Libero PLL configuration tool will enforce this
rule when creating PLL configurations.

Parameter?! Symbol Min Typ Max Unit
Input reference clock frequency Fine 133 800 MHz
Input feedback clock frequency FinroBr 133 800 MHz
Primary output clock frequency Fourer 133 800 MHz

DS0141 Datasheet Revision 1.3
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Parameter?! Symbol Min Typ Max Unit
Secondary output clock frequency? Fourse 333 800 MHz
Input clock cycle-to-cycle jitter Finy 200 ps
Output clock period cycle-to-cycle ToumiTTerp 300 ps
jitter (w/clean input)

Output clock-to-clock skew between Tskew +200 ps
two outputs with the same phase settings

DLL lock time Tiock 16 16K Reference clock cycles
Minimum reset pulse width Tmrew 3 ns
Minimum input pulse width3? Tmipw 20 ns
Minimum input clock pulse width high Tmpwh 400 ps
Minimum input clock pulse width low Tmpwi 400 ps
Delay step size Toet 12.7 30 35 ps
Maximum delay block delay* Toetmax 1.8 4.8 ns
Output clock duty cycle (with 50% duty cycle input)’ Toury 40 60 %
Output clock duty cycle (in phase reference mode)* Tourvso 45 55 %

. For all DLL modes.

ubhwNeE

RC Oscillators

. Secondary output clock divided by four option.

. On load, direction, move, hold, and update input signals.
. 128 delay taps in one delay block.

. Without duty cycle correction enabled.

The following tables provide internal RC clock resources for user designs and additional information
about designing systems with RF front end information about emitters generated on-chip to support

programming operations.

Table 39 ¢ 2 MHz RC Oscillator Electrical Characteristics

Parameter Symbol Min Typ Max Unit
Operating frequency RCarrea 2 MHz
Accuracy RCaracc -4 4 %
Duty cycle RCaoc 46 54 %
Peak-to-peak output period jitter RCapiir 5 10 ns
Peak-to-peak output cycle-to-cycle jitter RCaar 5 10 ns
Operating current (Voozs) RCawvppa 60 MA
Operating current (Voo) RCawop 2.6 MA
Table 40 ¢ 160 MHz RC Oscillator Electrical Characteristics

Parameter Symbol Min Typ Max Unit
Operating frequency RCscrrea 160 MHz
Accuracy RCscracc -4 4 %
Duty cycle RCscoc 47 52 %
Peak-to-peak output period jitter RCsceur 600 ps
Peak-to-peak output cycle-to-cycle jitter RCscarr 172 ps
Operating current (Voozs) RCscvppa 599 UA

DS0141 Datasheet Revision 1.3
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7.3 Fabric Specifications
The following section describes specifications for the fabric.

7.3.1 Math Blocks

The following tables describe math block performance.

Table 41 e Math Block Performance Extended Commercial Range (0 °C to 100 °C)

Parameter Symbol Modes Vop = Voo = Voo = Voo = Unit
1.0V-STD 10v-1 1.05V-STD 105v-1

Maximum Fmax 18 x 18 370 470 440 500 MHz

operating multiplication

frequency 18 x 18 370 470 440 500 MHz

multiplication
summed with
48-bit input

18x 19 365 465 435 500 MHz
multiplier

pre-adder

ROM mode

Two 9x9 370 470 440 500 MHz
multiplication

9 x9dot 370 470 440 500 MHz
product

(DOTP)

Complex 360 455 430 500 MHz
18x19

multiplication

Table 42 e Math Block Performance Industrial Range (40 °C to 100 °C)

Parameter Symbol Modes Voo = Voo = Vo = Vo = Unit
1.0V-STD i10v-1 1.05V-STD 105v-1

Maximum Fmax 18 x 18 365 465 435 500 MHz

operating multiplication

frequency 18 x 18 365 465 435 500 MHz

multiplication
summed with
48-bit input

18 x 19 355 460 430 500 MHz
multiplier

pre-adder

ROM mode

Two9x9 365 465 435 500 MHz
multiplication

9x 9 DOTP 365 465 435 500 MHz

Complex 350 450 425 500 MHz
18 x 19
multiplication

DS0141 Datasheet Revision 1.3
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1/0 Standard

Comment

LVDS25

HCSL25 (for PCle)

For DCinput levels, se e table Differential DC Input and Output Levels.

Note: The transceiver reference clock differential receiver supports Vew common mode.

Transceiver Interface Performance

The following table describes the single-ended I/0 standards supported as transceiver reference clocks.

Table 49 o Transceiver Single-Ended Reference Clock 1/0O Standards

1/0 Standard Comment

LVCMOS25 For DC input levels, see table DC Input and Output Levels.

Transmitter Performance
The following tables describe performance of the transmitter.

Table 50 ¢ Transceiver Reference Clock Input Termination

Parameter Symbol Min Typ Max Unit
Single-ended termination RefTerm 50 Q
Single-ended termination RefTerm 75 Q
Single-ended termination RefTerm 150 Q
Differential termination RefDiffTerm 115¢ Q
Power-up termination >50K Q

1. Measured at VCM= 1.2 V and VID= 350 mV.
Note: All pull-ups are disabled at power-up to allow hot plug capability.

Table 51 ¢ PolarFire Transceiver User Interface Clocks

Parameter Modes ! STD STD -1 -1 Unit
Min Max Min Max
Transceiver TX_CLK 8-bit, max data rate = 1.6 Gbps 200 200 MHz
range (non- 10-bit, max data rate = 1.6 Gbps 160 160  MHz
deterministic PCS mode
with global or regional 16-bit, max data rate = 4.8 Gbps 300 300 MHz
fabric clocks) 20-bit, max data rate = 6.0 Gbps 300 300 MHz
32-bit, max data rate = 325 325 MHz
10.3125 Gbps (-STD) / 12.7 Gbps (-1)!
40-bit, max data rate = 260 320 MHz
10.3125 Gbps (-STD) / 12.7 Gbps (-1)!
64-bit, max data rate = 165 160 MHz
10.3125 Gbps (-STD) / 12.7 Gbps (-1)!
80-bit, max data rate = 130 130 MHz
10.3125 Gbps(-STD) / 12.7 Gbps (-1)*
Fabric pipe mode 32-bit, max data rate = 6.0 Gbps 150 150 MHz
8-bit, max data rate = 1.6 Gbps 200 200 MHz
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7.5.5

7.5.6

Table 60 e 10GbE (RXAUI)

Data Rate Min Max Unit
Total transmit jitter 6.25 Gbps Ul
Receiver jitter tolerance 6.25 Gbps ul
1GbE (1000BASE-T)
The following table describes 1GbE (1000BASE-T).
Table 61 ¢ 1GbE (1000BASE-T)
Data Rate Min Max Unit
Total transmit jitter 1.25 Gbps ul
Receiver jitter tolerance 1.25 Gbps ul
The following table describes 1GbE (1000BASE-X).
Table 62 e 1GbE (1000BASE-X)
Data Rate Min Max Unit
Total transmit jitter 1.25 Gbps Ul
Receiver jitter tolerance 1.25 Gbps ul
SGMII and QSGMII
The following table describes SGMII.
Table 63 e« SGMII
Parameter Data Rate Min Max Unit
Total transmit jitter 1.25 Gbps 0.24 Ul
Receiver jitter tolerance 1.25 Gbps 0.749 ul
The following table describes QSGMII.
Table 64 ¢ QSGMII
Parameter Data Rate Min Max Unit
Total transmit jitter 5.0 Gbps 0.3 ul
Receiver jitter tolerance 5.0 Gbps 0.65 ul
SDI
The following table describes SDI.
Table 65 ¢ SDI
Parameter Data Rate Min Max Unit
Total transmit jitter Ul
Receiver jitter tolerance ul
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Table 75 e FPGA Programming Cycles Lifetime Factor

Programming T Programming Cycles LF

—40 °C to 100 °C 500 1

—40 °Cto 85 °C 1000 0.8

-40°Cto 55°C 2000 0.6
Notes:

® The maximum number of device digest cycles is 100K.

® Digests are operational only over the —40 °C to 100 °C temperature range.

® After a program cycle, an additional N digests cycles are allowed with the resultant retention
characteristics for the total operating and storage temperature shown.

® Retention is specified for total device storage and operating temperature.

® All temperatures are junction temperatures (Ti).

® Example 1—500 digests cycles are performed between programming cycles. N = 500. The operating
conditions are —40 °C to 85 °C Ti. 501 programming cycles have occurred. The retention under these
operating conditions is 20 x LF = 20 x .8 = 16 years.

® Example 2—one programming cycle has occurred, N = 1500 digest cycles have occurred.
Temperature range is —40 °C to 100 °C. The resultant retention is 10 x LF or 10 years over the
industrial temperature range.

7.6.5 Digest Time

The following table describes digest time.

Table 76 ¢ Digest Times

Parameter Devices Typ Max Unit
Setup time All 2 us
Fabric digest run time MPF100T, TL, TS, TLS ms
MPF200T, TL, TS, TLS 1005 1072 ms
MPF300T, TL, TS, TLS 1503.9 1582 ms
MPF500T, TL, TS, TLS ms
UFS CC digest run time MPF100T, TL, TS, TLS us
MPF200T, TL, TS, TLS 33.2 35 us
MPF300T, TL, TS, TLS 33.2 35 Us
MPF500T, TL, TS, TLS us
sNVM digest run time! MPF100T, TL, TS, TLS ms
MPF200T, TL, TS, TLS 4.4 4.8 ms
MPF300T, TL, TS, TLS 4.4 4.8 ms
MPF500T, TL, TS, TLS ms
UFS UL digest run time MPF100T, TL, TS, TLS us
MPF200T, TL, TS, TLS 46.6 48.8 us
MPF300T, TL, TS, TLS 46.6 48.8 us
MPF500T, TL, TS, TLS us
User key digest run time? MPF100T, TL, TS, TLS us
MPF200T, TL, TS, TLS 525.4 543.3 us
MPF300T, TL, TS, TLS 525.4 543.3 us
MPF500T, TL, TS, TLS us
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Parameter Symbol Min Typ Max Unit Conditions
Authenticated text read 113.25 114.02 118.5 us
Authenticated and decrypted text read 159.59 160.53 166.5 us

Notes:

® Ppage size= 252 bytes (non-authenticated), 236 bytes (authenticated).
® Only page reads and writes allowed.
®  Teur_ovkp is an additional time that occurs on the first R/W, after cold or warm boot, to SNVM using

authenticated or authenticated and encrypted text.

Secure NVM Programming Cycles
The following table describes secure NVM programming cycles.

Table 86 ¢ sSNVM Programming Cycles vs. Retention Characteristics

Programming Programming Cycles per Page, Programming Cycles per Block, Retention
Temperature Max Max Years
—40 °C to 100 °C 10,000 100,000 20

—40 °Cto 85 °C 10,000 100,000 20
-40°Cto 55°C 10,000 100,000 20

Note: Page size = 128 bytes. Block size = 56 KBytes.

System Services

This section describes system switching and throughput characteristics.

System Services Throughput Characteristics
The following table describes system services throughput characteristics.

Table 87 e System Services Throughput Characteristics

Parameter Symbol Service Typ Max Unit Conditions
ID
Serial number Tserial 00H 65 67 us
User code Tuser 01H 0.8 1.05 us
Design information Toesign 02H 2.4 2.7 us
Device certificate Teert 03H 255 271 ms
Read digests Taigest_read 04H 201 215 us
Query security locks Tsec_auery 05H 15 17 us
Read debug information TRd_debug 06H 34 38 us
Reserved 07H-0FH
Secure NVM write plain text TsNvM_wr_plain 10H Note 1
Secure NVM write authenticated Tsnvm_wr_Auth 11H Note 1
plain text
Secure NVM write authenticated Tsnvm_wr_cipher 12H Note 1
cipher text
Reserved 13H-
17H
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Figure 3 ¢ UJTAG Timing Diagram
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UJTAG_SEC Switching Characteristics
The following table describes characteristics of UITAG_SEC switching.

Table 89 e UJTAG Security Performance Characteristics

Parameter Symbol Min Typ Max Unit Condition

TCK frequency Frek MHz

USPI Switching Characteristics
The following section describes characteristics of USPI switching.

Table 90 ¢ SPI Macro Interface Timing Characteristics

Parameter Symbol Voo =3.3V Voo =2.5V Voo = 1.8V Vooi=1.5V Voo =1.2V Unit
Max Max Max Max Max

Propagation TPD_MOSI 0.8 1 1.2 1.4 1.6 ns

delay from TPD_MISO 35 3.75 4 425 4.5 ns

the fabric to

pins? TPD_SS 35 3.75 4 4.25 45 ns
TPD_SCK 3.5 3.75 4 4.25 4.5 ns
TPD_MOSI_OE 3.5 3.75 4 4.25 4.5 ns
TPD_SS_OE 3.5 3.75 4 4.25 4.5 ns
TPD_SCK_OE 3.5 3.75 4 4.25 4.5 ns

1. Assumes CL of the relevant I/O standard as described in the input and output delay measurement

tables.
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Figure 6 ® Warm Reset Timing
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Power-On Reset Voltages

Main Supplies

The start of power-up to functional time (Truer) is defined as the point at which the latest of the main
supplies (VDD, VDD18, VDD25) reach the reference voltage levels specified in the following table. This
starts the process of releasing the reset of the device and powering on the FPGA fabric and 10s.

Table 97 e POR Ref Voltages

Supply Power-On Reset Start Point (V) Note

VDD 0.95

Applies to both 1.0 V and 1.05 V operation.

VvDD18 1.71

VDD25 2.25

1/O-Related Supplies

For the I/Os to become functional (for low speed, sub 400 MHz operation), the (per-bank) I/0 supplies
(VDDI, VDDAUX) must reach the trip point voltage levels specified in the following table and the main
supplies above must also be powered on.

Table 98 ¢ I/O-Related Supplies

Supply 1/0 Power-Up Start Point (V)

VDDI 0.85

VDDAUX 1.6

There are no sequencing requirements for the power supplies. However, VDDI3 and must be valid at
same time as the main supplies. The other 10 supplies (VDDI, VDDAUX) have no effect on power-up of

FPGA fabric (that is, the fabric still powers up even if the 10 supplies of some 10 banks remain powered
off).
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1. With DPA counter measures.

Table 115 ¢ HMAC

& Microsemi

a AS\MicrocHip company

Modes Message Size (bits) Athena TeraFire Crypto Core Clock-Cycles CAL Delay In CPU Clock-Cycles
HMAC-SHA-256¢, 512 7477 2361
256-bit key 64K 88367 2099
HMAC-SHA-384¢, 1024 13049 2257
384-bit key 64K 106103 2153

1. With DPA counter measures.

Table 116 ¢ CMAC

authenticated)

Modes Message Size Athena TeraFire Crypto Core Clock- CAL Delay In CPU Clock-
(bits) Cycles Cycles

AES-CMAC-256* 128 446 9058

(message is only 64K 45494 111053

1. With DPA counter measures.

Table 117 e KEY TREE

Modes Message Size (bits) Athena TeraFire Crypto Core Clock-Cycles CAL Delay In CPU Clock-Cycles
128-bit nonce + 102457 2751

8-bit optype

256-bit nonce + 103218 2089

8-bit optype

Table 118 e SHA

Modes Message Size (bits) Athena TeraFire Crypto Core Clock-Cycles CAL Delay In CPU Clock-Cycles
SHA-1! 512 2386 1579
64K 77576 990
SHA-256! 512 2516 884
64K 84752 938
SHA-384! 1024 4154 884
64K 100222 938
SHA-5121 1024 4154 881
64K 100222 935

1. With DPA counter measures.

Table 119 ¢ ECC

Modes Message Size Athena TeraFire Crypto Core Clock- CAL Delay In CPU Clock-
(bits) Cycles Cycles

ECDSA SigGen, 1024 12528912 6944

P-384/SHA-3841 8K 12540448 5643

ECDSA SigGen, 1024 5502928 6155

P-384/SHA-384
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ECDSA SigVer, 1024 6421841 5759
P-384/SHA-384 8K 6273510 5759
Key Agreement (KAS), P- 5039125 6514
384

Point Multiply, P-256 5176923 4482
Point Multiply, P-384* 12043199 5319
Point Multiply, P-521* 26887187 6698
Point Addition, P-384 3018067 5779
KeyGen (PKG), P-384 12055368 6908
Point Verification, P-384 5091 3049

1. With DPA counter measures.

Table 120 ¢ IFC (RSA)

Modes Message Size Athena TeraFire Crypto Core CAL Delay In CPU Clock-
(bits) Clock-Cycles Cycles
Encrypt, RSA-2048, e=65537 2048 436972 8,972
Encrypt, RSA-3072, e=65537 3072 962162 12,583
Decrypt, RSA-2048?, CRT 2048 26862392 15900
Decrypt, RSA-3072%, CRT 3072 75153782 22015
Decrypt, RSA-4096, CRT 4096 89235615 23710
Decrypt, RSA-3072, CRT 3072 37880180 18638
SigGen, RSA-3072/SHA-3841,CRT, PKCS #1 1024 75197644 20032
Viis 8K 75213653 19303
SigGen, RSA-3072/SHA-384, PKCS #1, V 1024 148090970 14642
15 8K 148102576 13936
SigVer, RSA-3072/SHA-384, e = 65537, 1024 970991 12000
PKCSHLVLS 8K 982011 11769
SigVer, RSA-2048/SHA-256, e = 65537, 1024 443493 8436
PRCS#1V 1.5 8K 453007 8436
SigGen, RSA-3072/SHA-384, ANSI X9.31 1024 147138254 13945
8K 147155896 13523
SigVer, RSA-3072/SHA-384, e = 65537, 1024 973269 11313
ANSIX9.31 8K 983255 11146

1. With DPA counter measures.

Table 121  FFC (DH)

Modes Message Size Athena TeraFire Crypto Core CAL Delay In CPU Clock-
(bits) Clock-Cycles Cycles

SigGen, DSA-3072/SHA-3841 1024 27932907 13969
8K 27942415 13501

SigGen, DSA-3072/SHA-384 1024 12086356 13602

SigVer, DSA-3072/SHA-384 1024 24597916 15662
8K 24229420 15133
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