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The following documents are recommended references. For more information about PolarFire static and
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1/0 Bank VICM_RANGE Viem®? Viecm3 Viem®® Vip? Vio Vip
Standard Type Libero Setting Min (V) Typ (V) Max (V) Min (V) Typ (V) Max (V)
Low 0.05 0.4 0.8 0.1 0.35 0.6
LVDS18 HSIO Mid (default) 0.6 1.25 1.65 0.1 0.35 0.6
Low 0.05 0.4 0.8 0.1 0.35 0.6
LCMDS33 GPIO Mid (default) 0.6 1.25 2.35 0.1 0.35 0.6
Low 0.05 0.4 0.8 0.1 0.35 0.6
LCMDS18 HSIO Mid (default) 0.6 1.25 1.65 0.1 0.35 0.6
Low 0.05 0.4 0.8 0.1 0.35 0.6
LCMDS25 GPIO Mid (default) 0.6 1.25 2.35 0.1 0.35 0.6
Low 0.05 0.4 0.8 0.1 0.35 0.6
RSDS33 GPIO Mid (default) 0.6 1.25 2.35 0.1 0.2 0.6
Low 0.05 0.4 0.8 0.1 0.2 0.6
RSDS25 GPIO Mid (default) 0.6 1.25 2.35 0.1 0.2 0.6
Low 0.05 0.4 0.8 0.1 0.2 0.6
RSDS18° HSIO Mid (default) 0.6 1.25 1.65 0.1 0.2 0.6
Low 0.05 0.4 0.8 0.1 0.2 0.6
MINILVDS33 GPIO Mid (default) 0.6 1.25 2.35 0.1 0.3 0.6
Low 0.05 0.4 0.8 0.1 0.3 0.6
MINILVDS25 GPIO Mid (default) 0.6 1.25 2.35 0.1 0.3 0.6
Low 0.05 0.4 0.8 0.1 0.3 0.6
MINILVDS18° HSIO Mid (default) 0.6 1.25 1.65 0.1 0.3 0.6
Low 0.05 0.4 0.8 0.1 0.3 0.6
SUBLVDS33 GPIO Mid (default) 0.6 0.9 2.35 0.1 0.15 0.3
Low 0.05 0.4 0.8 0.1 0.15 0.3
SUBLVDS25 GPIO Mid (default) 0.6 0.9 2.35 0.1 0.15 0.3
Low 0.05 0.4 0.8 0.1 0.15 0.3
SUBLVDS18° HSIO Mid (default) 0.6 0.9 1.65 0.1 0.15 0.3
Low 0.05 0.4 0.8 0.1 0.15 0.3
PPDS33 GPIO Mid (default) 0.6 0.8 2.35 0.1 0.2 0.6
Low 0.05 0.4 0.8 0.1 0.2 0.6
PPDS25 GPIO Mid (default) 0.6 0.8 2.35 0.1 0.2 0.6
Low 0.05 0.4 0.8 0.1 0.2 0.6
PPDS18° HSIO Mid (default) 0.6 0.8 1.65 0.1 0.2 0.6
Low 0.05 0.4 0.8 0.1 0.2 0.6
SLVS33¢ GPIO Mid (default) 0.6 1.25 2.35 0.1 0.2 0.3
Low 0.05 0.2 0.8 0.1 0.2 0.3
SLVS25¢ GPIO Mid (default) 0.6 1.25 2.35 0.1 0.2 0.3
Low 0.05 0.2 0.8 0.1 0.2 0.3
SLVS18° HSIO Mid (default) 0.6 1.00 1.65 0.1 0.2 0.3
Low 0.05 0.4 0.8 0.1 0.2 0.3
HCSL33¢ GPIO Mid (default) 0.6 1.25 2.35 0.1 0.55 1.1
Low 0.05 0.35 0.8 0.1 0.55 11
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1/0 Bank Vocm?! Vocm Vocm Vop? Voo? Vop?
Standard Type Min (V) Typ (V) Max (V) Min (V) Typ (V) Max (V)
MLVDSE253 GPIO 1.25 0.396 0.442 0.453
LVPECLE333 GPIO 1.65 0.664 0.722 0.755
MIPIE253 GPIO 0.25 0.1 0.22 0.3

1. Vocm is the output common mode voltage.
2. Voo is the output differential voltage.
3. Emulated output only.

6.3.3 Complementary Differential DC Input and Output Levels
The following tables list the complementary differential DC 1/0 levels.

Table 16 ® Complementary Differential DC Input Levels

1/0 Vooi Voo Vooi Viemi3 Viemt2 Viemd3 Vip? Vio
Standard Min (V) Typ (V) Max (V) Min (V) Typ (V) Max (V) Min (V) Max (V)
SSTL25I 2.375 2.5 2.625 1.164 1.250 1.339 0.1

SSTL25I1 2.375 2.5 2.625 1.164 1.250 1.339 0.1

SSTL18I 1.71 1.8 1.89 0.838 0.900 0.964 0.1

SsTL18lI 1.71 1.8 1.89 0.838 0.900 0.964 0.1

SSTL15I 1.425 15 1.575 0.698 0.750 0.803 0.1

SSTL15II 1.425 1.5 1.575 0.698 0.750 0.803 0.1

SSTL135I 1.283 1.35 1.418 0.629 0.675 0.723 0.1

SSTL13511 1.283 1.35 1.418 0.629 0.675 0.723 0.1

HSTL15I 1.425 1.5 1.575 0.698 0.750 0.803 0.1

HSTL15I1 1.425 1.5 1.575 0.698 0.750 0.803 0.1

HSTL135I 1.283 1.35 1.418 0.629 0.675 0.723 0.1

HSTL135lI 1.283 1.35 1.418 0.629 0.675 0.723 0.1

HSTL12I 1.14 1.2 1.26 0.559 0.600 0.643 0.1

HSuUL18I 1.71 1.8 1.89 0.838 0.900 0.964 0.1

HSUL18II 1.71 1.8 1.89 0.838 0.900 0.964 0.1

HSUL12I 1.14 1.2 1.26 0.559 0.600 0.643 0.1

POD12I 1.14 1.2 1.26 0.787 0.840 0.895 0.1

POD12II 1.14 1.2 1.26 0.787 0.840 0.895 0.1

1. Viem is the input common mode voltage.
2. Vo is the input differential voltage.
3. Viem rules are as follows:

a. Viem must be less than Vooi -0.4V;

b. Viem + Vio/2 must be <Vooi + 0.4 V;
c. Viem — Vio/2 must be >VSS—-0.3 V.

DS0141 Datasheet Revision 1.3 18
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7 AC Switching Characteristics

This section contains the AC switching characteristics of the PolarFire FPGA device.

7.1 I/0 Standards Specifications

This section describes I/0 delay measurement methodology, buffer speed, switching characteristics,
digital latency, gearing training calibration, and maximum physical interface (PHY) rate for memory
interface IP.

7.1.1 Input Delay Measurement Methodology Maximum PHY Rate for Memory Interface IP
The following table provides information about the methodology for input delay measurement.

Table 22 e Input Delay Measurement Methodology

Standard Description Vi \/'Y Vip? Viem? Vmeas® 4 Vrerd Unit

PCI PCIE3.3V 0 VDDI VDDI/2 \Y

LVTTL33 LVTTL3.3V 0 VDDI VDDI/2 \Y

LVCMOS33 LVCMOS 3.3V 0 VDDI VDDI/2 Vv

LVCMOS25 LVCMOS 2.5V 0 VDDI VDDI/2 \Y

LVCMOS18 LVCMOS 1.8V 0 VDDI VvDDI/2 \

LVCMOS15 LVCMOS 1.5V 0 VDDI VDDI/2 \Y

LVCMOS12 LVCMOS 1.2V 0 VDDI VDDI/2 \Y

SSTL25I SSTL2.5V Vrer — Vrer + Vrer 1.25 \%
Class | 0.5 0.5

SSTL25II SSTL2.5V VRer — VRer + Vrer 1.25 \Y
Class Il 0.5 0.5

SSTL18I SSTL1.8V Vrer — Vrer + Vrer 0.90 \%
Class | 0.5 0.5

SSTL18II SSTL1.8V VRer — VRrer + VRer 0.90 \%
Class Il 0.5 0.5

SSTL15I SSTL1.5V VRer — VRer + Vrer 0.75 \%
Class | 175 175

SSTL15II SSTL1.5V Vrer — Vrer + Vrer 0.75 \%
Class Il 175 175

SSTL135I SSTL1.35V VRer — Vrer + Vrer 0.675 \Y
Class | .16 .16

SSTL13511 SSTL1.35V VRer — VRer + Vrer 0.675 \%
Class Il .16 .16

HSTL15I HSTL1.5V VRer — Vrer + Vrer 0.75 \%
Class | .5 .5

HSTL151I HSTL1.5V VRer — VRer + Vrer 0.75 \Y
Class Il .5 .5

HSTL135I HSTL1.35V VRer — VREF + . Vrer 0.675 \Y
Class | 0.45 45

HSTL135I1 HSTL1.35V VRer — VRrer + VRer 0.675 \%
Class Il .45 .45

HSTL12 HSTL1.2V VRer — VRer + Vrer 0.60 \%

4 4
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Parameter Symbol Min Typ Max Unit
Operating current (Voois) RCscvep 0.1 MA
Operating current (Voo) RCscvop 60.7 MA

DS0141 Datasheet Revision 1.3
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The following tables describe the LSRAM blocks' performance.
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Table 43 ¢ LSRAM Performance Industrial Temperature Range (—40 °C to 100 °C)

Parameter

Voo =
1.0V-STD

Voo =

Voo =

10v-1 1.05Vv-STD

Voo =
1.05v-1

Unit

Condition

Operating
frequency

343

428

343

428

MHz

Two-port, all supported widths,
pipelined, simple-write, and write-
feed-through

309

428

309

428

MHz

Two-port, all supported widths,
non-pipelined, simple-write, and
write-feed-through

343

428

343

428

MHz

Dual-port, all supported widths,
pipelined, simple-write, and write-
feed-through

309

428

309

428

MHz

Dual-port, all supported widths,
non-pipelined, simple-write, and
write-feed-through

343

428

343

428

MHz

Two-port pipelined ECC mode,
pipelined, simple-write, and write-
feed-through

279

295

279

295

MHz

Two-port non-pipelined ECC
mode, pipelined, simple-write,
and write-feed-through

343

428

343

428

MHz

Two-port pipelined ECC mode,
non-pipelined, simple-write, and
write-feed-through

196

285

196

285

MHz

Two-port non-pipelined ECC
mode, non-pipelined, simple-
write, and write-feed-through

274

285

274

285

MHz

Two-port, all supported widths,
pipelined, and read-before-write

274

285

274

285

MHz

Two-port, all supported widths,
non-pipelined, and read-before-
write

274

285

274

285

MHz

Dual-port, all supported widths,
pipelined, and read-before-write

274

285

274

285

MHz

Dual-port, all supported widths,
non-pipelined, and read-before-
write

274

285

274

285

MHz

Two-port pipelined ECC mode,
pipelined, and read-before-write

274

285

274

285

MHz

Two-port non-pipelined ECC
mode, pipelined, and read-before-
write

274

285

274

285

MHz

Two-port pipelined ECC mode,
non-pipelined, and read-before-
write

193

285

193

285

MHz

Two-port non-pipelined ECC
mode, non-pipelined, and read-
before-write
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Parameter Symbol STD STD STD -1 -1 -1 Unit
Min Typ Max Min Typ Max

Reference clock input FxcvrReFcLkMAX 20 156 20 156 MHz

rate® 23 CASCADE

Reference clock rate at FrxRercLkpFD 20 156 20 156 MHz

the PFD*

Reference clock rate FrxrercLkprp106 75 156 75 156 MHz

recommended at the

PFD for Tx rates 10 Gbps

and above*

Tx reference clock Frxrerpn -110 -110 dBc

phase noise /Hz

requirements to meet

jitter specifications (156

MHz clock at reference

clock input)®

Phase noise at 10 KHz Frxrerpn -110 -110 dBc
/Hz

Phase noise at 100 KHz Frxrerpn -115 -115 dBc
/Hz

Phase noise at 1 MHz Frxrerpn -135 -135 dBc
/Hz

Reference clock input TRerRISE 200 500 200 500 ps

rise time (10%—90%)

Reference clock input TrerrALL 200 500 200 500 ps

fall time (90%—10%)

Reference clock duty TrerpuTY 40 60 40 60 %

cycle

Spread spectrum Mod_Spread 0.1 3.1 0.1 3.1 %

modulation spread®

Spread spectrum Mod_Freq TxREF 32 TxREF TxREF 32 TxREF KHz

modulation frequency’ CLKPFD/ CLKPFD/ CLKPFD/ CLKPFD/

(128) (128*63) (128) (128*63)

1. See the maximum reference clock rate allowed per input buffer standard.

2. The minimum value applies to this clock when used as an XCVR reference clock. It does not apply
when used as a non-XCVR input buffer (DC input allowed).

3. Cascaded reference clock.

4. After reference clock input divider.

5. Required maximum phase noise is scaled based on actual Frxrefcikero value by 20 x log10 (TxRefCIkPFD
/156 MHz). It is assumed that the reference clock divider of 4 is used for these calculations to always
meet the maximum PFD frequency specification.

6. Programmable capability for depth of down-spread or center-spread modulation.

7. Programmable modulation rate based on the modulation divider setting (1 to 63).

Transceiver Reference Clock 1/0 Standards
The following table describes the differential I/O standards supported as transceiver reference clocks.
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Parameter Modes ! STD  STD -1 -1 Unit
Min Max Min Max
Transceiver RX_CLK 10-bit, max data rate = 1.6 Gbps_ 160 160 MHz
range (non- 16-bit, max data rate = 4.8 Gbps 300 300  MHz
deterministic PCS mode
with global or regional 20-bit, max data rate = 6.0 Gbps 300 300 MHz
fabric clocks) 32-bit, max data rate = 10.3125 Gbps 325 325 MHz
40-bit, max data rate = 260 320 MHz
10.3125 Gbps (-STD) / 12.7 Gbps (-1)!
64-bit, max data rate = 165 200 MHz
10.3125 Gbps (-STD) / 12.7 Gbps (-1)!
80-bit, max data rate = 130 160 MHz
10.3125 Gbps (-STD) / 12.7 Gbps (-1)*
Fabric pipe mode 32-bit, max data rate = 6.0 Gbps 150 150 MHz
Transceiver TX_CLK 8-bit, max data rate = 1.6 Gbps 200 200 MHz
range (deterministic 10-bit, max data rate = 1.6 Gbps 160 160 MHz
PCS mode with regional
fabric clocks) 16-bit, max data rate = 225 266 MHz
3.6 Gbps (-STD) / 4.25 Gbps (-1)
20-bit, max data rate = 225 266 MHz
4.5 Gbps (-STD) / 5.32 Gbps (-1)
32-bit, max data rate = 225 266 MHz
7.2 Gbps (-STD) / 8.5 Gbps (-1)
40-bit, max data rate = 225 266 Mhz
9.0 Gbps (-STD) / 10.6 Gbps (-1)*
64-bit, max data rate = 165 200 MHz
10.3125 Gbps (-STD) / 12.7 Gbps (-1)?
80-bit, max data rate = 130 160 MHz
10.3125 Gbps (-STD) / 12.7 Gbps (-1)!
Transceiver RX_CLK 8-bit, max data rate = 1.6 Gbps 200 200 MHz
range {deterministic 10-bit, max data rate = 1.6 Gbps 160 160 MHz
PCS mode with regional
fabric clocks) 16-bit, max data rate = 225 266 MHz
3.6 Gbps (—STD) / 4.25 Gbps (-1)
20-bit, max data rate = 225 266 MHz
4.5 Gbps (-STD) / 5.32 Gbps (-1)
32-bit, max data rate = 225 266 MHz
7.2 Gbps (-STD) / 8.5 Gbps (-1)
40-bit, max data rate = 225 266 MHz
9.0 Gbps (-STD) / 10.6 Gbps (-1)!
64-bit, max data rate = 165 200 MHz
10.3125 Gbps (-STD) / 12.7 Gbps (-1)t
80-bit, max data rate = 130 160 MHz

10.3125 Gbps (-STD) / 12.7 Gbps (-1)?

1. For data rates greater than 10.3125 Gbps, VDDA must be set to 1.05 V mode. See supply tolerance
in the section Recommended Operating Conditions (see page 6).

Note: Until specified, all modes are non-deterministic. For more information, see UG0677: PolarFire
FPGA Transceiver User Guide.
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Table 52 ¢ PolarFire Transceiver Transmitter Characteristics
Parameter Symbol Min Typ Max Unit Condition
Differential Vorerm 85 Q
termination Vorenm 100 Q
Vorterm 150 Q
Common mode Vocm 0.44 x Vopa 0.525 x Vooa 0.59 x Vooa Vv DC coupled 50% setting
voltage! Voem 0.52xVooa 0.6 x Voon 0.66xVooa  V DC coupled 60% setting
Vocm 0.61 x Vooa 0.7 x Vooa 0.75 x Vooa Vv DC coupled 70% setting
Vocm 0.63 x Vooa 0.8 x Vooa 0.83 x Vooa Vv DC coupled 80% setting
Rise time? Toxrr 41 70 ps 20% to 80%
Fall time? 41 70 ps 80% to 20%
Differential peak-to- Voore 1040 mV 1000 mV setting
peak amplitude Voore 840 mv 800 mV setting
Vooep 630 mV 600 mV setting
Voorp 620 mV 500 mV setting
Vooep 530 mV 400 mV setting
Voorp 360 mV 300 mV setting
Voorp 240 mV 200 mV setting
Vooep 160 mV 100 mV setting
Transmit lane P to N Toskew 8 15 ps
skew?
Lane to lane transmit Tuiskew 75 ps Single PLL
skew ps Multiple PLL
Electrical idle TTXEITrE ns
transition entry time’ ntry
Electrical idle TTXEITrE ns
transition exit time’ Xxit
Electrical idle VTxElpp mV
amplitude
TXPLL lock time TTxtock 1600 PFD cycles
Digital PLL lock time? TopLitock REFCLK Uls
Total jitter>® T ul Data rate 28.5 Gbps to 12.7 Gbps®
Deterministic jitters6 Tos ul (Tx Vco rate 4.25 GHz to 6.35 GHz)
Total jitters® T 0.28 ul Data rate 3.2 Gbps to 8.5 Gbps
Deterministic jitter>® Tos 0.07 Ul (Tx Vco rate 2.5 GHz to 5.0 GHz)
Total jitter>® T 0.28 Ul Data rate 21.6 Gbps to 3.2 Gbps
Deterministic jitter>® Tos 0.07 ul (Tx Vco rate 2.5 GHz to 5.0 GHz)
Total jitter>® T 0.13 ul Data rate > 800 Mbps to 1.6 Gbps
Deterministic jitters® Tos 0.02 ul (Tx Vco rate 2.5 GHz to 5.0 GHz)
Total jitter>® T 0.06 Ul Data rate = 250 Mbps to 800 Mbps
Deterministic jitters® Tos 0.01 ul (Tx Vco rate 2.5 GHz to 5.0 GHz)

1. Increased DC common mode settings above 50% reduce allowed Voo output swing capabilities.
2. Adjustable through transmit emphasis.
3. With estimated package differences.

4. Single PLL applies to all four lanes in the same quad location with the same TxPLL.
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Parameter Devices Typ Max Unit

UFS UPERM digest run time MPF100T, TL, TS, TLS us
MPF200T, TL, TS, TLS 33.2 349 us
MPF300T, TL, TS, TLS 33.2 34.9 us
MPF500T, TL, TS, TLS us

Factory digest run time MPF100T, TL, TS, TLS us
MPF200T, TL, TS, TLS 493.6 510.1 us
MPF300T, TL, TS, TLS 493.6 510.1 us
MPF500T, TL, TS, TLS s

1. The entire sSNVM is used as ROM.
2. Valid for user key 0 through 6.

Note: These times do not include the power-up to functional timing overhead when using digest checks
on power-up.

Zeroization Time

The following tables describe zeroization time. A zeroization operation is counted as one programming
cycle.

Table 77 e Zeroization Times for MPF100T, TL, TS, and TLS Devices

Parameter Typ Max Unit Conditions
Time to enter zeroization ms Zip flag set
Time to destroy the fabric data® ms Data erased
Time to destroy data in non-volatile memory (like new)* 2 ms One iteration of
scrubbing
Time to destroy data in non-volatile memory (recoverable)® 3 ms One iteration of
scrubbing
Time to destroy data in non-volatile memory (non-recoverable)® 4 ms One iteration of
scrubbing
Time to scrub the fabric data? s Full scrubbing
Time to scrub the pNVM data (like new)* 2 s Full scrubbing
Time to scrub the pNVM data (recoverable)® 3 s Full scrubbing
Time to scrub the fabric data pNVM data (non-recoverable)® 4 s Full scrubbing
Time to verify> s
1. Total completion time after entering zeroization.
2. Like new mode—zeroizes user design security setting and sSNVM content.
3. Recoverable mode—zeroizes user design security setting, sSNVM and factory keys.
4. Non-recoverable mode—zeroizes user design security setting, SNVM and factory keys, and factory

data required for programming.
5. Time to verify after scrubbing completes.

Table 78 e Zeroization Times for MPF200T, TL, TS, and TLS Devices

Parameter Typ Max Unit Conditions
Time to enter zeroization ms Zip flag set
Time to destroy the fabric data?! ms Data erased
Time to destroy data in non-volatile memory (like new)*?2 ms One iteration of
scrubbing
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Parameter Typ Max Unit Conditions
Time to destroy data in non-volatile memory (non-recoverable)* * ms One iteration of
scrubbing
Time to scrub the fabric data! s Full scrubbing
Time to scrub the pNVM data (like new)*? s Full scrubbing
Time to scrub the pNVM data (recoverable)® 3 s Full scrubbing
Time to scrub the fabric data pNVM data (non-recoverable)? s Full scrubbing
Time to verify® s
1. Total completion time after entering zeroization.
2. Like new mode—zeroizes user design security setting and sSNVM content.
3. Recoverable mode—zeroizes user design security setting, SNVM and factory keys.
4. Non-recoverable mode—zeroizes user design security setting, SNVM and factory keys, and factory
data required for programming.
5. Time to verify after scrubbing completes.
7.6.7 Verify Time

The following tables describe verify time.

Table 81 ¢ Standalone Fabric Verify Times

Parameter Devices Max Unit

Standalone verification over JTAG MPF100T, TL, TS, TLS s
MPF200T, TL, TS, TLS 531 s
MPF300T, TL, TS, TLS 90! s
MPF500T, TL, TS, TLS s

Standalone verification over SPI MPF100T, TL, TS, TLS s
MPF200T, TL, TS, TLS 37?2 S
MPF300T, TL, TS, TLS 552 s

MPF500T, TL, TS, TLS

1. Programmer: FlashPro5, TCK 10 MHz; PC configuration: Intel i7 at 3.6 GHz, 32 GB RAM, Windows 10.

2. SmartFusion2 with MSS running at 100 MHz, MSS_SPI_0 port running at 6.67 MHz. DirectC version

4.1.

Notes:

Standalone verify is limited to 2,000 total device hours ove r the industrial =40 °C to 100 °C

temperature.

Use the digest system service, for verify device time more than 2,000 hours.

Standalone verify checks the programming margin on both the P and N gates of the push-pull cell.
Digest checks only the P side of the push-pull gate. However, the push-pull gates work in tandem.
Digest check is recommended if users believe they will exceed the 2,000-hour verify time

specification.

Table 82 e Verify Time by Programming Hardware

Devices IAP FlashPro4 FlashPro5 BP Silicon Sculptor Units
MPF100T, TL, TS, TLS

MPF200T, TL, TS, TLS 9 67 53 S
MPF300T, TL, TS, TLS 14 95 90 s
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Devices IAP FlashPro4 FlashPro5 BP Silicon Sculptor Units

MPF500T, TL, TS, TLS

Notes:

® FlashPro4 4 MHz TCK.
® FlashPro5 10 MHz TCK.
® pC configuration: Intel i7 at 3.6 GHz, 32 GB RAM, Windows 10.

Table 83 e Verify System Services

Parameter Symbol ServicelD Devices Typ Max Unit

In application verify by index TiaP_ver_index 44H MPF100T, TL, TS, TLS s
MPF200T, TL, TS, TLS 8.2 9 s
MPF300T, TL, TS, TLS 12.4 13 s
MPF500T, TL, TS, TLS S

In application verify by SPI address Tiap_ver_addr 45H MPF100T, TL, TS, TLS s
MPF200T, TL, TS, TLS 8.2 9 s
MPF300T, TL, TS, TLS 12.4 13 S
MPF500T, TL, TS, TLS s

7.6.8 Authentication Time

The following tables describe authentication system service time.

Table 84 ¢ Authentication Services

Parameter Symbol ServicelD Devices Typ Max Unit

Bitstream Authentication Teir_autH 22H MPF100T, TL, TS, TLS S
MPF200T, TL, TS, TLS 3.3 3.7 S
MPF300T, TL, TS, TLS 49 5.4 s
MPF500T, TL, TS, TLS s

IAP Image Authentication Tiap_auTH 23H MPF100T, TL, TS, TLS S
MPF200T, TL, TS, TLS 33 37 s
MPF300T, TL, TS, TLS 4.9 5.4 S

MPF500T, TL, TS, TLS

7.6.9 Secure NVM Performance
The following table describes secure NVM performance.

Table 85 e sNVM Read/Write Characteristics

Parameter Symbol Min Typ Max Unit Conditions
Plain text programming 7.0 7.2 7.9 ms

Authenticated text programming 7.2 7.4 9.4 ms

Authenticated and encrypted text programming 7.2 7.4 9.4 ms

Authentication R/W 1st access from power-up Trur_ovHD 100 111 ms From
overhead TrAB_READY
Plain text read 7.67 7.79 8.2 us
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Parameter Symbol Min Typ Max Unit Conditions
Authenticated text read 113.25 114.02 118.5 us
Authenticated and decrypted text read 159.59 160.53 166.5 us

Notes:

® Ppage size= 252 bytes (non-authenticated), 236 bytes (authenticated).
® Only page reads and writes allowed.
®  Teur_ovkp is an additional time that occurs on the first R/W, after cold or warm boot, to SNVM using

authenticated or authenticated and encrypted text.

Secure NVM Programming Cycles
The following table describes secure NVM programming cycles.

Table 86 ¢ sSNVM Programming Cycles vs. Retention Characteristics

Programming Programming Cycles per Page, Programming Cycles per Block, Retention
Temperature Max Max Years
—40 °C to 100 °C 10,000 100,000 20

—40 °Cto 85 °C 10,000 100,000 20
-40°Cto 55°C 10,000 100,000 20

Note: Page size = 128 bytes. Block size = 56 KBytes.

System Services

This section describes system switching and throughput characteristics.

System Services Throughput Characteristics
The following table describes system services throughput characteristics.

Table 87 e System Services Throughput Characteristics

Parameter Symbol Service Typ Max Unit Conditions
ID
Serial number Tserial 00H 65 67 us
User code Tuser 01H 0.8 1.05 us
Design information Toesign 02H 2.4 2.7 us
Device certificate Teert 03H 255 271 ms
Read digests Taigest_read 04H 201 215 us
Query security locks Tsec_auery 05H 15 17 us
Read debug information TRd_debug 06H 34 38 us
Reserved 07H-0FH
Secure NVM write plain text TsNvM_wr_plain 10H Note 1
Secure NVM write authenticated Tsnvm_wr_Auth 11H Note 1
plain text
Secure NVM write authenticated Tsnvm_wr_cipher 12H Note 1
cipher text
Reserved 13H-
17H
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Figure 3 ¢ UJTAG Timing Diagram

L g pu T o o S g U g S T U 0 o

1 1 1 1 1
TI {
TRSTE ) —
™S N / 1 / )
1 1 1 1 '{ b\ 1 1 1 1 1 1 1 1 1 1
UDRCAP | |
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
UDRSH
R
UDRUPD
URSTE Iy
L{—'—1
o0 1 1 1 1 1 ! 1 1 1 1 1 1 1 1
1 1 1 1 1 I—'—’t 1 1 1 1 1 1 1 1
IAG SM — W bt K b —

UJTAG_SEC Switching Characteristics
The following table describes characteristics of UITAG_SEC switching.

Table 89 e UJTAG Security Performance Characteristics

Parameter Symbol Min Typ Max Unit Condition

TCK frequency Frek MHz

USPI Switching Characteristics
The following section describes characteristics of USPI switching.

Table 90 ¢ SPI Macro Interface Timing Characteristics

Parameter Symbol Voo =3.3V Voo =2.5V Voo = 1.8V Vooi=15V Voo =1.2V Unit
Max Max Max Max Max

Propagation TPD_MOSI 0.8 1 1.2 1.4 1.6 ns

delay from TPD_MISO 35 3.75 4 425 4.5 ns

the fabric to

pins? TPD_SS 35 3.75 4 4.25 45 ns
TPD_SCK 3.5 3.75 4 4.25 4.5 ns
TPD_MOSI_OE 3.5 3.75 4 4.25 4.5 ns
TPD_SS_OE 3.5 3.75 4 4.25 4.5 ns
TPD_SCK_OE 3.5 3.75 4 4.25 4.5 ns

1. Assumes CL of the relevant I/O standard as described in the input and output delay measurement

tables.
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Parameter Symbol Typ Max Unit
Time from negation of RESPONSE to all I/Os re-enabled TCLR_I0_DISABLE 28 38 us
Time from triggering the response to security locked Tiockpown ns
Time from negation of RESPONSE to earlier security unlock condition Tcir_tockbown ns
Time from triggering the response to device enters RESET Ter_ReseT 11.7 14 us
Time from triggering the response to start of zeroization Tr_zerouise 7.4 8.2 ms

System Controller Suspend Switching Characteristics
The following table describes the characteristics of system controller suspend switching.

Table 95 e System Controller Suspend Entry and Exit Characteristics

Parameter Symbol Definition Typ Max Unit
Time from TRSTb falling Tsuspend_Trl 2 Suspend entry time from TRST_N 42 44 ns
edge to SUSPEND_EN signal assertion

assertion

Time from TRSTb rising edge Tsuspend_exit Suspend exit time from 361 372 ns
to ACTIVE signal assertion TRST_N negation

1. ACTIVE indicates that the system controller is inactive or active regardless of the state of
SUSPEND_EN.
2. ACTIVE signal must never be asserted with SUSPEND_EN is asserted.

Dynamic Reconfiguration Interface

The following table provides interface timing information for the DRI, which is an embedded APB slave
interface within the FPGA fabric that does not use FPGA resources.

Table 96 ¢ Dynamic Reconfiguration Interface Timing Characteristics

Parameter Symbol Max Unit

PCLK frequency Feo_pcik 200 MHz

Power-Up to Functional Timing

Microsemi non-volatile FPGA technology offers the fastest boot-time of any mid-range FPGA in the
market. The following tables describes both cold-boot (from power-on) and warm-boot (assertion of
DEVRST_N pin or assertion of reset from the tamper macro) timing. The power-up diagrams assume all
power supplies to the device are stable.

Power-On (Cold) Reset Initialization Sequence
The following cold reset timing diagram shows the initialization sequencing of the device.
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Figure 6 ® Warm Reset Timing
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Power-On Reset Voltages

Main Supplies

The start of power-up to functional time (Truer) is defined as the point at which the latest of the main
supplies (VDD, VDD18, VDD25) reach the reference voltage levels specified in the following table. This
starts the process of releasing the reset of the device and powering on the FPGA fabric and 10s.

Table 97 e POR Ref Voltages

Supply Power-On Reset Start Point (V) Note

VDD 0.95

Applies to both 1.0 V and 1.05 V operation.

VvDD18 1.71

VDD25 2.25

1/O-Related Supplies

For the I/Os to become functional (for low speed, sub 400 MHz operation), the (per-bank) I/0 supplies
(VDDI, VDDAUX) must reach the trip point voltage levels specified in the following table and the main
supplies above must also be powered on.

Table 98 ¢ I/O-Related Supplies

Supply 1/0 Power-Up Start Point (V)

VDDI 0.85

VDDAUX 1.6

There are no sequencing requirements for the power supplies. However, VDDI3 and must be valid at
same time as the main supplies. The other 10 supplies (VDDI, VDDAUX) have no effect on power-up of

FPGA fabric (that is, the fabric still powers up even if the 10 supplies of some 10 banks remain powered
off).
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Table 101 ¢ Cold and Warm Boot
Parameter Symbol Min Typ Max Unit Condition
The time from Trae_reaoy to 0 0 0 ms
ready to program through
JTAG/SPI-Slave
The time from Tras_reaoy to Teur_ovhp? Teur_ovhp? ms
auto-update start
The time from Tras_reaoy to Trur_ovHp? Teur_ovHp? ms
programming recovery start
The time from Tras_reany to TTAMPER_READY 0 0 0 ms
the tamper flags being
available
The time from TcryPTO_READY 0 0 0 ms

Tras_reapy to the

Athena

Crypto co-processor being

available (for S

devices only)

7.9.8

1. Programming depends on the PUF to power up. Refer to Trur_ovip at section Secure NVM
Performance (see page 58).

1/0 Calibration

The following tables specify the initial 1/O calibration time for the fastest and slowest supported VDDI
ramp times of 0.2 ms to 50 ms, respectively. This only applies to /O banks specified by the user to be
auto-calibrated.

Table 102 ¢ 1/0 Initial Calibration Time (TCALIB)

Ramp Time Min (ms) Max (ms) Condition

0.2ms 0.98 2.63 Applies to HSIO and GPIO banks

50 ms 41.62 62.19 Applies to HSIO and GPIO banks
Notes:

®  The user may specify any VDDI ramp time in the range specified above. The nominal initial
calibration time is given by the specified VDDI ramp time plus 2 ms.

® |n order for 10 calibration to start, VDDI and VDDAUX of the 1/0 bank must be higher than the trip
point levels specified in 1/0-Related Supplies (see page 66).

Table 103 ¢ /0 Fast Recalibration Time (TRECALIB)

1/0 Type Min (ms) Typ (ms) Max (ms) Condition
GPIO bank 0.16 0.20 0.24 GPIO configured for 3.3 V operation
HSIO bank 0.20 0.25 0.30 HSIO configured for 1.8 V operation

Note: In order to obtain fast re-calibration, the user must assert the relevant clock request signal from
the FPGA fabric to the 1/0 bank controller.

The following table describes the time to enter Flash*Freeze Mode and to exit Flash*Freeze mode.
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7.11 User Crypto

The following section describes user crypto.

7.11.1 TeraFire 5200B Switching Characteristics

The following table describes TeraFire 5200B switching characteristics.

Table 112 e TeraFire F5200B Switching Characteristics

Parameter Symbol VDD = VDD = VDD = VDD = Unit Condition
1.0VSTD 10v-1 1.05VSTD 1.05v-1

Operating Fmax 189 189 MHz —40 °C to 100 °C

frequency

7.11.2 TeraFire 5200B Throughput Characteristics

The following tables for each algorithm describe the TeraFire 5200B throughput characteristics.

Note: Throughput cycle count collected with Athena TeraFire Core and RISCV running at 100 MHz.

Table 113 e AES

Modes Message Size Athena TeraFire Crypto Core Clock-Cycles CAL Delay In CPU

(bits) Clock-Cycles
AES-ECB-128 encrypt? 128 515 1095

64K 50157 933
AES-ECB-128 decrypt* 128 557 1760

64K 48385 1524
AES-ECB-256 encrypt! 128 531 1203

64K 58349 1203
AES-ECB-256 decrypt! 128 589 1676

64K 56673 1671
AES-CBC-256 encrypt! 128 576 1169

64K 52547 1169
AES-CBC-256 decrypt! 128 585 1744

64K 48565 1652
AES-GCM-128 encrypt?, 128 1925 2740
128-bit tag, (full message 64K 60070 2158
encrypted/authenticated)
AES-GCM-256 encrypt?, 128 1973 2268
128-bit tag, (full message 64K 60102 2151

encrypted/authenticated)

1. With DPA counter measures.

Table 114 ¢ GMAC

Modes Message Size Athena TeraFire Crypto Core Clock- CAL Delay In CPU Clock-
(bits) Cycles Cycles
AES-GCM-2561, 128-bit tag, 128 1863 2211

(message is only
authenticated)

64K 49707 2128
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Modes Message Size (bits) Athena TeraFire Crypto Core Clock-Cycles CAL Delay In CPU Clock-Cycles
HMAC-SHA-256¢, 512 7477 2361
256-bit key 64K 88367 2099
HMAC-SHA-384¢, 1024 13049 2257
384-bit key 64K 106103 2153

1. With DPA counter measures.

Table 116 ¢ CMAC

authenticated)

Modes Message Size Athena TeraFire Crypto Core Clock- CAL Delay In CPU Clock-
(bits) Cycles Cycles

AES-CMAC-256* 128 446 9058

(message is only 64K 45494 111053

1. With DPA counter measures.

Table 117 e KEY TREE

Modes Message Size (bits) Athena TeraFire Crypto Core Clock-Cycles CAL Delay In CPU Clock-Cycles
128-bit nonce + 102457 2751

8-bit optype

256-bit nonce + 103218 2089

8-bit optype

Table 118 e SHA

Modes Message Size (bits) Athena TeraFire Crypto Core Clock-Cycles CAL Delay In CPU Clock-Cycles
SHA-1! 512 2386 1579
64K 77576 990
SHA-256! 512 2516 884
64K 84752 938
SHA-384! 1024 4154 884
64K 100222 938
SHA-5121 1024 4154 881
64K 100222 935

1. With DPA counter measures.

Table 119 ¢ ECC

Modes Message Size Athena TeraFire Crypto Core Clock- CAL Delay In CPU Clock-
(bits) Cycles Cycles

ECDSA SigGen, 1024 12528912 6944

P-384/SHA-3841 8K 12540448 5643

ECDSA SigGen, 1024 5502928 6155

P-384/SHA-384
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