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References

The following documents are recommended references. For more information about PolarFire static and
dynamic power data, see the PolarFire Power Estimator Spreadsheet.

PO0137: PolarFire FPGA Product Overview

ER0217: PolarFire FPGA Pre-Production Device Errata

UGO0722: PolarFire FPGA Packaging and Pin Descriptions Users Guide
UGO0726: PolarFire FPGA Board Design User Guide
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UGO0727: PolarFire FPGA 10G Ethernet Solutions User Guide
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Device Offering

The following table lists the PolarFire FPGA device options using the MPF300T as an example. The
MPF100T, MPF200T, and MPF500T device densities have identical offerings.

Table 1 e PolarFire FPGA Device Options

Device Extended Industrial STD -1 Transceivers Lower Data

Options Commercial =40 °C-100 °C T Static Power Security
0°C-100°C L S

MPF300T Yes Yes Yes Yes Yes

MPF300TL Yes Yes Yes Yes Yes

MPF300TS Yes Yes Yes Yes Yes

MPF300TLS Yes Yes Yes Yes Yes

DS0141 Datasheet Revision 1.3
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Silicon Status

There are three silicon status levels:

® Advanced—initial estimated information based on simulations
® Preliminary—information based on simulation and/or initial characterization
®  Production—final production silicon data

The following table shows the status of the PolarFire FPGA device.

Table 2 » PolarFire FPGA Silicon Status

Device

Silicon Status

MPF100T, TL, TS, TLS

Preliminary

MPF200T, TL, TS, TLS

Preliminary

MPF300T, TL, TS, TLS

Preliminary

MPF500T, TL, TS, TLS

Preliminary
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The maximum overshoot duration is specified as a high-time percentage over the lifetime of the device.
A DC signal is equivalent to 100% of the duty-cycle.

The following table shows the maximum AC input voltage (Vin) overshoot duration for HSIO.

Table 6 ¢ Maximum Overshoot During Transitions for HSIO

AC (Vi) Overshoot Duration as % at T:= 100 °C Condition (V)
100 1.8
100 1.85
100 1.9
100 1.95
100 2
100 2.05
100 2.1
100 2.15
100 2.2
90 2.25
30 2.3
7.5 2.35
1.9 2.4

Note: Overshoot level is for VDDl at 1.8 V.

The following table shows the maximum AC input voltage (Vi) undershoot duration for HSIO.

Table 7 ¢ Maximum Undershoot During Transitions for HSIO

AC (Vi) Undershoot Duration as % at Ti= 100 °C Condition (V)
100 -0.05
100 -0.1
100 -0.15
100 -0.2
100 -0.25
100 -0.3
100 -0.35
100 -0.4
44 -0.45
14 -0.5
4.8 -0.55
1.6 -0.6

The following table shows the maximum AC input voltage (Viv) overshoot duration for GPIO.

DS0141 Datasheet Revision 1.3
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Table 8 ¢ Maximum Overshoot During Transitions for GPIO

AC (Vin) Overshoot Duration as % at T:= 100 °C Condition (V)
100 3.8
100 3.85
100 3.9
100 3.95
70 4
50 4.05
33 4.1
22 4.15
14 4.2
9.8 4.25
6.5 4.3
4.4 4.35
3 4.4
2 4.45
14 4.5
0.9 4.55
0.6 4.6

Note: Overshoot level is for Voo at 3.3 V.
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The following table shows the maximum AC input voltage (Vi) undershoot duration for GPIO.

Table 9 ¢ Maximum Undershoot During Transitions for GPIO

AC (Vin) Undershoot Duration as % at T;= 100 °C Condition (V)
100 -0.5
100 -0.55
100 -0.6
100 -0.65
100 -0.7
100 -0.75
100 -0.8
100 -0.85
100 -0.9
100 -0.95
100 -1
100 -1.05
100 -1.1
100 -1.15
100 -1.2
69 -1.25
45 -1.3

DS0141 Datasheet Revision 1.3
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Table 17 ¢ Complementary Differential DC Output Levels

1/0 Voo Voo Voo Vou VoL Vonls loi2 lon?
Standard Min (V) Typ (V) Max (V) Min (V) Max (V) Min (V) Min (mA) Min (mA)
SSTL25I 2.375 2.5 2.625 V- Vi + 8.1 8.1

0.608 0.608
SSTL25II 2.375 2.5 2.625 Vi — Vrr + 16.2 16.2

0.810 0.810
SSTL18I 1.71 1.8 1.89 Vi — Vi + 6.7 6.7

0.603 0.603
SsTLisll 1.71 1.8 1.89 V- Vi + 13.4 134

0.603 0.603
SSTL1514 1.425 1.5 1.575 0.2 x Vooi 0.8 x Vooi Voi/40 (Voo — Von)/40
SSTL15114 1.425 1.5 1.575 0.2 x Vooi 0.8 x Vooi Voi/34 (Vooi — Von)/34
SSTL13514 1.283 1.35 1.418 0.2 x Vooi 0.8 x Voo Voi/40 (Voor — Von)/40
SSTL135114 1.283 1.35 1.418 0.2 x Vooi 0.8 x Vooi Voi/34 (Vooi — Von)/34
HSTL15I 1.425 1.5 1.575 0.4 Voo — 0.4 8 8
HSTL1511 1.425 1.5 1.575 0.4 Voo — 0.4 16 16
HSTL13514 1.283 1.35 1.418 0.2 x Vooi 0.8 x Vooi Voi/50 (Vooi — Von)/50
HSTL13511# 1.283 1.35 1.418 0.2 x Vooi 0.8 x Vooi Voi/25 (Voo — Von)/25
HSTL12/4 1.14 1.2 1.26 0.1 x Vooi 0.9 x Vooi Voi/50 (Vooi — Von)/50
HSUL18I* 1.71 1.8 1.89 0.1 x Voo 0.9 x Vooi Vor/55 (Voo — Vow)/55
HSUL18II* 1.71 1.8 1.89 0.1 x Voo 0.9 x Vooi Voi/25 (Voo — Von)/25
HSUL1214 1.14 1.2 1.26 0.1 x Voo 0.9 x Vooi Voi/40 (Vooi — Von)/40
POD1234 1.14 1.2 1.26 0.5 x Voo Voi/48 (Voo — Von)/48
POD12[134 1.14 1.2 1.26 0.5 x Vooi Voi/34 (Vooi — Von)/34

1. Vou is the single-ended high-output voltage.
2. The total DC sink/source current of all IOs within a lane is limited as follows:

a. HSIO lane: 120 mA per 12 10 buffers.
b. GPIO lane: 160 mA per 12 |10 buffers

3. Von_max based on external pull-up termination (pseudo-open drain).
4. lot/low units for impedance standards in amps (not mA).

6.3.4 HSIO On-Die Termination

The following tables lists the on-die termination calibration accuracy specifications for HSIO bank.

Table 18 e Single-Ended Thevenin Termination (Internal Parallel Thevenin Termination)

Min (%) Typ Max (%) Unit Condition

-40 50 20 Q Voo = 1.8 V/1.5V/1.35V/1.2V
-40 75 20 Q Vooi = 1.8V

-40 150 20 Q Voo = 1.8V

=20 20 20 Q Voo =1.5V/1.35V

=20 30 20 Q Voo =1.5V/1.35V

=20 40 20 Q Voo =1.5V/1.35V

=20 60 20 Q Voo = 1.5 V/1.35V

=20 120 20 Q Voo =1.5V/1.35V

DS0141 Datasheet Revision 1.3
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Standard Description Vi Vil Vip? Viem? Vmeas® 4 Vrerk 5 Unit
SLVS25 SLVS 2.5V Viem — Viem + 0.250 0.200 0 \
125 125
SLVS18 SLVS 1.8V Viem — Viem + 0.250 0.200 0 \
125 125
HCSL33 High-speed Viem — Viem + 0.250 0.350 0 \
current 125 125
steering logic
(HCSL) 3.3V
HCSL25 HCSL2.5V Viem — Viem + 0.250 0.350 0 \
125 125
HCSL18 HCSL1.8V Viem — Viem + 0.250 0.350 0 \
125 125
BLVDSE25¢ Bus LVDS Viem — Viem + 0.250 1.250 0 \
25V 125 125
MLVDSE25¢ Multipoint Viem — Viem + 0.250 1.250 0 \Y
LVvDS 2.5V 125 125
LVPECL33 Low-voltage Viem — Viem + 0.250 1.650 0 \
positive 125 125
emitter

coupled logic

LVPECLE33® Low-voltage Viem — Viem + 0.250 1.650 0 \
positive 125 125
emitter

coupled logic

SSTL251 Differential Viem — Viem + 0.250 1.250 0 \%
SSTL2.5V 125 125
Class |

SSTL2511 Differential Viem — Viem + 0.250 1.250 0 \%
SSTL2.5V 125 125
Class Il

SSTL18I Differential Viem — Viem + 0.250 0.900 0 Vv
SSTL1.8V 125 125
Class |

SSTL18II Differential Viem — Viem + 0.250 0.900 0 \
SSTL1.8V 125 125
Class Il

SSTL15 Differential Viem — Viem + 0.250 0.750 0 \"
SSTL1.5V 125 125
Class |

SSTL135 Differential Viem — Viem + 0.250 0.750 0 \Y
SSTL1.5V 125 125
Class Il

HSTL15I Differential Viem — Viem + 0.250 0.750 0 \Y
HSTL1.5V 125 125
Class |

HSTL1511 Differential Viem — Viem + 0.250 0.750 0 \%
HSTL1.5V 125 125
Class Il

HSTL135I Differential Viem — Viem + 0.250 0.675 0 \%
HSTL1.35V 125 125
Class |

DS0141 Datasheet Revision 1.3
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7.1.5 Maximum PHY Rate for Memory Interface IP
The following tables provide information about the maximum PHY rate for memory interface IP.

Table 28 ¢ Maximum PHY Rate for Memory Interfaces IP for HSIO Banks

Memory Gearing Vopaux Vooi STD -1 Fabric Fabric -1
Standard Ratio {Mbps) (Mbps) STD (MHz)
(MHz)

DDR4 8:1 1.8V 1.2v 1333 1600 167 200
DDR3 8:1 1.8V 1.5V 1067 1333 133 167
DDR3L 8:1 1.8V 135V 1067 1333 133 167
LPDDR3 8:1 1.8V 1.2V 1067 1333 133 167
QDRI+ 8:1 1.8V 1.5V 900 1100 112.5 137.5
RLDRAM31 8:1 1.8V 135V 1067 1067 133 133
RLDRAM3? 4:1 1.8V 135V 667 800 167 200
RLDRAM31 2:1 1.8V 135V 333 400 167 200
RLDRAM?2: 8:1 1.8V 1.8V 800 1067 100 133
RLDRAM?2: 4:1 1.8V 1.8V 667 800 167 200
RLDRAM?2: 2:1 1.8V 1.8V 333 400 167 200

1. RLDRAM2 and RLDRAMS3 are not supported with a soft IP controller currently.

Table 29 ¢ Maximum PHY Rate for Memory Interfaces IP for GPIO Banks

Memory Gearing Vbpaux Vool STD -1 Fabric Fabric -1

Standard Ratio (Mbps) (Mbps) STD (MHz)
(MHz)

DDR3 8:1 25V 15V 800 1067 100 133

QDRI+ 8:1 25V 15V 900 900 113 113

RLDRAM?2? 4:1 25V 1.8V 800 800 200 200

RLDRAM?2* 2:1 25V 1.8V 400 400 200 200

1. RLDRAM?2 is currently not supported with a soft IP controller.

DS0141 Datasheet Revision 1.3
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User I/O Switching Characteristics

The following section describes characteristics for user I/O switching.

For more information about user I/0 timing, see the PolarFire I/0 Timing Spreadsheet (to be released).

1/0 Digital

The following tables provide information about I/0O digital.

Table 30 ¢ 1/0 Digital Receive Single-Data Rate Switching Characteristics

Parameter

Interface
Name

STD
Min

STD
Typ

STD -1 -1 -1
Max Min Typ Max

Topology

Unit

Clock-to-Data
Condition

Fmax

RX_SDR_G_A

Rx SDR

MHz

From a global
clock source,
aligned

Frmax

RX_SDR_L_A

Rx SDR

MHz

From a lane
clock source,
aligned

Fmax

RX_SDR_G_C

Rx SDR

MHz

From a global
clock source,
centered

Frmax

RX_SDR_L_C

Rx SDR

MHz

From a lane
clock source,
centered

Table 31 ¢ 1/0 Digital Receive Double-Data Rate Switching Characteristics

Parameter

Interface Name

STD
Min

STD
Typ

STD -1 -1 -1
Min Typ Max

Topology

Unit

Clock-to-
Data
Condition

Fmax

RX_DDR_G_A

Rx DDR 335 335 MHz

MHz

From a
global
clock
source,
aligned

Fmax

RX_DDR_L_A

Rx DDR 250 250

MHz

From a
lane clock
source,
aligned

Fmax

RX_DDR_G_C

Rx DDR 335 335

MHz

From a
global
clock
source,
centered

Frmax

RX_DDR_L C

Rx DDR 250 250

MHz

From a
lane clock
source,
centered

Fmax 2:1

RX_DDRX_B_A

Rx DDR
digital
mode

MHz

From a
HS_10_CLK
clock
source,
aligned

DS0141 Datasheet Revision 1.3
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Parameter Interface Name Topology STD STD STD -1 -1 -1 Unit Clock-to-
Min Typ Max Min Typ Max Data
Condition
Fmax 4:1 RX_DDRX_B_A Rx DDR MHz From a
digital HS_I0_CLK
mode clock
source,
aligned
Fuwax 8:1 RX_DDRX_B_A Rx DDR MHz From a
digital HS_10_CLK
mode clock
source,
aligned
Fuax 2:1 RX_DDRX_B_C Rx DDR MHz Froma
digital HS_IO_CLK
mode clock
source,
centered
Fmax 4:1 RX_DDRX_B_C Rx DDR MHz From a
digital HS_IO_CLK
mode clock
source,
centered
Fuwax 8:1 RX_DDRX_B_C Rx DDR MHz From a
digital HS_10_CLK
mode clock
source,
centered
Fmax 2:1 RX_DDRX_BL_A Rx DDR MHz From a
digital HS_IO_CLK
mode clock
source,
aligned
Fmax 4:1 RX_DDRX_BL_A Rx DDR MHz From a
digital HS_IO_CLK
mode clock
source,
aligned
Fmax 8:1 RX_DDRX_BL_A Rx DDR MHz From a
digital HS_I0_CLK
mode clock
source,
aligned
Fmax 2:1 RX_DDRX_BL_C Rx DDR MHz From a
digital HS_10_CLK
mode clock
source,
centered
Fmax 4:1 RX_DDRX_BL_C Rx DDR MHz From a
digital HS_IO_CLK
mode clock
source,
centered
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Parameter Interface Topology STD STD STD -1 -1 -1 Unit Forwarded
Name Min Typ Max Min Typ Max Clock-to-
Data Skew
Output TX_DDRX_B_C Tx DDR MHz From a
Fawax 2:1 digital HS_l0_CLK
mode clock source,
centered
with PLL
Output TX_DDRX_B_C  TxDDR MHz From a
Fuax 4:1 digital HS_10_CLK
mode clock source,
centered
with PLL
Output TX_DDRX_B_C Tx DDR MHz From a
Fmax 8:1 digital HS_IO_CLK
mode clock source,
centered
with PLL
In delay, 12.7 30 35 12.7 25 29.5 ps
out delay,
DLL delay
step sizes

Table 34 ¢ 1/0 CDR Switching Characteristics

Parameter Min Max Unit
Data rate 266 1250 Mbps
Receiver Sinusoidal jitter tolerance! 0.2 ul

1. Jitter values based on bit error ratio (BER) of 10—12, 80 MHz sinusoidal jitter injected to Rx data.
Note: See the LVDS output buffer specifications for transmit characteristics.

Clocking Specifications
This section describes the PLL and DLL clocking and oscillator specifications.

Clocking

The following table provides clocking specifications.

Table 35 ¢ Global and Regional Clock Characteristics (—40 °C to 100 °C)

Parameter Symbol Vop= Vo= Vop= Vop= Unit Condition
1.0V STD 10v-1 1.05V STD 1.05v-1

Global clock Fmaxe 500 500 500 500 MHz
Frmax
Regional Fmaxr 375 375 375 375 MHz Transceiver
clock interfaces
Fmax only

Fmaxr 250 250 250 250 MHz All other

interfaces

Global clock Tocoe 190 190 190 190 ps At
duty cycle 500 MHz
distortion

DS0141 Datasheet Revision 1.3
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Parameter Modes ! STD STD -1 -1 Unit
Min Max Min Max
Transceiver RX_CLK 10-bit, max data rate = 1.6 Gbps_ 160 160 MHz
range (non- 16-bit, max data rate = 4.8 Gbps 300 300  MHz
deterministic PCS mode
with global or regional 20-bit, max data rate = 6.0 Gbps 300 300 MHz
fabric clocks) 32-bit, max data rate = 10.3125 Gbps 325 325 MHz
40-bit, max data rate = 260 320 MHz
10.3125 Gbps (-STD) / 12.7 Gbps (-1)!
64-bit, max data rate = 165 200 MHz
10.3125 Gbps (-STD) / 12.7 Gbps (-1)!
80-bit, max data rate = 130 160 MHz
10.3125 Gbps (-STD) / 12.7 Gbps (-1)*
Fabric pipe mode 32-bit, max data rate = 6.0 Gbps 150 150 MHz
Transceiver TX_CLK 8-bit, max data rate = 1.6 Gbps 200 200 MHz
range (deterministic 10-bit, max data rate = 1.6 Gbps 160 160 MHz
PCS mode with regional
fabric clocks) 16-bit, max data rate = 225 266 MHz
3.6 Gbps (-STD) / 4.25 Gbps (-1)
20-bit, max data rate = 225 266 MHz
4.5 Gbps (-STD) / 5.32 Gbps (-1)
32-bit, max data rate = 225 266 MHz
7.2 Gbps (-STD) / 8.5 Gbps (-1)
40-bit, max data rate = 225 266 Mhz
9.0 Gbps (-STD) / 10.6 Gbps (-1)*
64-bit, max data rate = 165 200 MHz
10.3125 Gbps (-STD) / 12.7 Gbps (-1)?
80-bit, max data rate = 130 160 MHz
10.3125 Gbps (-STD) / 12.7 Gbps (-1)!
Transceiver RX_CLK 8-bit, max data rate = 1.6 Gbps 200 200 MHz
range {deterministic 10-bit, max data rate = 1.6 Gbps 160 160 MHz
PCS mode with regional
fabric clocks) 16-bit, max data rate = 225 266 MHz
3.6 Gbps (—STD) / 4.25 Gbps (-1)
20-bit, max data rate = 225 266 MHz
4.5 Gbps (-STD) / 5.32 Gbps (-1)
32-bit, max data rate = 225 266 MHz
7.2 Gbps (-STD) / 8.5 Gbps (-1)
40-bit, max data rate = 225 266 MHz
9.0 Gbps (-STD) / 10.6 Gbps (-1)!
64-bit, max data rate = 165 200 MHz
10.3125 Gbps (-STD) / 12.7 Gbps (-1)t
80-bit, max data rate = 130 160 MHz

10.3125 Gbps (-STD) / 12.7 Gbps (-1)?

1. For data rates greater than 10.3125 Gbps, VDDA must be set to 1.05 V mode. See supply tolerance
in the section Recommended Operating Conditions (see page 6).

Note: Until specified, all modes are non-deterministic. For more information, see UG0677: PolarFire
FPGA Transceiver User Guide.
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Table 55 ¢ PCI Express Gen2

Parameter Data Rate Min Max Unit
Total transmit jitter 5.0 Gbps 0.35 ul
Receiver jitter tolerance 5.0 Gbps 0.4 Ul

Note: With add-in card as specified in PCl Express CEM Rev 2.0.

7.5.2 Interlaken
The following table describes Interlaken.

Table 56 ¢ Interlaken

Parameter Data Rate Min Max Unit

Total transmit jitter 6.375 Gbps 0.3 ul
10.3125 Gbps 0.3 ul
12.7 Gbps? Ul

Receiver jitter tolerance 6.375 Gbps 0.6 ul
10.3125 Gbps 0.65 ul
12.7 Gbpst ul

1. For data rates greater than 10.3125 Gbps, VDDA must be set to 1.05 V mode. See supply tolerance
in the section Recommended Operating Conditions (see page 6).

7.5.3 10GbE (10GBASE-R, and 10GBASE-KR)
The following table describes 10GbE (10GBASE-R).

Table 57 ¢ 10GbE (10GBASE-R)

Parameter Data Rate Min Max Unit
Total transmit jitter 10.3125 Gbps 0.28 Ul
Receiver jitter tolerance 10.3125 Gbps 0.7 Ul

The following table describes 10GbE (10GBASE-KR).

Table 58 ¢ 10GbE (10GBASE-KR)

Parameter Data Rate Min Max Unit
Total transmit jitter 10.3125 Gbps ul
Receiver jitter tolerance 10.3125 Gbps ul

The following table describes 10GbE (XAUI).

Table 59 ¢ 10GbE (XAUI)

Parameter Data Rate Min Max Unit
Total transmit jitter (near end) 3.125 Gbps 0.35 ul
Total transmit jitter (far end) 0.55 ul
Receiver jitter tolerance 3.125 Gbps 0.65 ul

The following table describes 10GbE (RXAUI).
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Devices IAP FlashPro4 FlashPro5 BP Silicon Sculptor Units

MPF500T, TL, TS, TLS

Notes:

® FlashPro4 4 MHz TCK.
® FlashPro5 10 MHz TCK.
® pC configuration: Intel i7 at 3.6 GHz, 32 GB RAM, Windows 10.

Table 83 e Verify System Services

Parameter Symbol ServicelD Devices Typ Max Unit

In application verify by index TiaP_ver_index 44H MPF100T, TL, TS, TLS s
MPF200T, TL, TS, TLS 8.2 9 s
MPF300T, TL, TS, TLS 12.4 13 s
MPF500T, TL, TS, TLS S

In application verify by SPI address Tiap_ver_addr 45H MPF100T, TL, TS, TLS s
MPF200T, TL, TS, TLS 8.2 9 s
MPF300T, TL, TS, TLS 12.4 13 S
MPF500T, TL, TS, TLS s

7.6.8 Authentication Time

The following tables describe authentication system service time.

Table 84 ¢ Authentication Services

Parameter Symbol ServicelD Devices Typ Max Unit

Bitstream Authentication Teir_autH 22H MPF100T, TL, TS, TLS S
MPF200T, TL, TS, TLS 3.3 3.7 S
MPF300T, TL, TS, TLS 49 5.4 s
MPF500T, TL, TS, TLS s

IAP Image Authentication Tiap_auTH 23H MPF100T, TL, TS, TLS S
MPF200T, TL, TS, TLS 33 37 s
MPF300T, TL, TS, TLS 4.9 5.4 S

MPF500T, TL, TS, TLS

7.6.9 Secure NVM Performance
The following table describes secure NVM performance.

Table 85 e sNVM Read/Write Characteristics

Parameter Symbol Min Typ Max Unit Conditions
Plain text programming 7.0 7.2 7.9 ms

Authenticated text programming 7.2 7.4 9.4 ms

Authenticated and encrypted text programming 7.2 7.4 9.4 ms

Authentication R/W 1st access from power-up Trur_ovHD 100 111 ms From
overhead TrAB_READY
Plain text read 7.67 7.79 8.2 us
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Parameter Symbol Min Typ Max Unit Conditions
Authenticated text read 113.25 114.02 118.5 us
Authenticated and decrypted text read 159.59 160.53 166.5 us

Notes:

® Ppage size= 252 bytes (non-authenticated), 236 bytes (authenticated).
® Only page reads and writes allowed.
®  Teur_ovkp is an additional time that occurs on the first R/W, after cold or warm boot, to SNVM using

authenticated or authenticated and encrypted text.

Secure NVM Programming Cycles
The following table describes secure NVM programming cycles.

Table 86 ¢ sSNVM Programming Cycles vs. Retention Characteristics

Programming Programming Cycles per Page, Programming Cycles per Block, Retention
Temperature Max Max Years
—40 °C to 100 °C 10,000 100,000 20

—40 °Cto 85 °C 10,000 100,000 20
-40°Cto 55°C 10,000 100,000 20

Note: Page size = 128 bytes. Block size = 56 KBytes.

System Services

This section describes system switching and throughput characteristics.

System Services Throughput Characteristics
The following table describes system services throughput characteristics.

Table 87 e System Services Throughput Characteristics

Parameter Symbol Service Typ Max Unit Conditions
ID
Serial number Tserial 00H 65 67 us
User code Tuser 01H 0.8 1.05 us
Design information Toesign 02H 2.4 2.7 us
Device certificate Teert 03H 255 271 ms
Read digests Taigest_read 04H 201 215 us
Query security locks Tsec_auery 05H 15 17 us
Read debug information TRd_debug 06H 34 38 us
Reserved 07H-0FH
Secure NVM write plain text TsNvM_wr_plain 10H Note 1
Secure NVM write authenticated Tsnvm_wr_Auth 11H Note 1
plain text
Secure NVM write authenticated Tsnvm_wr_cipher 12H Note 1
cipher text
Reserved 13H-
17H
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Parameter Symbol Service Typ Max Unit Conditions
ID
Secure NVM read Tsnvm_rd 18H Note 1
Digital signature service raw Tsic_raw 19H 174 187 ms
Digital signature service DER Tsic_per 1AH 174 187 ms
Reserved 1BH-
1FH
PUF emulation Tchallenge 20H 1.8 2.0 ms
Nonce service Thonce 21H 1.2 14 ms
Bitstream authentication TBIT_AUTH 22H Note 4
IAP Image authentication TIAP_AUTH 23H Note 4
Reserved 26H-3FH
In application programming by index TiAP_Prg_index 42H Note 2
In application programming by SPI Tiap_prg_addr 43H Note 2
address
In application verify by index TIAP_Ver_Index 44H Note 5
In application verify by SPI address TIAP_Ver_Addr 45H Note 5
Auto update TAutoUpdate 46H Note 2
Digest check Taigest_chk 47H Note 3
1. See sNVM Read/Write Characteristics (see page 58).
2. See SPI Master Programming Time (see page 52).
3. See Digest Times (see page 54).
4. See Authentication Services Time (see page 58).
5. See Verify Services Time (see page 58).
6. Throughputs described are measured from SS_REQ assertion to BUSY de-assertion.

7.8 Fabric Macros

This section describes switching characteristics of UITAG, UITAG_SEC, USPI, system controller, and
temper detectors and dynamic reconfiguration details.

7.8.1 UJTAG Switching Characteristics
The following section describes characteristics of UITAG switching.

Table 88 ¢ UJTAG Performance Characteristics

Parameter Symbol Min Typ Max Unit Condition

TCK frequency Frex 25 MHz
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Figure 3 ¢ UJTAG Timing Diagram
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UJTAG_SEC Switching Characteristics
The following table describes characteristics of UITAG_SEC switching.

Table 89 e UJTAG Security Performance Characteristics

Parameter Symbol Min Typ Max Unit Condition

TCK frequency Frek MHz

USPI Switching Characteristics
The following section describes characteristics of USPI switching.

Table 90 ¢ SPI Macro Interface Timing Characteristics

Parameter Symbol Voo =3.3V Voo =2.5V Voo = 1.8V Vooi=1.5V Voo =1.2V Unit
Max Max Max Max Max

Propagation TPD_MOSI 0.8 1 1.2 1.4 1.6 ns

delay from TPD_MISO 35 3.75 4 425 4.5 ns

the fabric to

pins? TPD_SS 35 3.75 4 4.25 45 ns
TPD_SCK 3.5 3.75 4 4.25 4.5 ns
TPD_MOSI_OE 3.5 3.75 4 4.25 4.5 ns
TPD_SS_OE 3.5 3.75 4 4.25 4.5 ns
TPD_SCK_OE 3.5 3.75 4 4.25 4.5 ns

1. Assumes CL of the relevant I/O standard as described in the input and output delay measurement

tables.
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Figure 6 ® Warm Reset Timing
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Power-On Reset Voltages

Main Supplies

The start of power-up to functional time (Truer) is defined as the point at which the latest of the main
supplies (VDD, VDD18, VDD25) reach the reference voltage levels specified in the following table. This
starts the process of releasing the reset of the device and powering on the FPGA fabric and 10s.

Table 97 e POR Ref Voltages

Supply Power-On Reset Start Point (V) Note

VDD 0.95

Applies to both 1.0 V and 1.05 V operation.

VvDD18 1.71

VDD25 2.25

1/O-Related Supplies

For the I/Os to become functional (for low speed, sub 400 MHz operation), the (per-bank) I/0 supplies
(VDDI, VDDAUX) must reach the trip point voltage levels specified in the following table and the main
supplies above must also be powered on.

Table 98 ¢ I/O-Related Supplies

Supply 1/0 Power-Up Start Point (V)

VDDI 0.85

VDDAUX 1.6

There are no sequencing requirements for the power supplies. However, VDDI3 and must be valid at
same time as the main supplies. The other 10 supplies (VDDI, VDDAUX) have no effect on power-up of

FPGA fabric (that is, the fabric still powers up even if the 10 supplies of some 10 banks remain powered
off).
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ECDSA SigVer, 1024 6421841 5759
P-384/SHA-384 8K 6273510 5759
Key Agreement (KAS), P- 5039125 6514
384

Point Multiply, P-256 5176923 4482
Point Multiply, P-384* 12043199 5319
Point Multiply, P-521* 26887187 6698
Point Addition, P-384 3018067 5779
KeyGen (PKG), P-384 12055368 6908
Point Verification, P-384 5091 3049

1. With DPA counter measures.

Table 120 ¢ IFC (RSA)

Modes Message Size Athena TeraFire Crypto Core CAL Delay In CPU Clock-
(bits) Clock-Cycles Cycles
Encrypt, RSA-2048, e=65537 2048 436972 8,972
Encrypt, RSA-3072, e=65537 3072 962162 12,583
Decrypt, RSA-2048?, CRT 2048 26862392 15900
Decrypt, RSA-3072%, CRT 3072 75153782 22015
Decrypt, RSA-4096, CRT 4096 89235615 23710
Decrypt, RSA-3072, CRT 3072 37880180 18638
SigGen, RSA-3072/SHA-3841,CRT, PKCS #1 1024 75197644 20032
Viis 8K 75213653 19303
SigGen, RSA-3072/SHA-384, PKCS #1, V 1024 148090970 14642
15 8K 148102576 13936
SigVer, RSA-3072/SHA-384, e = 65537, 1024 970991 12000
PKCSHLVLS 8K 982011 11769
SigVer, RSA-2048/SHA-256, e = 65537, 1024 443493 8436
PRCS#1V 1.5 8K 453007 8436
SigGen, RSA-3072/SHA-384, ANSI X9.31 1024 147138254 13945
8K 147155896 13523
SigVer, RSA-3072/SHA-384, e = 65537, 1024 973269 11313
ANSIX9.31 8K 983255 11146

1. With DPA counter measures.

Table 121  FFC (DH)

Modes Message Size Athena TeraFire Crypto Core CAL Delay In CPU Clock-
(bits) Clock-Cycles Cycles

SigGen, DSA-3072/SHA-3841 1024 27932907 13969
8K 27942415 13501

SigGen, DSA-3072/SHA-384 1024 12086356 13602

SigVer, DSA-3072/SHA-384 1024 24597916 15662
8K 24229420 15133
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