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1 Revision History

The revision history describes the changes that were implemented in the document. The changes are
listed by revision, starting with the most current publication.

1.1 Revision 1.3

Revision 1.3 was published in June 2018. The following is a summary of changes.

® The System Services section was updated. For more information, see

System Services (see page 59).

The Non-Volatile Characteristics section was updated. For more information, see Non-Volatile

Characteristics (see page 51).

The Fabric Macros section was updated. For more information, see Fabric Macros (see page 60).

® The Transceiver Switching Characteristics section was updated. For more information, see
Transceiver Switching Characteristics (see page 42).

1.2 Revision 1.2

Revision 1.2 was published in June 2018. The following is a summary of changes.

® The datasheet has moved to preliminary status. Every table has been updated.

1.3 Revision 1.1

Revision 1.1 was published in August 2017. The following is a summary of changes.

® LVDS specifications changed to 1.25G. For more information, see HSIO Maximum Input Buffer Speed
and HSIO Maximum Output Buffer Speed.

® | VDS18, LVDS25/LVDS33, and LVDS25 specifications changed to 800 Mbps. For more information,

see /0 Standards Specifications.

A note was added indicting a zeroization cycle counts as a programming cycle. For more

information, see Non-Volatile Characteristics.

A note was added defining power down conditions for programming recovery conditions. For more

information, see Power-Supply Ramp Times.

1.4 Revision 1.0

Revision 1.0 was the first publication of this document.
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References

The following documents are recommended references. For more information about PolarFire static and
dynamic power data, see the PolarFire Power Estimator Spreadsheet.
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6.2.1 DC Characteristics over Recommended Operating Conditions
The following table lists the DC characteristics over recommended operating conditions.

Table 5 e DC Characteristics over Recommended Operating Conditions

Parameter Symbol Min Max Unit Condition
Input pin capacitance! Ci (dedicated GPIO) 5.6 pf

Cin (GPIO) 5.6 pf

Cn (HSIO) 2.8 pf
Input or output leakage current per pin 1L (GPIO) 10 UHA 1/0 disabled, high -z

I (HSIO) 10 pA 1/0 disabled, high -2
Input rise time (10%—90% of Vooix)% 4 Trise 0.66 2.64 ns Voox=3.3V
Input rise time (10%—90% of Vooix)% 34 0.50 2.00 ns Vooix = 2.5V
Input rise time (10%—90% of Vooix)? 34 0.36 1.44 ns Voox = 1.8V
Input rise time (10%—90% of Vooix)? 34 0.30 1.20 ns Voox=1.5V
Input rise time (10%—90% of Vooix)? 34 0.24 0.96 ns Voox=1.2V
Input fall time (90%—-10% of Vooix)% >4 Traw 0.66 2.64 ns Voox=3.3V
Input fall time (90%—-10% of Vooix)% 34 0.50 2.00 ns Vooix = 2.5V
Input fall time (90%—10% of Vooi)> 34 0.36 1.44 ns Voow= 1.8V
Input fall time (90%—-10% of Vooix)? 34 0.30 1.20 ns Vooix = 1.5V
Input fall time (90%—-10% of Vooix)% 34 0.24 0.96 ns Voox=1.2V
Pad pull-up when Vin = 0° Ipu 137 220 UA Voox=3.3V
Pad pull-up when Vin = 0° 102 166 HA Voox=2.5V
Pad pull-up when Vin =0 68 115 HA Voox = 1.8V
Pad pull-up when Vin =0 51 88 HA Voox=1.5V
Pad pull-up when Vin = 0° 29 73 WA Voox =1.35V
Pad pull-up when Vin =0 16 46 UA Voox=1.2V
Pad pull-down when Vin = 3.3 V° Iro 65 187 HA Voox=3.3V
Pad pull-down when Vin = 2.5 V> 63 160 HA Vooix = 2.5V
Pad pull-down when Vin=1.8V 60 117 HA Voox=1.8V
Pad pull-down when Vin=1.5V 57 95 WA Voox = 1.5V
Pad pull-down when Vin=1.35V 52 86 UHA Voo =1.35V
Pad pull-down when Vin=1.2 V 47 79 HA Voox=1.2V

1. Represents the die input capacitance at the pad not the package.

N

. Voltage ramp must be monotonic.

3. Numbers based on rail-to-rail input signal swing and minimum 1 V/ns and maximum 4 V/ns. These
are to be used for input delay measurement consistency.

4. 1/0 signal standards with smaller than rail-to-rail input swings can use a nominal value of
200 ps 20%—80% of swing and maximum value of 500 ps 20%—80% of swing.

5. GPIO only.

6.2.2 Maximum Allowed Overshoot and Undershoot

During transitions, input signals may overshoot and undershoot the voltage shown in the following
table. Input currents must be limited to less than 100 mA per latch-up specifications.
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PolarFire
Note: The following dedicated pins do not support hot socketing: TMS, TDI, TRSTB, DEVRST_N, and
FF_EXIT_N. Weak pull-up (as specified in GPIO) is always enabled.
6.3 Input and Output
The following section describes:
® DCI/O levels
® Differential and complementary differential DC I/O levels
® HSIO and GPIO on-die termination specifications
® VDS specifications
6.3.1 DC Input and Output Levels
The following tables list the DC I/O levels.
Table 12  DC Input Levels
1/0 Vool Voo Vool Vi Vi ViH V!
Standard Min (V) Typ (V) Max (V) Min (V) Max (V) Min (V) Max (V)
PCl 3.15 3.3 3.45 -0.3 0.3 0.5 3.45
X X
Vool Vooi
LVTTL 3.15 3.3 3.45 -0.3 0.8 2 3.45
LVCMOS33 3.15 3.3 3.45 -0.3 0.8 2 3.45
LVCMOS25 2.375 2.5 2.625 -0.3 0.7 1.7 2.625
LVCMOS18 1.71 1.8 1.89 -0.3 0.35 0.65 1.89
X X
Vool Vooi
LVCMOS15 1.425 15 1.575 -0.3 0.35 0.65 1.575
X X
Vool Vooi
LVCMOS12 1.14 1.2 1.26 -0.3 0.35 0.65 1.26
X X
Vool Vobi
SSTL2512 2.375 2.5 2.625 -0.3 Veer Vrer 2.625
- +
0.15 0.15
SSTL25112 2.375 2.5 2.625 -0.3 Veer Vrer 2.625
- +
0.15 0.15
SSTL18I? 1.71 1.8 1.89 -0.3 Vrer Vrer 1.89
- +
0.125 0.125
SSTL18II 1.71 1.8 1.89 -0.3 Virer Vrer 1.89
- +
0.125 0.125
SSTL15I 1.425 15 1.575 -0.3 Vrer Vrer 1.575
- +
0.1 0.1
SSTL1SII 1.425 1.5 1.575 -0.3 Vrer Vrer 1.575
- +
0.1 0.1

DS0141 Datasheet Revision 1.3
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1/0 Vool Vool Vool Vi Vi ViH Vit

Standard Min (V) Typ (V) Max (V) Min (V) Max (V) Min (V) Max (V)

SSTL135I 1.283 1.35 1.418 -0.3 Vrer Vrer 1.418
- +
0.09 0.09

SSTL135I1 1.283 1.35 1.418 -0.3 Vrer Vrer 1.418
- +
0.09 0.09

HSTL15I 1.425 1.5 1.575 -0.3 Vrer Vrer 1.575
- +
0.1 0.1

HSTL15II 1.425 1.5 1.575 -0.3 Vrer Vrer 1.575
- +
0.1 0.1

HSTL135I 1.283 1.35 1.418 -0.3 Vrer Vrer 1.418
- +
0.09 0.09

HSTL135I1 1.283 1.35 1.418 -0.3 Vrer Vrer 1.418
- +
0.09 0.09

HSTL12I 1.14 1.2 1.26 -0.3 Vrer Vrer 1.26
- +
0.1 0.1

HSTL1211 1.14 1.2 1.26 -0.3 VRrer Vrer 1.26
- +
0.1 0.1

HSUL18I 1.71 1.8 1.89 -0.3 0.3 0.7 1.89
X X
Voo Voo

HsUL18II 1.71 18 1.89 -03 03 0.7 1.89
X X
Voo Voo

HSUL12I 1.14 1.2 1.26 -0.3 Vrer Vrer 1.26
- +
0.1 0.1

POD12I 1.14 1.2 1.26 -0.3 Vrer Vrer 1.26
- +
0.08 0.08

POD12Il 1.14 1.2 1.26 -0.3 Vrer Vrer 1.26
- +
0.08 0.08

1. GPIO Vit max is 3.45 V with PCI clamp diode turned off regardless of mode, that is, over-voltage

tolerant.

2. For external stub-series resistance. This resistance is on-die for GPIO.

Note: 3.3 Vand 2.5V are only supported in GPIO banks.

DS0141 Datasheet Revision 1.3

13



PolarFire O Microsemi

a AS\MicrocHip company

1/0 Bank VICM_RANGE Viem®? Viecm3 Viem®® Vip? Vio Vio
Standard Type Libero Setting Min (V) Typ (V) Max (V) Min (V) Typ (V) Max (V)
Low 0.05 0.4 0.8 0.1 0.35 0.6
LVDS18 HSIO Mid (default) 0.6 1.25 1.65 0.1 0.35 0.6
Low 0.05 0.4 0.8 0.1 0.35 0.6
LCMDS33 GPIO Mid (default) 0.6 1.25 2.35 0.1 0.35 0.6
Low 0.05 0.4 0.8 0.1 0.35 0.6
LCMDS18 HSIO Mid (default) 0.6 1.25 1.65 0.1 0.35 0.6
Low 0.05 0.4 0.8 0.1 0.35 0.6
LCMDS25 GPIO Mid (default) 0.6 1.25 2.35 0.1 0.35 0.6
Low 0.05 0.4 0.8 0.1 0.35 0.6
RSDS33 GPIO Mid (default) 0.6 1.25 2.35 0.1 0.2 0.6
Low 0.05 0.4 0.8 0.1 0.2 0.6
RSDS25 GPIO Mid (default) 0.6 1.25 2.35 0.1 0.2 0.6
Low 0.05 0.4 0.8 0.1 0.2 0.6
RSDS18° HSIO Mid (default) 0.6 1.25 1.65 0.1 0.2 0.6
Low 0.05 0.4 0.8 0.1 0.2 0.6
MINILVDS33 GPIO Mid (default) 0.6 1.25 2.35 0.1 0.3 0.6
Low 0.05 0.4 0.8 0.1 0.3 0.6
MINILVDS25 GPIO Mid (default) 0.6 1.25 2.35 0.1 0.3 0.6
Low 0.05 0.4 0.8 0.1 0.3 0.6
MINILVDS18° HSIO Mid (default) 0.6 1.25 1.65 0.1 0.3 0.6
Low 0.05 0.4 0.8 0.1 0.3 0.6
SUBLVDS33 GPIO Mid (default) 0.6 0.9 2.35 0.1 0.15 0.3
Low 0.05 0.4 0.8 0.1 0.15 0.3
SUBLVDS25 GPIO Mid (default) 0.6 0.9 2.35 0.1 0.15 0.3
Low 0.05 0.4 0.8 0.1 0.15 0.3
SUBLVDS18° HSIO Mid (default) 0.6 0.9 1.65 0.1 0.15 0.3
Low 0.05 0.4 0.8 0.1 0.15 0.3
PPDS33 GPIO Mid (default) 0.6 0.8 2.35 0.1 0.2 0.6
Low 0.05 0.4 0.8 0.1 0.2 0.6
PPDS25 GPIO Mid (default) 0.6 0.8 2.35 0.1 0.2 0.6
Low 0.05 0.4 0.8 0.1 0.2 0.6
PPDS18° HSIO Mid (default) 0.6 0.8 1.65 0.1 0.2 0.6
Low 0.05 0.4 0.8 0.1 0.2 0.6
SLVS33¢ GPIO Mid (default) 0.6 1.25 2.35 0.1 0.2 0.3
Low 0.05 0.2 0.8 0.1 0.2 0.3
SLVS25¢ GPIO Mid (default) 0.6 1.25 2.35 0.1 0.2 0.3
Low 0.05 0.2 0.8 0.1 0.2 0.3
SLVS18° HSIO Mid (default) 0.6 1.00 1.65 0.1 0.2 0.3
Low 0.05 0.4 0.8 0.1 0.2 0.3
HCSL33¢ GPIO Mid (default) 0.6 1.25 2.35 0.1 0.55 1.1
Low 0.05 0.35 0.8 0.1 0.55 11
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7.1.5 Maximum PHY Rate for Memory Interface IP
The following tables provide information about the maximum PHY rate for memory interface IP.

Table 28 ¢ Maximum PHY Rate for Memory Interfaces IP for HSIO Banks

Memory Gearing Vopaux Vooi STD -1 Fabric Fabric -1
Standard Ratio {Mbps) (Mbps) STD (MHz)
(MHz)

DDR4 8:1 1.8V 1.2v 1333 1600 167 200
DDR3 8:1 1.8V 1.5V 1067 1333 133 167
DDR3L 8:1 1.8V 135V 1067 1333 133 167
LPDDR3 8:1 1.8V 1.2V 1067 1333 133 167
QDRI+ 8:1 1.8V 1.5V 900 1100 112.5 137.5
RLDRAM31 8:1 1.8V 135V 1067 1067 133 133
RLDRAM3? 4:1 1.8V 135V 667 800 167 200
RLDRAM31 2:1 1.8V 135V 333 400 167 200
RLDRAM?2: 8:1 1.8V 1.8V 800 1067 100 133
RLDRAM?2: 4:1 1.8V 1.8V 667 800 167 200
RLDRAM?2: 2:1 1.8V 1.8V 333 400 167 200

1. RLDRAM2 and RLDRAMS3 are not supported with a soft IP controller currently.

Table 29 ¢ Maximum PHY Rate for Memory Interfaces IP for GPIO Banks

Memory Gearing Vbpaux Vool STD -1 Fabric Fabric -1

Standard Ratio (Mbps) (Mbps) STD (MHz)
(MHz)

DDR3 8:1 25V 15V 800 1067 100 133

QDRI+ 8:1 25V 15V 900 900 113 113

RLDRAM?2? 4:1 25V 1.8V 800 800 200 200

RLDRAM?2* 2:1 25V 1.8V 400 400 200 200

1. RLDRAM?2 is currently not supported with a soft IP controller.
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Parameter Symbol Vop= Vo= Vop= Vop= Unit Condition
1.0V STD 10v-1 1.05VSTD 1.05V-1
Regional clock Tocor 120 120 120 120 ps At
duty cycle 250 MHz
distortion
The following table provides clocking specifications from —40 °C to 100 °C.
Table 36 » High-Speed 1/0 Clock Characteristics (—40 °C to 100 °C)
Parameter Symbol Vop= Vop= Vop= Voo= Unit Condition
1.0VSTD 1.0vV-1 1.05V STD 1.05V-1
High-speed Fvaxs 1000 1250 1000 1250 MHz HSIO and GPIO
1/0 clock
Fmax
High-speed Fskews 30 20 30 20 ps HSIO without bridging
/O clock Fskews 600 500 600 500 ps HSIO with bridging
skew!?
Fskews 45 35 45 35 ps GPIO without bridging
Fskews 75 60 75 60 ps GPIO with bridging
High-speed Tocs 90 90 90 90 ps HSIO without bridging
/0 clock Toce 115 115 115 115 ps HSIO with bridging
duty cycle
distortion? Tocs 90 90 90 90 ps GPIO without bridging
Tocs 115 115 115 115 ps GPIO with bridging

1. Fskews is the worst-case clock-tree skew observable between sequential I/O elements. Clock-tree
skew is significantly smaller at I/O registers close to each other and fed by the same or adjacent
clock-tree branches. Use the Microsemi Timing Analyzer tool to evaluate clock skew specific to the
design.

2. Parameters listed in this table correspond to the worst-case duty cycle distortion observable at the
1/0 flip flops. IBIS should be used to calculate any additional duty cycle distortion that might be
caused by asymmetrical rise/fall times for any 1/O standard.

7.2.2 PLL

The following table provides information about PLL.

Table 37 o PLL Electrical Characteristics

Parameter Symbol Min Typ Max Unit
Input clock frequency Fini 1 1250 MHz
(integer mode)

Input clock frequency Finr 10 1250 MHz
(fractional mode)

Minimum reference or Finpuse 200 ps
feedback pulse width?

Frequency at the Frequency FeHpeT! 1 312 MHz
Phase Detector (PFD)

(integer mode)

Frequency at the PFD FpHpeTr 10 50 125 MHz
(fractional mode)

Allowable input duty cycle Finouty 25 75 %
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Parameter Symbol Min Typ Max Unit
Operating current (Voois) RCscvep 0.1 MA
Operating current (Voo) RCscvop 60.7 MA
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Parameter Symbol Vop= Voo= Voo = Vop= Unit Condition
1.0V-STD 1.0vV-1 1.05V-STD 1.05v-1

Operating Fmax 400 415 450 480 MHz Write-port
frequency
Read access Tac 2 2 ns Read-port
time

Table 45 ¢ uPROM Performance
Parameter Symbol Vop= Vop= Vop= Vop= Unit

1.0V-STD 1.0vV-1 1.05V-STD 105v-1
Read access time Tac 10 10 10 10 ns
7.4 Transceiver Switching Characteristics
This section describes transceiver switching characteristics.
74.1 Transceiver Performance

The following table describes transceiver performance.

Table 46 ¢ PolarFire Transceiver and TXPLL Performance
Parameter Symbol STD STD STD -1 -1 -1 Unit

Min Typ Max Min Typ Max
Tx data rate!? FrxRate 0.25 10.3125 0.25 12.7 Gbps
Tx OOB (serializer bypass) data rate FrxRatecoB DC 1.5 DC 1.5 Gbps
Rx data rate when AC coupled? Frurateac 0.25 10.3125 0.25 12.7 Gbps
Rx data rate when DC coupled FrRratenc 0.25 3.2 0.25 3.2 Gbps
Rx OOB (deserializer bypass) data rate FrxRateoos DC 1.25 DC 1.25 Gbps
TXPLL output frequency? Frxeu 1.6 6.35 1.6 6.35 GHz
Rx CDR mode Frxcor 0.25 10.3125 0.25 10.3125 Gbps
Rx DFE mode? Frxore 3.0 10.3125 3.0 12.7 Gbps
Rx Eye Monitor mode 2 Frxeyemon 3.0 10.3125 3.0 12.7 Gbps
1. The reference clock is required to be a minimum of 75 MHz for data rates of 10 Gbps and above.

2. For data rates greater than 10.3125 Gbps, VDDA must be set to 1.05 V mode. See supply tolerance

in the section Recommended Operating Conditions (see page 6).

3. The Tx PLL rate is between 0.5x to 5.5x the Tx data rate. The Tx data rate depends on per XCVR lane

Tx post-divider settings.

7.4.2 Transceiver Reference Clock Performance
The following table describes performance of the transceiver reference clock.

Table 47 ¢ PolarFire Transceiver Reference Clock AC Requirements

Parameter Symbol STD STD STD -1 -1 -1 Unit
Min Typ Max Min Typ Max

Reference clock input Frxrercik 20 800 20 800 MHz

rate’?
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Parameter Symbol STD STD STD -1 -1 -1 Unit
Min Typ Max Min Typ Max

Reference clock input FxcvrReFcLkMAX 20 156 20 156 MHz

rate® 23 CASCADE

Reference clock rate at FrxRercLkpFD 20 156 20 156 MHz

the PFD*

Reference clock rate FrxrercLkprp106 75 156 75 156 MHz

recommended at the

PFD for Tx rates 10 Gbps

and above*

Tx reference clock Frxrerpn -110 -110 dBc

phase noise /Hz

requirements to meet

jitter specifications (156

MHz clock at reference

clock input)®

Phase noise at 10 KHz Frxrerpn -110 -110 dBc
/Hz

Phase noise at 100 KHz Frxrerpn -115 -115 dBc
/Hz

Phase noise at 1 MHz Frxrerpn -135 -135 dBc
/Hz

Reference clock input TRerRISE 200 500 200 500 ps

rise time (10%—90%)

Reference clock input TrerrALL 200 500 200 500 ps

fall time (90%—10%)

Reference clock duty TrerpuTY 40 60 40 60 %

cycle

Spread spectrum Mod_Spread 0.1 3.1 0.1 3.1 %

modulation spread®

Spread spectrum Mod_Freq TxREF 32 TxREF TxREF 32 TxREF KHz

modulation frequency’ CLKPFD/ CLKPFD/ CLKPFD/ CLKPFD/

(128) (128*63) (128) (128*63)

1. See the maximum reference clock rate allowed per input buffer standard.

2. The minimum value applies to this clock when used as an XCVR reference clock. It does not apply
when used as a non-XCVR input buffer (DC input allowed).

3. Cascaded reference clock.

4. After reference clock input divider.

5. Required maximum phase noise is scaled based on actual Frxrefcikero value by 20 x log10 (TxRefCIkPFD
/156 MHz). It is assumed that the reference clock divider of 4 is used for these calculations to always
meet the maximum PFD frequency specification.

6. Programmable capability for depth of down-spread or center-spread modulation.

7. Programmable modulation rate based on the modulation divider setting (1 to 63).

Transceiver Reference Clock 1/0 Standards
The following table describes the differential I/O standards supported as transceiver reference clocks.
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5. Improved jitter characteristics for a specific industry standard are possible in many cases due to
improved reference clock or higher Vco rate used.
6. Tx jitter is specified with all transmitters on the device enabled, a 10—12-bit error rate (BER) and Tx

data pattern of PRBS7.

7. From the PMA mode, the TX_ELEC_IDLE port to the XVCR TXP/N pins.
FTxRefClk = 75 MHz with typical settings.
For data rates greater than 10.3125 Gbps, VDDA must be set to 1.05 V mode. See supply tolerance
in the section Recommended Operating Conditions (see page 6). (see page 6)

Receiver Performance

The following table describes performance of the receiver.

Table 53 ® PolarFire Transceiver Receiver Characteristics

Parameter Symbol Min Typ Max Unit Condition

Input voltage range Vin 0 Vooa + 0.3 Vv

Differential peak-to-peak Vioep 140 1250 mV

amplitude

Differential termination Virerm 85 Q
Viterm 100 Q
Viterm 150 Q

Common mode voltage Viemoc * 0.7 x Vooa 0.9 x Vopa Vv DC coupled

Exit electrical idle detection time Teioer 50 100 ns

Run length of consecutive Cio 200 ul

identical digits (CID)

CDR PPM tolerance? Corepm 1.15 % Ul

CDR lock-to-data time Tuo CDRRercik

Ul
CDR lock-to-ref time Ture CDRRrercLk
ul

Loss-of-signal detect (Peak VDETLHIGH mV Setting =1

Detect Range setting = high)?® Voeren mv Setting = 2
VDETLHIGH mV Setting =3
VpETLHIGH mV Setting =4
VDETLHIGH mV Setting =5
VpETLHIGH mV Setting =6
VDETLHIGH mV Setting =7

Loss-of-signal detect (Peak Voetow 65 175 mV Setting = PCle3”

Detect Range setting = low)” Vormow 95 190 mv Setting = SATA%3
Voeriow 75 170 mV Setting =1
VoerLow 95 185 mV Setting = 2
Voetlow 100 190 mV Setting =3
Voetiow 140 210 mV Setting =4
VoetLow 155 240 mV Setting =5
Voetlow 165 245 mV Setting =6
VoerLow 170 250 mV Setting =7

Sinusoidal jitter tolerance Tsito Ul >8.5 Gbps —

12.7 Gbps 5 1©
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Table 75 e FPGA Programming Cycles Lifetime Factor

Programming T Programming Cycles LF

—40 °C to 100 °C 500 1

—40 °Cto 85 °C 1000 0.8

-40°Cto 55°C 2000 0.6
Notes:

® The maximum number of device digest cycles is 100K.

® Digests are operational only over the —40 °C to 100 °C temperature range.

® After a program cycle, an additional N digests cycles are allowed with the resultant retention
characteristics for the total operating and storage temperature shown.

® Retention is specified for total device storage and operating temperature.

® All temperatures are junction temperatures (Ti).

® Example 1—500 digests cycles are performed between programming cycles. N = 500. The operating
conditions are —40 °C to 85 °C Ti. 501 programming cycles have occurred. The retention under these
operating conditions is 20 x LF = 20 x .8 = 16 years.

® Example 2—one programming cycle has occurred, N = 1500 digest cycles have occurred.
Temperature range is —40 °C to 100 °C. The resultant retention is 10 x LF or 10 years over the
industrial temperature range.

7.6.5 Digest Time

The following table describes digest time.

Table 76 ¢ Digest Times

Parameter Devices Typ Max Unit
Setup time All 2 us
Fabric digest run time MPF100T, TL, TS, TLS ms
MPF200T, TL, TS, TLS 1005 1072 ms
MPF300T, TL, TS, TLS 1503.9 1582 ms
MPF500T, TL, TS, TLS ms
UFS CC digest run time MPF100T, TL, TS, TLS us
MPF200T, TL, TS, TLS 33.2 35 us
MPF300T, TL, TS, TLS 33.2 35 Us
MPF500T, TL, TS, TLS us
sNVM digest run time! MPF100T, TL, TS, TLS ms
MPF200T, TL, TS, TLS 4.4 4.8 ms
MPF300T, TL, TS, TLS 4.4 4.8 ms
MPF500T, TL, TS, TLS ms
UFS UL digest run time MPF100T, TL, TS, TLS us
MPF200T, TL, TS, TLS 46.6 48.8 us
MPF300T, TL, TS, TLS 46.6 48.8 us
MPF500T, TL, TS, TLS us
User key digest run time? MPF100T, TL, TS, TLS us
MPF200T, TL, TS, TLS 525.4 543.3 us
MPF300T, TL, TS, TLS 525.4 543.3 us
MPF500T, TL, TS, TLS us
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Devices IAP FlashPro4 FlashPro5 BP Silicon Sculptor Units

MPF500T, TL, TS, TLS

Notes:

® FlashPro4 4 MHz TCK.
® FlashPro5 10 MHz TCK.
® pC configuration: Intel i7 at 3.6 GHz, 32 GB RAM, Windows 10.

Table 83 e Verify System Services

Parameter Symbol ServicelD Devices Typ Max Unit

In application verify by index TiaP_ver_index 44H MPF100T, TL, TS, TLS s
MPF200T, TL, TS, TLS 8.2 9 s
MPF300T, TL, TS, TLS 12.4 13 s
MPF500T, TL, TS, TLS S

In application verify by SPI address Tiap_ver_addr 45H MPF100T, TL, TS, TLS s
MPF200T, TL, TS, TLS 8.2 9 s
MPF300T, TL, TS, TLS 12.4 13 S
MPF500T, TL, TS, TLS s

7.6.8 Authentication Time

The following tables describe authentication system service time.

Table 84 ¢ Authentication Services

Parameter Symbol ServicelD Devices Typ Max Unit

Bitstream Authentication Teir_autH 22H MPF100T, TL, TS, TLS S
MPF200T, TL, TS, TLS 3.3 3.7 S
MPF300T, TL, TS, TLS 49 5.4 s
MPF500T, TL, TS, TLS s

IAP Image Authentication Tiap_auTH 23H MPF100T, TL, TS, TLS S
MPF200T, TL, TS, TLS 33 37 s
MPF300T, TL, TS, TLS 4.9 5.4 S

MPF500T, TL, TS, TLS

7.6.9 Secure NVM Performance
The following table describes secure NVM performance.

Table 85 e sNVM Read/Write Characteristics

Parameter Symbol Min Typ Max Unit Conditions
Plain text programming 7.0 7.2 7.9 ms

Authenticated text programming 7.2 7.4 9.4 ms

Authenticated and encrypted text programming 7.2 7.4 9.4 ms

Authentication R/W 1st access from power-up Trur_ovHD 100 111 ms From
overhead TrAB_READY
Plain text read 7.67 7.79 8.2 us
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Parameter Symbol Min Typ Max Unit Conditions
Authenticated text read 113.25 114.02 118.5 us
Authenticated and decrypted text read 159.59 160.53 166.5 us

Notes:

® Ppage size= 252 bytes (non-authenticated), 236 bytes (authenticated).
® Only page reads and writes allowed.
®  Teur_ovkp is an additional time that occurs on the first R/W, after cold or warm boot, to SNVM using

authenticated or authenticated and encrypted text.

Secure NVM Programming Cycles
The following table describes secure NVM programming cycles.

Table 86 ¢ sSNVM Programming Cycles vs. Retention Characteristics

Programming Programming Cycles per Page, Programming Cycles per Block, Retention
Temperature Max Max Years
—40 °C to 100 °C 10,000 100,000 20

—40 °Cto 85 °C 10,000 100,000 20
-40°Cto 55°C 10,000 100,000 20

Note: Page size = 128 bytes. Block size = 56 KBytes.

System Services

This section describes system switching and throughput characteristics.

System Services Throughput Characteristics
The following table describes system services throughput characteristics.

Table 87 e System Services Throughput Characteristics

Parameter Symbol Service Typ Max Unit Conditions
ID
Serial number Tserial 00H 65 67 us
User code Tuser 01H 0.8 1.05 us
Design information Toesign 02H 2.4 2.7 us
Device certificate Teert 03H 255 271 ms
Read digests Taigest_read 04H 201 215 us
Query security locks Tsec_auery 05H 15 17 us
Read debug information TRd_debug 06H 34 38 us
Reserved 07H-0FH
Secure NVM write plain text TsNvM_wr_plain 10H Note 1
Secure NVM write authenticated Tsnvm_wr_Auth 11H Note 1
plain text
Secure NVM write authenticated Tsnvm_wr_cipher 12H Note 1
cipher text
Reserved 13H-
17H
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Table 101 ¢ Cold and Warm Boot
Parameter Symbol Min Typ Max Unit Condition
The time from Trae_reaoy to 0 0 0 ms
ready to program through
JTAG/SPI-Slave
The time from Tras_reaoy to Teur_ovhp? Teur_ovhp? ms
auto-update start
The time from Tras_reaoy to Trur_ovHp? Teur_ovHp? ms
programming recovery start
The time from Tras_reany to TTAMPER_READY 0 0 0 ms
the tamper flags being
available
The time from TcryPTO_READY 0 0 0 ms

Tras_reapy to the

Athena

Crypto co-processor being

available (for S

devices only)

7.9.8

1. Programming depends on the PUF to power up. Refer to Trur_ovip at section Secure NVM
Performance (see page 58).

1/0 Calibration

The following tables specify the initial 1/O calibration time for the fastest and slowest supported VDDI
ramp times of 0.2 ms to 50 ms, respectively. This only applies to /O banks specified by the user to be
auto-calibrated.

Table 102 ¢ 1/0 Initial Calibration Time (TCALIB)

Ramp Time Min (ms) Max (ms) Condition

0.2ms 0.98 2.63 Applies to HSIO and GPIO banks

50 ms 41.62 62.19 Applies to HSIO and GPIO banks
Notes:

®  The user may specify any VDDI ramp time in the range specified above. The nominal initial
calibration time is given by the specified VDDI ramp time plus 2 ms.

® |n order for 10 calibration to start, VDDI and VDDAUX of the 1/0 bank must be higher than the trip
point levels specified in 1/0-Related Supplies (see page 66).

Table 103 ¢ /0 Fast Recalibration Time (TRECALIB)

1/0 Type Min (ms) Typ (ms) Max (ms) Condition
GPIO bank 0.16 0.20 0.24 GPIO configured for 3.3 V operation
HSIO bank 0.20 0.25 0.30 HSIO configured for 1.8 V operation

Note: In order to obtain fast re-calibration, the user must assert the relevant clock request signal from
the FPGA fabric to the 1/0 bank controller.

The following table describes the time to enter Flash*Freeze Mode and to exit Flash*Freeze mode.
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Table 107 ¢ SPI Master Mode (PolarFire Master) During Device Initialization

Parameter Symbol Min Typ Max Unit Condition
SCK frequency Fmsck 40 MHz

Table 108 ¢ SPI Slave Mode (PolarFire Slave)
Parameter Symbol Min Typ Max Unit Condition
SCK frequency Fsscx 80 MHz

SmartDebug Probe Switching Characteristics

The following table describes characteristics of SmartDebug probe switching.

Table 109 e SmartDebug Probe Performance Characteristics

Parameter Symbol Voo = Voo = Vop = Vop = Unit
1.0VSTD i10v-1 1.05VSTD 1.05V-1
Maximum frequency Fmax 100 100 100 100 MHz
of probe signal
Minimum delay Tiin_delay 13 12 13 12 ns
of probe signal
Maximum delay TMax_delay 13 12 13 12 ns
of probe signal
DEVRST_N Switching Characteristics
The following table describes characteristics of DEVRST_N switching.
Table 110 ¢ DEVRST_N Electrical Characteristics
Parameter Symbol Min Typ Max Unit Condition
DEVRST_N ramp rate DRravp 10 us It must be a normal clean digital signal,
with typical rise and fall times
DEVRST_N DRassert 1 us The minimum time for DEVRST_N assertion
assert time to be recognized
DEVRST_N DRoeasserT 2.75 ms The minimum time DEVRST_N needs

de-assert time

to be de-asserted before assertion

FF_EXIT Switching Characteristics

The following table describes characteristics of FF_EXIT switching.

Table 111 e FF_EXIT Electrical Characteristics

Parameter Symbol Min Typ Max Unit Condition

FF_EXIT_N ramp rate FFramp 10 us

Minimum FF_EXIT_N assert FFassert 1 us The minimum time for FF_EXIT_N to be
time recognized

Minimum FF_EXIT_N de- FF 170 us The minimum time FF_EXIT_N needs to be
assert time DEASSERT de-asserted before assertion
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Modes Message Size (bits) Athena TeraFire Crypto Core Clock-Cycles CAL Delay In CPU Clock-Cycles
HMAC-SHA-256¢, 512 7477 2361
256-bit key 64K 88367 2099
HMAC-SHA-384¢, 1024 13049 2257
384-bit key 64K 106103 2153

1. With DPA counter measures.

Table 116 ¢ CMAC

authenticated)

Modes Message Size Athena TeraFire Crypto Core Clock- CAL Delay In CPU Clock-
(bits) Cycles Cycles

AES-CMAC-256* 128 446 9058

(message is only 64K 45494 111053

1. With DPA counter measures.

Table 117 e KEY TREE

Modes Message Size (bits) Athena TeraFire Crypto Core Clock-Cycles CAL Delay In CPU Clock-Cycles
128-bit nonce + 102457 2751

8-bit optype

256-bit nonce + 103218 2089

8-bit optype

Table 118 e SHA

Modes Message Size (bits) Athena TeraFire Crypto Core Clock-Cycles CAL Delay In CPU Clock-Cycles
SHA-1! 512 2386 1579
64K 77576 990
SHA-256! 512 2516 884
64K 84752 938
SHA-384! 1024 4154 884
64K 100222 938
SHA-5121 1024 4154 881
64K 100222 935

1. With DPA counter measures.

Table 119 ¢ ECC

Modes Message Size Athena TeraFire Crypto Core Clock- CAL Delay In CPU Clock-
(bits) Cycles Cycles

ECDSA SigGen, 1024 12528912 6944

P-384/SHA-3841 8K 12540448 5643

ECDSA SigGen, 1024 5502928 6155

P-384/SHA-384
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SigVer, DSA-2048/SHA-256 1024 9810527 10884
8K 9597000 10719
Key Agreement (KAS), DH-3072 (p=3072, 4920705 9338

security=256)

Key Agreement (KAS), DH-3072 (p=3072, 78914533 9083
security=256)*

1. With DPA counter measures.

Table 122 ¢« NRBG

Modes Message Athena TeraFire Crypto CAL Delay In CPU
Size (bits) Core Clock-Cycles Clock-Cycles
Instantiate: strength, s=256, 384-bit nonce, 384-bit 18221 2841
personalization string
Reseed: no additional input, s=256 13585 1180
Reseed: 384-bit additional input, s=256 15922 1342
Generate: (no additional input), prediction 128 15262 1755
resistance enabled, s= 256 3K 27169 3223
Generate: (no additional input), prediction 128 2138 1167
resistance disabled, s= 256 3K 14045 3223
Generate: (384-bit additional input), prediction 128 21299 1944
resistance enabled, s= 256 3K 33206 3949
Generate: (384-bit additional input), prediction 128 11657 1894
resistance disabled, s= 256 8K 23564 8950
Un-instantiate 761 666

1. With DPA counter measures.
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