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ProASIC3 nano FPGA Fabric User’s Guide
Table 1-4 • IGLOO nano and ProASIC3 nano Array Coordinates

Device

VersaTiles Memory Rows Entire Die

Min. Max. Bottom Top Min. Max.

IGLOO nano ProASIC3 nano (x, y) (x, y) (x, y) (x, y) (x, y) (x, y)

AGLN010 A3P010 (0, 2) (32, 5) None None (0, 0) (34, 5)

AGLN015 A3PN015 (0, 2) (32, 9) None None (0, 0) (34, 9)

AGLN020 A3PN020 (0, 2) 32, 13) None None (0, 0) (34, 13)

AGLN060 A3PN060 (3, 2) (66, 25) None (3, 26) (0, 0) (69, 29)

AGLN125 A3PN125 (3, 2) (130, 25) None (3, 26) (0, 0) (133, 29)

AGLN250 A3PN250 (3, 2) (130, 49) None (3, 50) (0, 0) (133, 49)

Note: The vertical I/O tile coordinates are not shown. West-side coordinates are {(0, 2) to (2, 2)} to {(0, 77) to (2, 77)};
east-side coordinates are {(195, 2) to (197, 2)} to {(195, 77) to (197, 77)}.

Figure 1-9 • Array Coordinates for AGL600, AGLE600, A3P600, and A3PE600
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Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal FPGAs
IGLOOe and ProASIC3E CCC Locations
IGLOOe and ProASIC3E devices have six CCCs—one in each of the four corners and one each in the 
middle of the east and west sides of the device (Figure 4-15).
All six CCCs are integrated with PLLs, except in PQFP-208 package devices. PQFP-208 package 
devices also have six CCCs, of which two include PLLs and four are simplified CCCs. The CCCs with 
PLLs are implemented in the middle of the east and west sides of the device (middle right and middle 
left). The simplified CCCs without PLLs are located in the four corners of the device (Figure 4-16).   

Figure 4-15 • CCC Locations in IGLOOe and ProASIC3E Family Devices (except PQFP-208 
package)

Figure 4-16 • CCC Locations in ProASIC3E Family Devices (PQFP-208 package)
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Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal FPGAs
PLL Core Specifications
PLL core specifications can be found in the DC and Switching Characteristics chapter of the appropriate 
family datasheet.

Loop Bandwidth
Common design practice for systems with a low-noise input clock is to have PLLs with small loop 
bandwidths to reduce the effects of noise sources at the output. Table 4-6 shows the PLL loop 
bandwidth, providing a measure of the PLL's ability to track the input clock and jitter.  

PLL Core Operating Principles
This section briefly describes the basic principles of PLL operation. The PLL core is composed of a 
phase detector (PD), a low-pass filter (LPF), and a four-phase voltage-controlled oscillator (VCO). 
Figure 4-19 illustrates a basic single-phase PLL core with a divider and delay in the feedback path. 

The PLL is an electronic servo loop that phase-aligns the PD feedback signal with the reference input. To 
achieve this, the PLL dynamically adjusts the VCO output signal according to the average phase 
difference between the input and feedback signals. 
The first element is the PD, which produces a voltage proportional to the phase difference between its 
inputs. A simple example of a digital phase detector is an Exclusive-OR gate. The second element, the 
LPF, extracts the average voltage from the phase detector and applies it to the VCO. This applied voltage 
alters the resonant frequency of the VCO, thus adjusting its output frequency. 
Consider Figure 4-19 with the feedback path bypassing the divider and delay elements. If the LPF 
steadily applies a voltage to the VCO such that the output frequency is identical to the input frequency, 
this steady-state condition is known as lock. Note that the input and output phases are also identical. The 
PLL core sets a LOCK output signal HIGH to indicate this condition.
Should the input frequency increase slightly, the PD detects the frequency/phase difference between its 
reference and feedback input signals. Since the PD output is proportional to the phase difference, the 
change causes the output from the LPF to increase. This voltage change increases the resonant 
frequency of the VCO and increases the feedback frequency as a result. The PLL dynamically adjusts in 
this manner until the PD senses two phase-identical signals and steady-state lock is achieved. The 
opposite (decreasing PD output signal) occurs when the input frequency decreases.
Now suppose the feedback divider is inserted in the feedback path. As the division factor M (shown in 
Figure 4-20 on page 85) is increased, the average phase difference increases. The average phase 

Table 4-6 • –3 dB Frequency of the PLL
Minimum

(Ta = +125°C, VCCA = 1.4 V)
Typical

(Ta = +25°C, VCCA = 1.5 V)
Maximum

(Ta = –55°C, VCCA = 1.6 V)
–3 dB 
Frequency

15 kHz 25 kHz 45 kHz

Figure 4-19 • Simplified PLL Core with Feedback Divider and Delay
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83  RXCSEL1 CLKC input selection Select the CLKC input clock source between 
RC oscillator and crystal oscillator (refer to 
Table 4-16 on page 94).2

82  RXBSEL1 CLKB input selection Select the CLKB input clock source between 
RC oscillator and crystal oscillator (refer to 
Table 4-16 on page 94).2

81  RXASEL1 CLKA input selection Select the CLKA input clock source between 
RC oscillator and crystal oscillator (refer to 
Table 4-16 on page 94).2

80 RESETEN Reset Enable Enables (active high) the synchronization of 
PLL output dividers after dynamic 
reconfiguration (SUPDATE). The Reset 
Enable signal is READ-ONLY.

79 DYNCSEL Clock Input C Dynamic 
Select

Configures clock input C to be sent to GLC for 
dynamic control.2

78 DYNBSEL Clock Input B Dynamic 
Select

Configures clock input B to be sent to GLB for 
dynamic control.2

77 DYNASEL Clock Input A Dynamic 
Select

Configures clock input A for dynamic PLL 
configuration.2

<76:74> VCOSEL[2:0] VCO Gear Control Three-bit VCO Gear Control for four frequency 
ranges (refer to Table 4-19 on page 95 and 
Table 4-20 on page 95).

73 STATCSEL MUX Select on Input C MUX selection for clock input C2

72 STATBSEL MUX Select on Input B MUX selection for clock input B2

71 STATASEL MUX Select on Input A MUX selection for clock input A2

<70:66> DLYC[4:0] YC Output Delay Sets the output delay value for YC.

<65:61> DLYB[4:0] YB Output Delay Sets the output delay value for YB.

<60:56> DLYGLC[4:0] GLC Output Delay Sets the output delay value for GLC.

<55:51> DLYGLB[4:0] GLB Output Delay Sets the output delay value for GLB.

<50:46> DLYGLA[4:0] Primary Output Delay Primary GLA output delay

45 XDLYSEL System Delay Select When selected, inserts System Delay in the 
feedback path in Figure 4-20 on page 85.

<44:40> FBDLY[4:0] Feedback Delay Sets the feedback delay value for the 
feedback element in Figure 4-20 on page 85.

<39:38> FBSEL[1:0] Primary Feedback Delay 
Select

Controls the feedback MUX: no delay, include 
programmable delay element, or use external 
feedback.

<37:35> OCMUX[2:0] Secondary 2 Output 
Select

Selects from the VCO’s four phase outputs for 
GLC/YC.

<34:32> OBMUX[2:0] Secondary 1 Output 
Select

Selects from the VCO’s four phase outputs for 
GLB/YB.

Table 4-8 • Configuration Bit Descriptions for the CCC Blocks (continued)
Config.
Bits Signal Name Description

Notes:
1. The <88:81> configuration bits are only for the Fusion dynamic CCC.
2. This value depends on the input clock source, so Layout must complete before these bits can be set. 

After completing Layout in Designer, generate the "CCC_Configuration" report by choosing Tools > 
Report > CCC_Configuration. The report contains the appropriate settings for these bits.
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Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal FPGAs
global assignments are not allocated properly. See the "Physical Constraints for Quadrant Clocks" 
section for information on assigning global signals to the quadrant clock networks.
Promoted global signals will be instantiated with CLKINT macros to drive these signals onto the global 
network. This is automatically done by Designer when the Auto-Promotion option is selected. If the user 
wishes to assign the signals to the quadrant globals instead of the default chip globals, this can done by 
using ChipPlanner, by declaring a physical design constraint (PDC), or by importing a PDC file.

Physical Constraints for Quadrant Clocks
If it is necessary to promote global clocks (CLKBUF, CLKINT, PLL, CLKDLY) to quadrant clocks, the user 
can define PDCs to execute the promotion. PDCs can be created using PDC commands (pre-compile) or 
the MultiView Navigator (MVN) interface (post-compile). The advantage of using the PDC flow over the 
MVN flow is that the Compile stage is able to automatically promote any regular net to a global net before 
assigning it to a quadrant. There are three options to place a quadrant clock using PDC commands:

• Place a clock core (not hardwired to an I/O) into a quadrant clock location.
• Place a clock core (hardwired to an I/O) into an I/O location (set_io) or an I/O module location 

(set_location) that drives a quadrant clock location.
• Assign a net driven by a regular net or a clock net to a quadrant clock using the following 

command:
assign_local_clock -net <net name> -type quadrant <quadrant clock region>

where
<net name> is the name of the net assigned to the local user clock region.
<quadrant clock region> defines which quadrant the net should be assigned to. Quadrant 
clock regions are defined as UL (upper left), UR (upper right), LL (lower left), and LR (lower right).

Note: If the net is a regular net, the software inserts a CLKINT buffer on the net.
For example:
assign_local_clock -net localReset -type quadrant UR

Keep in mind the following when placing quadrant clocks using MultiView Navigator:

Hardwired I/O–Driven CCCs
• Find the associated clock input port under the Ports tab, and place the input port at one of the 

Gmn* locations using PinEditor or I/O Attribute Editor, as shown in Figure 4-32. 

Figure 4-32 • Port Assignment for a CCC with Hardwired I/O Clock Input
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FlashROM Security
Low power flash devices have an on-chip Advanced Encryption Standard (AES) decryption core,
combined with an enhanced version of the Microsemi flash-based lock technology (FlashLock®).
Together, they provide unmatched levels of security in a programmable logic device. This security
applies to both the FPGA core and FlashROM content. These devices use the 128-bit AES (Rijndael)
algorithm to encrypt programming files for secure transmission to the on-chip AES decryption core. The
same algorithm is then used to decrypt the programming file. This key size provides approximately 3.4 ×
1038 possible 128-bit keys. A computing system that could find a DES key in a second would take
approximately 149 trillion years to crack a 128-bit AES key. The 128-bit FlashLock feature in low power
flash devices works via a FlashLock security Pass Key mechanism, where the user locks or unlocks the
device with a user-defined key. Refer to the "Security in Low Power Flash Devices" section on page 235. 
If the device is locked with certain security settings, functions such as device read, write, and erase are
disabled. This unique feature helps to protect against invasive and noninvasive attacks. Without the
correct Pass Key, access to the FPGA is denied. To gain access to the FPGA, the device first must be
unlocked using the correct Pass Key. During programming of the FlashROM or the FPGA core, you can
generate the security header programming file, which is used to program the AES key and/or FlashLock
Pass Key. The security header programming file can also be generated independently of the FlashROM
and FPGA core content. The FlashLock Pass Key is not stored in the FlashROM. 
Low power flash devices with AES-based security allow for secure remote field updates over public
networks such as the Internet, and ensure that valuable intellectual property (IP) remains out of the
hands of IP thieves. Figure 5-5 shows this flow diagram.  

Figure 5-5 • Programming FlashROM Using AES
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Figure 5-7 • Accessing FlashROM Using FPGA Core

Figure 5-8 • Accessing FlashROM Using JTAG Port
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SRAM Features
RAM4K9 Macro
RAM4K9 is the dual-port configuration of the RAM block (Figure 6-4). The RAM4K9 nomenclature refers
to both the deepest possible configuration and the widest possible configuration the dual-port RAM block
can assume, and does not denote a possible memory aspect ratio. The RAM block can be configured to
the following aspect ratios: 4,096×1, 2,048×2, 1,024×4, and 512×9. RAM4K9 is fully synchronous and
has the following features:

• Two ports that allow fully independent reads and writes at different frequencies
• Selectable pipelined or nonpipelined read
• Active-low block enables for each port
• Toggle control between read and write mode for each port
• Active-low asynchronous reset
• Pass-through write data or hold existing data on output. In pass-through mode, the data written to

the write port will immediately appear on the read port.
• Designer software will automatically facilitate falling-edge clocks by bubble-pushing the inversion

to previous stages.

Signal Descriptions for RAM4K9
Note: Automotive ProASIC3 devices support single-port SRAM capabilities, or dual-port SRAM

only under specific conditions. Dual-port mode is supported if the clocks to the two SRAM
ports are the same and 180° out of phase (i.e., the port A clock is the inverse of the port B
clock). Since Libero SoC macro libraries support a dual-port macro only, certain
modifications must be made. These are detailed below. 

The following signals are used to configure the RAM4K9 memory element:

WIDTHA and WIDTHB
These signals enable the RAM to be configured in one of four allowable aspect ratios (Table 6-2 on
page 138).
Note: When using the SRAM in single-port mode for Automotive ProASIC3 devices, WIDTHB

should be tied to ground.

Note: For timing diagrams of the RAM signals, refer to the appropriate family datasheet.
Figure 6-4 • RAM4K9 Simplified Configuration
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256×18 FIFO is full, even though a 128×18 FIFO was requested. For this example, the Almost-Full flag
can be used instead of the Full flag to signal when the 128th data word is reached.
To accommodate different aspect ratios, the almost-full and almost-empty values are expressed in terms
of data bits instead of data words. SmartGen translates the user’s input, expressed in data words, into
data bits internally. SmartGen allows the user to select the thresholds for the Almost-Empty and Almost-
Full flags in terms of either the read data words or the write data words, and makes the appropriate
conversions for each flag.
After the empty or full states are reached, the FIFO can be configured so the FIFO counters either stop or
continue counting. For timing numbers, refer to the appropriate family datasheet.

Signal Descriptions for FIFO4K18
The following signals are used to configure the FIFO4K18 memory element:

WW and RW
These signals enable the FIFO to be configured in one of the five allowable aspect ratios (Table 6-6).

WBLK and RBLK
These signals are active-low and will enable the respective ports when LOW. When the RBLK signal is
HIGH, that port’s outputs hold the previous value.

WEN and REN
Read and write enables. WEN is active-low and REN is active-high by default. These signals can be
configured as active-high or -low.

WCLK and RCLK
These are the clock signals for the synchronous read and write operations. These can be driven
independently or with the same driver. 
Note: For the Automotive ProASIC3 FIFO4K18, for the same clock, 180° out of phase (inverted)

between clock pins should be used.
RPIPE
This signal is used to specify pipelined read on the output. A LOW on RPIPE indicates a nonpipelined
read, and the data appears on the output in the same clock cycle. A HIGH indicates a pipelined read, and
data appears on the output in the next clock cycle.

RESET
This active-low signal resets the control logic and forces the output hold state registers to zero when
asserted. It does not reset the contents of the memory array (Table 6-7 on page 144).
While the RESET signal is active, read and write operations are disabled. As with any asynchronous
RESET signal, care must be taken not to assert it too close to the edges of active read and write clocks. 

WD
This is the input data bus and is 18 bits wide. Not all 18 bits are valid in all configurations. When a data
width less than 18 is specified, unused higher-order signals must be grounded (Table 6-7 on page 144). 

Table 6-6 • Aspect Ratio Settings for WW[2:0]

WW[2:0] RW[2:0] D×W

000 000 4k×1

001 001 2k×2

010 010 1k×4

011 011 512×9

100 100 256×18

101, 110, 111 101, 110, 111 Reserved
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I/O Structures in nano Devices
Refer to Table 7-10 on page 169 for more information about the slew rate and drive strength specification
for LVTTL/LVCMOS 3.3 V, LVCMOS 2.5 V, LVCMOS 1.8 V, LVCMOS 1.5 V, and LVCMOS 1.2 V output
buffers.

Simultaneously Switching Outputs (SSOs) and Printed Circuit 
Board Layout

Each I/O voltage bank has a separate ground and power plane for input and output circuits. This isolation
is necessary to minimize simultaneous switching noise from the input and output (SSI and SSO). The
switching noise (ground bounce and power bounce) is generated by the output buffers and transferred
into input buffer circuits, and vice versa.
SSOs can cause signal integrity problems on adjacent signals that are not part of the SSO bus. Both
inductive and capacitive coupling parasitics of bond wires inside packages and of traces on PCBs will
transfer noise from SSO busses onto signals adjacent to those busses. Additionally, SSOs can produce
ground bounce noise and VCCI dip noise. These two noise types are caused by rapidly changing
currents through GND and VCCI package pin inductances during switching activities (EQ 1 and EQ 2).

Ground bounce noise voltage = L(GND) × di/dt

EQ 1

VCCI dip noise voltage = L(VCCI) × di/dt

EQ 2
Any group of four or more input pins switching on the same clock edge is considered an SSO bus. The
shielding should be done both on the board and inside the package unless otherwise described. 
In-package shielding can be achieved in several ways; the required shielding will vary depending on
whether pins next to the SSO bus are LVTTL/LVCMOS inputs or LVTTL/LVCMOS outputs. Board traces
in the vicinity of the SSO bus have to be adequately shielded from mutual coupling and inductive noise
that can be generated by the SSO bus. Also, noise generated by the SSO bus needs to be reduced
inside the package. 
PCBs perform an important function in feeding stable supply voltages to the IC and, at the same time,
maintaining signal integrity between devices.
Key issues that need to be considered are as follows:

• Power and ground plane design and decoupling network design
• Transmission line reflections and terminations

For extensive data per package on the SSO and PCB issues, refer to the "ProASIC3/E SSO and Pin
Placement and Guidelines" chapter of the ProASIC3 Device Family User’s Guide. 

Table 7-14 • nano Output Drive and Slew

I/O Standards 2 mA 4 mA 6 mA 8 mA Slew

LVTTL / LVCMOS 3.3 V ✓ ✓ ✓ ✓ High Low

LVCMOS 2.5 V ✓ ✓ ✓ ✓ High Low

LVCMOS 1.8 V ✓ ✓ – – High Low

LVCMOS 1.5 V ✓ – – – High Low

LVCMOS 1.2 V ✓ – – – High Low
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DDR for Microsemi’s Low Power Flash Devices
DDR Support in Flash-Based Devices 
The flash FPGAs listed in Table 9-1 support the DDR feature and the functions described in this
document. 

IGLOO Terminology
In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 9-1. Where the information applies to only one product line or limited devices, these exclusions
will be explicitly stated. 

ProASIC3 Terminology
In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 9-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.
To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGAs Portfolio.

Table 9-1 • Flash-Based FPGAs

Series Family* Description

IGLOO IGLOO Ultra-low power 1.2 V to 1.5 V FPGAs with Flash*Freeze technology

IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards

IGLOO nano The industry’s lowest-power, smallest-size solution

ProASIC3 ProASIC3 Low power, high-performance 1.5 V FPGAs

ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and additional I/O standards

ProASIC3 nano Lowest-cost solution with enhanced I/O capabilities

ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology

RT ProASIC3 Radiation-tolerant RT3PE600L and RT3PE3000L

Military ProASIC3/EL Military temperature A3PE600L, A3P1000, and A3PE3000L

Automotive ProASIC3 ProASIC3 FPGAs qualified for automotive applications 

Fusion Fusion Mixed signal FPGA integrating ProASIC3 FPGA fabric, programmable
analog block, support for ARM® Cortex™-M1 soft processors, and flash
memory into a monolithic device

Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,
and packaging information.
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Device Programmers
Single Device Programmer
Single device programmers are used to program a device before it is mounted on the system board. 
The advantage of using device programmers is that no programming hardware is required on the system 
board. Therefore, no additional components or board space are required. 
Adapter modules are purchased with single device programmers to support the FPGA packages used. 
The FPGA is placed in the adapter module and the programming software is run from a PC. Microsemi 
supplies the programming software for all of the Microsemi programmers. The software allows for the 
selection of the correct die/package and programming files. It will then program and verify the device. 

• Single-site programmers 
A single-site programmer programs one device at a time. Microsemi offers Silicon Sculptor 3, built 
by BP Microsystems, as a single-site programmer. Silicon Sculptor 3 and associated software are 
available only from Microsemi.
– Advantages: Lower cost than multi-site programmers. No additional overhead for 

programming on the system board. Allows local control of programming and data files for 
maximum security. Allows on-demand programming on-site. 

– Limitations: Only programs one device at a time.
• Multi-site programmers 

Often referred to as batch or gang programmers, multi-site programmers can program multiple devices at 
the same time using the same programming file. This is often used for large volume programming and by 
programming houses. The sites often have independent processors and memory enabling the sites to 
operate concurrently, meaning each site may start programming the same file independently. This 
enables the operator to change one device while the other sites continue programming, which increases 
throughput. Multiple adapter modules for the same package are required when using a multi-site 
programmer. Silicon Sculptor I, II, and 3 programmers can be cascaded to program multiple devices in a 
chain. Multi-site programmers, such as the BP2610 and BP2710, can also be purchased from BP 
Microsystems. When using BP Microsystems multi-site programmers, users must use programming 
adapter modules available only from Microsemi. Visit the Microsemi SoC Products Group website to view 
the part numbers of the desired adapter module:

http://www.microsemi.com/soc/products/hardware/program_debug/ss/modules.aspx.
Also when using BP Microsystems programmers, customers must use Microsemi 
programming software to ensure the best programming result will occur.
– Advantages: Provides the capability of programming multiple devices at the same time. No 

additional overhead for programming on the system board. Allows local control of 
programming and data files for maximum security. 

– Limitations: More expensive than a single-site programmer
• Automated production (robotic) programmers

Automated production programmers are based on multi-site programmers. They consist of a large input 
tray holding multiple parts and a robotic arm to select and place parts into appropriate programming 
sockets automatically. When the programming of the parts is complete, the parts are removed and 
placed in a finished tray. The automated programmers are often used in volume programming houses to 
program parts for which the programming time is small. BP Microsystems part number BP4710, BP4610, 
BP3710 MK2, and BP3610 are available for this purpose. Auto programmers cannot be used to program 
RTAX-S devices.
Where an auto-programmer is used, the appropriate open-top adapter module from BP Microsystems 
must be used.
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Generating Programming Files

Generation of the Programming File in a Trusted Environment—
Application 1
As discussed in the "Application 1: Trusted Environment" section on page 243, in a trusted environment,
the user can choose to program the device with plaintext bitstream content. It is possible to use plaintext
for programming even when the FlashLock Pass Key option has been selected. In this application, it is
not necessary to employ AES encryption protection. For AES encryption settings, refer to the next
sections.
The generated programming file will include the security setting (if selected) and the plaintext
programming file content for the FPGA array, FlashROM, and/or FBs. These options are indicated in
Table 11-2 and Table 11-3.

For this scenario, generate the programming file as follows:
1. Select the Silicon features to be programmed (Security Settings, FPGA Array, FlashROM,

Flash Memory Blocks), as shown in Figure 11-10 on page 248 and Figure 11-11 on page 248.
Click Next.
If Security Settings is selected (i.e., the FlashLock security Pass Key feature), an additional
dialog will be displayed to prompt you to select the security level setting. If no security setting is
selected, you will be directed to Step 3.

Table 11-2 • IGLOO and ProASIC3 Plaintext Security Options, No AES 

Security Protection FlashROM Only FPGA Core Only
Both FlashROM 

and FPGA
No AES / no FlashLock ✓ ✓ ✓

FlashLock only ✓ ✓ ✓

AES and FlashLock – – –

Table 11-3 • Fusion Plaintext Security Options
Security Protection FlashROM Only FPGA Core Only FB Core Only All
No AES / no FlashLock ✓ ✓ ✓ ✓

FlashLock ✓ ✓ ✓ ✓

AES and FlashLock – – – –

Note: For all instructions, the programming of Flash Blocks refers to Fusion only.
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Related Documents

User’s Guides
FlashPro User's Guide
http://www.microsemi.com/soc/documents/flashpro_ug.pdf

List of Changes
The following table lists critical changes that were made in each revision of the chapter.

Date Changes Page

July 2010 This chapter is no longer published separately with its own part number and version
but is now part of several FPGA fabric user’s guides.

N/A

v1.5
(August 2009)

The "CoreMP7 Device Security" section was removed from "Security in ARM-
Enabled Low Power Flash Devices", since M7-enabled devices are no longer
supported.

238

v1.4
(December 2008)

IGLOO nano and ProASIC3 nano devices were added to Table 11-1 • Flash-Based
FPGAs.

236

v1.3
(October 2008)

The "Security Support in Flash-Based Devices" section was revised to include new
families and make the information more concise.

236

v1.2
(June 2008)

The following changes were made to the family descriptions in Table 11-1 • Flash-
Based FPGAs:
• ProASIC3L was updated to include 1.5 V. 
• The number of PLLs for ProASIC3E was changed from five to six.

236

v1.1
(March 2008)

The chapter was updated to include the IGLOO PLUS family and information
regarding 15 k gate devices. 

N/A

The "IGLOO Terminology" section and "ProASIC3 Terminology" section are new. 236
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12 – In-System Programming (ISP) of Microsemi’s 
Low Power Flash Devices Using FlashPro4/3/3X

Introduction
Microsemi’s low power flash devices are all in-system programmable. This document describes the
general requirements for programming a device and specific requirements for the FlashPro4/3/3X
programmers1.
IGLOO, ProASIC3, SmartFusion, and Fusion devices offer a low power, single-chip, live-at-power-up
solution with the ASIC advantages of security and low unit cost through nonvolatile flash technology.
Each device contains 1 kbit of on-chip, user-accessible, nonvolatile FlashROM. The FlashROM can be
used in diverse system applications such as Internet Protocol (IP) addressing, user system preference
storage, device serialization, or subscription-based business models. IGLOO, ProASIC3, SmartFusion,
and Fusion devices offer the best in-system programming (ISP) solution, FlashLock® security features,
and AES-decryption-based ISP. 

ISP Architecture 
Low power flash devices support ISP via JTAG and require a single VPUMP voltage of 3.3 V during
programming. In addition, programming via a microcontroller in a target system is also supported.
Refer to the "Microprocessor Programming of Microsemi’s Low Power Flash Devices" chapter of an
appropriate FPGA fabric user’s guide.
Family-specific support:

• ProASIC3, ProASIC3E, SmartFusion, and Fusion devices support ISP. 
• ProASIC3L devices operate using a 1.2 V core voltage; however, programming can be done only

at 1.5 V. Voltage switching is required in-system to switch from a 1.2 V core to 1.5 V core for
programming. 

• IGLOO and IGLOOe V5 devices can be programmed in-system when the device is using a 1.5 V
supply voltage to the FPGA core. 

• IGLOO nano V2 devices can be programmed at 1.2 V core voltage (when using FlashPro4 only)
or 1.5 V. IGLOO nano V5 devices are programmed with a VCC core voltage of 1.5 V. Voltage
switching is required in-system to switch from a 1.2 V supply (VCC,VCCI, and VJTAG)   to 1.5 V
for programming. The exception is that V2 devices can be programmed at 1.2 V VCC with
FlashPro4.

IGLOO devices cannot be programmed in-system when the device is in Flash*Freeze mode. The device
should exit Flash*Freeze mode and be in normal operation for programming to start. Programming
operations in IGLOO devices can be achieved when the device is in normal operating mode and a 1.5 V
core voltage is used.

JTAG 1532
IGLOO, ProASIC3, SmartFusion, and Fusion devices support the JTAG-based IEEE 1532 standard for
ISP. To start JTAG operations, the IGLOO device must exit Flash*Freeze mode and be in normal
operation before starting to send JTAG commands to the device. As part of this support, when a device is
in an unprogrammed state, all user I/O pins are disabled. This is achieved by keeping the global IO_EN

1. FlashPro4 replaced FlashPro3/3X in 2010 and is backward compatible with FlashPro3/3X as long as there is no connection
to pin 4 on the JTAG header on the board. On FlashPro3/3X, there is no connection to pin 4 on the JTAG header; however,
pin 4 is used for programming mode (Prog_Mode) on FlashPro4. When converting from FlashPro3/3X to FlashPro4, users
should make sure that JTAG connectors on system boards do not have any connection to pin 4. FlashPro3X supports
discrete TCK toggling that is needed to support non-JTAG compliant devices in the chain. This feature is included in
FlashPro4.
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Figure 12-2 shows different applications for ISP programming.
1. In a trusted programming environment, you can program the device using the unencrypted

(plaintext) programming file.
2. You can program the AES Key in a trusted programming environment and finish the final

programming in an untrusted environment using the AES-encrypted (cipher text) programming
file.

3. For the remote ISP updating/reprogramming, the AES Key stored in the device enables the
encrypted programming bitstream to be transmitted through the untrusted network connection. 

Microsemi low power flash devices also provide the unique Microsemi FlashLock feature, which protects
the Pass Key and AES Key. Unless the original FlashLock Pass Key is used to unlock the device,
security settings cannot be modified. Microsemi does not support read-back of FPGA core-programmed
data; however, the FlashROM contents can selectively be read back (or disabled) via the JTAG port
based on the security settings established by the Microsemi Designer software. Refer to the "Security in
Low Power Flash Devices" section on page 235 for more information.

Figure 12-2 • Different ISP Use Models
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errors, but this list is intended to show where problems can occur. FlashPro4/3/3X allows TCK to be
lowered from 6 MHz down to 1 MHz to allow you to address some signal integrity problems that may
occur with impedance mismatching at higher frequencies. Customers are expected to troubleshoot
board-level signal integrity issues by measuring voltages and taking scope plots.

Scan Chain Failure
Normally, the FlashPro4/3/3X Scan Chain command expects to see 0x1 on the TDO pin. If the command
reports reading 0x0 or 0x3, it is seeing the TDO pin stuck at 0 or 1. The only time the TDO pin comes out
of tristate is when the JTAG TAP state machine is in the Shift-IR or Shift-DR state. If noise or reflections
on the TCK or TMS lines have disrupted the correct state transitions, the device's TAP state controller
might not be in one of these two states when the programmer tries to read the device. When this
happens, the output is floating when it is read and does not match the expected data value. This can also
be caused by a broken TDO net. Only a small amount of data is read from the device during the Scan
Chain command, so marginal problems may not always show up during this command. Occasionally a
faulty programmer can cause intermittent scan chain failures. 

Exit 11
This error occurs during the verify stage of programming a device. After programming the design into the
device, the device is verified to ensure it is programmed correctly. The verification is done by shifting the
programming data into the device. An internal comparison is performed within the device to verify that all
switches are programmed correctly. Noise induced by poor signal integrity can disrupt the writes and
reads or the verification process and produce a verification error. While technically a verification error, the
root cause is often related to signal integrity.
Refer to the FlashPro User's Guide for other error messages and solutions. For the most up-to-date
known issues and solutions, refer to http://www.microsemi.com/soc/support.

Conclusion
IGLOO, ProASIC3, SmartFusion, and Fusion devices offer a low-cost, single-chip solution that is live at
power-up through nonvolatile flash technology. The FlashLock Pass Key and 128-bit AES Key security
features enable secure ISP in an untrusted environment. On-chip FlashROM enables a host of new
applications, including device serialization, subscription-based applications, and IP addressing.
Additionally, as the FlashROM is nonvolatile, all of these services can be provided without battery
backup. 

Related Documents

User’s Guides
FlashPro User's Guide 
http://www.microsemi.com/soc/documents/flashpro_ug.pdf
272 Revision 5

http://www.microsemi.com/soc/documents/flashpro_ug.pdf
http://www.microsemi.com/soc/support
http://www.microsemi.com/soc/documents/flashpro_ug.pdf
http://www.microsemi.com/soc/documents/flashpro_ug.pdf



