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Low Power Modes in ProASIC3/E and ProASIC3 nano FPGAs

Table 2-4 shows the current draw in Sleep mode for an A3P250 device with the following test conditions:
VCCI = VMV; VCC = VJTAG = VPUMP = GND.

Table 2-4 « A3P250 Current Draw in Sleep Mode

A3P250

Typical Conditions lccr (HA) lccr (HA) per Bank
VCCI=3.3V 31.57 7.89
VCCl=25V 23.96 5.99
VCClI=18V 17.32 4.33
VCClI=15V 14.46 3.62

Icc FPGA Core 0.0 0.0
Leakage Current per /10O 0.1 0.1
VPUMP 0.0 0.0

Note: The data in this table were taken under typical conditions and are based on characterization. The
data is not guaranteed.

Table 2-5 shows the current draw in Sleep mode for an A3PEG00 device with the following test
conditions: VCCI = VMV; VCC = VJTAG = VPUMP = GND.

Table 2-5 « ASPE600 Current Draw in Sleep Mode

A3PEG00

Typical Conditions lccr (HA) lccr (HA) per Bank
VCCI=3.3V 59.85 7.48
VCClI=25V 45.50 5.69
VCClI=18V 32.98 4.12
VCClI=15V 27.66 3.46

VCCI =0V or Floating 0.0 0.0

Icc FPGA Core 0.0 0.0
Leakage Current per I/O 0.1 0.1

lpumP 0.0 0.0

Note: The data in this table were taken under typical conditions and are based on characterization. The
data is not guaranteed.

ProASIC3/E and ProASIC3 nano devices were designed such that before device power-up, all I/Os are
in tristate mode. The 1/Os will remain tristated during power-up until the last voltage supply (VCC or
VCCI) is powered to its functional level. After the last supply reaches the functional level, the outputs will
exit the tristate mode and drive the logic at the input of the output buffer. The behavior of user I/Os is
independent of the VCC and VCCI sequence or the state of other FPGA voltage supplies (VPUMP and
VJTAG). During power-down, device I/Os become tristated once the first power supply (VCC or VCCI)
drops below its brownout voltage level. The 1/O behavior during power-down is also independent of
voltage supply sequencing.

Figure 2-5 on page 27 shows a timing diagram for the FPGA core entering the activation and
deactivation trip points for a typical application when the VCC power supply ramp rate is 100 ys (ramping
from 0 V to 1.5 V). This is, in fact, the timing diagram for the FPGA entering and exiting Sleep mode, as it
is dependent on powering down or powering up VCC. Depending on the ramp rate of the power supply
and board-level configurations, the user can easily calculate how long it takes for the core to become
active or inactive. For more information, refer to the "Power-Up/-Down Behavior of Low Power Flash
Devices" section on page 307.
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ProASIC3 nano FPGA Fabric User’'s Guide

Chip and Quadrant Global I/Os

The following sections give an overview of naming conventions and other related 1/0O information.

Naming of Global 1/Os

In low power flash devices, the global I/Os have access to certain clock conditioning circuitry and have
direct access to the global network. Additionally, the global 1/Os can be used as regular 1/Os, since they
have identical capabilities to those of regular I/Os. Due to the comprehensive and flexible nature of the
1/Os in low power flash devices, a naming scheme is used to show the details of the 1/O. The global I/O
uses the generic name Gmn/IOuxwByVz. Note that Gmn refers to a global input pin and IOuxwByVz
refers to a regular I/O Pin, as these 1/Os can be used as either global or regular 1/0s. Refer to the 1/0
Structures chapter of the user’s guide for the device that you are using for more information on this
naming convention.

Figure 3-4 represents the global input pins connection. It shows all 54 global pins available to
access the 18 global networks in ProASIC3E families.

Quadrant Global
Location A
GAAO/IOuxwByVz
GAA1/I0uxwByVz
GAA2/10uxwByVz
GABO/IOuxwByVz
GAB1/I0uxwByVz
GAB2/I0uxwByVz
GACO/IOuxwByVz
GAC1/I0uxwByVz
GAC2/I0uxwByVz

Chip Global

_Location F
GFAO/IOuxwByVz
GFA1/IOuxwByVz
GFA2/IOuxwByVz
GFBO/IOuxwByVz
GFB1/IOuxwByVz
GFB2/IOuxwByVz
GFCO/IOuxwByVz
GFC1/10uxwByVz
GFC2/10uxwByVz

Quadrant Global
Location E

GEAO/IOuxwByVz
GEAC/IOuxwByVz
GEA2/10uxwByVz
GEBO/IOuxwByVz
GEB1/I0uxwByVz
GEB2/I0uxwByVz
GECO/IOuxwByVz
GEC1/I0uxwByVz
GEC2/I0uxwByVz

Quadrant Global
Location B
GBAO/IOuxwByVz
GBA1/I0uxwByVz
GBA2/10uxwByVz
GBBO/IOuxwByVz
GBB1/I0uxwByVz
GBB2/I0uxwByVz
GBCO/IOuxwByVz
GBC1/IOuxwByVz
GBC2/I0uxwByVz

Bankx ][ Bankx

w

l

Chip Global
Location C
GCAO/IOuxwByVz
GCA1/IOuxwByVz
GCA2/I0OuxwByVz
GCBO/IOuxwByVz
GCB1/I0OuxwByVz
GCB2/I0uxwByVz
GCCO/I0OuxwByVz
GCC1/10uxwByVz
GCC2/10uxwByVz

Quadrant Global Spine

Chip Global Spine

w

Quadrant Global
Location D

GDAO/IOuxwByVz
GDA1/IOuxwByVz
GDAZ2/I0uxwByVz
GDBO/IOuxwByVz
GDB1/IOuxwByVz
GDB2/I0uxwByVz
GDCO/IOuxwByVz
GDC1/10uxwByVz
GDC2/10uxwByVz

Bankx ] [ Bankx

I CCC with PLL
[ ccCwith or without PLL
I ccC without PLL

Figure 3-4 « Global Connections Details
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You can control the maximum number of shared instances allowed for the legalization to take place using
the Compile Option dialog box shown in Figure 3-17. Refer to Libero SoC / Designer online help for
details on the Compile Option dialog box. A large number of shared instances most likely indicates a
floorplanning problem that you should address.

Limit the number of shared instances between [12
any two non-overlapping local clock regions to:

When inserting buffers to legalize shared 12
instances between non-overlapping local clock
regions, limit the buffers' fanout to:

Figure 3-17 « Shared Instances in the Compile Option Dialog Box

Designer Flow for Global Assignment

To achieve the desired result, pay special attention to global management during synthesis and place-
and-route. The current Synplify tool does not insert more than six global buffers in the netlist by default.
Thus, the default flow will not assign any signal to the quadrant global network. However, you can use
attributes in Synplify and increase the default global macro assignment in the netlist. Designer v6.2
supports automatic quadrant global assignment, which was not available in Designer v6.1. Layout will
make the choice to assign the correct signals to global. However, you can also utilize PDC and perform
manual global assignment to overwrite any automatic assignment. The following step-by-step
suggestions guide you in the layout of your design and help you improve timing in Designer:

1. Run Compile and check the Compile report. The Compile report has global information in the
"Device Utilization" section that describes the number of chip and quadrant signals in the design.
A "Net Report" section describes chip global nets, quadrant global nets, local clock nets, a list of
nets listed by fanout, and net candidates for local clock assignment. Review this information. Note
that YB or YC are counted as global only when they are used in isolation; if you use YB only and
not GLB, this net is not shown in the global/quadrant nets report. Instead, it appears in the Global
Utilization report.

2. If some signals have a very high fanout and are candidates for global promotion, promote those
signals to global using the compile options or PDC commands. Figure 3-18 on page 54 shows the
Globals Management section of the compile options. Select Promote regular nets whose
fanout is greater than and enter a reasonable value for fanouts.
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Global Resources in Low Power Flash Devices

Step 1
Run Synthesis with default options. The Synplicity log shows the following device utilization:
Cell usage:

cell count area count*area
DFN1E1C1 1536 2.0 3072.0
BUFF 278 1.0 278.0
INBUF 10 0.0 0.0
VCC 9 0.0 0.0
GND 9 0.0 0.0
OUTBUF 6 0.0 0.0
CLKBUF 3 0.0 0.0
PLL 2 0.0 0.0
TOTAL 1853 3350.0
Step 2

Run Compile with the Promote regular nets whose fanout is greater than option selected in Designer;
you will see the following in the Compile report:

Device utilization report:

CORE Used: 1536 Total: 13824 (11.11%)

10 (W/ clocks) Used: 19 Total: 147 (12.93%)
Differential 10 Used: 0 Total: 65 (0.00%)
GLOBAL Used: 8 Total: 18 (44.44%)
PLL Used: 2 Total: 2 (100.00%)
RAM/FIFO Used: 0 Total: 24 (0.00%)
FlashROM Used: 0 Total: 1 (0.00%)
The following nets have been assigned to a global resource:
Fanout Type Name

1536 INT_NET Net : EN_ALL_c

Driver: EN_ALL_pad_CLKINT
Source: AUTO PROMOTED
1536 SET/RESET_NET Net : ACLR_c
Driver: ACLR_pad_CLKINT
Source: AUTO PROMOTED
256 CLK_NET Net : QCLK1_c
Driver: QCLK1_pad_CLKINT
Source: AUTO PROMOTED
256 CLK_NET Net : QCLK2_c
Driver: QCLK2_pad_CLKINT
Source: AUTO PROMOTED
256 CLK_NET Net : QCLK3_c
Driver: QCLK3_pad_CLKINT
Source: AUTO PROMOTED
256 CLK_NET Net : $1N14
Driver: $115/Core
Source: ESSENTIAL
256 CLK_NET Net : $1IN12
Driver: $116/Core
Source: ESSENTIAL
256 CLK_NET Net : $1IN10
Driver: $116/Core
Source: ESSENTIAL

Designer will promote five more signals to global due to high fanout. There are eight signals assigned to
global networks.
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Date Changes Page
v1.2 The following changes were made to the family descriptions in Figure 4-1 « Overview 61
(June 2008) of the CCCs Offered in Fusion, IGLOO, and ProASIC3:

* ProASIC3L was updated to include 1.5 V.
» The number of PLLs for ProASIC3E was changed from five to six.

v1.1 Table 4-1 - Flash-Based FPGAs and the associated text were updated to include the 63
(March 2008) IGLOO PLUS family. The "IGLOO Terminology" section and "ProASIC3 Terminology"
section are new.

The "Global Input Selections" section was updated to include 15 k gate devices as 71
supported I/O types for globals, for CCC only.

Table 4-5 « Number of CCCs by Device Size and Package was revised to include 78
ProASIC3L, IGLOO PLUS, A3P015, AGL015, AGLP030, AGLP060, and AGLP125.

The "IGLOO and ProASIC3 CCC Locations" section was revised to include 15 k gate 81
devices in the exception statements, as they do not contain PLLs.

v1.0 Information about unlocking the PLL was removed from the "Dynamic PLL 87
(January 2008) Configuration" section.

In the "Dynamic PLL Configuration" section, information was added about running 100
Layout and determining the exact setting of the ports.

In Table 4-8 « Configuration Bit Descriptions for the CCC Blocks, the following bits 90
were updated to delete "transport to the user" and reference the footnote at the bottom
of the table: 79 to 71.
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SRAM and FIFO Memories in Microsemi's Low Power Flash Devices

RAM4K9

PYSEEN

ADDRA11 DOUTAS8

ADDRAO  DOUTAO
DINAS
DINA7

DINAO

WIDTHA1
WIDTHAO
PIPEA
WMODEA
BLKA
WENA
DCLKA

ADDRA10 DOUTA7 [

PYSInEN

ADDRB11 DOUTB8
ADDRB10 DOUTB7

ADDRBO  DOUTBO

DINB8
DINB7

DINBO

WIDTHBA1
WIDTHBO
PIPEB
WMODEB
BLKB
WENB
DCLKB

RESET

Notes:

1. Automotive ProASIC3 devices restrict RAM4K9 to a single port or to dual ports with the same clock 180° out of
phase (inverted) between clock pins. In single-port mode, inputs to port B should be tied to ground to prevent
errors during compile. This warning applies only to automotive ProASIC3 parts of certain revisions and earlier.
Contact Technical Support at soc_tech@microsemi.com for information on the revision number for a particular lot

T

and date code.
2. For FIFO4K18, the same clock 180° out of phase (inverted) between clock pins should be used.

RAM512x18

RADDRS RD17
RADDR7 RD16

RADDRO RDO

RW1
RwWO

PIPE

REN
PDRCLK

| &

WADDRS
WADDR?7

WADDRO
WD17
WD16

WDO0

WWA1
WwWO0

WEN
DWCLK

RESET

T

FIFO4K18

RW2
RW1

RWO
Ww2
WWwA1
WWO0

|41 |

ESTOP
FSTOP

AEVAL11
AEVAL10

AEVALO

AFVAL11
AFVAL10

AFVALO

REN
RBLK

DRCLK

RD17
RD16

RDO
FULL

AFULL
EMPTY

AEMPTY

|44 |

WD17
WD16

WDO
WEN
WBLK

DWCLK

RPIPE

RESET

T

Figure 6-3 « Supported Basic RAM Macros
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SRAM Features

RAM4K9 Macro

RAM4KQ is the dual-port configuration of the RAM block (Figure 6-4). The RAM4K9 nomenclature refers
to both the deepest possible configuration and the widest possible configuration the dual-port RAM block
can assume, and does not denote a possible memory aspect ratio. The RAM block can be configured to
the following aspect ratios: 4,096x1, 2,048x2, 1,024x4, and 512x9. RAM4K9 is fully synchronous and
has the following features:

» Two ports that allow fully independent reads and writes at different frequencies
+ Selectable pipelined or nonpipelined read

» Active-low block enables for each port

» Toggle control between read and write mode for each port

* Active-low asynchronous reset

» Pass-through write data or hold existing data on output. In pass-through mode, the data written to
the write port will immediately appear on the read port.

» Designer software will automatically facilitate falling-edge clocks by bubble-pushing the inversion
to previous stages.

Write Data Write Data
DINA = «— DINB
DOUTA — Read Data Read Data DOUTB
ADDRA —.Address | Address . ApDRB
RAM4K9
BLKA > BLK &4— BLKB
WENA > WEN  WEN -<+—\VENB
CLKA —»—CEK 1 CLK ¢ cikB
Reset

Note: For timing diagrams of the RAM signals, refer to the appropriate family datasheet.
Figure 6-4 « RAM4K9 Simplified Configuration

Signal Descriptions for RAM4K9

Note: Automotive ProASIC3 devices support single-port SRAM capabilities, or dual-port SRAM
only under specific conditions. Dual-port mode is supported if the clocks to the two SRAM
ports are the same and 180° out of phase (i.e., the port A clock is the inverse of the port B
clock). Since Libero SoC macro libraries support a dual-port macro only, certain
modifications must be made. These are detailed below.

The following signals are used to configure the RAM4K9 memory element:

WIDTHA and WIDTHB
These signals enable the RAM to be configured in one of four allowable aspect ratios (Table 6-2 on
page 138).

Note: When using the SRAM in single-port mode for Automotive ProASIC3 devices, WIDTHB
should be tied to ground.
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1/0 Software Control in Low Power Flash Devices

List of Changes

The following table lists critical changes that were made in each revision of the document.

Date Changes Page

August 2012 The notes in Table 8-2 < Designer State (resulting from 1/O attribute modification) 187
were revised to clarify which device families support programmable input delay
(SAR 39666).

June 2011 Figure 8-2 « SmartGen Catalog was updated (SAR 24310). Figure 8-3 « Expanded 188
I/O Section and the step associated with it were deleted to reflect changes in the
software.

The following rule was added to the "VREF Rules for the Implementation of 199
Voltage-Referenced I/O Standards" section:

Only minibanks that contain input or bidirectional I/Os require a VREF. A VREF is

not needed for minibanks composed of output or tristated 1/0s (SAR 24310).

July 2010 Notes were added where appropriate to point out that IGLOO nano and ProASIC3 N/A
nano devices do not support differential inputs (SAR 21449).

v1.4 IGLOO nano and ProASIC3 nano devices were added to Table 8-1 < Flash-Based 186

(December 2008) | FPGAs.

The notes for Table 8-2 « Designer State (resulting from I/O attribute modification) 187
were revised to indicate that skew control and input delay do not apply to nano
devices.

v1.3 The "Flash FPGAs 1/O Support" section was revised to include new families and 186

(October 2008) make the information more concise.

v1.2 The following changes were made to the family descriptions in Table 8-1 ¢ Flash- 186

(June 2008) Based FPGAs:

* ProASIC3L was updated to include 1.5 V.
* The number of PLLs for ProASIC3E was changed from five to six.

v1.1 This document was previously part of the I/O Structures in IGLOO and ProASIC3 N/A

(March 2008) Devices document. The content was separated and made into a new document.

Table 8-2 « Designer State (resulting from I/O attribute modification) was updated 187
to include note 2 for IGLOO PLUS.
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DDR Input Register

INBUF_SSTL2_Ippr Reg

PAD PAD Y D oR ar
CLK P QF QF
CLR

CLR |

Figure 9-5 « DDR Input Register (SSTL2 Class I)

The corresponding structural representations, as generated by SmartGen, are shown below:

Verilog
module DDR_InBuf_SSTL2_ I(PAD,CLR,CLK,QR,QF);

input PAD, CLR, CLK;
output QR, QF;

wire Y;

INBUF_SSTL2_ 1 INBUF_SSTL2_1_0_inst(.PAD(PAD),.Y(Y));
DDR_REG DDR_REG_O_inst(.D(Y),.CLK(CLK), .CLR(CLR), -QR(QR), .QF(QF)):

endmodule

VHDL

library ieee;

use ieee.std_logic_1164.all;

--The correct library will be inserted automatically by SmartGen
library proasic3; use proasic3.all;

--library fusion; use fusion.all;

--library igloo; use igloo.all;

entity DDR_InBuf _SSTL2_ 1 is
port(PAD, CLR, CLK : in std_logic; OQR, QF : out std_logic) ;
end DDR_InBuf_SSTL2_1I;

architecture DEF_ARCH of DDR_InBuf SSTL2_ 1 is

component INBUF_SSTL2_|I
port(PAD : in std_logic := "U"; Y : out std_logic) ;
end component;

component DDR_REG
port(D, CLK, CLR : in std_logic := "U"; QR, QF : out std_logic) ;
end component;

signal Y : std_logic ;
begin

INBUF_SSTL2_1_0O_inst : INBUF_SSTL2_I
port map(PAD => PAD, Y => Y);
DDR_REG_O_inst : DDR_REG

port map(D => Y, CLK => CLK, CLR => CLR, QR => QR, QF => QF);

end DEF_ARCH;
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DDR Output Register

OUTBUF_SSTL3_I

DDR_OUT
D PAD
DataR IDR Q|
DataF IDF
CLK —>
CLR
CLR 1

Figure 9-6 « DDR Output Register (SSTL3 Class I)

Verilog
module DDR_OutBuf_SSTL3_I(DataR,DataF,CLR,CLK,PAD);

input DataR, DataF, CLR, CLK;
output PAD;

wire Q, VCC;

VCC VCC_1_net(.Y(VCC));
DDR_OUT DDR_OUT_O_inst(.DR(DataR), .DF(DataF), .CLK(CLK), .CLR(CLR), -Q(Q));
OUTBUF_SSTL3 I OUTBUF_SSTL3 1 _0_inst(.D(Q), -PAD(PAD));

endmodule

VHDL

library ieee;
use ieee.std_logic_1164.all;
library proasic3; use proasic3.all;

entity DDR_OutBuf SSTL3 1 is
port(DataR, DataF, CLR, CLK : in std_logic; PAD : out std_logic) ;
end DDR_OutBuf_SSTL3_1;

architecture DEF_ARCH of DDR_OutBuf _SSTL3_1 is

component DDR_OUT
port(DR, DF, CLK, CLR : in std_logic = "U"; Q : out std_logic) ;
end component;

component OUTBUF_SSTL3_I
port(D : in std_logic := "U"; PAD : out std_logic) ;
end component;

component VCC
port( Y : out std_logic);
end component;

signal Q, VCC_1 net : std_logic ;
begin
VCC_2_net : VCC port map(Y => VCC_1_net);
DDR_OUT_O_inst : DDR_OUT
port map(DR => DataR, DF => DataF, CLK => CLK, CLR => CLR, Q => Q);
OUTBUF_SSTL3 I_0_inst : OUTBUF_SSTL3 1
port map(D => Q, PAD => PAD);

end DEF_ARCH;
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Programming Flash Devices

List of Changes

The following table lists critical changes that were made in each revision of the chapter.

Date Changes Page
July 2010 FlashPro4 is a replacement for FlashPro3 and has been added to this chapter. N/A
FlashPro is no longer available.
The chapter was updated to include SmartFusion devices. N/A
The following were deleted: N/A
"Live at Power-Up (LAPU) or Boot PROM" section
"Design Security" section
Table 14-2 « Programming Features for Actel Devices and much of the text in the
"Programming Features for Microsemi Devices" section
"Programming Flash FPGAs" section
"Return Material Authorization (RMA) Policies" section
The "Device Programmers" section was revised. 225
The Independent Programming Centers information was removed from the "Volume 226
Programming Services" section.
Table 10-3 » Programming Solutions was revised to add FlashPro4 and note that 227
FlashPro is discontinued. A note was added for FlashPro Lite regarding power
supply requirements.
Most items were removed from Table 10-4 « Programming Ordering Codes, 228
including FlashPro3 and FlashPro.
The "Programmer Device Support" section was deleted and replaced with a 228
reference to the Microsemi SoC Products Group website for the latest information.
The "Certified Programming Solutions" section was revised to add FlashPro4 and 228
remove Silicon Sculptor | and Silicon Sculptor 6X. Reference to Programming and
Functional Failure Guidelines was added.
The file type *.pdb was added to the "Use the Latest Version of the Designer 229
Software to Generate Your Programming File (recommended)" section.
Instructions on cleaning and careful insertion were added to the "Perform Routine 229
Hardware Self-Diagnostic Test" section. Information was added regarding testing
Silicon Sculptor programmers with an adapter module installed before every
programming session verifying their calibration annually.
The "Signal Integrity While Using ISP" section is new. 230
The "Programming Failure Allowances" section was revised. 230
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Security in Low Power Flash Devices

3. Choose the desired settings for the FlashROM configurations to be programmed (Figure 11-13).
Click Finish to generate the STAPL programming file for the design.

FlashROM Settings - Step 2 of 2 9-09-41am
FlashROM regions: ]Regionj_s v]
Program P ties:
oM fwords | ol 141 13[ 12 11|10 9| 8| 7| 6| 5| 4| 3| 2| 1| of TP
page pages MName Region_7_5
[ 7 Start page i
Start word 5
r & Length &
e e s e e s Cortent Static
I 5 State Fired
= 4 Type HEX
Value 0
r 3
i 2
= 1
[ o

Help Back | J ‘ Fimish | Cancel

Figure 11-13 « FlashROM Configuration Settings for Low Power Flash Devices

Generation of Security Header Programming File Only—
Application 2

As mentioned in the "Application 2: Nontrusted Environment—Unsecured Location" section on page 243,
the designer may employ FlashLock Pass Key protection or FlashLock Pass Key with AES encryption on
the device before sending it to a nontrusted or unsecured location for device programming. To achieve
this, the user needs to generate a programming file containing only the security settings desired (Security
Header programming file).

Note: If AES encryption is configured, FlashLock Pass Key protection must also be configured.
The available security options are indicated in Table 11-4 and Table 11-5 on page 251.

Table 11-4 « FlashLock Security Options for IGLOO and ProASIC3

Both FlashROM
Security Option FlashROM Only FPGA Core Only and FPGA
No AES / no FlashLock - - -
FlashLock only v v v
AES and FlashLock v v v
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FlashPoint - Programming File Generator - Step 1 of 3

Output filename:

JPower_Management stp Browse. .,

Silicon feature(z] to be programmed:;

I Securty settings
v FPGA dmray

v FlazhROM
FlashROM configuration file;

1E:\.&ctelpri'\PwrM'\smartgen'\FHDM'\FHDM.ufc Browse.

v Embedded Flash Memary

irrtanee Harnie Instal}ce D anrAns Embeddexd Flas_h Memory
Location Configuration File
rvm_zystem_instivi N (1 | r ChbctelprPurhhiamatgentnym_sysm
=21 nvm_sysm.efc

¥ Programming previously secured device(z)

\i) Select Secunty settings above to program silicon signature:

| MHest | Firiizh Cancel Help

Note: The settings in this figure are used to show the generation of an AES-encrypted programming file for the FPGA

array, FlashROM, and FB contents. One or all locations may be selected for encryption.

Figure 11-17 « Settings to Program a Device Secured with FlashLock and using AES Encryption

Choose the High security level to reprogram devices using both the FlashLock Pass Key and AES key
protection (Figure 11-18 on page 255). Enter the AES key and click Next.

A device that has already been secured with FlashLock and has an AES key loaded must recognize the
AES key to program the device and generate a valid bitstream in authentication. The FlashLock Key is
only required to unlock the device and change the security settings.

This is what makes it possible to program in an untrusted environment. The AES key is protected inside
the device by the FlashLock Key, so you can only program if you have the correct AES key. In fact, the
AES key is not in the programming file either. It is the key used to encrypt the data in the file. The same
key previously programmed with the FlashLock Key matches to decrypt the file.

An AES-encrypted file programmed to a device without FlashLock would not be secure, since without

FlashLock to protect the AES key, someone could simply reprogram the AES key first, then program with
any AES key desired or no AES key at all. This option is therefore not available in the software.
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Security in Low Power Flash Devices

Security Settings - Step 2 of 3

Select securty level:

= - High Frotect with Pass Key
- Lock the FPGA Array for both writing and werifying.

- Usze the Pazs Key ta write or verify.
Medium 4 -

interface.

- Usge the Pass Key toread or wiite.
= - Mone

Drefault Level

Fazz Key [max length iz 32 HEX chars):
‘EBE’-\DEBENBEDESSE F2BABBFE5320608

- Lock the FlazhROM for both reading and writing via the JTAG

.
1 J The Pass Key must match the ane
previously programmed in this device.

AES Key [max length iz 32 HEX charz):

< Back | Newt > | Finish

Cancel

Help

Figure 11-19 « FlashLock Pass Key, Previously Programmed Devices

It is important to note that when the security settings need to be updated, the user also needs to select
the Security settings check box in Step 1, as shown in Figure 11-10 on page 248 and Figure 11-11 on

page 248, to modify the security settings. The user must consider the following:

* If only a new AES key is necessary, the user must re-enter the same Pass Key previously
programmed into the device in Designer and then generate a programming file with the same
Pass Key and a different AES key. This ensures the programming file can be used to access and

program the device and the new AES key.

+ If a new Pass Key is necessary, the user can generate a new programming file with a new Pass
Key (with the same or a new AES key if desired). However, for programming, the user must first
load the original programming file with the Pass Key that was previously used to unlock the
device. Then the new programming file can be used to program the new security settings.

Advanced Options

As mentioned, there may be applications where more complicated security settings are required. The
“Custom Security Levels” section in the FlashPro User's Guide describes different advanced options

available to aid the user in obtaining the best available security settings.
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ProASIC3 nano FPGA Fabric User’'s Guide

Programming File Header Definition

In each STAPL programming file generated, there will be information about how the AES key and
FlashLock Pass Key are configured. Table 11-8 shows the header definitions in STAPL programming
files for different security levels.

Table 11-8 « STAPL Programming File Header Definitions by Security Level

Security Level STAPL File Header Definition

No security (no FlashLock Pass Key or AES key) NOTE "SECURITY" “Disable";

FlashLock Pass Key with no AES key NOTE "SECURITY™ “KEYED ™;

FlashLock Pass Key with AES key NOTE "SECURITY™ "KEYED ENCRYPT "';
Permanent Security Settings option enabled NOTE "SECURITY" "PERMLOCK ENCRYPT *;

AES-encrypted FPGA array (for programming updates)  [NOTE "SECURITY™ “ENCRYPT CORE *';
AES-encrypted FlashROM (for programming updates) NOTE "SECURITY™ "ENCRYPT FROM ™;

AES-encrypted FPGA array and FlashROM (for |NOTE "SECURITY™ “ENCRYPT FROM CORE *';
programming updates)

Example File Headers

STAPL Files Generated with FlashLock Key and AES Key Containing Key Information
* FlashLock Key / AES key indicated in STAPL file header definition

* Intended ONLY for secured/trusted environment programming applications

NOTE "CREATOR'" '‘Designer Version: 6.1.1.108";

NOTE "DEVICE"™ "A3PE600";

NOTE "PACKAGE™ 208 PQFP';

NOTE "'DATE™ ''2005/04/08";

NOTE "STAPL_VERSION'" "JESD71";

NOTE *"IDCODE" "'$123261CF";

NOTE "DESIGN"™ "counter32";

NOTE "'CHECKSUM™ ""$EDB9';

NOTE "SAVE_DATA™ "FRomStream™;

NOTE "SECURITY"™ "KEYED ENCRYPT ;

NOTE "ALG_VERSION™ "1'";

NOTE ""MAX_FREQ™ '20000000";

NOTE "'SILSIG" '$00000000";

NOTE "PASS_KEY' "'$00123456789012345678901234567890";
NOTE "AES_KEY' "$ABCDEFABCDEFABCDEFABCDEFABCDEFAB'";
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Core Voltage Switching Circuit for IGLOO and ProASIC3L In-System Programming

Microsemi’s Flash Families Support Voltage Switching Circuit

The flash FPGAs listed in Table 13-1 support the voltage switching circuit feature and the functions
described in this document.

Table 13-1 « Flash-Based FPGAs Supporting Voltage Switching Circuit

Series Family” Description

IGLOO IGLOO Ultra-low power 1.2 V to 1.5 V FPGAs with Flash*Freeze technology
IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards
IGLOO nano The industry’s lowest-power, smallest-size solution
IGLOO PLUS IGLOO FPGAs with enhanced I/O capabilities

ProASIC3 ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology
RT ProASIC3 Radiation-tolerant RT3PE600L and RT3PE3000L
Military ProASIC3/EL | Military temperature A3PE600L, A3P1000, and A3PE3000L

Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,
and packaging information.

IGLOO Terminology

In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 13-1. Where the information applies to only one product line or limited devices, these exclusions
will be explicitly stated.

ProASIC3 Terminology

In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 13-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.

To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGASs Portfolio.
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UJTAG Applications in Microsemi’s Low Power Flash Devices

Conclusion

Microsemi low power flash FPGAs offer many unique advantages, such as security, nonvolatility,
reprogrammablity, and low power—all in a single chip. In addition, Fusion, IGLOO, and ProASIC3
devices provide access to the JTAG port from core VersaTiles while the device is in normal operating
mode. A wide range of available user-defined JTAG opcodes allows users to implement various types of
applications, exploiting this feature of these devices. The connection between the JTAG port and core
tiles is implemented through an embedded and hardwired UJTAG tile. A UJTAG tile can be instantiated in
designs using the UJTAG library cell. This document presents multiple examples of UJTAG applications,
such as dynamic reconfiguration, silicon test and debug, fine-tuning of the design, and RAM initialization.
Each of these applications offers many useful advantages.

Related Documents

Application Notes

RAM Initialization and ROM Emulation in ProASICELYS pevices
http://www.microsemi.com/soc/documents/APA_RAM_Initd_AN.pdf

List of Changes

The following table lists critical changes that were made in each revision of the chapter.

Date Changes Page

December 2011 Information on the drive strength and slew rate of TDO pins was added to the 304
"Silicon Testing and Debugging" section (SAR 31749).

July 2010 This chapter is no longer published separately with its own part number and version N/A
but is now part of several FPGA fabric user’s guides.

v1.4 IGLOO nano and ProASIC3 nano devices were added to Table 16-1 « Flash-Based 298

(December 2008) FPGAs.

v1.3 The "UJTAG Support in Flash-Based Devices" section was revised to include new 298

(October 2008) families and make the information more concise.

The title of Table 16-3 < Configuration Bits of Fusion, IGLOO, and ProASIC3 CCC 302
Blocks was revised to include Fusion.

v1.2 The following changes were made to the family descriptions in Table 16-1 « Flash- 298
(June 2008) Based FPGAs:

*  ProASIC3L was updated to include 1.5 V.
*  The number of PLLs for ProASIC3E was changed from five to six.

v1.1 The chapter was updated to include the IGLOO PLUS family and information N/A
(March 2008) regarding 15 k gate devices.
The "IGLOO Terminology" section and "ProASIC3 Terminology" section are new. 298
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Power-Up/-Down Behavior of Low Power Flash Devices

Power-On Inrush m— SRAM
<+—— SRAM FPGAs

m=_ Microsemi
FPGAs
System Active

Y Supply . Frequency ,
o Voltage Dependent
|

Configuration

SRAM FPGAs

Static l
Y,

Time (or frequency)

Figure 17-1 « Types of Power Consumption in SRAM FPGAs and Microsemi Nonvolatile FPGAs

Transient Current on VCC

The characterization of the transient current on VCC is performed on nearly all devices within the
IGLOO, ProASIC3L, and ProASIC3 families. A sample size of five units is used from each device family
member. All the device I/Os are internally pulled down while the transient current measurements are
performed. For ProASIC3 devices, the measurements at typical conditions show that the maximum
transient current on VCC, when the power supply is powered at ramp-rates ranging from 15 V/ms to
0.15 V/ms, does not exceed the maximum standby current specified in the device datasheets. Refer to
the DC and Switching Characteristics chapters of the ProASIC3 Flash Family FPGAS datasheet and
ProASIC3E Flash Family FPGAs datasheet for more information.

Similarly, IGLOO, IGLOO nano, IGLOO PLUS, and ProASIC3L devices exhibit very low transient current
on VCC. The transient current does not exceed the typical operating current of the device while in active
mode. For example, the characterization of AGL600-FG256 V2 and V5 devices has shown that the
transient current on VCC is typically in the range of 1-5 mA.

Transient Current on VCCI

The characterization of the transient current on VCCI is performed on devices within the IGLOO, IGLOO
nano, IGLOO PLUS, ProASIC3, ProASIC3 nano, and ProASIC3L groups of devices, similarly to VCC
transient current measurements. For ProASIC3 devices, the measurements at typical conditions show
that the maximum transient current on VCCI, when the power supply is powered at ramp-rates ranging
from 33 V/ms to 0.33 V/ms, does not exceed the maximum standby current specified in the device
datasheet. Refer to the DC and Switching Characteristics chapters of the ProASIC3 Flash Family
FPGAS datasheet and ProASIC3E Flash Family FPGAs datasheet for more information.

Similarly, IGLOO, IGLOO PLUS, and ProASIC3L devices exhibit very low transient current on VCCI. The
transient current does not exceed the typical operating current of the device while in active mode. For
example, the characterization of AGL600-FG256 V2 and V5 devices has shown that the transient current
on VCCl is typically in the range of 1-2 mA.
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Product Support

My Cases

Microsemi SoC Products Group customers may submit and track technical cases online by going to My
Cases.

Outside the U.S.

Customers needing assistance outside the US time zones can either contact technical support via email
(soc_tech@microsemi.com) or contact a local sales office. Sales office listings can be found at
www.microsemi.com/soc/company/contact/default.aspx.

ITAR Technical Support

For technical support on RH and RT FPGAs that are regulated by International Traffic in Arms
Regulations (ITAR), contact us via soc_tech_itar@microsemi.com. Alternatively, within My Cases, select
Yes in the ITAR drop-down list. For a complete list of ITAR-regulated Microsemi FPGAs, visit the ITAR

web page.
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