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Figure 2-5 « Entering and Exiting Sleep Mode—Typical Timing Diagram

Shutdown Mode

For all ProASIC3/E and ProASIC3 nano devices, shutdown mode can be entered by turning off all power
supplies when device functionality is not needed. Cold-sparing and hot-insertion features in ProASIC3
nano devices enable the device to be powered down without turning off the entire system. When power

returns, the live at power-up feature enables immediate operation of the device.

Using Sleep Mode or Shutdown Mode in the System

Depending on the power supply and components used in an application, there are many ways to turn the
power supplies connected to the device on or off. For example, Figure 2-6 shows how a microprocessor
is used to control a power FET. It is recommended that power FETs with low on resistance be used to

perform the switching action.

1.5V Power
Supply

P-Channel
Power FET

Microprocessor VCC, VITAG, and VPUMP Pins

»
-
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Figure 2-6 « Controlling Power On/Off State Using Microprocessor and Power FET
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Global Resources in Low Power Flash Devices

Table 3-3 « Quadrant Global Pin Name (continued)

Differential 1/0 Pairs

GAAOQ/IOuxwByVz |The output of the different pair will drive the global.
GAA1/I0uxwByVz
GABO/IOuxwByVz |The output of the different pair will drive the global.
GAB1/I0uxwByVz
GACO/I0uxwByVz |The output of the different pair will drive the global.
GAC1/I0uxwByVz
GBAO/IOuxwByVz |The output of the different pair will drive the global.
GBA1/I0uxwByVz
GBBO/IOuxwByVz |The output of the different pair will drive the global.
GBB1/I0uxwByVz
GBCO/I0uxwByVz |The output of the different pair will drive the global.
GBC1/I0uxwByVz
GDAO/IOuxwByVz  |The output of the different pair will drive the global.
GDA1/I0uxwByVz
GDBO/IOuxwByVz  |The output of the different pair will drive the global.
GDB1/I0uxwByVz
GDCO/IOuxwByVz [The output of the different pair will drive the global.
GDC1/I0uxwByVz
GEAO/IOuxwByVz |The output of the different pair will drive the global.
GEA1/I0uxwByVz
GEBO/IOuxwByVz |The output of the different pair will drive the global.
GEB1/I0uxwByVz
GECO/I0uxwByVz |The output of the different pair will drive the global.
GEC1/I0uxwByVz

Note: Only one of the I/Os can be directly connected to a quadrant at a time.

Unused Global I/0 Configuration

The unused clock inputs behave similarly to the unused Pro 1/0Os. The Microsemi Designer software
automatically configures the unused global pins as inputs with pull-up resistors if they are not used as

regular 1/O.

/O Banks and Global I/0O Standards

In low power flash devices, any I/O or internal logic can be used to drive the global network. However,
only the global macro placed at the global pins will use the hardwired connection between the I/O and
global network. Global signal (signal driving a global macro) assignment to I/O banks is no different from
regular I/O assignment to 1/0 banks with the exception that you are limited to the pin placement location
available. Only global signals compatible with both the VCCI and VREF standards can be assigned to the

same bank.
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List of Changes

The following table lists critical changes that were made in each revision of the chapter.

Date Changes Page

July 2010 This chapter is no longer published separately with its own part number and N/A
version but is now part of several FPGA fabric user’s guides.

Notes were added where appropriate to point out that IGLOO nano and N/A
ProASIC3 nano devices do not support differential inputs (SAR 21449).

The "Global Architecture" section and "VersaNet Global Network Distribution"| 31, 33
section were revised for clarity (SARs 20646, 24779).

The "I/O Banks and Global 1/0s" section was moved earlier in the document, 35
renamed to "Chip and Quadrant Global I/0s", and revised for clarity. Figure 3-4 -
Global Connections Details, Figure 3-6 « Global Inputs, Table 3-2 « Chip Global
Pin Name, and Table 3-3 ¢ Quadrant Global Pin Name are new (SARs 20646,

24779).
The "Clock Aggregation Architecture" section was revised (SARs 20646, 24779). 41
Figure 3-7 « Chip Global Aggregation was revised (SARs 20646, 24779). 43
The "Global Macro and Placement Selections" section is new (SARs 20646, 48
24779).
vl4 The "Global Architecture" section was updated to include 10 k devices, and to 31
(December 2008) include information about VersaNet global support for IGLOO nano devices.

The Table 3-1 < Flash-Based FPGAs was updated to include IGLOO nano and 32
ProASIC3 nano devices.

The "VersaNet Global Network Distribution" section was updated to include 10 k 33
devices and to note an exception in global lines for nano devices.

Figure 3-2 « Simplified VersaNet Global Network (30 k gates and below) is new. 34

The "Spine Architecture" section was updated to clarify support for 10 k and nano 41
devices.

Table 3-4 « Globals/Spines/Rows for IGLOO and ProASIC3 Devices was updated 41
to include IGLOO nano and ProASIC3 nano devices.

The figure in the CLKBUF_LVDS/LVPECL row of Table 3-8 « Clock Macros was 46
updated to change CLKBIBUF to CLKBUF.

v1.3 A third bullet was added to the beginning of the "Global Architecture" section: In 31
(October 2008) Fusion devices, the west CCC also contains a PLL core. In the two larger devices
(AFS600 and AFS1500), the west and east CCCs each contain a PLL.

The "Global Resource Support in Flash-Based Devices" section was revised to 32
include new families and make the information more concise.

Table 3-4 « Globals/Spines/Rows for IGLOO and ProASIC3 Devices was updated 41
to include A3PEGOO/L in the device column.

Table note 1 was revised in Table 3-9 ¢ I/O Standards within CLKBUF to include 47
AFS600 and AFS1500.

v1.2 The following changes were made to the family descriptions in Table 3-1 « Flash- 32
(June 2008) Based FPGAs:

*  ProASIC3L was updated to include 1.5 V.
» The number of PLLs for ProASIC3E was changed from five to six.
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SmartGen also allows the user to select the various delays and phase shift values necessary to adjust
the phases between the reference clock (CLKA) and the derived clocks (GLA, GLB, GLC, YB, and YC).
SmartGen allows the user to select the input clock source. SmartGen automatically instantiates the
special macro, PLLINT, when needed.

CLKA \
PLL C Four-Phase Output Phase Programmable | GLA
ore Select[| [ | DelayType2 [—>
Programmable
Programmable Delay Delay Type 1 [
L
\ S Programmable | g1 g
EXTFB —l ) Phase Delay Type 2 [
3 Select
Programmable | YB
Delay Type 1 ’
Programmable | GLC
Delay Type 2 [
) Phase
Select
YC
Programmable
Delay Type 1

Note: Clock divider and clock multiplier blocks are not shown in this figure or in SmartGen. They are automatically
configured based on the user's required frequencies.

Figure 4-6 « CCC with PLL Block

Global Input Selections

Low power flash devices provide the flexibility of choosing one of the three global input pad locations
available to connect to a CCC functional block or to a global / quadrant global network. Figure 4-7 on
page 72 and Figure 4-8 on page 72 show the detailed architecture of each global input structure for 30 k
gate devices and below, as well as 60 k gate devices and above, respectively. For 60 k gate devices and
above (Figure 4-7 on page 72), if the single-ended 1/O standard is chosen, there is flexibility to choose
one of the global input pads (the first, second, and fourth input). Once chosen, the other I/O locations are
used as regular I/Os. If the differential 1/0 standard is chosen (not applicable for IGLOO nano and
ProASIC3 nano devices), the first and second inputs are considered as paired, and the third input is
paired with a regular 1/0.

The user then has the choice of selecting one of the two sets to be used as the clock input source to the
CCC functional block. There is also the option to allow an internal clock signal to feed the global network
or the CCC functional block. A multiplexer tree selects the appropriate global input for routing to the
desired location. Note that the global I/0O pads do not need to feed the global network; they can also be
used as regular I/O pads.
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Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal FPGAs

Primary Clock Output Delay from CLKA -3.020

Secondaryl Clock frequency 40.000
Secondaryl Clock Phase Shift 0.000
Secondaryl Clock Global Output Delay from CLKA 2.515

Next, perform simulation in ModelSim to verify the correct delays. Figure 4-30 shows the simulation
results. The delay values match those reported in the SmartGen PLL Wizard.

FE wave - default B@
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Figure 4-30 « ModelSim Simulation Results

The timing can also be analyzed using SmartTime in Designer. The user should import the synthesized
netlist to Designer, perform Compile and Layout, and then invoke SmartTime. Go to Tools > Options
and change the maximum delay operating conditions to Typical Case. Then expand the Clock-to-Out
paths of GLA and GLB and the individual components of the path delays are shown. The path of GLA is
shown in Figure 4-31 on page 107 displaying the same delay value.
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Simulation of FlashROM Design

The MEM file has 128 rows of 8 bits, each representing the contents of the FlashROM used for
simulation. For example, the first row represents page 0, byte 0; the next row is page 0, byte 1; and so
the pattern continues. Note that the three MSBs of the address define the page number, and the four
LSBs define the byte number. So, if you send address 0000100 to FlashROM, this corresponds to the
page 0 and byte 4 location, which is the fifth row in the MEM file. SmartGen defaults to Os for any
unspecified location of the FlashROM. Besides using the MEM file generated by SmartGen, you can
create a binary file with 128 rows of 8 bits each and use this as a MEM file. Microsemi recommends that
you use different file names if you plan to generate multiple MEM files. During simulation, Libero SoC
passes the MEM file used as the generic file in the netlist, along with the design files and testbench. If
you want to use different MEM files during simulation, you need to modify the generic file reference in the
netlist.

UFROMO: UFROM
--generic map(MEMORYFILE => "F:\Appsnotes\FROM\test_designs\testa\smartgen\FROM_a.mem")
--generic map(MEMORYFILE => "F:\Appsnotes\FROM\test_designs\testa\smartgen\FROM_b.mem")

The VITAL and Verilog simulation models accept the generics passed by the netlist, read the MEM file,
and perform simulation with the data in the file.

Programming File Generation for FlashROM Design

FlashPoint is the programming software used to generate the programming files for flash devices.
Depending on the applications, you can use the FlashPoint software to generate a STAPL file with
different FlashROM contents. In each case, optional AES decryption is available. To generate a STAPL
file that contains the same FPGA core content and different FlashROM contents, the FlashPoint software
needs an Array Map file for the core and UFC file(s) for the FlashROM. This final STAPL file represents
the combination of the logic of the FPGA core and FlashROM content.

FlashPoint generates the STAPL files you can use to program the desired FlashROM page and/or FPGA
core of the FPGA device contents. FlashPoint supports the encryption of the FlashROM content and/or
FPGA Array configuration data. In the case of using the FlashROM for device serialization, a sequence
of unique FlashROM contents will be generated. When generating a programming file with multiple
unique FlashROM contents, you can specify in FlashPoint whether to include all FlashROM content in a
single STAPL file or generate a different STAPL file for each FlashROM (Figure 5-11). The programming
software (FlashPro) handles the single STAPL file that contains the FlashROM content from multiple
devices. It enables you to program the FlashROM content into a series of devices sequentially
(Figure 5-11). See the FlashPro User’s Guide for information on serial programming.

UFC File for UFC File for
Single FlashROM Multiple FlashROM
Contents Contents
FPGA Array FPGA Array
Map File Map File
FlashPoint FlashPoint
Security Settings _,_ Security Settings
Single

STAPL
File

Figure 5-11 « Single or Multiple Programming File Generation
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The ROM emulation application is based on RAM block initialization. If the user's main design has
access only to the read ports of the RAM block (RADDR, RD, RCLK, and REN), and the contents of the
RAM are already initialized through the TAP, then the memory blocks will emulate ROM functionality for
the core design. In this case, the write ports of the RAM blocks are accessed only by the user interface
block, and the interface is activated only by the TAP Instruction Register contents.

Users should note that the contents of the RAM blocks are lost in the absence of applied power.
However, the 1 kbit of flash memory, FlashROM, in low power flash devices can be used to retain data
after power is removed from the device. Refer to the "SRAM and FIFO Memories in Microsemi's Low
Power Flash Devices" section on page 131 for more information.

Sample Verilog Code

Interface Block

“define Initialize_start 8*h22 //INITIALIZATION START COMMAND VALUE
“define Initialize_stop 8"h23 //INITIALIZATION START COMMAND VALUE

module interface(IR, rst_n, data_shift, clk_in, data_update, din_ser, dout_ser, test,
test_out,test_clk,clk_out,wr_en,rd_en,write_word,read_word,rd_addr, wr_addr);

input [7:0] IR;

input [3:0] read_word; //RAM DATA READ BACK

input rst_n, data_shift, clk_in, data_update, din_ser; //INITIALIZATION SIGNALS
input test, test_clk; //TEST PROCEDURE CLOCK AND COMMAND INPUT

output [3:0] test_out; //READ DATA

output [3:0] write_word; //WRITE DATA

output [1:0] rd_addr; //READ ADDRESS

output [1:0] wr_addr; //WRITE ADDRESS

output dout_ser; //TDO DRIVER

output clk_out, wr_en, rd_en;

wire [3:0] write_word;
wire [1:0] rd_addr;

wire [1:0] wr_addr;

wire [3:0] Q_out;

wire enable, test active;

reg clk_out;

//SELECT CLOCK FOR INITIALIZATION OR READBACK TEST
always @(enable or test_clk or data_update)
begin
case ({test_active})
1 : clk out = test_clk ;
0 : clk out = !data_update;
default : clk_out = 1"bl;
endcase
end

assign test_active = test && (IR == 8"h23);
assign enable = (IR == 8%h22);

assign wr_en = lenable;

assign rd_en = Itest_active;

assign test_out = read_word;

assign dout_ser = Q_out[3];

//4-bit SIN/POUT SHIFT REGISTER
shift_reg data_shift_reg (.Shiften(data_shift), .Shiftin(din_ser), .Clock(clk_in),
-Q(Q_out));

//4-bit PIPELINE REGISTER
D_pipeline pipeline_reg (.Data(Q _out), .Clock(data_update), .Q(write_word));
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Conclusion

Fusion, IGLOO, and ProASIC3 devices provide users with extremely flexible SRAM blocks for most
design needs, with the ability to choose between an easy-to-use dual-port memory or a wide-word two-
port memory. Used with the built-in FIFO controllers, these memory blocks also serve as highly efficient
FIFOs that do not consume user gates when implemented. The SmartGen core generator provides a fast

and easy way to configure these memory elements for use in designs.

List of Changes

The following table lists critical changes that were made in each revision of the chapter.

Date Changes Page
August 2012 The note connected with Figure 6-3 « Supported Basic RAM Macros, regarding 136
RAM4K9, was revised to explain that it applies only to part numbers of certain
revisions and earlier (SAR 29574).
July 2010 This chapter is no longer published separately with its own part nhumber and N/A
version but is now part of several FPGA fabric user’s guides.
v1.5 IGLOO nano and ProASIC3 nano devices were added to Table 6-1 « Flash-Based 134
(December 2008) FPGAs.
IGLOO nano and ProASIC3 nano devices were added to Figure 6-8 ¢ Interfacing 148
TAP Ports and SRAM Blocks.
v1.4 The "SRAM/FIFO Support in Flash-Based Devices" section was revised to 134
(October 2008) include new families and make the information more concise.
The "SRAM and FIFO Architecture" section was modified to remove "IGLOO and 135
ProASIC3E" from the description of what the memory block includes, as this
statement applies to all memory blocks.
Wording in the "Clocking" section was revised to change "IGLOO and ProASIC3 141
devices support inversion" to "Low power flash devices support inversion." The
reference to IGLOO and ProASIC3 development tools in the last paragraph of the
section was changed to refer to development tools in general.
The "ESTOP and FSTOP Usage" section was updated to refer to FIFO counters 144
in devices in general rather than only IGLOO and ProASIC3E devices.
v1.3 The note was removed from Figure 6-7 « RAM Block with Embedded FIFO 142
(August 2008) Controller and placed in the WCLK and RCLK description.
The "WCLK and RCLK" description was revised. 143
v1.2 The following changes were made to the family descriptions in Table 6-1 < Flash- 134
(June 2008) Based FPGAs:
*  ProASIC3L was updated to include 1.5 V.
* The number of PLLs for ProASIC3E was changed from five to six.
v1.1 The "Introduction” section was updated to include the IGLOO PLUS family. 131
(March 2008)
The "Device Architecture" section was updated to state that 15 k gate devices do 131
not support SRAM and FIFO.
The first note in Figure 6-1 < IGLOO and ProASIC3 Device Architecture Overview 133
was updated to include mention of 15 k gate devices, and IGLOO PLUS was
added to the second note.
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Low Power Flash Device I/O Support

The low power flash families listed in Table 7-1 support I/Os and the functions described in this
document.

Table 7-1 « Flash-Based FPGAs

Series Family” Description
IGLOO IGLOO nano Lowest power 1.2 V to 1.5 V FPGAs with Flash*Freeze technology
ProASIC3 ProASIC3 nano Lowest cost 1.5 V FPGAs with balanced performance

Note: *The device name links to the appropriate datasheet, including product brief, DC and switching characteristics,
and packaging information.

IGLOO Terminology

In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 7-1. Where the information applies to only one product line or limited devices, these exclusions
will be explicitly stated.

ProASIC3 Terminology

In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 7-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.

To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGAs Portfolio.
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— If one of the registers has a PRE pin, all the other registers that are candidates for combining
in the I/O must have a PRE pin.

— If one of the registers has neither a CLR nor a PRE pin, all the other registers that are
candidates for combining must have neither a CLR nor a PRE pin.

— If the clear or preset pins are present, they must have the same polarity.
— If the clear or preset pins are present, they must be driven by the same signal (net).

3. For single-tile devices (10 k, 15 k, and 20 k): Registers connected to an 1/0 on the Output and
Output Enable pins must have the same clock function (both CLR and CLK are shared among all
registers):

— Both the Output and Output Enable registers must not have an E pin (clock enable).

4. For dual-tile devices (60 k, 125 k, and 250 k): Registers connected to an 1/0O on the Output and
Output Enable pins must have the same clock and enable function:

— Both the Output and Output Enable registers must have an E pin (clock enable), or none at all.

— If the E pins are present, they must have the same polarity. The CLK pins must also have the
same polarity.

In some cases, the user may want registers to be combined with the input of a bibuf while
maintaining the output as-is. This can be achieved by using PDC commands as follows:

set_io <signal name> -REGISTER yes ------ register will combine
set_preserve <signal name> ----register will not combine

Weak Pull-Up and Weak Pull-Down Resistors

nano devices support optional weak pull-up and pull-down resistors on each I/O pin. When the I/O is
pulled up, it is connected to the V¢, of its corresponding 1/0O bank. When it is pulled down, it is
connected to GND. Refer to the datasheet for more information.

For low power applications and when using IGLOO nano devices, configuration of the pull-up or pull-
down of the I/O can be used to set the 1/O to a known state while the device is in Flash*Freeze mode.
Refer to "Flash*Freeze Technology and Low Power Modes" in an applicable FPGA fabric user’s guide for
more information.

The Flash*Freeze (FF) pin cannot be configured with a weak pull-down or pull-up 1/O attribute, as the
signal needs to be driven at all times.

Output Slew Rate Control

The slew rate is the amount of time an input signal takes to get from logic LOW to logic HIGH or vice
versa.

It is commonly defined as the propagation delay between 10% and 90% of the signal's voltage swing.
Slew rate control is available for the output buffers of low power flash devices. The output buffer has a
programmable slew rate for both HIGH-to-LOW and LOW-to-HIGH transitions.

The slew rate can be implemented by using a PDC command (Table 7-5 on page 163), setting it "High"
or "Low" in the 1/O Attribute Editor in Designer, or instantiating a special /0O macro. The default slew rate
value is "High."

Microsemi recommends the high slew rate option to minimize the propagation delay. This high-speed
option may introduce noise into the system if appropriate signal integrity measures are not adopted.
Selecting a low slew rate reduces this kind of noise but adds some delays in the system. Low slew rate is
recommended when bus transients are expected.

Output Drive

The output buffers of nano devices can provide multiple drive strengths to meet signal integrity
requirements. The LVTTL and LVCMOS (except 1.2 V LVCMOS) standards have selectable drive
strengths.

Drive strength should also be selected according to the design requirements and noise immunity of the
system.
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Programming Flash Devices

Types of Programming for Flash Devices

The number of devices to be programmed will influence the optimal programming methodology. Those
available are listed below:

In-system programming

— Using a programmer

— Using a microprocessor or microcontroller

Device programmers

— Single-site programmers

— Multi-site programmers, batch programmers, or gang programmers
— Automated production (robotic) programmers

Volume programming services

— Microsemi in-house programming

— Programming centers

In-System Programming

Device Type Supported: Flash

ISP refers to programming the FPGA after it has been mounted on the system printed circuit board. The
FPGA may be preprogrammed and later reprogrammed using ISP.

The advantage of using ISP is the ability to update the FPGA design many times without any changes to
the board. This eliminates the requirement of using a socket for the FPGA, saving cost and improving
reliability. It also reduces programming hardware expenses, as the ISP methodology is die-/package-
independent.

There are two methods of in-system programming: external and internal.

Programmer ISP—Refer to the "In-System Programming (ISP) of Microsemi’s Low Power Flash
Devices Using FlashPro4/3/3X" section on page 261 for more information.

Using an external programmer and a cable, the device can be programmed through a header on
the system board. In Microsemi SoC Products Group documentation, this is referred to as
external ISP. Microsemi provides FlashPro4, FlashPro3, FlashPro Lite, or Silicon Sculptor 3 to
perform external ISP. Note that Silicon Sculptor Il and Silicon Sculptor 3 can only provide ISP for
ProASIC and ProASICELUS® families, not for SmartFusion, Fusion, IGLOO, or ProASIC3. Silicon
Sculptor Il and Silicon Sculptor 3 can be used for programming ProASIC and ProASICELUS
devices by using an adapter module (part number SMPA-ISP-ACTEL-3).

— Advantages: Allows local control of programming and data files for maximum security. The
programming algorithms and hardware are available from Microsemi. The only hardware
required on the board is a programming header.

— Limitations: A negligible board space requirement for the programming header and JTAG
signal routing

Microprocessor ISP—Refer to the "Microprocessor Programming of Microsemi’s Low Power
Flash Devices" chapter of an appropriate FPGA fabric user’s guide for more information.

Using a microprocessor and an external or internal memory, you can store the program in
memory and use the microprocessor to perform the programming. In Microsemi documentation,
this is referred to as internal ISP. Both the code for the programming algorithm and the FPGA
programming file must be stored in memory on the board. Programming voltages must also be
generated on the board.

— Advantages: The programming code is stored in the system memory. An external programmer
is not required during programming.

— Limitations: This is the approach that requires the most design work, since some way of
getting and/or storing the data is needed; a system interface to the device must be designed;
and the low-level API to the programming firmware must be written and linked into the code
provided by Microsemi. While there are benefits to this methodology, serious thought and
planning should go into the decision.
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In-System Programming (ISP) of Microsemi’s Low Power Flash Devices Using FlashPro4/3/3X

errors, but this list is intended to show where problems can occur. FlashPro4/3/3X allows TCK to be
lowered from 6 MHz down to 1 MHz to allow you to address some signal integrity problems that may
occur with impedance mismatching at higher frequencies. Customers are expected to troubleshoot
board-level signal integrity issues by measuring voltages and taking scope plots.

Scan Chain Failure

Normally, the FlashPro4/3/3X Scan Chain command expects to see 0x1 on the TDO pin. If the command
reports reading 0x0 or 0x3, it is seeing the TDO pin stuck at 0 or 1. The only time the TDO pin comes out
of tristate is when the JTAG TAP state machine is in the Shift-IR or Shift-DR state. If noise or reflections
on the TCK or TMS lines have disrupted the correct state transitions, the device's TAP state controller
might not be in one of these two states when the programmer tries to read the device. When this
happens, the output is floating when it is read and does not match the expected data value. This can also
be caused by a broken TDO net. Only a small amount of data is read from the device during the Scan
Chain command, so marginal problems may not always show up during this command. Occasionally a
faulty programmer can cause intermittent scan chain failures.

Exit 11

This error occurs during the verify stage of programming a device. After programming the design into the
device, the device is verified to ensure it is programmed correctly. The verification is done by shifting the
programming data into the device. An internal comparison is performed within the device to verify that all
switches are programmed correctly. Noise induced by poor signal integrity can disrupt the writes and
reads or the verification process and produce a verification error. While technically a verification error, the
root cause is often related to signal integrity.

Refer to the FlashPro User's Guide for other error messages and solutions. For the most up-to-date
known issues and solutions, refer to http://www.microsemi.com/soc/support.

Conclusion

IGLOO, ProASIC3, SmartFusion, and Fusion devices offer a low-cost, single-chip solution that is live at
power-up through nonvolatile flash technology. The FlashLock Pass Key and 128-bit AES Key security
features enable secure ISP in an untrusted environment. On-chip FlashROM enables a host of new
applications, including device serialization, subscription-based applications, and IP addressing.
Additionally, as the FlashROM is nonvolatile, all of these services can be provided without battery
backup.

Related Documents

User’s Guides

FlashPro User's Guide

http://www.microsemi.com/soc/documents/flashpro_ug.pdf
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Microprocessor Programming Support in Flash Devices

The flash-based FPGAs listed in Table 14-1 support programming with a microprocessor and the
functions described in this document.

Table 14-1 « Flash-Based FPGAs

Series Family” Description
IGLOO IGLOO Ultra-low power 1.2 V to 1.5 V FPGAs with Flash*Freeze technology
IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards
IGLOO nano The industry’s lowest-power, smallest-size solution
IGLOO PLUS IGLOO FPGAs with enhanced I/O capabilities
ProASIC3 ProASIC3 Low power, high-performance 1.5V FPGAs
ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and additional I/O standards
ProASIC3 nano Lowest-cost solution with enhanced 1/O capabilities
ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology
RT ProASIC3 Radiation-tolerant RT3PE600L and RT3PE3000L
Military ProASIC3/EL | Military temperature A3BPE600OL, A3P1000, and A3PE3000L
Automotive ProASIC3 | ProASIC3 FPGAs qualified for automotive applications
Fusion Fusion Mixed signal FPGA integrating ProASIC3 FPGA fabric, programmable
analog block, support for ARM® Cortex™-M1 soft processors, and flash
memory into a monolithic device
Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,

and packaging information.

IGLOO Terminology

In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 14-1. Where the information applies to only one device or limited devices, these exclusions will
be explicitly stated.

ProASIC3 Terminology

In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 14-1. Where the information applies to only one device or limited devices, these
exclusions will be explicitly stated.

To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGAs Portfolio.
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Remote Upgrade via TCP/IP

Transmission Control Protocol (TCP) provides a reliable bitstream transfer service between two
endpoints on a network. TCP depends on Internet Protocol (IP) to move packets around the network on
its behalf. TCP protects against data loss, data corruption, packet reordering, and data duplication by
adding checksums and sequence numbers to transmitted data and, on the receiving side, sending back
packets and acknowledging the receipt of data.

The system containing the low power flash device can be assigned an IP address when deployed in the
field. When the device requires an update (core or FlashROM), the programming instructions along with
the new programming data (AES-encrypted cipher text) can be sent over the Internet to the target system
via the TCP/IP protocol. Once the MCU receives the instruction and data, it can proceed with the FPGA
update. Low power flash devices support Message Authentication Code (MAC), which can be used to
validate data for the target device. More details are given in the "Message Authentication Code (MAC)
Validation/Authentication" section.

Hardware Requirement

To facilitate the programming of the low power flash families, the system must have a microprocessor
(with access to the device JTAG pins) to process the programming algorithm, memory to store the
programming algorithm, programming data, and the necessary programming voltage. Refer to the
relevant datasheet for programming voltages.

Security

Encrypted Programming

As an additional security measure, the devices are equipped with AES decryption. AES works in two
steps. The first step is to program a key into the devices in a secure or trusted programming center (such
as Microsemi SoC Products Group In-House Programming (IHP) center). The second step is to encrypt
any programming files with the same encryption key. The encrypted programming file will only work with
the devices that have the same key. The AES used in the low power flash families is the 128-bit AES
decryption engine (Rijndael algorithm).

Message Authentication Code (MAC) Validation/Authentication

As part of the AES decryption flow, the devices are equipped with a MAC validation/authentication
system. MAC is an authentication tag, also called a checksum, derived by applying an on-chip
authentication scheme to a STAPL file as it is loaded into the FPGA. MACs are computed and verified
with the same key so they can only be verified by the intended recipient. When the MCU system receives
the AES-encrypted programming data (cipher text), it can validate the data by loading it into the FPGA
and performing a MAC verification prior to loading the data, via a second programming pass, into the
FPGA core cells. This prevents erroneous or corrupt data from getting into the FPGA.

Low power flash devices with AES and MAC are superior to devices with only DES or 3DES encryption.
Because the MAC verifies the correctness of the data, the FPGA is protected from erroneous loading of
invalid programming data that could damage a device (Figure 14-5 on page 289).

The AES with MAC enables field updates over public networks without fear of having the design stolen.
An encrypted programming file can only work on devices with the correct key, rendering any stolen files
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UJTAG Applications in Microsemi’s Low Power Flash Devices

a) CORRECT Instantiation

IREG[T:
><——-TDO UIREG[7:0]
URSTB
(DI ubRUPD)| INPUTS
>€> T™MS UDRCK > FPGA
VersaTiles
UDRCAP
:><§—>-TCK
UDRSH
D& TRsT uTDI
UTDO OUTPUTS

b) INCORRECT Instantiation

< DO UIREGI7:0]
»| TDI URSTB INPUTS
UDRUPD/
X »| TMS UDRCK > FPGA
VersaTiles
UDRCAP
> TCK
UDRSH
> TRST uTDI
UTDO OUTPUTS

Note: Do not connect JTAG pins (TDO, TDI, TMS, TCK, or TRST) to I/Os in the design.
Figure 16-3 « Connectivity Method of UJITAG Macro

UJTAG Operation

There are a few basic functions of the UJTAG macro that users must understand before designing with it.

The most important fundamental concept of the UJTAG design is its connection with the TAP Controller
state machine.

TAP Controller State Machine

The 16 states of the TAP Controller state machine are shown in Figure 16-4 on page 301. The 1s and Os,
shown adjacent to the state transitions, represent the TMS values that must be present at the time of a
rising TCK edge for a state transition to occur. In the states that include the letters "IR," the instruction
register operates; in the states that contain the letters "DR," the test data register operates. The TAP
Controller receives two control inputs, TMS and TCK, and generates control and clock signals for the rest
of the test logic.

On power-up (or the assertion of TRST), the TAP Controller enters the Test-Logic-Reset state. To reset
the controller from any other state, TMS must be held HIGH for at least five TCK cycles. After reset, the
TAP state changes at the rising edge of TCK, based on the value of TMS.
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ProASIC3 nano FPGA Fabric User’'s Guide

vCcC

VCC=1575V _p

VCC=1425V _p

Activation trip point:

Va=085V£025V

Deactivation trip point:
Vg=0.75VvV£0.25V

VCC =VCCI + VT

Where VT can be from 0.58 V to 0.9 V (typically 0.75 V)

\ Region 4: I/O
buffers are ON.

1/Os are functional
(except differential inputs)
but slower because VCCl is
below specifcation. For the
same reason, input buffers do not
meet VIH/VIL levels, and output
buffers do not meet VOH/VOL levels.

Region 1: 1/O Buffers are OFF

Region 5: I/0 buffers are ON
and power supplies are within
specification.

1/Os meet the entire datasheet
and timer specifications for
speed, VIH/VIL , VOH /VOL , etc.

Region 2: 1/0 buffers are ON.

1/Os are functional (except differential inputs)
but slower because VCCI / VCC are below
specification. For the same reason, input
buffers do not meet VIH / VIL levels, and
output buffers do not meet VOH / VOL levels.

Region 3: I/O buffers are ON.
1/Os are functional; 1/0 DC
specifications are met,

but I/Os are slower because
the VCC is below specification

Region 1: 1/0 buffers are OFF

Activation trip point:
Va=09VvV£03V
Deactivation trip point:
Vg=08VvV+03V

}

Min VCCI datasheet specification
voltage at a selected /O
standard; i.e., 1.425Vor 1.7V
or2.3Vor3.0V

VCCI

Figure 17-4 « 1/O State as a Function of VCCI and VCC Voltage Levels for IGLOO V5, IGLOO nano V5,
IGLOO PLUS V5, ProASIC3L, and ProASIC3 Devices Running at VCC =15V £ 0.075 V
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A — Summary of Changes

History of Revision to Chapters

The following table lists chapters that were affected in each revision of this document. Each chapter
includes its own change history because it may appear in other device family user’s guides. Refer to the
individual chapter for a list of specific changes.

Revision List of Changes
(month/year) Chapter Affected (page number)
Revision 5 "Microprocessor Programming of Microsemi’s Low Power Flash Devices" was 290
(September 2012) [revised.
Revision 4 "FPGA Array Architecture in Low Power Flash Devices" was revised. 20
(August 2012)
The "Low Power Modes in ProASIC3/E and ProASIC3 nano FPGAs" chapter 21
was added (SAR 32020).
"Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal 113
FPGAs" was revised.
"SRAM and FIFO Memories in Microsemi's Low Power Flash Devices" was 157
revised.
"1/O Structures in nano Devices" was revised. 183
The "Pin Descriptions" and "Packaging" chapters were removed. This N/A
information is now published in the datasheet for each product line (SAR
34772).
"In-System Programming (ISP) of Microsemi’s Low Power Flash Devices Using 273
FlashPro4/3/3X" was revised.
"Boundary Scan in Low Power Flash Devices" was revised. 296
Revision 3 "Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal 113
(December 2011) [FPGASs" was revised.
"UJTAG Applications in Microsemi’s Low Power Flash Devices" was revised. 306
Revision 2 "Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal 113
(June 2011) FPGAs" was revised.
"1/O Structures in nano Devices" was revised. 183
"I/O Software Control in Low Power Flash Devices" was revised. 204
"In-System Programming (ISP) of Microsemi’s Low Power Flash Devices Using 273
FlashPro4/3/3X" was revised.
Revision 1 "Global Resources in Low Power Flash Devices" was revised. 59
(July 2010)
"Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal 113
FPGAs" was revised.
"l/O Software Control in Low Power Flash Devices" was revised. 204
"DDR for Microsemi’s Low Power Flash Devices" was revised. 219
"Programming Flash Devices" was revised. 232
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B — Product Support

Microsemi SoC Products Group backs its products with various support services, including Customer
Service, Customer Technical Support Center, a website, electronic mail, and worldwide sales offices.
This appendix contains information about contacting Microsemi SoC Products Group and using these
support services.

Customer Service

Contact Customer Service for non-technical product support, such as product pricing, product upgrades,
update information, order status, and authorization.

From North America, call 800.262.1060
From the rest of the world, call 650.318.4460
Fax, from anywhere in the world, 650.318.8044

Customer Technical Support Center

Microsemi SoC Products Group staffs its Customer Technical Support Center with highly skilled
engineers who can help answer your hardware, software, and design questions about Microsemi SoC
Products. The Customer Technical Support Center spends a great deal of time creating application
notes, answers to common design cycle questions, documentation of known issues, and various FAQs.
So, before you contact us, please visit our online resources. It is very likely we have already answered
your questions.

Technical Support

Visit the Customer Support website (www.microsemi.com/soc/support/search/default.aspx) for more
information and support. Many answers available on the searchable web resource include diagrams,
illustrations, and links to other resources on the website.

Website

You can browse a variety of technical and non-technical information on the SoC home page, at
www.microsemi.com/soc.

Contacting the Customer Technical Support Center

Highly skilled engineers staff the Technical Support Center. The Technical Support Center can be
contacted by email or through the Microsemi SoC Products Group website.

Email

You can communicate your technical questions to our email address and receive answers back by email,
fax, or phone. Also, if you have design problems, you can email your design files to receive assistance.
We constantly monitor the email account throughout the day. When sending your request to us, please
be sure to include your full name, company name, and your contact information for efficient processing of
your request.

The technical support email address is soc_tech@microsemi.com.

Revision 5 321


http://www.microsemi.com/soc/support/search/default.aspx
http://www.microsemi.com/soc
mailto:soc_tech@microsemi.com

