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FPGA Array Architecture in Low Power Flash Devices
I/O State of Newly Shipped Devices
Devices are shipped from the factory with a test design in the device. The power-on switch for VCC is
OFF by default in this test design, so I/Os are tristated by default. Tristated means the I/O is not actively
driven and floats. The exact value cannot be guaranteed when it is floating. Even in simulation software,
a tristate value is marked as unknown. Due to process variations and shifts, tristated I/Os may float
toward High or Low, depending on the particular device and leakage level. 
If there is concern regarding the exact state of unused I/Os, weak pull-up/pull-down should be added to
the floating I/Os so their state is controlled and stabilized.

Note: Flash*Freeze technology only applies to IGLOOe devices.
Figure 1-7 • IGLOOe and ProASIC3E Device Architecture Overview (AGLE600 device is shown)
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Global Resources in Low Power Flash Devices
Figure 3-2 • Simplified VersaNet Global Network (30 k gates and below)

Figure 3-3 • Simplified VersaNet Global Network (60 k gates and above)
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Global Resources in Low Power Flash Devices
Step 1
Run Synthesis with default options. The Synplicity log shows the following device utilization: 

Step 2
Run Compile with the Promote regular nets whose fanout is greater than option selected in Designer;
you will see the following in the Compile report:
Device utilization report:
==========================
CORE Used: 1536 Total: 13824 (11.11%)
IO (W/ clocks) Used: 19 Total: 147 (12.93%)
Differential IO Used: 0 Total: 65 (0.00%)
GLOBAL Used: 8 Total: 18 (44.44%)
PLL Used:      2 Total: 2 (100.00%)
RAM/FIFO Used:      0 Total: 24 (0.00%)
FlashROM Used:      0 Total: 1 (0.00%)
……………………
The following nets have been assigned to a global resource:
Fanout  Type          Name
--------------------------
1536    INT_NET Net   : EN_ALL_c

Driver: EN_ALL_pad_CLKINT
Source: AUTO PROMOTED

1536    SET/RESET_NET Net   : ACLR_c
Driver: ACLR_pad_CLKINT
Source: AUTO PROMOTED

256     CLK_NET Net   : QCLK1_c
Driver: QCLK1_pad_CLKINT
Source: AUTO PROMOTED

256     CLK_NET Net   : QCLK2_c
Driver: QCLK2_pad_CLKINT
Source: AUTO PROMOTED

256     CLK_NET Net   : QCLK3_c
Driver: QCLK3_pad_CLKINT
Source: AUTO PROMOTED

256     CLK_NET Net   : $1N14
Driver: $1I5/Core
Source: ESSENTIAL

256     CLK_NET Net   : $1N12
Driver: $1I6/Core
Source: ESSENTIAL

256     CLK_NET Net   : $1N10
Driver: $1I6/Core
Source: ESSENTIAL

Designer will promote five more signals to global due to high fanout. There are eight signals assigned to
global networks. 

Cell usage:

cell count area count*area

DFN1E1C1
BUFF
INBUF
VCC
GND
OUTBUF
CLKBUF
PLL
TOTAL

1536
278
10
9
9
6
3
2

1853

2.0
1.0
0.0
0.0
0.0
0.0
0.0
0.0

3072.0
278.0
0.0
0.0
0.0
0.0
0.0
0.0

3350.0
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ProASIC3 nano FPGA Fabric User’s Guide
83  RXCSEL1 CLKC input selection Select the CLKC input clock source between 
RC oscillator and crystal oscillator (refer to 
Table 4-16 on page 94).2

82  RXBSEL1 CLKB input selection Select the CLKB input clock source between 
RC oscillator and crystal oscillator (refer to 
Table 4-16 on page 94).2

81  RXASEL1 CLKA input selection Select the CLKA input clock source between 
RC oscillator and crystal oscillator (refer to 
Table 4-16 on page 94).2

80 RESETEN Reset Enable Enables (active high) the synchronization of 
PLL output dividers after dynamic 
reconfiguration (SUPDATE). The Reset 
Enable signal is READ-ONLY.

79 DYNCSEL Clock Input C Dynamic 
Select

Configures clock input C to be sent to GLC for 
dynamic control.2

78 DYNBSEL Clock Input B Dynamic 
Select

Configures clock input B to be sent to GLB for 
dynamic control.2

77 DYNASEL Clock Input A Dynamic 
Select

Configures clock input A for dynamic PLL 
configuration.2

<76:74> VCOSEL[2:0] VCO Gear Control Three-bit VCO Gear Control for four frequency 
ranges (refer to Table 4-19 on page 95 and 
Table 4-20 on page 95).

73 STATCSEL MUX Select on Input C MUX selection for clock input C2

72 STATBSEL MUX Select on Input B MUX selection for clock input B2

71 STATASEL MUX Select on Input A MUX selection for clock input A2

<70:66> DLYC[4:0] YC Output Delay Sets the output delay value for YC.

<65:61> DLYB[4:0] YB Output Delay Sets the output delay value for YB.

<60:56> DLYGLC[4:0] GLC Output Delay Sets the output delay value for GLC.

<55:51> DLYGLB[4:0] GLB Output Delay Sets the output delay value for GLB.

<50:46> DLYGLA[4:0] Primary Output Delay Primary GLA output delay

45 XDLYSEL System Delay Select When selected, inserts System Delay in the 
feedback path in Figure 4-20 on page 85.

<44:40> FBDLY[4:0] Feedback Delay Sets the feedback delay value for the 
feedback element in Figure 4-20 on page 85.

<39:38> FBSEL[1:0] Primary Feedback Delay 
Select

Controls the feedback MUX: no delay, include 
programmable delay element, or use external 
feedback.

<37:35> OCMUX[2:0] Secondary 2 Output 
Select

Selects from the VCO’s four phase outputs for 
GLC/YC.

<34:32> OBMUX[2:0] Secondary 1 Output 
Select

Selects from the VCO’s four phase outputs for 
GLB/YB.

Table 4-8 • Configuration Bit Descriptions for the CCC Blocks (continued)
Config.
Bits Signal Name Description

Notes:
1. The <88:81> configuration bits are only for the Fusion dynamic CCC.
2. This value depends on the input clock source, so Layout must complete before these bits can be set. 

After completing Layout in Designer, generate the "CCC_Configuration" report by choosing Tools > 
Report > CCC_Configuration. The report contains the appropriate settings for these bits.
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Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal FPGAs
<31:29> OAMUX[2:0] GLA Output Select Selects from the VCO’s four phase outputs for 
GLA.

<28:24> OCDIV[4:0] Secondary 2 Output 
Divider

Sets the divider value for the GLC/YC outputs. 
Also known as divider w in Figure 4-20 on 
page 85. The divider value will be OCDIV[4:0] 
+ 1.

<23:19> OBDIV[4:0] Secondary 1 Output 
Divider

Sets the divider value for the GLB/YB outputs. 
Also known as divider v in Figure 4-20 on 
page 85. The divider value will be OBDIV[4:0] 
+ 1.

<18:14> OADIV[4:0] Primary Output Divider Sets the divider value for the GLA output. Also 
known as divider u in Figure 4-20 on page 85. 
The divider value will be OADIV[4:0] + 1.

<13:7> FBDIV[6:0] Feedback Divider Sets the divider value for the PLL core 
feedback. Also known as divider m in 
Figure 4-20 on page 85. The divider value will 
be FBDIV[6:0] + 1.   

<6:0> FINDIV[6:0] Input Divider Input Clock Divider (/n). Sets the divider value 
for the input delay on CLKA. The divider value 
will be FINDIV[6:0] + 1.

Table 4-8 • Configuration Bit Descriptions for the CCC Blocks (continued)
Config.
Bits Signal Name Description

Notes:
1. The <88:81> configuration bits are only for the Fusion dynamic CCC.
2. This value depends on the input clock source, so Layout must complete before these bits can be set. 

After completing Layout in Designer, generate the "CCC_Configuration" report by choosing Tools > 
Report > CCC_Configuration. The report contains the appropriate settings for these bits.
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    wire VCC, GND;
    
    VCC VCC_1_net(.Y(VCC));
    GND GND_1_net(.Y(GND));
    PLL Core(.CLKA(CLKA), .EXTFB(GND), .POWERDOWN(POWERDOWN), 
        .GLA(GLA), .LOCK(LOCK), .GLB(), .YB(), .GLC(), .YC(), 
        .OADIV0(GND), .OADIV1(GND), .OADIV2(GND), .OADIV3(GND), 
        .OADIV4(GND), .OAMUX0(GND), .OAMUX1(GND), .OAMUX2(VCC), 
        .DLYGLA0(GND), .DLYGLA1(GND), .DLYGLA2(GND), .DLYGLA3(GND)
        , .DLYGLA4(GND), .OBDIV0(GND), .OBDIV1(GND), .OBDIV2(GND), 
        .OBDIV3(GND), .OBDIV4(GND), .OBMUX0(GND), .OBMUX1(GND), 
        .OBMUX2(GND), .DLYYB0(GND), .DLYYB1(GND), .DLYYB2(GND), 
        .DLYYB3(GND), .DLYYB4(GND), .DLYGLB0(GND), .DLYGLB1(GND), 
        .DLYGLB2(GND), .DLYGLB3(GND), .DLYGLB4(GND), .OCDIV0(GND), 
        .OCDIV1(GND), .OCDIV2(GND), .OCDIV3(GND), .OCDIV4(GND), 
        .OCMUX0(GND), .OCMUX1(GND), .OCMUX2(GND), .DLYYC0(GND), 
        .DLYYC1(GND), .DLYYC2(GND), .DLYYC3(GND), .DLYYC4(GND), 
        .DLYGLC0(GND), .DLYGLC1(GND), .DLYGLC2(GND), .DLYGLC3(GND)
        , .DLYGLC4(GND), .FINDIV0(VCC), .FINDIV1(GND), .FINDIV2(
        VCC), .FINDIV3(GND), .FINDIV4(GND), .FINDIV5(GND), 
        .FINDIV6(GND), .FBDIV0(VCC), .FBDIV1(GND), .FBDIV2(VCC), 
        .FBDIV3(GND), .FBDIV4(GND), .FBDIV5(GND), .FBDIV6(GND), 
        .FBDLY0(GND), .FBDLY1(GND), .FBDLY2(GND), .FBDLY3(GND), 
        .FBDLY4(GND), .FBSEL0(VCC), .FBSEL1(GND), .XDLYSEL(GND), 
        .VCOSEL0(GND), .VCOSEL1(GND), .VCOSEL2(GND));
    defparam Core.VCOFREQUENCY = 33.000;  
endmodule

The "PLL Configuration Bits Description" section on page 90 provides descriptions of the PLL 
configuration bits for completeness. The configuration bits are shown as busses only for purposes of 
illustration. They will actually be broken up into individual pins in compilation libraries and all simulation 
models. For example, the FBSEL[1:0] bus will actually appear as pins FBSEL1 and FBSEL0. The setting 
of these select lines for the static PLL configuration is performed by the software and is completely 
transparent to the user.
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SRAM and FIFO Memories in Microsemi's Low Power Flash Devices
Signal Descriptions for RAM512X18
RAM512X18 has slightly different behavior from RAM4K9, as it has dedicated read and write ports.

WW and RW
These signals enable the RAM to be configured in one of the two allowable aspect ratios (Table 6-5).

WD and RD
These are the input and output data signals, and they are 18 bits wide. When a 512×9 aspect ratio is
used for write, WD[17:9] are unused and must be grounded. If this aspect ratio is used for read, RD[17:9]
are undefined. 

WADDR and RADDR
These are read and write addresses, and they are nine bits wide. When the 256×18 aspect ratio is used
for write or read, WADDR[8] and RADDR[8] are unused and must be grounded.

WCLK and RCLK
These signals are the write and read clocks, respectively. They can be clocked on the rising or falling
edge of WCLK and RCLK.

WEN and REN
These signals are the write and read enables, respectively. They are both active-low by default. These
signals can be configured as active-high.

RESET
This active-low signal resets the control logic, forces the output hold state registers to zero, disables
reads and writes from the SRAM block, and clears the data hold registers when asserted. It does not
reset the contents of the memory array.
While the RESET signal is active, read and write operations are disabled. As with any asynchronous
reset signal, care must be taken not to assert it too close to the edges of active read and write clocks. 

PIPE 
This signal is used to specify pipelined read on the output. A LOW on PIPE indicates a nonpipelined
read, and the data appears on the output in the same clock cycle. A HIGH indicates a pipelined read, and
data appears on the output in the next clock cycle.

Note: For timing diagrams of the RAM signals, refer to the appropriate family datasheet.
Figure 6-5 • 512X18 Two-Port RAM Block Diagram

Table 6-5 • Aspect Ratio Settings for WW[1:0]

WW[1:0] RW[1:0] D×W

01 01 512×9

10 10 256×18

00, 11 00, 11 Reserved

WD

WADDR RADDR

Write Data Read Data

Read AddressWrite Address

RD

WEN
Write Enable Read Enable

REN

WCLK
Write CLK Read CLK

RCLK

RAM512X18

Reset
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Low Power Flash Device I/O Support
The low power flash families listed in Table 7-1 support I/Os and the functions described in this
document.

IGLOO Terminology
In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 7-1. Where the information applies to only one product line or limited devices, these exclusions
will be explicitly stated. 

ProASIC3 Terminology
In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 7-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.
To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGAs Portfolio.

Table 7-1 • Flash-Based FPGAs

Series Family* Description

IGLOO IGLOO nano Lowest power 1.2 V to 1.5 V FPGAs with Flash*Freeze technology

ProASIC3 ProASIC3 nano Lowest cost 1.5 V FPGAs with balanced performance

Note: *The device name links to the appropriate datasheet, including product brief, DC and switching characteristics,
and packaging information.
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I/O Bank Structure
Low power flash device I/Os are divided into multiple technology banks. The number of banks is device-
dependent, supporting two, three, or four banks. Each bank has its own VCCI power supply pin. Refer to
Figure 7-2 on page 160 for more information.  

Notes:
1. All NMOS transistors connected to the I/O pad serve as ESD protection.
2. See Table 7-2 on page 162 for available I/O standards.
3. 5 V tolerance requires external resistor.
Figure 7-3 • Simplified I/O Buffer Circuitry
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ProASIC3 nano FPGA Fabric User’s Guide
Electrostatic Discharge Protection
Low power flash devices are tested per JEDEC Standard JESD22-A114-B.
These devices contain clamp diodes at every I/O, global, and power pad. Clamp diodes protect all device
pads against damage from ESD as well as from excessive voltage transients. 
All nano devices are qualified to the Human Body Model (HBM) and the Charged Device Model (CDM). 

5 V Input and Output Tolerance
nano devices can be made 5 V–input–tolerant for certain I/O standards by using external level shifting
techniques. 5 V output compliance can be achieved using certain I/O standards. 
Table 7-5 on page 163 shows the I/O standards that support 5 V input tolerance. Only 3.3 V
LVTTL/LVCMOS standards support 5 V output tolerance. 

5 V Input Tolerance
I/Os can support 5 V input tolerance when LVTTL 3.3 V or LVCMOS 3.3 V configurations are used (see
Table 7-12). There are three recommended solutions for achieving 5 V receiver tolerance (see Figure 7-5
on page 172 to Figure 7-7 on page 173 for details of board and macro setups). All the solutions meet a
common requirement of limiting the voltage at the input to 3.6 V or less. In fact, the I/O absolute
maximum voltage rating is 3.6 V, and any voltage above 3.6 V may cause long-term gate oxide failures. 

Solution 1
The board-level design must ensure that the reflected waveform at the pad does not exceed the limits
provided in the recommended operating conditions in the datasheet. This is a requirement to ensure
long-term reliability.
This solution requires two board resistors, as demonstrated in Figure 7-5 on page 172. Here are some
examples of possible resistor values (based on a simplified simulation model with no line effects and
10 Ω transmitter output resistance, where Rtx_out_high = (VCCI – VOH) / IOH and
Rtx_out_low = VOL / IOL).
Example 1 (high speed, high current):

Rtx_out_high = Rtx_out_low = 10 Ω

R1 = 36 Ω (±5%), P(r1)min = 0.069 Ω

R2 = 82 Ω (±5%), P(r2)min = 0.158 Ω

Imax_tx = 5.5 V / (82 × 0.95 + 36 × 0.95 + 10) = 45.04 mA

tRISE = tFALL = 0.85 ns at C_pad_load = 10 pF (includes up to 25% safety margin)

tRISE = tFALL = 4 ns at C_pad_load = 50 pF (includes up to 25% safety margin)

Table 7-12 • I/O Hot-Swap and 5 V Input Tolerance Capabilities in nano Devices

I/O Assignment Clamp Diode Hot Insertion
5 V Input 
Tolerance Input Buffer

Output 
Buffer

3.3 V LVTTL/LVCMOS No Yes Yes* Enabled/Disabled

LVCMOS 2.5 V No Yes No Enabled/Disabled

LVCMOS 1.8 V No Yes No Enabled/Disabled

LVCMOS 1.5 V No Yes No Enabled/Disabled

LVCMOS 1.2 V No Yes No Enabled/Disabled

* Can be implemented with an external IDT bus switch, resistor divider, or Zener with resistor.
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I/O Structures in nano Devices
User I/O Naming Convention
Due to the comprehensive and flexible nature of nano Standard I/Os, a naming scheme is used to show
the details of each I/O (Figure 7-8). The name identifies to which I/O bank it belongs.

I/O Nomenclature =  FF/Gmn/IOuxwBy

Gmn is only used for I/Os that also have CCC access—i.e., global pins. 
FF = Indicates the I/O dedicated for the Flash*Freeze mode activation pin 
G = Global
m = Global pin location associated with each CCC on the device: A (northwest corner), B (northeast

corner), C (east middle), D (southeast corner), E (southwest corner), and F (west middle) 
n = Global input MUX and pin number of the associated Global location m—either A0, A1, A2, B0,

B1, B2, C0, C1, or C2. Refer to the "Global Resources in Low Power Flash Devices" section on
page 31 for information about the three input pins per clock source MUX at CCC location m.

u = I/O pair number in the bank, starting at 00 from the northwest I/O bank and proceeding in a
clockwise direction

x = R (Regular—single-ended) for the I/Os that support single-ended standards.
w = S (Single-Ended)
B = Bank
y = Bank number (0–3). The Bank number starts at 0 from the northwest I/O bank and proceeds in

a clockwise direction.

Figure 7-8 • I/O Naming Conventions for nano Devices – Top View
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4. Right-click and then choose Highlight VREF range. All the pins covered by that VREF pin will be
highlighted (Figure 8-14).  

Using PinEditor or ChipPlanner, VREF pins can also be assigned (Figure 8-15).  

To unassign a VREF pin:
1. Select the pin to unassign.
2. Right-click and choose Use Pin for VREF. The check mark next to the command disappears. The

VREF pin is now a regular pin.
Resetting the pin may result in unassigning I/O cores, even if they are locked. In this case, a warning
message appears so you can cancel the operation.
After you assign the VREF pins, right-click a VREF pin and choose Highlight VREF Range to see how
many I/Os are covered by that pin. To unhighlight the range, choose Unhighlight All from the Edit
menu.

Figure 8-14 • VREF Range

Figure 8-15 • Assigning VREF from PinEditor
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9 – DDR for Microsemi’s Low Power Flash 
Devices

Introduction
The I/Os in Fusion, IGLOO, and ProASIC3 devices support Double Data Rate (DDR) mode. In this mode,
new data is present on every transition (or clock edge) of the clock signal. This mode doubles the data
transfer rate compared with Single Data Rate (SDR) mode, where new data is present on one transition
(or clock edge) of the clock signal. Low power flash devices have DDR circuitry built into the I/O tiles.
I/Os are configured to be DDR receivers or transmitters by instantiating the appropriate special macros
(examples shown in Figure 9-4 on page 210 and Figure 9-5 on page 211) and buffers (DDR_OUT or
DDR_REG) in the RTL design. This document discusses the options the user can choose to configure
the I/Os in this mode and how to instantiate them in the design.

Double Data Rate (DDR) Architecture 
Low power flash devices support 350 MHz DDR inputs and outputs. In DDR mode, new data is present
on every transition of the clock signal. Clock and data lines have identical bandwidths and signal integrity
requirements, making them very efficient for implementing very high-speed systems. High-speed DDR
interfaces can be implemented using LVDS (not applicable for IGLOO nano and ProASIC3 nano
devices). In IGLOOe, ProASIC3E, AFS600, and AFS1500 devices, DDR interfaces can also be
implemented using the HSTL, SSTL, and LVPECL I/O standards. The DDR feature is primarily
implemented in the FPGA core periphery and is not tied to a specific I/O technology or limited to any I/O
standard.

Figure 9-1 • DDR Support in Low Power Flash Devices
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Security in Low Power Flash Devices
Security in Action
This section illustrates some applications of the security advantages of Microsemi’s devices (Figure 11-6).

.

Note: Flash blocks are only used in Fusion devices
Figure 11-6 • Security Options 
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ProASIC3 nano FPGA Fabric User’s Guide
Security in ARM-Enabled Low Power Flash Devices 
There are slight differences between the regular flash device and the ARM-enabled flash devices, which
have the M1 prefix.
The AES key is used by Microsemi and preprogrammed into the device to protect the ARM IP. As a
result, the design will be encrypted along with the ARM IP, according to the details below. 

Cortex-M1 and Cortex-M3 Device Security
Cortex-M1–enabled and Cortex-M3 devices are shipped with the following security features:

• FPGA array enabled for AES-encrypted programming and verification
• FlashROM enabled for AES-encrypted write and verify
• Embedded Flash Memory enabled for AES encrypted write 

Figure 12-1 • AES-128 Security Features 

Designer
Software

Programming
File Generation

with AES
Encryption

Flash Device

Decrypted
 Bitstream

MAC
Validation

AES
Decryption

FPGA Core,
FlashROM,

FBs 

Transmit Medium / 
Public Network

Encrypted Bistream

User Encryption AES Key
Revision 5 265



ProASIC3 nano FPGA Fabric User’s Guide
FlashROM and Programming Files
Each low power flash device has 1 kbit of on-chip, nonvolatile flash memory that can be accessed from
the FPGA core. This nonvolatile FlashROM is arranged in eight pages of 128 bits (Figure 12-3). Each
page can be programmed independently, with or without the 128-bit AES encryption. The FlashROM can
only be programmed via the IEEE 1532 JTAG port and cannot be programmed from the FPGA core. In
addition, during programming of the FlashROM, the FPGA core is powered down automatically by the
on-chip programming control logic.

When using FlashROM combined with AES, many subscription-based applications or device
serialization applications are possible. The FROM configurator found in the Libero SoC Catalog supports
easy management of the FlashROM contents, even over large numbers of devices. The FROM
configurator can support FlashROM contents that contain the following:

• Static values
• Random numbers
• Values read from a file
• Independent updates of each page

In addition, auto-incrementing of fields is possible. In applications where the FlashROM content is
different for each device, you have the option to generate a single STAPL file for all the devices or
individual serialization files for each device. For more information on how to generate the FlashROM
content for device serialization, refer to the "FlashROM in Microsemi’s Low Power Flash Devices" section
on page 117. 
Libero SoC includes a unique tool to support the generation and management of FlashROM and FPGA
programming files. This tool is called FlashPoint. 
Depending on the applications, designers can use the FlashPoint software to generate a STAPL file with
different contents. In each case, optional AES encryption and/or different security settings can be set. 
In Designer, when you click the Programming File icon, FlashPoint launches, and you can generate
STAPL file(s) with four different cases (Figure 12-4 on page 268). When the serialization feature is used
during the configuration of FlashROM, you can generate a single STAPL file that will program all the
devices or an individual STAPL file for each device. 
The following cases present the FPGA core and FlashROM programming file combinations that can be
used for different applications. In each case, you can set the optional security settings (FlashLock Pass
Key and/or AES Key) depending on the application.

1. A single STAPL file or multiple STAPL files with multiple FlashROM contents and the FPGA core
content. A single STAPL file will be generated if the device serialization feature is not used. You
can program the whole FlashROM or selectively program individual pages.

2. A single STAPL file for the FPGA core content

Figure 12-3 • FlashROM Architecture
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In-System Programming (ISP) of Microsemi’s Low Power Flash Devices Using FlashPro4/3/3X
3. A single STAPL file or multiple STAPL files with multiple FlashROM contents. A single STAPL file
will be generated if the device serialization feature is not used. You can program the whole
FlashROM or selectively program individual pages. 

4. A single STAPL file to configure the security settings for the device, such as the AES Key and/or
Pass Key.

Programming Solution
For device programming, any IEEE 1532–compliant programmer can be used; however, the
FlashPro4/3/3X programmer must be used to control the low power flash device's rich security features
and FlashROM programming options. The FlashPro4/3/3X programmer is a low-cost portable
programmer for the Microsemi flash families. It can also be used with a powered USB hub for parallel
programming. General specifications for the FlashPro4/3/3X programmer are as follows:

• Programming clock – TCK is used with a maximum frequency of 20 MHz, and the default
frequency is 4 MHz. 

• Programming file – STAPL 
• Daisy chain – Supported. You can use the ChainBuilder software to build the programming file for

the chain.
• Parallel programming – Supported. Multiple FlashPro4/3/3X programmers can be connected

together using a powered USB hub or through the multiple USB ports on the PC.
• Power supply – The target board must provide VCC, VCCI, VPUMP, and VJTAG during

programming. However, if there is only one device on the target board, the FlashPro4/3/3X
programmer can generate the required VPUMP voltage from the USB port. 

Figure 12-4 • Flexible Programming File Generation for Different Applications

1 2 3 4

Designer Software Suite

FPGA Core
Content

Single/Multiple
FlashROM
Content(s)

FlashROM
Configuration

File (*.ufc)

Libero SoC
 Catalog

FPGA Core
Content

Single/Multiple
FlashROM
Content(s)

Programming
File

(FlashPoint)

Netlist

Security
Settings

Security
Settings

Security
Settings

Security
Settings
268 Revision 5



ProASIC3 nano FPGA Fabric User’s Guide
Board-Level Considerations
A bypass capacitor is required from VPUMP to GND for all low power flash devices during programming.
This bypass capacitor protects the devices from voltage spikes that may occur on the VPUMP supplies
during the erase and programming cycles. Refer to the "Pin Descriptions and Packaging" chapter of the
appropriate device datasheet for specific recommendations. For proper programming, 0.01 µF and 0.33
µF capacitors (both rated at 16 V) are to be connected in parallel across VPUMP and GND, and
positioned as close to the FPGA pins as possible. The bypass capacitor must be placed within 2.5 cm of
the device pins. 

Troubleshooting Signal Integrity
Symptoms of a Signal Integrity Problem
A signal integrity problem can manifest itself in many ways. The problem may show up as extra or
dropped bits during serial communication, changing the meaning of the communication. There is a
normal variation of threshold voltage and frequency response between parts even from the same lot.
Because of this, the effects of signal integrity may not always affect different devices on the same board
in the same way. Sometimes, replacing a device appears to make signal integrity problems go away, but
this is just masking the problem. Different parts on identical boards will exhibit the same problem sooner
or later. It is important to fix signal integrity problems early. Unless the signal integrity problems are
severe enough to completely block all communication between the device and the programmer, they
may show up as subtle problems. Some of the FlashPro4/3/3X exit codes that are caused by signal
integrity problems are listed below. Signal integrity problems are not the only possible cause of these

Note: *NC (FlashPro3/3X); Prog_Mode (FlashPro4). Prog_Mode on FlashPro4 is an output signal that goes High during
device programming and returns to Low when programming is complete. This signal can be used to drive a
system to provide a 1.5 V programming signal to IGLOO nano, ProASIC3L, and RT ProASIC3 devices that can
run with 1.2 V core voltage but require 1.5 V for programming. IGLOO nano V2 devices can be programmed at
1.2 V core voltage (when using FlashPro4 only), but IGLOO nano V5 devices are programmed with a VCC core
voltage of 1.5 V.

Figure 12-6 • Board Layout and Programming Header Top View
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In-System Programming (ISP) of Microsemi’s Low Power Flash Devices Using FlashPro4/3/3X
errors, but this list is intended to show where problems can occur. FlashPro4/3/3X allows TCK to be
lowered from 6 MHz down to 1 MHz to allow you to address some signal integrity problems that may
occur with impedance mismatching at higher frequencies. Customers are expected to troubleshoot
board-level signal integrity issues by measuring voltages and taking scope plots.

Scan Chain Failure
Normally, the FlashPro4/3/3X Scan Chain command expects to see 0x1 on the TDO pin. If the command
reports reading 0x0 or 0x3, it is seeing the TDO pin stuck at 0 or 1. The only time the TDO pin comes out
of tristate is when the JTAG TAP state machine is in the Shift-IR or Shift-DR state. If noise or reflections
on the TCK or TMS lines have disrupted the correct state transitions, the device's TAP state controller
might not be in one of these two states when the programmer tries to read the device. When this
happens, the output is floating when it is read and does not match the expected data value. This can also
be caused by a broken TDO net. Only a small amount of data is read from the device during the Scan
Chain command, so marginal problems may not always show up during this command. Occasionally a
faulty programmer can cause intermittent scan chain failures. 

Exit 11
This error occurs during the verify stage of programming a device. After programming the design into the
device, the device is verified to ensure it is programmed correctly. The verification is done by shifting the
programming data into the device. An internal comparison is performed within the device to verify that all
switches are programmed correctly. Noise induced by poor signal integrity can disrupt the writes and
reads or the verification process and produce a verification error. While technically a verification error, the
root cause is often related to signal integrity.
Refer to the FlashPro User's Guide for other error messages and solutions. For the most up-to-date
known issues and solutions, refer to http://www.microsemi.com/soc/support.

Conclusion
IGLOO, ProASIC3, SmartFusion, and Fusion devices offer a low-cost, single-chip solution that is live at
power-up through nonvolatile flash technology. The FlashLock Pass Key and 128-bit AES Key security
features enable secure ISP in an untrusted environment. On-chip FlashROM enables a host of new
applications, including device serialization, subscription-based applications, and IP addressing.
Additionally, as the FlashROM is nonvolatile, all of these services can be provided without battery
backup. 

Related Documents

User’s Guides
FlashPro User's Guide 
http://www.microsemi.com/soc/documents/flashpro_ug.pdf
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Microprocessor Programming of Microsemi’s Low Power Flash Devices
Microprocessor Programming Support in Flash Devices 
The flash-based FPGAs listed in Table 14-1 support programming with a microprocessor and the
functions described in this document.

IGLOO Terminology
In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 14-1. Where the information applies to only one device or limited devices, these exclusions will
be explicitly stated. 

ProASIC3 Terminology
In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 14-1. Where the information applies to only one device or limited devices, these
exclusions will be explicitly stated.
To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGAs Portfolio.

Table 14-1 • Flash-Based FPGAs

Series Family* Description

IGLOO IGLOO Ultra-low power 1.2 V to 1.5 V FPGAs with Flash*Freeze technology

IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards

IGLOO nano The industry’s lowest-power, smallest-size solution

IGLOO PLUS IGLOO FPGAs with enhanced I/O capabilities

ProASIC3 ProASIC3 Low power, high-performance 1.5 V FPGAs

ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and additional I/O standards

ProASIC3 nano Lowest-cost solution with enhanced I/O capabilities

ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology

RT ProASIC3 Radiation-tolerant RT3PE600L and RT3PE3000L

Military ProASIC3/EL Military temperature A3PE600L, A3P1000, and A3PE3000L

Automotive ProASIC3 ProASIC3 FPGAs qualified for automotive applications 

Fusion Fusion Mixed signal FPGA integrating ProASIC3 FPGA fabric, programmable
analog block, support for ARM® Cortex™-M1 soft processors, and flash
memory into a monolithic device

Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,
and packaging information.
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http://www.microsemi.com/soc/documents/Fusion_DS.pdf
http://www.microsemi.com/soc/documents/IGLOO_DS.pdf
http://www.microsemi.com/soc/documents/IGLOOe_DS.pdf
http://www.microsemi.com/soc/documents/IGLOOPLUS_DS.pdf
http://www.microsemi.com/soc/documents/PA3_DS.pdf
http://www.microsemi.com/soc/documents/PA3E_DS.pdf
http://www.microsemi.com/soc/documents/PA3L_DS.pdf
http://www.microsemi.com/soc/documents/PA3_Auto_DS.pdf
http://www.microsemi.com/soc/documents/Mil_PA3_EL_DS.pdf
http://www.microsemi.com/soc/documents/RTPA3_DS.pdf
http://www.microsemi.com/soc/documents/LPFPGA_FS_PIB.pdf
http://www.microsemi.com/soc/documents/LPFPGA_FS_PIB.pdf
http://www.microsemi.com/soc/documents/IGLOO_nano_DS.pdf
http://www.microsemi.com/soc/documents/PA3_nano_DS.pdf

