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FPGA Array Architecture in Low Power Flash Devices
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Figure 1-7 « IGLOOe and ProASIC3E Device Architecture Overview (AGLE600 device is shown)

I/O State of Newly Shipped Devices

Devices are shipped from the factory with a test design in the device. The power-on switch for VCC is
OFF by default in this test design, so I/Os are tristated by default. Tristated means the 1/O is not actively
driven and floats. The exact value cannot be guaranteed when it is floating. Even in simulation software,
a tristate value is marked as unknown. Due to process variations and shifts, tristated 1/0Os may float
toward High or Low, depending on the particular device and leakage level.

If there is concern regarding the exact state of unused 1/Os, weak pull-up/pull-down should be added to
the floating I/Os so their state is controlled and stabilized.
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Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal FPGAs

Implementing EXTFB in ProASIC3/E Devices

When the external feedback (EXTFB) signal of the PLL in the ProASIC3/E devices is implemented, the
phase detector of the PLL core receives the reference clock (CLKA) and EXTFB as inputs. EXTFB must
be sourced as an INBUF macro and located at the global/chip clock location associated with the target
PLL by Designer software. EXTFB cannot be sourced from the FPGA fabric.

The following example shows CLKA and EXTFB signals assigned to two global I/Os in the same global
area of ProASIC3E device.

To Core
A A ﬁi
ox0 [XH->
The reference clock,
CLKA, can be assigned
on GxAO or GxA1. g
GxA1 ¥
L Source for CCC
(CLKA or CLKB or CLKC)
& N
L~
N Routed Clok
axa2 [X] L;D (from FPGA core)
To Core
A A ﬁk
S e
External Feedback
(Ex_TFBc)j sigrgl Ii331 —P a1 |Z L+
assigned on Gx ) Source for CCC
by Designer automatically. (CLKA or CLKB or CLKC)
XH—1>
1 /
Routed Clok
axB2 [X] L;D (from FPGA core)

x represents global location; can be A, B, C, D, E, or F

Figure 4-5 « CLKA and EXTFB Assigned to Global 1/0s

70

Revision 5



& Microsemi

ProASIC3 nano FPGA Fabric User’'s Guide

Table 4-18 « Fusion Dynamic CCC Division by Half Configuration

OADIV<4:0>/

OADIVHALF/ OBDIV<4:0>/
OBDIVHALF/ OCDIV<4:0> Input Clock Output Clock
OCDIVHALF (in decimal) Divider Factor Frequency Frequency (MHz)
1 2 1.5 100 MHz RC 66.7

2 55 Oscillator 40.0

6 35 28.6

8 45 22.2

10 5.5 18.2

12 6.5 15.4

14 7.5 13.3

16 8.5 11.8

18 9.5 10.5

20 10.5 9.5

22 1.5 8.7

24 12.5 8.0

26 13.5 74

28 14.5 6.9
0 0-31 1-32 Other Clock Sources Depends on other

divider settings

Table 4-19 « Configuration Bit <76:75>/ VCOSEL<2:1> Selection for All Families
VCOSEL[2:1]

00 01 10 11

Min. Max. Min. Max. Min. Max. Min. Max.
Voltage (MHz) (MHz) (MHz) (MHz) (MHz) (MHz) (MHz) (MHz)
IGLOO and IGLOO PLUS
1.2V +5% 24 35 30 70 60 140 135 160
1.5V 5% 24 43.75 30 87.5 60 175 135 250
ProASIC3L, RT ProASIC3, and Military ProASIC3/L
1.2V 5% 24 35 30 70 60 140 135 250
1.5V+5% 24 43.75 30 70 60 175 135 350
ProASIC3 and Fusion
15V 5% | 24 | 43.75 | 33.75 | 87.5 | 67.5 | 175 | 135 | 350

Table 4-20 « Configuration Bit <74>/ VCOSEL<0> Selection for All Families
VCOSEL|[0] Description

0 Fast PLL lock acquisition time with high tracking jitter. Refer to the corresponding datasheet for specific
value and definition.

1 Slow PLL lock acquisition time with low tracking jitter. Refer to the corresponding datasheet for specific
value and definition.
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Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal FPGAs

wire VCC, GND;

VCC VCC_1_net(.Y(VCC));

GND GND_1_net(.Y(GND));

CLKDLY Inst1(.CLK(CLK), .GL(GL), .DLYGLO(VCC), .DLYGL1(GND), .DLYGL2(VCC),
.DLYGL3(GND), .DLYGL4(GND));

endmodule

Detailed Usage Information

Clock Frequency Synthesis

Deriving clocks of various frequencies from a single reference clock is known as frequency synthesis.
The PLL has an input frequency range from 1.5 to 350 MHz. This frequency is automatically divided
down to a range between 1.5 MHz and 5.5 MHz by input dividers (not shown in Figure 4-19 on page 84)
between PLL macro inputs and PLL phase detector inputs. The VCO output is capable of an output
range from 24 to 350 MHz. With dividers before the input to the PLL core and following the VCO outputs,
the VCO output frequency can be divided to provide the final frequency range from 0.75 to 350 MHz.
Using SmartGen, the dividers are automatically set to achieve the closest possible matches to the
specified output frequencies.

Users should be cautious when selecting the desired PLL input and output frequencies and the I/O buffer
standard used to connect to the PLL input and output clocks. Depending on the I/O standards used for
the PLL input and output clocks, the I/O frequencies have different maximum limits. Refer to the family
datasheets for specifications of maximum I/O frequencies for supported I/O standards. Desired PLL input
or output frequencies will not be achieved if the selected frequencies are higher than the maximum 1/O
frequencies allowed by the selected 1/0 standards. Users should be careful when selecting the 1/0
standards used for PLL input and output clocks. Performing post-layout simulation can help detect this
type of error, which will be identified with pulse width violation errors. Users are strongly encouraged to
perform post-layout simulation to ensure the 1/0 standard used can provide the desired PLL input or
output frequencies. Users can also choose to cascade PLLs together to achieve the high frequencies
needed for their applications. Details of cascading PLLs are discussed in the "Cascading CCCs" section
on page 109.

In SmartGen, the actual generated frequency (under typical operating conditions) will be displayed
beside the requested output frequency value. This provides the ability to determine the exact frequency
that can be generated by SmartGen, in real time. The log file generated by SmartGen is a useful tool in
determining how closely the requested clock frequencies match the user specifications. For example,
assume a user specifies 101 MHz as one of the secondary output frequencies. If the best output
frequency that could be achieved were 100 MHz, the log file generated by SmartGen would indicate the
actual generated frequency.

Simulation Verification

The integration of the generated PLL and CLKDLY modules is similar to any VHDL component or Verilog
module instantiation in a larger design; i.e., there is no special requirement that users need to take into
account to successfully synthesize their designs.

For simulation purposes, users need to refer to the VITAL or Verilog library that includes the functional
description and associated timing parameters. Refer to the Software Tools section of the Microsemi SoC
Products Group website to obtain the family simulation libraries. If Designer is installed, these libraries
are stored in the following locations:

<Designer_Installation_Directory>\lib\vt\95\proasic3.vhd
<Designer_Installation_Directory>\lib\vt\95\proasic3e.vhd
<Designer_Installation_Directory>\lib\vlog\proasic3.v
<Designer_Installation_Directory>\lib\vlog\proasic3e.v

For Libero users, there is no need to compile the simulation libraries, as they are conveniently pre-
compiled in the ModelSim® Microsemi simulation tool.
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Primary Clock Output Delay from CLKA -3.020

Secondaryl Clock frequency 40.000
Secondaryl Clock Phase Shift 0.000
Secondaryl Clock Global Output Delay from CLKA 2.515

Next, perform simulation in ModelSim to verify the correct delays. Figure 4-30 shows the simulation
results. The delay values match those reported in the SmartGen PLL Wizard.

FE wave - default B@

File Edit View Inset Format Tools Window

|z@&| & =@ || DXl ||FIEEE | rEiQQ ek

T 3 KT S / \

| 1023571 ps to 1077610 ps [ Now: 50.us Delta: 0 / \ >
\
Primary Clock Output Time Secondary1 Clock Global
Advancement from CLKA Output Delay from CLKA

Figure 4-30 « ModelSim Simulation Results

The timing can also be analyzed using SmartTime in Designer. The user should import the synthesized
netlist to Designer, perform Compile and Layout, and then invoke SmartTime. Go to Tools > Options
and change the maximum delay operating conditions to Typical Case. Then expand the Clock-to-Out
paths of GLA and GLB and the individual components of the path delays are shown. The path of GLA is
shown in Figure 4-31 on page 107 displaying the same delay value.
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'@ SmartTime [test_pll_delays] - [Maximum Delay - Expanded P... [- |0J53 |

4@ File Edit View Actions Tools Window Help - a8 x
o] &8 B@| x| 2| ] 8= 2] P o[ %]
Pin Name | Type | Net Hame | Cell Name | Op | Delay tns]| Total tns]| Fanout| Edge|
1 From: Core:CLKA
2 To: GLA
3 data required time NIC
4 data arrival time - 2130
5 slack NIC
[
Data arrival time calculation
£ CLEA 0.000 0.000
8 Core:CLEA clock network + 0.748 0.748 f
g Core:GLA cell ADLIB:PLL + -3.020 2272 1[f
10 GLA_pad/UVU1:D net GLA_c© + 0.731 -1.541 f
11 GLA_pad/U0/U1:DOUT | cell ADLIB:IOTRI_OB_EB |+ 0.584 -0.957 11|f
12 GLA_pad/U0VU0:D net GLA_pad/UD/NET1 + 0.000 -0.957 f
13 GLA_pad/U0/UD:PAD | cell ADLIB:IOPAD_TRI + 3.087 2130 o|f
14 GLA net GLA + 0.000 2130 f
15 data arrival time 2130
16
Data required time calculation

Figure 4-31 « Static Timing Analysis Using SmartTime

Place-and-Route Stage Considerations

Several considerations must be noted to properly place the CCC macros for layout.

For CCCs with clock inputs configured with the Hardwired 1/O—Driven option:
* PLL macros must have the clock input pad coming from one of the GmA* locations.
» CLKDLY macros must have the clock input pad coming from one of the Global 1/Os.

If a PLL with a Hardwired I/O input is used at a CCC location and a Hardwired I/O—Driven CLKDLY
macro is used at the same CCC location, the clock input of the CLKDLY macro must be chosen from one
of the GmB* or GmC* pin locations. If the PLL is not used or is an External 1/O-Driven or Core Logic—
Driven PLL, the clock input of the CLKDLY macro can be sourced from the GmA*, GmB*, or GmC* pin
locations.

For CCCs with clock inputs configured with the External 1/O-Driven option, the clock input pad can be
assigned to any regular 1/O location (I0******** pins). Note that since global I/O pins can also be used as
regular 1/Os, regardless of CCC function (CLKDLY or PLL), clock inputs can also be placed in any of
these I/O locations.

By default, the Designer layout engine will place global nets in the design at one of the six chip globals.
When the number of globals in the design is greater than six, the Designer layout engine will
automatically assign additional globals to the quadrant global networks of the low power flash devices. If
the user wishes to decide which global signals should be assigned to chip globals (six available) and
which to the quadrant globals (three per quadrant for a total of 12 available), the assignment can be
achieved with PinEditor, ChipPlanner, or by importing a placement constraint file. Layout will fail if the
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SRAM and FIFO Memories in Microsemi's Low Power Flash Devices

Initializing the RAM/FIFO

The SRAM blocks can be initialized with data to use as a lookup table (LUT). Data initialization can be
accomplished either by loading the data through the design logic or through the UJTAG interface. The
UJTAG macro is used to allow access from the JTAG port to the internal logic in the device. By sending
the appropriate initialization string to the JTAG Test Access Port (TAP) Controller, the designer can put
the JTAG circuitry into a mode that allows the user to shift data into the array logic through the JTAG port
using the UJTAG macro. For a more detailed explanation of the UJTAG macro, refer to the "FlashROM in
Microsemi’s Low Power Flash Devices" section on page 117.

A user interface is required to receive the user command, initialization data, and clock from the UJTAG
macro. The interface must synchronize and load the data into the correct RAM block of the design. The
main outputs of the user interface block are the following:

+ Memory block chip select: Selects a memory block for initialization. The chip selects signals for
each memory block that can be generated from different user-defined pockets or simple logic,
such as a ring counter (see below).

* Memory block write address: Identifies the address of the memory cell that needs to be initialized.

* Memory block write data: The interface block receives the data serially from the UTDI port of the
UJTAG macro and loads it in parallel into the write data ports of the memory blocks.

*  Memory block write clock: Drives the WCLK of the memory block and synchronizes the write
data, write address, and chip select signals.

Figure 6-8 shows the user interface between UJTAG and the memory blocks.

RAM1
| WD
—-| WADDR
| WCLK
UJTAG User Interface »| WEN
TRST [X] UIREG[7:0] ——|IRI[7:0] WDATA —
TDO & TRST URSTB —»|Reset G e
L1 1p0 UDRUPD —|DR_UPDATE WOLK | WaADDR
01 Xp—— DI UDRSH [ |DR_SHIFT
. WEN1 — @1 | WCLK
™S UDRCAP [ |DR_CAPTURE
|Z| —»|DR_CLK WEN2 | WEN
™S o TCK UDRCK N
| UTDI—|DIN WENS3 RAM3
TCK |X| UTDO |[~<&———DouT >
|_»| WADDR
—| WCLK
WEN

Figure 6-8 ¢ Interfacing TAP Ports and SRAM Blocks

An important component of the interface between the UJTAG macro and the RAM blocks is a serial-
in/parallel-out shift register. The width of the shift register should equal the data width of the RAM blocks.
The RAM data arrives serially from the UTDI output of the UJTAG macro. The data must be shifted into a
shift register clocked by the JTAG clock (provided at the UDRCK output of the UJTAG macro).

Then, after the shift register is fully loaded, the data must be transferred to the write data port of the RAM
block. To synchronize the loading of the write data with the write address and write clock, the output of
the shift register can be pipelined before driving the RAM block.

The write address can be generated in different ways. It can be imported through the TAP using a
different instruction opcode and another shift register, or generated internally using a simple counter.
Using a counter to generate the address bits and sweep through the address range of the RAM blocks is
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SmartGen enables the user to configure the desired RAM element to use either a single clock for read
and write, or two independent clocks for read and write. The user can select the type of RAM as well as
the width/depth and several other parameters (Figure 6-13).

|
-
Clock:

* Single Read it Clock
" Independent Read and rite Clocks

‘wiite/Fead Depth:

wiite/Read Width:

—write Clock —Read Clack.
{+ Rizing " Risitg
" Falling " Falling
— Rak Type — Reset
e et & Active Law
= Active High
" Dual Part RBIAIE
" Mane
Wit Enable —Read Enable
& Active Law & Active Law
= Active High = Active High
" Read Pipeline & I~ | Bead Pipeline B
= wite M ode A = wite M ode B
 Fetair Dutput Data  Fetait Dutput Data
(" Fass Wiite Data to Dutmut (" Fass Wiite Data to Outmut

Fieset | Fort b apping | Help Cancel

Generate I

Figure 6-13 « SmartGen Memory Configuration Interface

SmartGen also has a Port Mapping option that allows the user to specify the names of the ports
generated in the memory block (Figure 6-14).

x|
Port Port Hame
Diata In DATA
Diata Out !
\Write Enable WWE
Read Enable RE
Write Address WADDRESS
Read Address RADDRESS
Clock CLCZH
Reset RESET
Cancel Help

Figure 6-14 « Port Mapping Interface for SmartGen-Generated Memory

SmartGen also configures the FIFO according to user specifications. Users can select no flags, static
flags, or dynamic flags. Static flag settings are configured using configuration flash and cannot be altered
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Electrostatic Discharge Protection

Low power flash devices are tested per JEDEC Standard JESD22-A114-B.

These devices contain clamp diodes at every 1/0O, global, and power pad. Clamp diodes protect all device
pads against damage from ESD as well as from excessive voltage transients.

All nano devices are qualified to the Human Body Model (HBM) and the Charged Device Model (CDM).

Table 7-12 « /0O Hot-Swap and 5 V Input Tolerance Capabilities in nano Devices

5V Input Output
I/O Assignment Clamp Diode | Hot Insertion | Tolerance | Input Buffer Buffer
3.3 VLVTTL/LVCMOS No Yes Yes Enabled/Disabled
LVCMOS 2.5V No Yes No Enabled/Disabled
LVCMOS 1.8V No Yes No Enabled/Disabled
LVCMOS 1.5V No Yes No Enabled/Disabled
LVCMOS 1.2V No Yes No Enabled/Disabled

* Can be implemented with an external IDT bus switch, resistor divider, or Zener with resistor.

5V Input and Output Tolerance
nano devices can be made 5 V-input—tolerant for certain 1/0O standards by using external level shifting
techniques. 5 V output compliance can be achieved using certain 1/0 standards.

Table 7-5 on page 163 shows the 1/O standards that support 5V input tolerance. Only 3.3V
LVTTL/LVCMOS standards support 5 V output tolerance.

5V Input Tolerance

1/0Os can support 5 V input tolerance when LVTTL 3.3 V or LVCMOS 3.3 V configurations are used (see
Table 7-12). There are three recommended solutions for achieving 5 V receiver tolerance (see Figure 7-5
on page 172 to Figure 7-7 on page 173 for details of board and macro setups). All the solutions meet a
common requirement of limiting the voltage at the input to 3.6 V or less. In fact, the /O absolute
maximum voltage rating is 3.6 V, and any voltage above 3.6 V may cause long-term gate oxide failures.
Solution 1

The board-level design must ensure that the reflected waveform at the pad does not exceed the limits
provided in the recommended operating conditions in the datasheet. This is a requirement to ensure
long-term reliability.

This solution requires two board resistors, as demonstrated in Figure 7-5 on page 172. Here are some
examples of possible resistor values (based on a simplified simulation model with no line effects and
10Q transmitter output resistance, where Rtx_out_high = (VCCI - VOH) / Iy and
Rix_out_low = VOL / Ig).

Example 1 (high speed, high current):
Rtx_out_high = Rtx_out_low = 10 Q
R1 =36 Q (+5%), P(r1)min = 0.069 Q
R2 =82 Q (¥5%), P(r2)min = 0.158 Q
Imax_tx =5.5V /(82 x 0.95 + 36 x 0.95 + 10) = 45.04 mA
trise = traLL = 0.85 ns at C_pad_load = 10 pF (includes up to 25% safety margin)
trise = traLL =4 ns at C_pad_load = 50 pF (includes up to 25% safety margin)
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I/O Software Control in Low Power Flash

Devices

Fusion, IGLOO, and ProASIC3 I/Os provide more design flexibility, allowing the user to control specific
features by enabling certain I/O standards. Some features are selectable only for certain 1/0 standards,
whereas others are available for all 1/0 standards. For example, slew control is not supported by
differential 1/0 standards. Conversely, I/O register combining is supported by all /O standards. For
detailed information about which 1/0 standards and features are available on each device and each 1/O
type, refer to the I/O Structures section of the handbook for the device you are using.

Figure 8-1 shows the various points in the software design flow where a user can provide input or control
of the /O selection and parameters. A detailed description is provided throughout this document.

Design Entry

3. Instantiating 4. Generic
1. 1/0 Macro 2. 1/0O Buffer . .
Using Cell Schematic MI/O L'.br?_%l_ Buffer Using
SmartGen Entry acron 1.2,3
Code Method
5. Synthesis
=1
I |
- 6.11/0
6. Compile Assignments by
PDC Import
- |

7. 1/0 Assignments by Multi-View Navigator (MVN)

I/O Standards and
VREF Assignment by
I/0O Bank Assigner

I/0O Standard Selection
for Generic 1/0 Macro

I/0 Attribute Selection
for 1/0 Standards

!

8. Layout
and Other
Steps

Figure 8-1 « User I/O Assignment Flow Chart
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DDR for Microsemi’s Low Power Flash Devices

DDR_OUT_O_iinst : DDR_OUT

port map(DR => DataR, DF => DataF, CLK => CLK, CLR => CLR, Q => Q);
TRIBUFF_F_8U_O_inst : TRIBUFF_F_8U

port map(D => Q, E => TrienAux, PAD => PAD);

end DEF_ARCH;

DDR Bidirectional Buffer

INV

Trien
DDR_OUT
DataR —DR Q
DataF ———DF
CLK D
CLR
CLR |
OR DDR_REG
QR D
QF
QF {
CLR
|

BIBUF_HSTL_|

v

Figure 9-8 « DDR Bidirectional Buffer, LOW Output Enable (HSTL Class Il)

Verilog

module DDR_BiDir_HSTL_I_LowEnb(DataR,DataF,CLR,CLK,Trien,QR,QF,PAD);

input DataR, DataF, CLR, CLK, Trien;

output QR, QF;
inout PAD;

wire TrienAux, D, Q;

INV Inv_Tri(.A(Trien), .Y(TrienAux));
DDR_OUT DDR_OUT_O_inst(.DR(DataR), .DF(DataF), .CLK(CLK), .CLR(CLR), .Q(Q));
DDR_REG DDR_REG_O_inst(.D(D), -CLK(CLK), .CLR(CLR), -QR(QR), -QF(QF)):
BIBUF_HSTL_1 BIBUF_HSTL_1_0_inst(.PAD(PAD), .D(Q), .E(TrienAux),.Y(D));

endmodule
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Security in Low Power Flash Devices

1.

The AES key is securely stored on-chip in dedicated low power flash device flash memory and cannot be
read out. In the first step, the AES key is generated and programmed into the device (for example, at a
secure or trusted programming site). The Microsemi Designer software tool provides AES key generation
capability. After the key has been programmed into the device, the device will only correctly decrypt
programming files that have been encrypted with the same key. If the individual programming file content
is incorrect, a Message Authentication Control (MAC) mechanism inside the device will fail in
authenticating the programming file. In other words, when an encrypted programming file is being loaded
into a device that has a different programmed AES key, the MAC will prevent this incorrect data from
being loaded, preventing possible device damage. See Figure 11-3 on page 238 and Figure 11-4 on
page 240 for graphical representations of this process.

It is important to note that the user decides what level of protection will be implemented for the device.
When AES protection is desired, the FlashLock Pass Key must be set. The AES key is a content
protection mechanism, whereas the FlashLock Pass Key is a device protection mechanism. When the
AES key is programmed into the device, the device still needs the Pass Key to protect the FPGA and
FlashROM contents and the security settings, including the AES key. Using the FlashLock Pass Key
prevents modification of the design contents by means of simply programming the device with a different
AES key.

AES Decryption and MAC Authentication

Low power flash devices have a built-in 128-bit AES decryption core, which decrypts the encrypted
programming file and performs a MAC check that authenticates the file prior to programming.

MAC authenticates the entire programming data stream. After AES decryption, the MAC checks the data
to make sure it is valid programming data for the device. This can be done while the device is still
operating. If the MAC validates the file, the device will be erased and programmed. If the MAC fails to
validate, then the device will continue to operate uninterrupted.

This will ensure the following:
» Correct decryption of the encrypted programming file

* Prevention of erroneous or corrupted data being programmed during the programming file
transfer

« Correct bitstream passed to the device for decryption

IGLOO and ProASIC3
D
_ MAC
Designer " | Validation
Software
Decrypted
Programming Bitstream
File Generation *
with AES AES S o
Encryption AE
l Key Decryption Core FlashROM Core
A

D

Transmit Medium /

Public Network

Encrypted Bitstream

Figure 11-4 « Example Application Scenario Using AES in IGLOO and ProASIC3 Devices

National Institute of Standards and Technology, “ADVANCED ENCRYPTION STANDARD (AES) Questions and Answers,”
28 January 2002 (10 January 2005). See http://csrc.nist.gov/archive/aes/index1.html for more information.
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Security in ARM-Enabled Low Power Flash Devices

There are slight differences between the regular flash device and the ARM-enabled flash devices, which
have the M1 prefix.

The AES key is used by Microsemi and preprogrammed into the device to protect the ARM IP. As a
result, the design will be encrypted along with the ARM IP, according to the details below.

Cortex-M1 and Cortex-M3 Device Security

Cortex-M1-enabled and Cortex-M3 devices are shipped with the following security features:
* FPGA array enabled for AES-encrypted programming and verification
* FlashROM enabled for AES-encrypted write and verify
+ Embedded Flash Memory enabled for AES encrypted write

Flash Device
D
> MAC
Designer User Encryption AES Key | Validation
Software
Decrypted *
Programming Bitstream
File Generation * FPGA Core,
Wth AES | o _ FlashROM,
Encryption - > AES FBs
Decryption
l I
D

Transmit Medium /
Public Network

Y

Encrypted Bistream

Figure 12-1 « AES-128 Security Features

Revision 5 265



& Microsemi

In-System Programming (ISP) of Microsemi’s Low Power Flash Devices Using FlashPro4/3/3X

Figure 12-2 shows different applications for ISP programming.

1. In a trusted programming environment, you can program the device using the unencrypted

(plaintext) programming file.

You can program the AES Key in a trusted programming environment and finish the final

programming in an untrusted environment using the AES-encrypted (cipher text) programming
file.

3. For the remote ISP updating/reprogramming, the AES Key stored in the device enables the
encrypted programming bitstream to be transmitted through the untrusted network connection.

Microsemi low power flash devices also provide the unique Microsemi FlashLock feature, which protects
the Pass Key and AES Key. Unless the original FlashLock Pass Key is used to unlock the device,
security settings cannot be modified. Microsemi does not support read-back of FPGA core-programmed
data; however, the FlashROM contents can selectively be read back (or disabled) via the JTAG port

based on the security settings established by the Microsemi Designer software. Refer to the "Security in
Low Power Flash Devices" section on page 235 for more information.

Source AES
Plain Text Encryption
Source

Encrypted Bitstream

Option 1
Option 2
Option 3

Y Y

FlashRoM| | . AES.
Decryption

IGLOO or ProASIC3 Device

Figure 12-2 « Different ISP Use Models
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Core Voltage Switching Circuit for IGLOO and ProASIC3L In-System Programming

3. VCC switches from 1.5V to 1.2 V when TRST is LOW.

File Control Setup  Measure  Analyze  Utiliies  Help 972 Ak

TRST Signal

VCC Core - Signal

[1af 2)

Clear
&l

Figure 13-4 « TRST Toggled LOW

In Figure 13-4, the TRST signal and the VCC core voltage signal are labeled. As TRST is pulled to
ground, the core voltage is observed to switch from 1.5V to 1.2V. The observed fall time is
approximately 2 ms.

DirectC

The above analysis is based on FlashPro3, but there are other solutions to ISP, such as DirectC. DirectC
is a microprocessor program that can be run in-system to program Microsemi flash devices. For
FlashPro3, TRST is the most convenient control signal to use for the recommended circuit. However, for
DirectC, users may use any signal to control the FET. For example, the DirectC code can be edited so
that a separate non-JTAG signal can be asserted from the microcontroller that signals the board that it is
about to start programming the device. After asserting the N-Channel Digital FET control signal, the
programming algorithm must allow sufficient time for the supply to rise to 1.5 V before initiating DirectC
programming. As seen in Figure 13-3 on page 279, 50 ms is adequate time. Depending on the size of
the PCB and the capacitance on the VCC supply, results may vary from system to system. Microsemi
recommends using a conservative value for the wait time to make sure that the VCC core voltage is at
the right level.

Conclusion

For applications using IGLOO and ProASIC3L low power FPGAs and taking advantage of the low core
voltage power supplies with less than 1.5 V operation, there must be a way for the core voltage to switch
from 1.2V (or other voltage) to 1.5V, which is required during in-system programming. The circuit
explained in this document illustrates one simple, cost-effective way of handling this requirement. A
JTAG signal from the FlashPro3 programmer allows the circuit to sense when programming is in
progress, enabling it to switch to the correct core voltage.
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ProASIC3 nano FPGA Fabric User’'s Guide

useless to the thief. To learn more about the low power flash devices’ security features, refer to the
"Security in Low Power Flash Devices" section on page 235.

ProASIC3

MAC
Validation

A
i Decrypted [Stream
Designer Software AES KEY ryp

S I B

Programming
Control

AES AES
Encryption Decryption

A

TCP/IP
Public Network

Encrypted Stream Encrypted Stream

Figure 14-5 « ProASIC3 Device Encryption Flow

Conclusion

The Fusion, IGLOO, and ProASIC3 FPGAs are ideal for applications that require field upgrades. The
single-chip devices save board space by eliminating the need for EEPROM. The built-in AES with MAC
enables transmission of programming data over any network without fear of design theft. Fusion, IGLOO,
and ProASIC3 FPGAs are IEEE 1532—compliant and support STAPL, making the target programming
software easy to implement.
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Boundary Scan in Low Power Flash Devices
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Figure 15-2 « Boundary Scan Chain

Board-Level Recommendations
Table 15-3 gives pull-down recommendations for the TRST and TCK pins.

Table 15-3 « TRST and TCK Pull-Down Recommendations

VITAG Tie-Off Resistance*
VJTAG at 3.3V 200 Q to 1 kQ
VJTAG at2.5V 200 Q to 1 kQ
VJTAG at 1.8V 500 Q to 1 kQ
VJTAG at 1.5V 500 Q to 1 kQ
VJTAG at 1.2V TBD

Note: Equivalent parallel resistance if more than one device is on JTAG chain (Figure 15-3)
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Boundary Scan in Low Power Flash Devices

List of Changes

The following table lists critical changes that were made in each revision of the chapter.

Date Changes Page
August 2012 In the "Boundary Scan Chain" section, the reference made to the datasheet for 293
pull-up/-down recommendations was changed to mention TCK and TRST pins
rather than TDO and TCK pins. TDO is an output, so no pull resistor is needed
(SAR 35937).
The "Advanced Boundary Scan Register Settings" section is new (SAR 38432). 295
July 2010 This chapter is no longer published separately with its own part number and version N/A
but is now part of several FPGA fabric user’s guides.
Table 15-3 « TRST and TCK Pull-Down Recommendations was revised to add 294
VJTAG at 1.2 V.
v1.4 IGLOO nano and ProASIC3 nano devices were added to Table 15-1 < Flash-Based 292
(December 2008) FPGAs.
v1.3 The "Boundary Scan Support in Low Power Devices" section was revised to include 293
(October 2008) new families and make the information more concise.
v1.2 The following changes were made to the family descriptions in Table 15-1 « Flash- 292
(June 2008) Based FPGAs:
* ProASIC3L was updated to include 1.5 V.
* The number of PLLs for ProASIC3E was changed from five to six.
v1.1 The chapter was updated to include the IGLOO PLUS family and information N/A
(March 2008) regarding 15 k gate devices.
The "IGLOO Terminology" section and "ProASIC3 Terminology" section are new. 292
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UJTAG Applications in Microsemi’s Low Power Flash Devices

UJTAG Support in Flash-Based Devices

The flash-based FPGAs listed in Table 16-1 support the UJTAG feature and the functions described in

this document.

Table 16-1 « Flash-Based FPGAs

Series Family” Description
IGLOO IGLOO Ultra-low power 1.2 V to 1.5 V FPGAs with Flash*Freeze technology
IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards
IGLOO nano The industry’s lowest-power, smallest-size solution
IGLOO PLUS IGLOO FPGAs with enhanced I/O capabilities
ProASIC3 ProASIC3 Low power, high-performance 1.5V FPGAs
ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and additional I/O standards
ProASIC3 nano Lowest-cost solution with enhanced 1/O capabilities
ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology
RT ProASIC3 Radiation-tolerant RT3PE600L and RT3PE3000L
Military ProASIC3/EL | Military temperature A3BPE600OL, A3P1000, and A3PE3000L
Automotive ProASIC3 | ProASIC3 FPGAs qualified for automotive applications
Fusion Fusion Mixed signal FPGA integrating ProASIC3 FPGA fabric, programmable
analog block, support for ARM® Cortex™-M1 soft processors, and flash
memory into a monolithic device
Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,

and packaging information.

IGLOO Terminology

In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 16-1. Where the information applies to only one product line or limited devices, these exclusions
will be explicitly stated.

ProASIC3 Terminology

In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 16-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.

To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGAs Portfolio.
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http://www.microsemi.com/soc/documents/LPFPGA_FS_PIB.pdf
http://www.microsemi.com/soc/documents/LPFPGA_FS_PIB.pdf
http://www.microsemi.com/soc/documents/Fusion_DS.pdf
http://www.microsemi.com/soc/documents/IGLOO_DS.pdf
http://www.microsemi.com/soc/documents/IGLOOe_DS.pdf
http://www.microsemi.com/soc/documents/IGLOOPLUS_DS.pdf
http://www.microsemi.com/soc/documents/PA3_DS.pdf
http://www.microsemi.com/soc/documents/PA3E_DS.pdf
http://www.microsemi.com/soc/documents/PA3L_DS.pdf
http://www.microsemi.com/soc/documents/PA3_Auto_DS.pdf
http://www.microsemi.com/soc/documents/Mil_PA3_EL_DS.pdf
http://www.microsemi.com/soc/documents/RTPA3_DS.pdf
http://www.microsemi.com/soc/documents/IGLOO_nano_DS.pdf
http://www.microsemi.com/soc/documents/PA3_nano_DS.pdf

