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What is "Embedded - Microcontrollers"?

"Embedded - Microcontrollers" refer to small, integrated
circuits designed to perform specific tasks within larger
systems. These microcontrollers are essentially compact
computers on a single chip, containing a processor core,
memory, and programmable input/output peripherals.
They are called "embedded" because they are embedded
within electronic devices to control various functions,
rather than serving as standalone computers.
Microcontrollers are crucial in modern electronics,
providing the intelligence and control needed for a wide
range of applications.

Applications of "Embedded -
Microcontrollers"

Embedded microcontrollers are used in virtually every
sector of electronics, providing the necessary control and
processing power for a multitude of applications. In
consumer electronics, they manage the operations of
smartphones, home appliances, and wearable devices. In
automotive systems, microcontrollers control engine
functions, safety features, and infotainment systems.
Industrial applications rely on microcontrollers for
automation, robotics, and process control. Additionally,
microcontrollers are integral in medical devices, handling
functions such as monitoring, diagnostics, and control of
therapeutic equipment. Their versatility and
programmability make them essential components in
creating efficient, responsive, and intelligent electronic
systems.

Common Subcategories of "Embedded -
Microcontrollers"

Embedded microcontrollers can be categorized based on
their architecture, performance, and application focus.
Common subcategories include 8-bit, 16-bit, and 32-bit
microcontrollers, differentiated by their processing power
and memory capacity. 8-bit microcontrollers are typically
used in simple applications like basic control systems and
small devices. 16-bit microcontrollers offer a balance
between performance and complexity, suitable for
medium-scale applications like industrial automation. 32-
bit microcontrollers provide high performance and are
used in complex applications requiring advanced
processing, such as automotive systems and sophisticated
consumer electronics. Each subcategory serves a specific
range of applications, providing tailored solutions for
different performance and complexity needs.

Types of "Embedded - Microcontrollers"

There are various types of embedded microcontrollers,
each designed to meet specific application requirements.
General-purpose microcontrollers are versatile and used in
a wide range of applications, offering a balance of
performance, memory, and peripheral options. Special-
purpose microcontrollers are tailored for specific tasks,
such as automotive controllers, which include features like
built-in motor control peripherals and automotive-grade
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I/O CEX4:  Capture/Compare External I/O for PCA Module 4

P1.0 - P1.7 I/O MOSI:  SPI Master Output Slave Input line

When SPI is in master mode, MOSI outputs data to the slave peripheral. When SPI 
is in slave mode, MOSI receives data from the master controller. 

XTAL1 19 21 15 I
Crystal 1:  Input to the inverting oscillator amplifier and input to the internal clock 
generator circuits. 

XTAL2 18 20 14 O Crystal 2:  Output from the inverting oscillator amplifier

P2.0 - P2.7 21 - 28 24 - 31 18 - 25 I/O Port 2:  Port 2 is an 8-bit bi-directional I/O port with internal pull-ups. Port 2 pins that 
have 1s written to them are pulled high by the internal pull-ups and can be used as 
inputs. As inputs, Port 2 pins that are externally pulled low will source current 
because of the internal pull-ups. Port 2 emits the high - order address Byte during 
fetches from external program memory and during accesses to external data 
memory that use 16-bit addresses (MOVX @DPTR). In this application, it uses 
strong internal pull-ups emitting 1s. During accesses to external data memory that 
use 8-bit addresses (MOVX @Ri), port 2 emits the contents of the P2 SFR. Some 
Port 2 pins receive the high order address bits during EPROM programming and 
verification:

P2.0 to P2.5 for 16 KB devices

P2.0 to P2.6 for 32KB devices

P3.0 - P3.7 10 - 17 11,
13 - 19

5,
7 - 13

I/O Port 3:  Port 3 is an 8-bit bi-directional I/O port with internal pull-ups. Port 3 pins that 
have 1s written to them are pulled high by the internal pull-ups and can be used as 
inputs. As inputs, Port 3 pins that are externally pulled low will source current 
because of the internal pull-ups. Port 3 also serves the special features of the 
80C51 family, as listed below. 

10 11 5 I RXD (P3.0):  Serial input port

11 13 7 O TXD (P3.1):  Serial output port

12 14 8 I INT0 (P3.2):  External interrupt 0

13 15 9 I INT1 (P3.3):  External interrupt 1

14 16 10 I T0 (P3.4):  Timer 0 external input

15 17 11 I T1 (P3.5):  Timer 1 external input

16 18 12 O WR (P3.6):  External data memory write strobe

17 19 13 O RD (P3.7):  External data memory read strobe

RST 9 10 4 I/O

Reset:  A high on this pin for two machine cycles while the oscillator is running, 
resets the device. An internal diffused resistor to VSS permits a power-on reset using 
only an external capacitor to VCC. This pin is an output when the hardware 
watchdog forces a system reset. 

ALE/PROG 30 33 27 O (I) Address Latch Enable/Program Pulse:  Output pulse for latching the low Byte of 
the address during an access to external memory. In normal operation, ALE is 
emitted at a constant rate of 1/6 (1/3 in X2 mode) the oscillator frequency, and can 
be used for external timing or clocking. Note that one ALE pulse is skipped during 
each access to external data memory. This pin is also the program pulse input 
(PROG) during Flash programming. ALE can be disabled by setting SFR’s AUXR. 0 
bit. With this bit set, ALE will be inactive during internal fetches. 

Table 12.  Pin Description for 40 - 44 Pin Packages  (Continued)

Mnemonic

Pin Number

Type Name and FunctionDIL LCC VQFP44 1.4
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PSEN 29 32 26 O Program Strobe Enable:  The read strobe to external program memory. When 
executing code from the external program memory, PSEN is activated twice each 
machine cycle, except that two PSEN activations are skipped during each access to 
external data memory. PSEN is not activated during fetches from internal program 
memory. 

EA 31 35 29 I External Access Enable:  EA must be externally held low to enable the device to 
fetch code from external program memory locations 0000H to FFFFH (RD). If 
security level 1 is programmed, EA will be internally latched on Reset. 

Table 12.  Pin Description for 40 - 44 Pin Packages  (Continued)

Mnemonic

Pin Number

Type Name and FunctionDIL LCC VQFP44 1.4
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Oscillator To optimize the power consumption and execution time needed for a specific task, an
internal, prescaler feature has been implemented between the oscillator and the CPU
and peripherals. 

Registers Table 13.  CKRL Register

CKRL – Clock Reload Register (97h)

Reset Value = 1111 1111b
Not bit addressable

Table 14.  PCON Register

PCON – Power Control Register (87h)

Reset Value = 00X1 0000b Not bit addressable

7 6 5 4 3 2 1 0

CKRL7 CKRL6 CKRL5 CKRL4 CKRL3 CKRL2 CKRL1 CKRL0

Bit Number Mnemonic Description 

7:0 CKRL
Clock Reload Register

Prescaler value 

7 6 5 4 3 2 1 0

SMOD1 SMOD0 - POF GF1 GF0 PD IDL

Bit Number Bit Mnemonic Description

7 SMOD1
Serial Port Mode bit 1
Set to select double baud rate in mode 1, 2 or 3.

6 SMOD0
Serial Port Mode bit 0
Cleared to select SM0 bit in SCON register. 
Set to select FE bit in SCON register. 

5 -
Reserved
The value read from this bit is indeterminate. Do not set this bit. 

4 POF

Power-off Flag
Cleared to recognize next reset type. 
Set by hardware when VCC rises from 0 to its nominal voltage. Can 
also be set by software. 

3 GF1
General-purpose Flag
Cleared by software for general-purpose usage. 
Set by software for general-purpose usage. 

2 GF0
General-purpose Flag
Cleared by software for general-purpose usage. 
Set by software for general-purpose usage. 

1 PD
Power-down Mode bit
Cleared by hardware when reset occurs. 
Set to enter power-down mode. 

0 IDL
Idle Mode bit
Cleared by hardware when interrupt or reset occurs. 
Set to enter idle mode. 
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• Instructions that use indirect addressing access the Upper 128 Bytes of data RAM. 
For example:  MOV @R0, # data where R0 contains 0A0h, accesses the data Byte 
at address 0A0h, rather than P2 (whose address is 0A0h). 

• The XRAM Bytes can be accessed by indirect addressing, with EXTRAM bit cleared 
and MOVX instructions. This part of memory that is physically located on-chip, 
logically occupies the first Bytes of external data memory. The bits XRS0 and XRS1 
are used to hide a part of the available XRAM as explained in Table 18. This can be 
useful if external peripherals are mapped at addresses already used by the internal 
XRAM. 

• With EXTRAM = 0, the XRAM is indirectly addressed, using the MOVX instruction in 
combination with any of the registers R0, R1 of the selected bank or DPTR. An 
access to XRAM will not affect ports P0, P2, P3.6 (WR) and P3.7 (RD). For 
example, with EXTRAM = 0, MOVX @R0, # data where R0 contains 0A0H, 
accesses the XRAM at address 0A0H rather than external memory. An access to 
external data memory locations higher than the accessible size of the XRAM will be 
performed with the MOVX DPTR instructions in the same way as in the standard 
80C51, with P0 and P2 as data/address busses, and P3.6 and P3.7 as write and 
read timing signals. Accesses to XRAM above 0FFH can only be done by the use of 
DPTR. 

• With EXTRAM = 1, MOVX @RI and MOVX @DPTR will be similar to the standard 
80C51. MOVX @ Ri will provide an eight-bit address multiplexed with data on Port0 
and any output port pins can be used to output higher order address bits. This is to 
provide the external paging capability. MOVX @DPTR will generate a sixteen-bit 
address. Port2 outputs the high-order eight address bits (the contents of DPH) while 
Port0 multiplexes the low-order eight address bits (DPL) with data. MOVX @ RI and 
MOVX @DPTR will generate either read or write signals on P3.6 (WR) and P3.7 
(RD). 

The stack pointer (SP) may be located anywhere in the 256 Bytes RAM (lower and
upper RAM) internal data memory. The stack may not be located in the XRAM. 

The M0 bit allows to stretch the XRAM timings; if M0 is set, the read and write pulses
are extended from 6 to 30 clock periods. This is useful to access external slow
peripherals. 
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Figure 9.  Auto-Reload Mode Up/Down Counter (DCEN  =  1)

Programmable Clock-out 
Mode

In the clock-out mode, Timer 2 operates as a 50% duty-cycle, programmable clock gen-
erator (see Figure 10). The input clock increments TL2 at frequency FCLK PERIPH/2. The
timer repeatedly counts to overflow from a loaded value. At overflow, the contents of
RCAP2H and RCAP2L registers are loaded into TH2 and TL2. In this mode, Timer 2
overflows do not generate interrupts. The formula gives the clock-out frequency as a
function of the system oscillator frequency and the value in the RCAP2H and RCAP2L
registers:

For a 16 MHz system clock, Timer 2 has a programmable frequency range of 61 Hz 
(FCLK PERIPH/216) to 4 MHz (FCLK PERIPH/4). The generated clock signal is brought out to
T2 pin (P1.0). 

Timer 2 is programmed for the clock-out mode as follows:

• Set T2OE bit in T2MOD register. 

• Clear C/T2 bit in T2CON register. 

• Determine the 16-bit reload value from the formula and enter it in RCAP2H/RCAP2L 
registers. 

• Enter a 16-bit initial value in timer registers TH2/TL2. It can be the same as the 
reload value or a different one depending on the application. 

• To start the timer, set TR2 run control bit in T2CON register. 

It is possible to use Timer 2 as a baud rate generator and a clock generator simulta-
neously. For this configuration, the baud rates and clock frequencies are not
independent since both functions use the values in the RCAP2H and RCAP2L registers. 
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Registers Table 20.  T2CON Register

T2CON – Timer 2 Control Register (C8h)

Reset Value = 0000 0000b
Bit addressable

7 6 5 4 3 2 1 0

TF2 EXF2 RCLK TCLK EXEN2 TR2 C/T2# CP/RL2#

Bit 

Number

Bit        

Mnemonic Description

7 TF2
Timer 2 Overflow Flag
Must be cleared by software. 
Set by hardware on Timer 2 overflow, if RCLK = 0 and TCLK = 0.

6 EXF2

Timer 2 External Flag
Set when a capture or a reload is caused by a negative transition on T2EX pin if 
EXEN2 = 1.
When set, causes the CPU to vector to Timer 2 interrupt routine when Timer 2 
interrupt is enabled. 
Must be cleared by software. EXF2 doesn’t cause an interrupt in Up/down 
counter mode (DCEN = 1).

5 RCLK
Receive Clock Bit
Cleared to use timer 1 overflow as receive clock for serial port in mode 1 or 3.
Set to use Timer 2 overflow as receive clock for serial port in mode 1 or 3.

4 TCLK
Transmit Clock Bit
Cleared to use timer 1 overflow as transmit clock for serial port in mode 1 or 3.
Set to use Timer 2 overflow as transmit clock for serial port in mode 1 or 3.

3 EXEN2

Timer 2 External Enable Bit
Cleared to ignore events on T2EX pin for Timer 2 operation. 
Set to cause a capture or reload when a negative transition on T2EX pin is 
detected, if Timer 2 is not used to clock the serial port. 

2 TR2
Timer 2 Run Control Bit
Cleared to turn off Timer 2.
Set to turn on Timer 2.

1 C/T2#

Timer/Counter 2 Select Bit
Cleared for timer operation (input from internal clock system:  FCLK PERIPH). 
Set for counter operation (input from T2 input pin, falling edge trigger). Must be 0 
for clock out mode. 

0 CP/RL2#

Timer 2 Capture/Reload Bit
If RCLK = 1 or TCLK = 1, CP/RL2# is ignored and timer is forced to auto-reload 
on Timer 2 overflow. 
Cleared to auto-reload on Timer 2 overflows or negative transitions on T2EX pin 
if EXEN2 = 1.
Set to capture on negative transitions on T2EX pin if EXEN2 = 1.
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Table 21.  T2MOD Register

T2MOD – Timer 2 Mode Control Register (C9h)

Reset Value = XXXX XX00b
Not bit addressable

7 6 5 4 3 2 1 0

- - - - - - T2OE DCEN

Bit 

Number

Bit       

Mnemonic Description

7 -
Reserved
The value read from this bit is indeterminate. Do not set this bit. 

6 -
Reserved
The value read from this bit is indeterminate. Do not set this bit. 

5 -
Reserved
The value read from this bit is indeterminate. Do not set this bit. 

4 -
Reserved
The value read from this bit is indeterminate. Do not set this bit. 

3 -
Reserved
The value read from this bit is indeterminate. Do not set this bit. 

2 -
Reserved
The value read from this bit is indeterminate. Do not set this bit. 

1 T2OE
Timer 2 Output Enable Bitt
Cleared to program P1.0/T2 as clock input or I/O port. 
Set to program P1.0/T2 as clock output. 

0 DCEN
Down Counter Enable Bit
Cleared to disable Timer 2 as up/down counter. 
Set to enable Timer 2 as up/down counter. 
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Pulse Width Modulator 
Mode

All of the PCA Modules can be used as PWM outputs. Figure 16 shows the PWM func-
tion. The frequency of the output depends on the source for the PCA timer. All of the
Modules will have the same frequency of output because they all share the PCA timer.
The duty cycle of each Module is independently variable using the module's capture
register CCAPLn. When the value of the PCA CL SFR is less than the value in the mod-
ule's CCAPLn SFR the output will be low, when it is equal to or greater than the output
will be high. When CL overflows from FF to 00, CCAPLn is reloaded with the value in
CCAPHn. This allows updating the PWM without glitches. The PWM and ECOM bits in
the module's CCAPMn register must be set to enable the PWM mode. 

Figure 16.  PCA PWM Mode

PCA Watchdog Timer An on-board watchdog timer is available with the PCA to improve the reliability of the
system without increasing chip count. Watchdog timers are useful for systems that are
susceptible to noise, power glitches, or electrostatic discharge. Module 4 is the only
PCA Module that can be programmed as a watchdog. However, this Module can still be
used for other modes if the watchdog is not needed. Figure 14 shows a diagram of how
the watchdog works. The user pre-loads a 16-bit value in the compare registers. Just
like the other compare modes, this 16-bit value is compared to the PCA timer value. If a
match is allowed to occur, an internal reset will be generated. This will not cause the
RST pin to be driven high. 

In order to hold off the reset, the user has the following three options:  

1. Periodically change the compare value so it will never match the PCA timer.

2. Periodically change the PCA timer value so it will never match the compare 
values.

3. Disable the watchdog by clearing the WDTE bit before a match occurs and then 
re-enable it. 

The first two options are more reliable because the watchdog timer is never disabled as
in option #3. If the program counter ever goes astray, a match will eventually occur and
cause an internal reset. The second option is also not recommended if other PCA Mod-
ules are being used. Remember, the PCA timer is the time base for all modules;

CL
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CCAPnL

ECOMn CCAPMn, n = 0 to 4

0xDA to 0xDE

CAPNn MATn TOGn PWMn ECCFnCAPPn

8-bit Comparator
CEXn
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“1”

 
Enable

PCA Counter/Timer

Overflow
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Figure 19.  UART Timings in Modes 2 and 3 

Automatic Address 
Recognition

The automatic address recognition feature is enabled when the multiprocessor commu-
nication feature is enabled (SM2 bit in SCON register is set). 
Implemented in hardware, automatic address recognition enhances the multiprocessor
communication feature by allowing the serial port to examine the address of each
incoming command frame. Only when the serial port recognizes its own address, the
receiver sets RI bit in SCON register to generate an interrupt. This ensures that the CPU
is not interrupted by command frames addressed to other devices. 
If desired, the user may enable the automatic address recognition feature in mode 1.In
this configuration, the stop bit takes the place of the ninth data bit. Bit RI is set only when
the received command frame address matches the device’s address and is terminated
by a valid stop bit. 
To support automatic address recognition, a device is identified by a given address and
a broadcast address. 

Note: The multiprocessor communication and automatic address recognition features cannot
be enabled in mode 0 (i. e. setting SM2 bit in SCON register in mode 0 has no effect). 

 Given Address Each device has an individual address that is specified in SADDR register; the SADEN
register is a mask byte that contains don’t-care bits (defined by zeros) to form the
device’s given address. The don’t-care bits provide the flexibility to address one or more
slaves at a time. The following example illustrates how a given address is formed. 
To address a device by its individual address, the SADEN mask byte must be 1111
1111b. 
For example:

SADDR0101 0110b
SADEN1111 1100b

Given0101 01XXb

The following is an example of how to use given addresses to address different slaves:
Slave A:SADDR1111 0001b

SADEN1111 1010b

Given1111 0X0Xb

Slave B:SADDR1111 0011b
SADEN1111 1001b

Given1111 0XX1b

Slave C:SADDR1111 0010b
SADEN1111 1101b

Given1111 00X1b

RI
SMOD0=0

Data byte Ninth
bit

Stop
bit

Start
bit

RXD D8D7D6D5D4D3D2D1D0

RI
SMOD0=1

FE
SMOD0=1
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Table 34.  Example of Computed Value When X2=1, SMOD1=1, SPD=1

Table 35.  Example of Computed Value When X2=0, SMOD1=0, SPD=0

The baud rate generator can be used for mode 1 or 3 (refer to Figure 20.), but also for
mode 0 for UART, thanks to the bit SRC located in BDRCON register (Table 42.)

UART Registers Table 36.  SADEN Register

SADEN - Slave Address Mask Register for UART (B9h)

Reset Value = 0000 0000b

Table 37.  SADDR Register

SADDR - Slave Address Register for UART (A9h)

Reset Value = 0000 0000b

Baud Rates FOSC = 16. 384 MHz FOSC = 24MHz

BRL Error (%) BRL Error (%)

115200 247 1.23 243 0.16

57600 238 1.23 230 0.16

38400 229 1.23 217 0.16

28800 220 1.23 204 0.16

19200 203 0.63 178 0.16

9600 149 0.31 100 0.16

4800 43 1.23 - -

Baud Rates FOSC = 16. 384 MHz FOSC = 24MHz

BRL Error (%) BRL Error (%)

4800 247 1.23 243 0.16

2400 238 1.23 230 0.16

1200 220 1.23 202 3.55

600 185 0.16 152 0.16

7 6 5 4 3 2 1 0

7 6 5 4 3 2 1 0
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Table 41.  PCON Register

PCON - Power Control Register (87h)

Reset Value = 00X1 0000b
Not bit addressable

Power-off flag reset value will be 1 only after a power on (cold reset). A warm reset
doesn’t affect the value of this bit. 

7 6 5 4 3 2 1 0

SMOD1 SMOD0 - POF GF1 GF0 PD IDL

Bit 

Number

Bit 

Mnemonic Description

7 SMOD1
Serial port Mode bit 1 for UART
Set to select double baud rate in mode 1, 2 or 3.

6 SMOD0
Serial port Mode bit 0 for UART

Cleared to select SM0 bit in SCON register. 
Set to select FE bit in SCON register. 

5 -
Reserved
The value read from this bit is indeterminate. Do not set this bit. 

4 POF

Power-Off Flag
Cleared to recognize next reset type. 
Set by hardware when VCC rises from 0 to its nominal voltage. Can also be set 
by software. 

3 GF1
General purpose Flag
Cleared by user for general purpose usage. 
Set by user for general purpose usage. 

2 GF0
General purpose Flag
Cleared by user for general purpose usage. 
Set by user for general purpose usage. 

1 PD
Power-Down mode bit
Cleared by hardware when reset occurs. 
Set to enter power-down mode. 

0 IDL
Idle mode bit
Cleared by hardware when interrupt or reset occurs. 
Set to enter idle mode. 
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Table 45.  IPL0 Register

IPL0 - Interrupt Priority Register (B8h)

Reset Value = X000 0000b
Bit addressable

7 6 5 4 3 2 1 0

- PPCL PT2L PSL PT1L PX1L PT0L PX0L

Bit 

Number

Bit 

Mnemonic Description

7 -
Reserved
The value read from this bit is indeterminate. Do not set this bit. 

6 PPCL
PCA Interrupt Priority Bit
see PPCH for priority level. 

5 PT2L
Timer 2 Overflow Interrupt Priority Bit
see PT2H for priority level. 

4 PSL
Serial Port Priority Bit
see PSH for priority level. 

3 PT1L
Timer 1 Overflow Interrupt Priority Bit
see PT1H for priority level. 

2 PX1L
External Interrupt 1 Priority Bit
see PX1H for priority level. 

1 PT0L
Timer 0 Overflow Interrupt Priority Bit
see PT0H for priority level. 

0 PX0L
External Interrupt 0 Priority Bit
see PX0H for priority level. 
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Table 52.  KBE Register

KBE - Keyboard Input Enable Register (9Dh)

Reset Value = 0000 0000b

7 6 5 4 3 2 1 0

KBE7 KBE6 KBE5 KBE4 KBE3 KBE2 KBE1 KBE0

Bit
Number

Bit
Mnemonic Description

7 KBE7
Keyboard Line 7 Enable Bit
Cleared to enable standard I/O pin. 
Set to enable KBF. 7 bit in KBF register to generate an interrupt request. 

6 KBE6
Keyboard Line 6 Enable Bit
Cleared to enable standard I/O pin. 
Set to enable KBF. 6 bit in KBF register to generate an interrupt request. 

5 KBE5
Keyboard Line 5 Enable Bit
Cleared to enable standard I/O pin. 
Set to enable KBF. 5 bit in KBF register to generate an interrupt request. 

4 KBE4
Keyboard Line 4 Enable Bit
Cleared to enable standard I/O pin. 
Set to enable KBF. 4 bit in KBF register to generate an interrupt request. 

3 KBE3
Keyboard Line 3 Enable Bit
Cleared to enable standard I/O pin. 
Set to enable KBF. 3 bit in KBF register to generate an interrupt request. 

2 KBE2
Keyboard Line 2 Enable Bit
Cleared to enable standard I/O pin. 
Set to enable KBF. 2 bit in KBF register to generate an interrupt request. 

1 KBE1
Keyboard Line 1 Enable Bit
Cleared to enable standard I/O pin. 
Set to enable KBF. 1 bit in KBF register to generate an interrupt request. 

0 KBE0
Keyboard Line 0 Enable Bit
Cleared to enable standard I/O pin. 
Set to enable KBF. 0 bit in KBF register to generate an interrupt request. 
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ONCE™ Mode (ON 
Chip Emulation)

The ONCE mode facilitates testing and debugging of systems using AT89C51RB2/RC2
without removing the circuit from the board. The ONCE mode is invoked by driving cer-
tain pins of the AT89C51RB2/RC2; the following sequence must be exercised:

• Pull ALE low while the device is in reset (RST high) and PSEN is high. 

• Hold ALE low as RST is deactivated. 

While the AT89C51RB2/RC2 is in ONCE mode, an emulator or test CPU can be used to
drive the circuit. Table 61 shows the status of the port pins during ONCE mode. 

Normal operation is restored when normal reset is applied. 

Table 61.  External Pin Status during ONCE Mode

ALE PSEN Port 0 Port 1 Port 2 Port 3 XTAL1/2

Weak pull-up Weak pull-up Float Weak pull-up Weak pull-up Weak pull-up Active
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Table 66.  Program Lock Bits

Note: U:  unprogrammed or "one" level. 
P:  programmed or "zero" level. 
X:  don’t care
WARNING:  Security level ‘2’ and ‘3‘ should only be programmed after Flash and code
verification. 

These security bits protect the code access through the parallel programming interface.
They are set by default to level 4. The code access through the ISP is still possible and
is controlled by the "software security bits" which are stored in the extra Flash memory
accessed by the ISP firmware. 

To load a new application with the parallel programmer, a chip erase must first be done.
This will set the HSB in its inactive state and will erase the Flash memory. The part ref-
erence can always be read using Flash parallel programming modes. 

Default Values The default value of the HSB provides parts ready to be programmed with ISP:  

• BLJB:  Programmed force ISP operation. 

• X2:  Unprogrammed to force X1 mode (Standard Mode). 

• XRAM:  Unprogrammed to valid XRAM

• LB2-0:  Security level four to protect the code from a parallel access with maximum 
security. 

Software Registers Several registers are used, in factory and by parallel programmers, to make copies of
hardware registers contents. These values are used by Atmel ISP.

These registers are in the "Extra Flash Memory" part of the Flash memory. This block is
also called "XAF" or eXtra Array Flash. They are accessed in the following ways:

• Commands issued by the parallel memory programmer. 

• Commands issued by the ISP software. 

• Calls of API issued by the application software. 

Several software registers are described in Table 67. 

Program Lock Bits

Protection Description
Security 

Level LB0 LB1 LB2

1 U U U No program lock features enabled. 

2 P U U

MOVC instruction executed from external program memory is disabled 
from fetching code Bytes from internal memory, EA is sampled and 
latched on reset, and further parallel programming of the Flash is 
disabled. ISP and software programming with API are still allowed. 

3 X P U
Same as 2, also verify through parallel programming interface is 
disabled. 

4 X X P Same as 3, also external execution is disabled. (Default)
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Table 67.   Default Values

After programming the part by ISP, the BSB must be cleared (00h) in order to allow the
application to boot at 0000h. 

The content of the Software Security Byte (SSB) is described in Table 67 and Table 69.

To assure code protection from a parallel access, the HSB must also be at the required
level. 

Table 68.  Software Security Byte

The two lock bits provide different levels of protection for the on-chip code and data,
when programmed as shown in Table 69. 

Mnemonic Definition Default value Description

SBV Software Boot Vector FCh

HSB Hardware security Byte 101x 1011b

BSB Boot Status Byte 0FFh

SSB Software Security Byte FFh

Copy of the Manufacturer Code 58h ATMEL

Copy of the Device ID #1:  Family Code D7h C51 X2, Electrically Erasable

Copy of the Device ID #2:  memories F7h AT89C51RB2/RC2 32KB 

size and type FBh AT89C51RB2/RC2 16 KB

Copy of the Device ID #3:  name and 
revision

EFh
AT89C51RB2/RC2 32KB, 
Revision 0

FFh
AT89C51RB2/RC2 16 KB, 
Revision 0

7 6 5 4 3 2 1 0

- - - - - - LB1 LB0

Bit 

Number

Bit        

Mnemonic Description

7 -
Reserved
Do not clear this bit. 

6 -
Reserved
Do not clear this bit. 

5 -
Reserved
Do not clear this bit. 

4 -
Reserved
Do not clear this bit. 

3 -
Reserved
Do not clear this bit. 

2 -
Reserved
Do not clear this bit. 

1-0 LB1-0
User Memory Lock Bits

see Table 69
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Example

HOST : 01 0010 00 55 9A

BOOTLOADER : 01 0010 00 55 9A . CR LF

Programming Data (write 55h at address 0010h in the Flash) 

HOST : 02 0000 03 05 01 F5

BOOTLOADER : 02 0000 03 05 01 F5. CR LF

Programming Atmel function (write SSB to level 2)

HOST : 03 0000 03 06 00 55 9F

BOOTLOADER : 03 0000 03 06 00 55 9F . CR LF

Writing Frame (write BSB to 55h)
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Blank Check Command

Description

Figure 43.  Blank Check Flow

Example

Host Bootloader

Blank Check Command 

’X’ & CR & LF

 Flash blank

Wait Blank Check Command

Send first Address

Send COMMAND_OK

Send Blank Check Command

Wait Checksum Error

Wait Address not
erased

Wait COMMAND_OK

OR

COMMAND ABORTED

COMMAND FINISHED

Send Checksum error

COMMAND FINISHED

’.’ & CR & LFOR

address & CR & LF
 not erased

Checksum error

HOST : 05 0000 04 0000 7FFF 01 78

BOOTLOADER : 05 0000 04 0000 7FFF 01 78 . CR LF

Blank Check ok

BOOTLOADER : 05 0000 04 0000 7FFF 01 70 X CR LF CR LF

Blank Check with checksum error
HOST : 05 0000 04 0000 7FFF 01 70

BOOTLOADER : 05 0000 04 0000 7FFF 01 78 xxxx CR LF

Blank Check ko at address xxxx
HOST : 05 0000 04 0000 7FFF 01 78
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Display Data

Description

Figure 44.  Display Flow

Note: The maximum size of block is 400h. To read more than 400h Bytes, the Host must send a new command.

Host Bootloader

Display Command 

’X’ & CR & LF

RD_WR_SECURITY

Wait Display Command

Read Data

Send Security Error

Send Display Data

Send Display Command

Wait Checksum Error

Wait Display Data

Wait Security Error

OR

COMMAND ABORTED

COMMAND FINISHED

Send Checksum Error

COMMAND ABORTED

’L’ & CR & LFOR

"Address = "

All data read

Complete Frame

"Reading value"
CR & LF

All data readAll data read

COMMAND FINISHED

Checksum error
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