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memory, and programmable input/output peripherals.
They are called "embedded" because they are embedded
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their architecture, performance, and application focus.
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microcontrollers, differentiated by their processing power
and memory capacity. 8-bit microcontrollers are typically
used in simple applications like basic control systems and
small devices. 16-bit microcontrollers offer a balance
between performance and complexity, suitable for
medium-scale applications like industrial automation. 32-
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used in complex applications requiring advanced
processing, such as automotive systems and sophisticated
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different performance and complexity needs.
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each designed to meet specific application requirements.
General-purpose microcontrollers are versatile and used in
a wide range of applications, offering a balance of
performance, memory, and peripheral options. Special-
purpose microcontrollers are tailored for specific tasks,
such as automotive controllers, which include features like
built-in motor control peripherals and automotive-grade
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Bit 5 GPIOFRST: IO port F reset

This bit is set and cleared by software.
0: does not reset IO port F
1: resets IO port F

Bit 4 GPIOERST: IO port E reset

This bit is set and cleared by software.
0: does not reset IO port E
1: resets IO port E

Bit 3 GPIODRST: IO port D reset

This bit is set and cleared by software.
0: does not reset IO port D
1: resets IO port D

Bit 2 GPIOCRST: IO port C reset

This bit is set and cleared by software.
0: does not reset IO port C
1: resets IO port C

Bit 1 GPIOBRST: IO port B reset

This bit is set and cleared by software.
0: does not reset IO port B
1:resets IO port B

Bit 0 GPIOARST: IO port A reset

This bit is set and cleared by software.
0: does not reset IO port A
1: resets IO port A
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Bit 20 UART5RST: UART5 reset

Set and cleared by software.
0: does not reset UART5
1: resets UART5

Bit 19 UART4RST: USART4 reset

Set and cleared by software.
0: does not reset UART4
1: resets UART4

Bit 18 USART3RST: USART3 reset

Set and cleared by software.
0: does not reset USART3
1: resets USART3

Bit 17 USART2RST: USART2 reset

Set and cleared by software.
0: does not reset USART2
1: resets USART2

Bit 16 SPDIFRXRST: SPDIFRX reset

Set and cleared by software.
0: does not reset SPDIFRX
1: resets SPDIFRX

Bit 15 SPI3RST: SPI3 reset

Set and cleared by software.
0: does not reset SPI3
1: resets SPI3

Bit 14 SPI2RST: SPI2 reset

Set and cleared by software.
0: does not reset SPI2
1: resets SPI2

Bits 13:12 Reserved, must be kept at reset value.

Bit 11 WWDGRST: Window watchdog reset

Set and cleared by software.
0: does not reset the window watchdog
1: resets the window watchdog

Bit 10 Reserved, must be kept at reset value.

Bit 9 LPTIM1RST: Low-power timer 1 reset

Set and cleared by software.

0: does not reset LPTMI1

1: resets LPTMI1

Bit 8 TIM14RST: TIM14 reset

Set and cleared by software.
0: does not reset TIM14
1: resets TIM14

Bit 7 TIM13RST: TIM13 reset

Set and cleared by software.
0: does not reset TIM13
1: resets TIM13
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5.3.17 RCC AHB3 peripheral clock enable in low-power mode register
(RCC_AHB3LPENR)

Address offset: 0x58

Reset value: 0x0000 0003

Access: no wait state, word, half-word and byte access.

         

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Res. Res. Res. Res. Res. Res. Res. Res.
OTGFS
LPEN

RNG
LPEN

HASH
LPEN

CRYP
LPEN

Res. Res. Res.
DCMI
LPEN

rw rw rw rw rw

Bits 31:8 Reserved, must be kept at reset value.

Bit 7 OTGFSLPEN: USB OTG FS clock enable during Sleep mode

This bit is set and cleared by software.
0: USB OTG FS clock disabled during Sleep mode
1: USB OTG FS clock enabled during Sleep mode

Bit 6 RNGLPEN: Random number generator clock enable during Sleep mode

This bit is set and cleared by software.
0: Random number generator clock disabled during Sleep mode
1: Random number generator clock enabled during Sleep mode

Bit 5 HASHLPEN: Hash modules clock enable during Sleep mode

This bit is set and cleared by software.
0: Hash modules clock disabled during Sleep mode
1: Hash modules clock enabled during Sleep mode

Bit 4 CRYPLPEN: Cryptography modules clock enable during Sleep mode

This bit is set and cleared by software.
0: cryptography modules clock disabled during Sleep mode
1: cryptography modules clock enabled during Sleep mode

Bits 3:1 Reserved, must be kept at reset value.

Bit 0 DCMILPEN: Camera interface enable during Sleep mode

This bit is set and cleared by software.
0: Camera interface clock disabled during Sleep mode
1: Camera interface clock enabled during Sleep mode

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res.
QSPI
LPEN

FMC
LPEN

rw
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8.4 DMA interrupts

For each DMA stream, an interrupt can be produced on the following events:

• Half-transfer reached

• Transfer complete

• Transfer error

• FIFO error (overrun, underrun or FIFO level error)

• Direct mode error

Separate interrupt enable control bits are available for flexibility as shown in Table 32.

         

Note: Before setting an Enable control bit to ‘1’, the corresponding event flag should be cleared, 
otherwise an interrupt is immediately generated.

Table 32. DMA interrupt requests

Interrupt event Event flag Enable control bit

Half-transfer HTIF HTIE

Transfer complete TCIF TCIE

Transfer error TEIF TEIE

FIFO overrun/underrun FEIF FEIE

Direct mode error DMEIF DMEIE
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8.5.5 DMA stream x configuration register (DMA_SxCR) (x = 0..7)

This register is used to configure the concerned stream.

Address offset: 0x10 + 0x18 × stream number

Reset value: 0x0000 0000

         

Bits 24, 18, 8, 2 CDMEIFx: Stream x clear direct mode error interrupt flag (x = 7..4)

Writing 1 to this bit clears the corresponding DMEIFx flag in the DMA_HISR register

Bits 23, 17, 7, 1 Reserved, must be kept at reset value.

Bits 22, 16, 6, 0 CFEIFx: Stream x clear FIFO error interrupt flag (x = 7..4)

Writing 1 to this bit clears the corresponding CFEIFx flag in the DMA_HISR register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

Res. Res. Res. Res. CHSEL[2:0] MBURST [1:0] PBURST[1:0] Res. CT DBM PL[1:0]

rw rw rw rw rw rw rw rw rw rw rw

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

PINCOS MSIZE[1:0] PSIZE[1:0] MINC PINC CIRC DIR[1:0] PFCTRL TCIE HTIE TEIE DMEIE EN

rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw

Bits 31:28 Reserved, must be kept at reset value.

Bits 27:25 CHSEL[2:0]: Channel selection

These bits are set and cleared by software.
000: channel 0 selected
001: channel 1 selected
010: channel 2 selected
011: channel 3 selected
100: channel 4 selected
101: channel 5 selected
110: channel 6 selected
111: channel 7 selected
These bits are protected and can be written only if EN is ‘0’

Bits 24:23 MBURST: Memory burst transfer configuration

These bits are set and cleared by software.
00: single transfer
01: INCR4 (incremental burst of 4 beats)
10: INCR8 (incremental burst of 8 beats)
11: INCR16 (incremental burst of 16 beats)
These bits are protected and can be written only if EN is ‘0’
In direct mode, these bits are forced to 0x0 by hardware as soon as bit EN= '1'.

Bits 22:21 PBURST[1:0]: Peripheral burst transfer configuration

These bits are set and cleared by software.
00: single transfer
01: INCR4 (incremental burst of 4 beats)
10: INCR8 (incremental burst of 8 beats)
11: INCR16 (incremental burst of 16 beats)
These bits are protected and can be written only if EN is ‘0’
In direct mode, these bits are forced to 0x0 by hardware.

Bit 20 Reserved, must be kept at reset value.
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DMA2D_OCOLR
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ALPHA[3:0] RED[3:0] GREEN[3:0] BLUE[3:0]

Reset value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0x003C
DMA2D_OMAR MA[31:0]

Reset value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Reset value 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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DMA2D_NLR
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PL[13:0] NL[15:0]

Reset value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

LW[15:0]

Reset value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0x004C
DMA2D_AMTCR

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.
DT[7:0]

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

R
es

.

E
N

Reset value 0 0 0 0 0 0 0 0 0
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0x0400-
0x07FC

DMA2D_FGCLUT ALPHA[7:0][255:0] RED[7:0][255:0] GREEN[7:0][255:0] BLUE[7:0][255:0]

Reset value X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

0x0800-
0x0BFF

DMA2D_BGCLUT
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R
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RED[7:0][255:0] GREEN[7:0][255:0] BLUE[7:0][255:0]

Reset value X X X X X X X X X X X X X X X X X X X X X X X X

Table 42. DMA2D register map and reset values (continued)

Offset Register 3
1

3
0

2
9

2
8

2
7

2
6

2
5

2
4

2
3

2
2

2
1

2
0

1
9

1
8

1
7

1
6

1
5

1
4

1
3

1
2 11 1
0 9 8 7 6 5 4 3 2 1 0
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10 Nested vectored interrupt controller (NVIC)

10.1 NVIC features

The nested vector interrupt controller NVIC includes the following features:

• up to 98 maskable interrupt channels for STM32F75xxx and STM32F74xxx (not 
including the 16 interrupt lines of Cortex®-M7 with FPU)

• 16 programmable priority levels (4 bits of interrupt priority are used)

• low-latency exception and interrupt handling

• power management control

• implementation of system control registers

The NVIC and the processor core interface are closely coupled, which enables low latency 
interrupt processing and efficient processing of late arriving interrupts.

All interrupts including the core exceptions are managed by the NVIC. For more information 
on exceptions and NVIC programming, refer to programming manual PMxxxx.

10.1.1 SysTick calibration value register

The SysTick calibration value is fixed to 18750, which gives a reference time base of 1 ms 
with the SysTick clock set to 18.75 MHz (HCLK/8, with HCLK set to 150 MHz). 

10.1.2 Interrupt and exception vectors

See Table 43, for the vector table for the STM32F75xxx and STM32F74xxx devices.

         

Table 43. STM32F75xxx and STM32F74xxx vector table

P
o

si
ti

o
n

P
ri

o
ri

ty Type of 
priority

Acronym Description Address

- - - - Reserved 0x0000 0000

- -3 fixed Reset Reset 0x0000 0004

- -2 fixed NMI
Non maskable interrupt. The RCC 
Clock Security System (CSS) is linked 
to the NMI vector.

0x0000 0008

- -1 fixed HardFault All class of fault 0x0000 000C

- 0 settable MemManage Memory management 0x0000 0010

- 1 settable BusFault Pre-fetch fault, memory access fault 0x0000 0014

- 2 settable UsageFault Undefined instruction or illegal state 0x0000 0018

- - - - Reserved
0x0000 001C - 0x0000 

002B
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22 29 settable CAN1_SCE CAN1 SCE interrupt 0x0000 0098

23 30 settable EXTI9_5 EXTI Line[9:5] interrupts 0x0000 009C

24 31 settable TIM1_BRK_TIM9
TIM1 Break interrupt and TIM9 global 
interrupt

0x0000 00A0

25 32 settable TIM1_UP_TIM10
TIM1 Update interrupt and TIM10 
global interrupt

0x0000 00A4

26 33 settable TIM1_TRG_COM_TIM11
TIM1 Trigger and Commutation 
interrupts and TIM11 global interrupt

0x0000 00A8

27 34 settable TIM1_CC TIM1 Capture Compare interrupt 0x0000 00AC

28 35 settable TIM2 TIM2 global interrupt 0x0000 00B0

29 36 settable TIM3 TIM3 global interrupt 0x0000 00B4

30 37 settable TIM4 TIM4 global interrupt 0x0000 00B8

31 38 settable I2C1_EV I2C1 event interrupt 0x0000 00BC

32 39 settable I2C1_ER I2C1 error interrupt 0x0000 00C0

33 40 settable I2C2_EV I2C2 event interrupt 0x0000 00C4

34 41 settable I2C2_ER I2C2 error interrupt 0x0000 00C8

35 42 settable SPI1 SPI1 global interrupt 0x0000 00CC

36 43 settable SPI2 SPI2 global interrupt 0x0000 00D0

37 44 settable USART1 USART1 global interrupt 0x0000 00D4

38 45 settable USART2 USART2 global interrupt 0x0000 00D8

39 46 settable USART3 USART3 global interrupt 0x0000 00DC

40 47 settable EXTI15_10 EXTI Line[15:10] interrupts 0x0000 00E0

41 48 settable RTC_Alarm
RTC Alarms (A and B) through EXTI 
line interrupt

0x0000 00E4

42 49 settable OTG_FS WKUP
USB On-The-Go FS Wakeup through 
EXTI line interrupt

0x0000 00E8

43 50 settable TIM8_BRK_TIM12
TIM8 Break interrupt and TIM12 
global interrupt

0x0000 00EC

44 51 settable TIM8_UP_TIM13
TIM8 Update interrupt and TIM13 
global interrupt

0x0000 00F0

45 52 settable TIM8_TRG_COM_TIM14
TIM8 Trigger and Commutation 
interrupts and TIM14 global interrupt

0x0000 00F4

46 53 settable TIM8_CC TIM8 Capture Compare interrupt 0x0000 00F8

Table 43. STM32F75xxx and STM32F74xxx vector table (continued)

P
o

si
ti

o
n

P
ri

o
ri

ty Type of 
priority

Acronym Description Address
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20 Cryptographic processor (CRYP)

This section applies to all STM32F756xx devices, unless otherwise specified.

20.1 CRYP introduction

The cryptographic processor can be used to both encipher and decipher data using the 
DES, Triple-DES or AES (128, 192, or 256) algorithms. It is a fully compliant implementation 
of the following standards:

• The data encryption standard (DES) and Triple-DES (TDES) as defined by Federal 
Information Processing Standards Publication (FIPS PUB 46-3, 1999 October 25). It 
follows the American National Standards Institute (ANSI) X9.52 standard.

• The advanced encryption standard (AES) as defined by Federal Information 
Processing Standards Publication (FIPS PUB 197, 2001 November 26)

The CRYP processor performs data encryption and decryption using DES and TDES 
algorithms in Electronic codebook (ECB) or Cipher block chaining (CBC) mode.

The CRYP peripheral is a 32-bit AHB2 peripheral. It supports DMA transfer for incoming and 
processed data, and has input and output FIFOs (each 8 words deep).

20.2 CRYP main features

• Suitable for AES, DES and TDES enciphering and deciphering operations

• AES

– Supports the ECB, CBC, CTR, CCM and GCM chaining algorithms

– Supports 128-, 192- and 256-bit keys

– 4 × 32-bit initialization vectors (IV) used in the CBC, CTR, CCM and GCM modes

         

Table 121. Number of cycles required to process each 128-bit block

Algorithm / 
Key size

ECB CBC CTR
GCM CCM

Init Header Payload Tag Init Header Payload Tag

128b 14 14 14 24 10 14 14 12 14 25 14

192b 16 16 16 28 10 16 16 14 16 29 16

256b 18 18 18 32 10 18 18 16 18 33 18
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24.5.4 TIM10/TIM11/TIM13/TIM14 event generation register (TIMx_EGR)

Address offset: 0x14

Reset value: 0x0000

         

Bits 8:2 Reserved, must be kept at reset value.

Bit 1 CC1IF: Capture/compare 1 interrupt flag

If channel CC1 is configured as output:
This flag is set by hardware when the counter matches the compare value. It is cleared by 
software.
0: No match.
1: The content of the counter TIMx_CNT matches the content of the TIMx_CCR1 register. 
When the contents of TIMx_CCR1 are greater than the contents of TIMx_ARR, the CC1IF bit 
goes high on the counter overflow.
If channel CC1 is configured as input:
This bit is set by hardware on a capture. It is cleared by software or by reading the 
TIMx_CCR1 register.
0: No input capture occurred.
1: The counter value has been captured in TIMx_CCR1 register (an edge has been detected 
on IC1 which matches the selected polarity).

Bit 0 UIF: Update interrupt flag

This bit is set by hardware on an update event. It is cleared by software.
0: No update occurred.
1: Update interrupt pending. This bit is set by hardware when the registers are updated:

– At overflow and if UDIS=’0’ in the TIMx_CR1 register.

– When CNT is reinitialized by software using the UG bit in TIMx_EGR register, if 
URS=’0’ and UDIS=’0’ in the TIMx_CR1 register.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. Res. CC1G UG

w w

Bits 15:2 Reserved, must be kept at reset value.

Bit 1 CC1G: Capture/compare 1 generation

This bit is set by software in order to generate an event, it is automatically cleared by 
hardware.
0: No action
1: A capture/compare event is generated on channel 1:
If channel CC1 is configured as output:
CC1IF flag is set, Corresponding interrupt or is sent if enabled.
If channel CC1 is configured as input:
The current value of the counter is captured in TIMx_CCR1 register. The CC1IF flag is set, 
the corresponding interrupt is sent if enabled. The CC1OF flag is set if the CC1IF flag was 
already high.

Bit 0 UG: Update generation

This bit can be set by software, it is automatically cleared by hardware.
0: No action
1: Re-initialize the counter and generates an update of the registers. Note that the prescaler 
counter is cleared too (anyway the prescaler ratio is not affected). The counter is cleared. 
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25.4.2 TIM6/TIM7 control register 2 (TIMx_CR2)

Address offset: 0x04

Reset value: 0x0000

         

25.4.3 TIM6/TIM7 DMA/Interrupt enable register (TIMx_DIER)

Address offset: 0x0C

Reset value: 0x0000

         

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Res Res Res Res Res Res Res Res Res MMS[2:0] Res Res Res Res

rw rw rw

Bits 15:7 Reserved, must be kept at reset value.

Bits 6:4 MMS: Master mode selection

These bits are used to select the information to be sent in master mode to slave timers for 
synchronization (TRGO). The combination is as follows:

000: Reset - the UG bit from the TIMx_EGR register is used as a trigger output (TRGO). If 
reset is generated by the trigger input (slave mode controller configured in reset mode) then 
the signal on TRGO is delayed compared to the actual reset.
001: Enable - the Counter enable signal, CNT_EN, is used as a trigger output (TRGO). It is 
useful to start several timers at the same time or to control a window in which a slave timer 
is enabled. The Counter Enable signal is generated by a logic OR between CEN control bit 
and the trigger input when configured in gated mode. 
When the Counter Enable signal is controlled by the trigger input, there is a delay on TRGO, 
except if the master/slave mode is selected (see the MSM bit description in the TIMx_SMCR 
register).
010: Update - The update event is selected as a trigger output (TRGO). For instance a 
master timer can then be used as a prescaler for a slave timer.

Note: The clock of the slave timer or ADC must be enabled prior to receive events from the 
master timer, and must not be changed on-the-fly while triggers are received from the 
master timer.

Bits 3:0 Reserved, must be kept at reset value.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Res Res Res Res Res Res Res UDE Res Res Res Res Res Res Res UIE

rw rw

Bits 15:9 Reserved, must be kept at reset value.

Bit 8 UDE: Update DMA request enable

0: Update DMA request disabled.
1: Update DMA request enabled.

Bits 7:1 Reserved, must be kept at reset value.

Bit 0 UIE: Update interrupt enable

0: Update interrupt disabled.
1: Update interrupt enabled.
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section of the Reset and clock controller for details on the list of RTC clock sources not 
affected by system reset). When a Backup domain reset occurs, the RTC is stopped and all 
the RTC registers are set to their reset values.

29.3.10 RTC synchronization

The RTC can be synchronized to a remote clock with a high degree of precision. After 
reading the sub-second field (RTC_SSR or RTC_TSSSR), a calculation can be made of the 
precise offset between the times being maintained by the remote clock and the RTC. The 
RTC can then be adjusted to eliminate this offset by “shifting” its clock by a fraction of a 
second using RTC_SHIFTR.

RTC_SSR contains the value of the synchronous prescaler counter. This allows one to 
calculate the exact time being maintained by the RTC down to a resolution of 
1 / (PREDIV_S + 1) seconds. As a consequence, the resolution can be improved by 
increasing the synchronous prescaler value (PREDIV_S[14:0]. The maximum resolution 
allowed (30.52 μs with a 32768 Hz clock) is obtained with PREDIV_S set to 0x7FFF.

However, increasing PREDIV_S means that PREDIV_A must be decreased in order to 
maintain the synchronous prescaler output at 1 Hz. In this way, the frequency of the 
asynchronous prescaler output increases, which may increase the RTC dynamic 
consumption.

The RTC can be finely adjusted using the RTC shift control register (RTC_SHIFTR). Writing 
to RTC_SHIFTR can shift (either delay or advance) the clock by up to a second with a 
resolution of 1 / (PREDIV_S + 1) seconds. The shift operation consists of adding the 
SUBFS[14:0] value to the synchronous prescaler counter SS[15:0]: this will delay the clock. 
If at the same time the ADD1S bit is set, this results in adding one second and at the same 
time subtracting a fraction of second, so this will advance the clock.

Caution: Before initiating a shift operation, the user must check that SS[15] = 0 in order to ensure that 
no overflow will occur.

As soon as a shift operation is initiated by a write to the RTC_SHIFTR register, the SHPF 
flag is set by hardware to indicate that a shift operation is pending. This bit is cleared by 
hardware as soon as the shift operation has completed. 

Caution: This synchronization feature is not compatible with the reference clock detection feature: 
firmware must not write to RTC_SHIFTR when REFCKON=1.

29.3.11 RTC reference clock detection

The update of the RTC calendar can be synchronized to a reference clock, RTC_REFIN, 
which is usually the mains frequency (50 or 60 Hz). The precision of the RTC_REFIN 
reference clock should be higher than the 32.768 kHz LSE clock. When the RTC_REFIN 
detection is enabled (REFCKON bit of RTC_CR set to 1), the calendar is still clocked by the 
LSE, and RTC_REFIN is used to compensate for the imprecision of the calendar update 
frequency (1 Hz).

Each 1 Hz clock edge is compared to the nearest RTC_REFIN clock edge (if one is found 
within a given time window). In most cases, the two clock edges are properly aligned. When 
the 1 Hz clock becomes misaligned due to the imprecision of the LSE clock, the RTC shifts 
the 1 Hz clock a bit so that future 1 Hz clock edges are aligned. Thanks to this mechanism, 
the calendar becomes as precise as the reference clock. 
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Note: After a data write, data cannot be written to this register for three SDMMCCLK (48 MHz) 
clock periods plus two PCLK2 clock periods.

The meaning of the DTMODE bit changes according to the value of the SDIOEN bit. When 
SDIOEN=0 and DTMODE=1, the MultiMediaCard stream mode is enabled, and when 
SDIOEN=1 and DTMODE=1, the peripheral enables an SDIO multibyte transfer.

Bit 9 RWSTOP: Read wait stop

0: Read wait in progress if RWSTART bit is set
1: Enable for read wait stop if RWSTART bit is set

Bit 8 RWSTART: Read wait start

If this bit is set, read wait operation starts.

Bits 7:4 DBLOCKSIZE: Data block size

Define the data block length when the block data transfer mode is selected:

0000: (0 decimal) lock length = 20 = 1 byte
0001: (1 decimal) lock length = 21 = 2 bytes
0010: (2 decimal) lock length = 22 = 4 bytes
0011: (3 decimal) lock length = 23 = 8 bytes
0100: (4 decimal) lock length = 24 = 16 bytes
0101: (5 decimal) lock length = 25 = 32 bytes
0110: (6 decimal) lock length = 26 = 64 bytes
0111: (7 decimal) lock length = 27 = 128 bytes
1000: (8 decimal) lock length = 28 = 256 bytes
1001: (9 decimal) lock length = 29 = 512 bytes
1010: (10 decimal) lock length = 210 = 1024 bytes
1011: (11 decimal) lock length = 211 = 2048 bytes
1100: (12 decimal) lock length = 212 = 4096 bytes
1101: (13 decimal) lock length = 213 = 8192 bytes
1110: (14 decimal) lock length = 214 = 16384 bytes
1111: (15 decimal) reserved

Bit 3 DMAEN: DMA enable bit

0: DMA disabled.
1: DMA enabled.

Bit 2 DTMODE: Data transfer mode selection 1: Stream or SDIO multibyte data transfer.

0: Block data transfer
1: Stream or SDIO multibyte data transfer

Bit 1 DTDIR: Data transfer direction selection

0: From controller to card.
1: From card to controller.

[0] DTEN: Data transfer enabled bit

Data transfer starts if 1b is written to the DTEN bit. Depending on the direction bit, DTDIR, 
the DPSM moves to the Wait_S, Wait_R state or Readwait if RW Start is set immediately at 
the beginning of the transfer. It is not necessary to clear the enable bit after the end of a data 
transfer but the SDMMC_DCTRL must be updated to enable a new data transfer
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36.4 bxCAN operating modes

bxCAN has three main operating modes: initialization, normal and Sleep. After a 
hardware reset, bxCAN is in Sleep mode to reduce power consumption and an internal pull-
up is active on CANTX. The software requests bxCAN to enter initialization or Sleep mode 
by setting the INRQ or SLEEP bits in the CAN_MCR register. Once the mode has been 
entered, bxCAN confirms it by setting the INAK or SLAK bits in the CAN_MSR register and 
the internal pull-up is disabled. When neither INAK nor SLAK are set, bxCAN is in normal 
mode. Before entering normal mode bxCAN always has to synchronize on the CAN bus. 
To synchronize, bxCAN waits until the CAN bus is idle, this means 11 consecutive recessive 
bits have been monitored on CANRX.

36.4.1 Initialization mode

The software initialization can be done while the hardware is in Initialization mode. To enter 
this mode the software sets the INRQ bit in the CAN_MCR register and waits until the 
hardware has confirmed the request by setting the INAK bit in the CAN_MSR register.

To leave Initialization mode, the software clears the INQR bit. bxCAN has left Initialization 
mode once the INAK bit has been cleared by hardware.

While in Initialization Mode, all message transfers to and from the CAN bus are stopped and 
the status of the CAN bus output CANTX is recessive (high). 

Entering Initialization Mode does not change any of the configuration registers.

To initialize the CAN Controller, software has to set up the Bit Timing (CAN_BTR) and CAN 
options (CAN_MCR) registers. 

To initialize the registers associated with the CAN filter banks (mode, scale, FIFO 
assignment, activation and filter values), software has to set the FINIT bit (CAN_FMR). Filter 
initialization also can be done outside the initialization mode. 

Note: When FINIT=1, CAN reception is deactivated.

The filter values also can be modified by deactivating the associated filter activation bits (in 
the CAN_FA1R register). 

If a filter bank is not used, it is recommended to leave it non active (leave the corresponding 
FACT bit cleared).

36.4.2 Normal mode

Once the initialization is complete, the software must request the hardware to enter Normal 
mode to be able to synchronize on the CAN bus and start reception and transmission.

The request to enter Normal mode is issued by clearing the INRQ bit in the CAN_MCR 
register. The bxCAN enters Normal mode and is ready to take part in bus activities when it 
has synchronized with the data transfer on the CAN bus. This is done by waiting for the 
occurrence of a sequence of 11 consecutive recessive bits (Bus Idle state). The switch to 
Normal mode is confirmed by the hardware by clearing the INAK bit in the CAN_MSR 
register.

The initialization of the filter values is independent from Initialization Mode but must be done 
while the filter is not active (corresponding FACTx bit cleared). The filter scale and mode 
configuration must be configured before entering Normal Mode.
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Bit 20 ULPIEVBUSD: ULPI External VBUS Drive for USB OTG HS

This bit selects between internal or external supply to drive 5 V on VBUS, in the ULPI PHY.
0: PHY drives VBUS using internal charge pump (default)
1: PHY drives VBUS using external supply.

Bit 19 ULPICSM: ULPI Clock SuspendM for USB OTG HS

This bit sets the ClockSuspendM bit in the interface control register on the ULPI PHY. This bit 
applies only in the serial and carkit modes.
0: PHY powers down the internal clock during suspend
1: PHY does not power down the internal clock

Bit 18 ULPIAR: ULPI Auto-resume for USB OTG HS

This bit sets the AutoResume bit in the interface control register on the ULPI PHY.
0: PHY does not use AutoResume feature
1: PHY uses AutoResume feature

Bit 17 ULPIFSLS: ULPI FS/LS select for USB OTG HS

The application uses this bit to select the FS/LS serial interface for the ULPI PHY. This bit is 
valid only when the FS serial transceiver is selected on the ULPI PHY. 
0: ULPI interface
1: ULPI FS/LS serial interface

Bit 16 Reserved, must be kept at reset valu for USB OTG HS.

Bit 15 PHYLPCS: PHY Low-power clock select for USB OTG HS

This bit selects either 480 MHz or 48 MHz (low-power) PHY mode. In FS and LS modes, the 
PHY can usually operate on a 48 MHz clock to save power.
0: 480 MHz internal PLL clock
1: 48 MHz external clock
In 480 MHz mode, the UTMI interface operates at either 60 or 30 MHz, depending on 
whether the 8- or 16-bit data width is selected. In 48 MHz mode, the UTMI interface operates 
at 48 MHz in FS and LS modes.

Bit 14 Reserved, must be kept at reset value.

Bits 13:10 TRDT: USB turnaround time

These bits allows to set the turnaround time in PHY clocks. They must be configured 
according to Table 242: TRDT values (FS) or Table 243: TRDT values (HS), depending on 
the application AHB frequency. Higher TRDT values allow stretching the USB response time 
to IN tokens in order to compensate for longer AHB read access latency to the Data FIFO.

Note: Only accessible in device mode.

Bit 9 HNPCAP: HNP-capable

The application uses this bit to control the OTG_FS/OTG_HS controller’s HNP capabilities.
0: HNP capability is not enabled.
1: HNP capability is enabled.

Note: Accessible in both device and host modes.

Bit 8 SRPCAP: SRP-capable

The application uses this bit to control the OTG_FS/OTG_HS controller’s SRP capabilities. 
If the core operates as a non-SRP-capable 
B-device, it cannot request the connected A-device (host) to activate VBUS and start a 
session.
0: SRP capability is not enabled.
1: SRP capability is enabled.

Note: Accessible in both device and host modes.

Bit 7 Reserved, must be kept at reset value.
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37.15.7 OTG interrupt mask register (OTG_GINTMSK)

Address offset: 0x018

Reset value: 0x0000 0000

This register works with the Core interrupt register to interrupt the application. When an 
interrupt bit is masked, the interrupt associated with that bit is not generated. However, the 
Core Interrupt (OTG_GINTSTS) register bit corresponding to that interrupt is still set.

         

Bit 3 SOF: Start of frame

In host mode, the core sets this bit to indicate that an SOF (FS), or Keep-Alive (LS) is 
transmitted on the USB. The application must write a 1 to this bit to clear the interrupt.
In device mode, in the core sets this bit to indicate that an SOF token has been received on 
the USB. The application can read the OTG_DSTS register to get the current frame number. 
This interrupt is seen only when the core is operating in FS.

Note: This register may return '1' if read immediately after power on reset. If the register bit 
reads '1' immediately after power on reset it does not indicate that an SOF has been 
sent (in case of host mode) or SOF has been received (in case of device mode). The 
read value of this interrupt is valid only after a valid connection between host and 
device is established. If the bit is set after power on reset the application can clear the 
bit.

Note: Accessible in both host and device modes.

Bit 2 OTGINT: OTG interrupt

The core sets this bit to indicate an OTG protocol event. The application must read the OTG 
Interrupt Status (OTG_GOTGINT) register to determine the exact event that caused this 
interrupt. The application must clear the appropriate status bit in the OTG_GOTGINT 
register to clear this bit.

Note: Accessible in both host and device modes.

Bit 1 MMIS: Mode mismatch interrupt

The core sets this bit when the application is trying to access:

– A host mode register, when the core is operating in device mode

– A device mode register, when the core is operating in host mode

The register access is completed on the AHB with an OKAY response, but is ignored by the 
core internally and does not affect the operation of the core.

Note: Accessible in both host and device modes.

Bit 0 CMOD: Current mode of operation

Indicates the current mode.
0: Device mode
1: Host mode

Note: Accessible in both host and device modes.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

WUIM SRQIM
DISCIN

T
CIDSC
HGM

LPMIN
TM

PTXFE
M

HCIM PRTIM
RSTDE

TM
Res.

IPXFR
M/IISO
OXFR

M

IISOIX
FRM

OEPIN
T

IEPINT Res. Res.

rw rw rw rw rw rw rw r rw rw rw rw rw

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

EOPF
M

ISOOD
RPM

ENUM
DNEM

USBRS
T

USBSU
SPM

ESUSP
M

Res. Res.
GONA
KEFFM

GINAK
EFFM

NPTXF
EM

RXFLV
LM

SOFM
OTGIN

T
MMISM Res.

rw rw rw rw rw rw rw rw rw rw rw rw rw
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37.15.58 OTG device OUT endpoint-x transfer size register
(OTG_DOEPTSIZx) (x = 1..5[FS] /8[HS], 
where x = Endpoint_number)

Address offset: 0xB10 + (Endpoint_number × 0x20)

Reset value: 0x0000 0000

The application must modify this register before enabling the endpoint. Once the endpoint is 
enabled using Endpoint Enable bit of the OTG_DOEPCTLx registers (EPENA bit in 
OTG_DOEPCTLx), the core modifies this register. The application can only read this 
register once the core has cleared the Endpoint enable bit.

         

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

INEPTFSAV

r r r r r r r r r r r r r r r r

31:16 Reserved, must be kept at reset value.

15:0 INEPTFSAV: IN endpoint Tx FIFO space available

Indicates the amount of free space available in the Endpoint Tx FIFO.
Values are in terms of 32-bit words:
0x0: Endpoint Tx FIFO is full
0x1: 1 word available
0x2: 2 words available
0xn: n words available
Others: Reserved

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

Res.
RXDPID/

STUPCNT
PKTCNT XFRSIZ

r/rw r/rw rw rw rw rw rw rw rw rw rw rw rw rw rw

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

XFRSIZ

rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw
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Figure 483 and Figure 484 describe the frame structure (untagged and tagged) that 
includes the following fields:

• Preamble: 7-byte field used for synchronization purposes (PLS circuitry)

Hexadecimal value: 55-55-55-55-55-55-55

Bit pattern: 01010101 01010101 01010101 01010101 01010101 01010101 01010101 
(right-to-left bit transmission)

• Start frame delimiter (SFD): 1-byte field used to indicate the start of a frame. 
Hexadecimal value: D5

Bit pattern: 11010101 (right-to-left bit transmission)

• Destination and Source Address fields: 6-byte fields to indicate the destination and 
source station addresses as follows (see Figure 482):

– Each address is 48 bits in length

– The first LSB bit (I/G) in the destination address field is used to indicate an 
individual (I/G = 0) or a group address (I/G = 1). A group address could identify 
none, one or more, or all the stations connected to the LAN. In the source address 
the first bit is reserved and reset to 0.

– The second bit (U/L) distinguishes between locally (U/L = 1) or globally (U/L = 0) 
administered addresses. For broadcast addresses this bit is also 1.

– Each byte of each address field must be transmitted least significant bit first.

The address designation is based on the following types:

• Individual address: this is the physical address associated with a particular station on 
the network.

• Group address. A multidestination address associated with one or more stations on a 
given network. There are two kinds of multicast address:

– Multicast-group address: an address associated with a group of logically related 
stations.

– Broadcast address: a distinguished, predefined multicast address (all 1’s in the 
destination address field) that always denotes all the stations on a given LAN.

Figure 482. Address field format

• QTag Prefix: 4-byte field inserted between the Source address field and the MAC Client 
Length/Type field. This field is an extension of the basic frame (untagged) to obtain the 
tagged MAC frame. The untagged MAC frames do not include this field. The 
extensions for tagging are as follows:

– 2-byte constant Length/Type field value consistent with the Type interpretation 
(greater than 0x0600) equal to the value of the 802.1Q Tag Protocol Type (0x8100 
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Ethernet DMA current host transmit descriptor register (ETH_DMACHTDR)

Address offset: 0x1048

Reset value: 0x0000 0000

The Current host transmit descriptor register points to the start address of the current 
transmit descriptor read by the DMA.

         

         

Ethernet DMA current host receive descriptor register (ETH_DMACHRDR)

Address offset: 0x104C

Reset value: 0x0000 0000

The Current host receive descriptor register points to the start address of the current receive 
descriptor read by the DMA.

         

         

Ethernet DMA current host transmit buffer address register
(ETH_DMACHTBAR)

Address offset: 0x1050

Reset value: 0x0000 0000

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:0 RSWTC: Receive status (RS) watchdog timer count

Indicates the number of HCLK clock cycles multiplied by 256 for which the watchdog timer 
is set. The watchdog timer gets triggered with the programmed value after the RxDMA 
completes the transfer of a frame for which the RS status bit is not set due to the setting of 
RDES1[31] in the corresponding descriptor. When the watchdog timer runs out, the RS bit 
is set and the timer is stopped. The watchdog timer is reset when the RS bit is set high due 
to automatic setting of RS as per RDES1[31] of any received frame.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

HTDAP

r r r r r r r r r r r r r r r r

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

HTDAP

r r r r r r r r r r r r r r r r

Bits 31:0 HTDAP: Host transmit descriptor address pointer

Cleared . Pointer updated by DMA during operation.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

HRDAP

r r r r r r r r r r r r r r r r

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

HRDAP

r r r r r r r r r r r r r r r r

Bits 31:0 HRDAP: Host receive descriptor address pointer

Cleared On Reset. Pointer updated by DMA during operation.
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Figure 517. Error handling

Table 258. Error handling timing parameters

Time RXTOL ms Description

Ts x 0 Bit start event.

T1

1 0.3 The earliest time for a low - high transition when 
indicating a logical 1.0 0.4

Tn1 x 0.6
The nominal time for a low - high transition when 
indicating a logical 1.

T2

0 0.8 The latest time for a low - high transition when 
indicating a logical 1.1 0.9

Tns x 1.05 Nominal sampling time.

T3

1 1.2 The earliest time a device is permitted return to a 
high impedance state (logical 0).0 1.3

Tn0 x 1.5
The nominal time a device is permitted return to a 
high impedance state (logical 0).

T4

0 1.7 The latest time a device is permitted return to a high 
impedance state (logical 0).1 1.8

T5

1 1.85
The earliest time for the start of a following bit.

0 2.05

Tnf x 2.4 The nominal data bit period.

T6

0 2.75
The latest time for the start of a following bit.

1 2.95


