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Welcome to E-XFL.COM

What is "Embedded - Microcontrollers"?

"Embedded - Microcontrollers" refer to small, integrated
circuits designed to perform specific tasks within larger
systems. These microcontrollers are essentially compact
computers on a single chip, containing a processor core,
memory, and programmable input/output peripherals.
They are called "embedded" because they are embedded
within electronic devices to control various functions,
rather than serving as standalone computers.
Microcontrollers are crucial in modern electronics,
providing the intelligence and control needed for a wide
range of applications.

Applications of "Embedded -
Microcontrollers"

Embedded microcontrollers are used in virtually every
sector of electronics, providing the necessary control and
processing power for a multitude of applications. In
consumer electronics, they manage the operations of
smartphones, home appliances, and wearable devices. In
automotive systems, microcontrollers control engine
functions, safety features, and infotainment systems.
Industrial applications rely on microcontrollers for
automation, robotics, and process control. Additionally,
microcontrollers are integral in medical devices, handling
functions such as monitoring, diagnostics, and control of
therapeutic equipment. Their versatility and
programmability make them essential components in
creating efficient, responsive, and intelligent electronic
systems.

Common Subcategories of "Embedded -
Microcontrollers"

Embedded microcontrollers can be categorized based on
their architecture, performance, and application focus.
Common subcategories include 8-bit, 16-bit, and 32-bit
microcontrollers, differentiated by their processing power
and memory capacity. 8-bit microcontrollers are typically
used in simple applications like basic control systems and
small devices. 16-bit microcontrollers offer a balance
between performance and complexity, suitable for
medium-scale applications like industrial automation. 32-
bit microcontrollers provide high performance and are
used in complex applications requiring advanced
processing, such as automotive systems and sophisticated
consumer electronics. Each subcategory serves a specific
range of applications, providing tailored solutions for
different performance and complexity needs.

Types of "Embedded - Microcontrollers"

There are various types of embedded microcontrollers,
each designed to meet specific application requirements.
General-purpose microcontrollers are versatile and used in
a wide range of applications, offering a balance of
performance, memory, and peripheral options. Special-
purpose microcontrollers are tailored for specific tasks,
such as automotive controllers, which include features like
built-in motor control peripherals and automotive-grade
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4.1.1 BOOT FLASH SEQUENCE AND 
CONFIGURATION SPACES

Sequence space is used to identify which Boot Flash is 
aliased by aliased regions. If the value programmed 
into the TSEQ<15:0> bits of the BF1SEQ3 word is 
equal to or greater than the value programmed into the 
TSEQ<15:0> bits of the BF2SEQ3 word, Boot Flash 1 
is aliased by the lower boot alias region, and Boot 
Flash 2 is aliased by the upper boot alias region. If the 
TSEQ<15:0> bits of the BF2SEQ3 word are greater 
than the TSEQ<15:0> bits of the BF1SEQ3 word, the 
opposite is true (see Table 4-3 and Table 4-4 for 
BFxSEQ3 word memory locations).

The CSEQ<15:0> bits must contain the complement 
value of the TSEQ<15:0> bits; otherwise, the value of 
the TSEQ<15:0> bits are considered invalid, and an 
alternate sequence is used, see Section 4.1.2 
“Alternate Sequence and Configuration Words” for 
more information.

Once Boot Flash memories are aliased, configuration 
space located in the lower boot alias region is used as 
the basis for the Configuration words, DEVSIGN0, 
DEVCP0, and DEVCFGx (and the associated alternate 
configuration registers). This means that the Boot 
Flash region to be aliased by lower boot alias region 
memory must contain configuration values in the 
appropriate memory locations.

4.1.2 ALTERNATE SEQUENCE AND 
CONFIGURATION WORDS

Every word in the configuration space and sequence 
space has an associated alternate word (designated by 
the letter A as the first letter in the name of the word). 
During device start-up, primary words are read and if 
uncorrectable ECC errors are found, the BCFGERR 
(RCON<27>) flag is set and alternate words are used. 
If uncorrectable ECC errors are found in primary and 
alternate words, the BCFGFAIL (RCON<26>) flag is 
set and the default configuration is used.

Note: Do not use word program operation 
(NVMOP<3:0> = 0001) when program-
ming data into the sequence and 
configuration spaces.
 2015-2018 Microchip Technology Inc. DS60001361F-page  65
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A
ll

R
es

et
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20/4 19/3 18/2 17/1 16/0

— — — — — 0000

— CMD<2:0> 0000

— — — — — 0000

— — — GROUP<1:0> 0000

— — — — — 0000

— — — — — 0000

— — — — — 0000

— — — — CLEAR 0000

— — — — — 0000

— — — — CLEAR 0000

xxxx

— — — xxxx

— — — — — xxxx

— GROUP3 GROUP2 GROUP1 GROUP0 xxxx

— — — — — xxxx

— GROUP3 GROUP2 GROUP1 GROUP0 xxxx

xxxx

— — — xxxx

— — — — — xxxx

— GROUP3 GROUP2 GROUP1 GROUP0 xxxx

— — — — — xxxx

— GROUP3 GROUP2 GROUP1 GROUP0 xxxx

xxxx

— — — xxxx

— — — — — xxxx

— GROUP3 GROUP2 GROUP1 GROUP0 xxxx

— — — — — xxxx

— GROUP3 GROUP2 GROUP1 GROUP0 xxxx
TABLE 4-13: SYSTEM BUS TARGET PROTECTION GROUP 3 REGISTER MAP 
V
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31/15 30/14 29/13 28/12 27/11 26/10 25/9 24/8 23/7 22/6 21/5

8C20 SBT3ELOG1
31:16 MULTI — — — CODE<3:0> — — —

15:0 INITID<7:0> REGION<3:0>

8C24 SBT3ELOG2
31:16 — — — — — — — — — — —

15:0 — — — — — — — — — — —

8C28 SBT3ECON
31:16 — — — — — — — ERRP — — —

15:0 — — — — — — — — — — —

8C30 SBT3ECLRS
31:16 — — — — — — — — — — —

15:0 — — — — — — — — — — —

8C38 SBT3ECLRM
31:16 — — — — — — — — — — —

15:0 — — — — — — — — — — —

8C40 SBT3REG0
31:16 BASE<21:6>

15:0 BASE<5:0> PRI — SIZE<4:0>

8C50 SBT3RD0
31:16 — — — — — — — — — — —

15:0 — — — — — — — — — — —

8C58 SBT3WR0
31:16 — — — — — — — — — — —

15:0 — — — — — — — — — — —

8C60 SBT3REG1
31:16 BASE<21:6>

15:0 BASE<5:0> PRI — SIZE<4:0>

8C70 SBT3RD1
31:16 — — — — — — — — — — —

15:0 — — — — — — — — — — —

8C78 SBT3WR1
31:16 — — — — — — — — — — —

15:0 — — — — — — — — — — —

8C80 SBT3REG2
31:16 BASE<21:6>

15:0 BASE<5:0> PRI — SIZE<4:0>

8C90 SBT3RD2
31:16 — — — — — — — — — — —

15:0 — — — — — — — — — — —

8C98 SBT3WR2
31:16 — — — — — — — — — — —

15:0 — — — — — — — — — — —

Legend: x = unknown value on Reset; — = unimplemented, read as ‘0’. Reset values are shown in hexadecimal.
Note: For reset values listed as ‘xxxx’, please refer to Table 4-8 for the actual reset values.
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xxxx

— — — xxxx

— — — — — xxxx

— GROUP3 GROUP2 GROUP1 GROUP0 xxxx

— — — — — xxxx

— GROUP3 GROUP2 GROUP1 GROUP0 xxxx

TABLE 4-26: SYSTEM BUS TARGET PROTECTION GROUP 16 REGISTER MAP (CONTINUED)

A
ll

R
es
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20/4 19/3 18/2 17/1 16/0
C4C0 SBT16REG4
31:16 BASE<21:6>

15:0 BASE<5:0> PRI — SIZE<4:0>

C4D0 SBT16RD4
31:16 — — — — — — — — — — —

15:0 — — — — — — — — — — —

C4D8 SBT16WR4
31:16 — — — — — — — — — — —

15:0 — — — — — — — — — — —
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31/15 30/14 29/13 28/12 27/11 26/10 25/9 24/8 23/7 22/6 21/5

Legend: x = unknown value on Reset; — = unimplemented, read as ‘0’. Reset values are shown in hexadecimal.
Note: For reset values listed as ‘xxxx’, please refer to Table 4-8 for the actual reset values.
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5.1 Flash Control Registers 

A
ll 

R
e

se
ts

20/4 19/3 18/2 17/1 16/0

— — — — — 0000

— NVMOP<3:0> 0000

0000

0000

0000

0000

0000

0000

0000

0000

0000

0000

0000

0000

0000

0000

PWP<23:16> 8000

0000

— — — — — 0000

UBWP4 UBWP3 UBWP2 UBWP1 UBWP0 9FDF

— — — — — 00xx

— — — — — 0000

Section 12.2 “CLR, SET, and INV Registers” for more 
TABLE 5-1: FLASH CONTROLLER REGISTER MAP 
V
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31/15 30/14 29/13 28/12 27/11 26/10 25/9 24/8 23/7 22/6 21/5

0600 NVMCON(1) 31:16 — — — — — — — — — — —

15:0 WR WREN WRERR LVDERR — — — — PFSWAP BFSWAP —

0610 NVMKEY
31:16

NVMKEY<31:0>
15:0

0620 NVMADDR(1) 31:16
NVMADDR<31:0>

15:0

0630 NVMDATA0
31:16

NVMDATA0<31:0>
15:0

0640 NVMDATA1
31:16

NVMDATA1<31:0>
15:0

0650 NVMDATA2
31:16

NVMDATA2<31:0>
15:0

0660 NVMDATA3
31:16

NVMDATA3<31:0>
15:0

0670
NVMSRC

ADDR
31:16

NVMSRCADDR<31:0>
15:0

0680 NVMPWP(1) 31:16 PWPULOCK — — — — — — —

15:0 PWP<15:0>

0690 NVMBWP(1) 31:16 — — — — — — — — — — —

15:0 LBWPULOCK — — LBWP4 LBWP3 LBWP2 LBWP1 LBWP0 UBWPULOCK — —

06A0 NVMCON2(1) 31:16 — — — — — — — — — — —

15:0 — — — — — — — — SWAPLOCK<1:0> —

Legend: x = unknown value on Reset; — = unimplemented, read as ‘0’. Reset values are shown in hexadecimal.

Note 1: This register has corresponding CLR, SET and INV registers at their virtual addresses, plus offsets of 0x4, 0x8 and 0xC, respectively. See 
information.
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REGISTER 8-5: REFOxTRIM: REFERENCE OSCILLATOR TRIM REGISTER (‘x’ = 1-4)

Bit 
Range

Bit
31/23/15/7

Bit
30/22/14/6

Bit
29/21/13/5

Bit
28/20/12/4

Bit
27/19/11/3

Bit
26/18/10/2

Bit
25/17/9/1

Bit
24/16/8/0

31:24
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

ROTRIM<8:1>

23:16
R/W-0 R-0 U-0 U-0 U-0 U-0 U-0 U-0

ROTRIM<0> — — — — — — —

15:8
U-0 R-0 U-0 U-0 U-0 U-0 U-0 U-0

— — — — — — — —

7:0
U-0 U-0 U-0 U-0 U-0 U-0 U-0 U-0

— — — — — — — —

Legend:

R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’

-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 31-23 ROTRIM<8:0>: Reference Oscillator Trim bits

111111111 = 511/512 divisor added to RODIV value
111111110 = 510/512 divisor added to RODIV value
•
•
•
100000000 = 256/512 divisor added to RODIV value
•
•
•
000000010 = 2/512 divisor added to RODIV value
000000001 = 1/512 divisor added to RODIV value
000000000 = 0 divisor added to RODIV value

bit 22-0 Unimplemented: Read as ‘0’

Note 1: While the ON bit (REFOxCON<15>) is ‘1’, writes to this register do not take effect until the DIVSWEN bit is 
also set to ‘1’.

2: Do not write to this register when the ON bit (REFOxCON<15>) is not equal to the ACTIVE bit 
(REFOxCON<8>).

3: Specified values in this register do not take effect if RODIV<14:0> (REFOxCON<30:16>) = 0.
 2015-2018 Microchip Technology Inc. DS60001361F-page  175



PIC32MZ Graphics (DA) Family
Register 9-1: PRESTAT: Prefetch Module Status Register 

Bit 
Range

Bit
31/23/15/7

Bit
30/22/14/6

Bit
29/21/13/5

Bit
28/20/12/4

Bit
27/19/11/3

Bit
26/18/10/2

Bit
25/17/9/1

Bit
24/16/8/0

31:24
U-0 U-0 U-0 U-0 R/W-0, HS R/W-0, HS U-0 U-0

— — — — PFMDED PFMSEC — —

23:16
U-0 U-0 U-0 U-0 U-0 U-0 U-0 U-0

— — — — — — — —

15:8
U-0 U-0 U-0 U-0 U-0 U-0 U-0 U-0

— — — — — — — —

7:0
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

PFMSECCNT<7:0>

Legend: HS = Hardware Set

R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’

-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 31-28 Unimplemented: Write ‘0’; ignore read

bit 27 PFMDED: Flash Double-bit Error Detected (DED) Status bit

This bit is set in hardware and can only be cleared (i.e., set to ‘0’) in software.
1 = A DED error has occurred
0 = A DED error has not occurred

bit 26 PFMSEC: Flash Single-bit Error Corrected (SEC) Status bit

1 = A SEC error occurred when PFMSECCNT<7:0> was equal to zero
0 = A SEC error has not occurred

bit 25-8 Unimplemented: Write ‘0’; ignore read

bit 7-0 PFMSECCNT<7:0>: Flash SEC Count bits

11111111 - 00000000 = SEC count
DS60001361F-page  182  2015-2018 Microchip Technology Inc.
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— — — — — 0000

xxxx

— — — — — 0000

xxxx

— — — — — 0000

0000

— — — — — 0000

0000

— — — — — 0000

xxxx

— — — — — 0000

0000

— — — — — 0000

xxxx

— — — — — 7700

CHAEN — CHEDET CHPRI<1:0> 0000

CHAIRQ<7:0> 00FF

SIRQEN AIRQEN — — — FF00

CHDHIE CHBCIE CHCCIE CHTAIE CHERIE 0000

CHDHIF CHBCIF CHCCIF CHTAIF CHERIF 0000

xxxx

xxxx

xxxx

xxxx

— — — — — 0000

xxxx

— — — — — 0000

xxxx

— — — — — 0000

0000

— — — — — 0000

0000

— — — — — 0000

xxxx

TABLE 10-3: DMA CHANNEL 0 THROUGH CHANNEL 7 REGISTER MAP (CONTINUED)

A
ll 

R
es

e
ts

20/4 19/3 18/2 17/1 16/0

ctively. See Section 12.2 “CLR, SET, and INV Registers” for 
1170 DCH1SSIZ
31:16 — — — — — — — — — — —

15:0 CHSSIZ<15:0>

1180 DCH1DSIZ
31:16 — — — — — — — — — — —

15:0 CHDSIZ<15:0>

1190 DCH1SPTR
31:16 — — — — — — — — — — —

15:0 CHSPTR<15:0>

11A0 DCH1DPTR
31:16 — — — — — — — — — — —

15:0 CHDPTR<15:0>

11B0 DCH1CSIZ
31:16 — — — — — — — — — — —

15:0 CHCSIZ<15:0>

11C0 DCH1CPTR
31:16 — — — — — — — — — — —

15:0 CHCPTR<15:0>

11D0 DCH1DAT
31:16 — — — — — — — — — — —

15:0 CHPDAT<15:0>

11E0 DCH2CON
31:16 CHPIGN<7:0> — — —

15:0 CHBUSY — CHPIGNEN — CHPATLEN — — CHCHNS CHEN CHAED CHCHN

11F0 DCH2ECON
31:16 — — — — — — — —

15:0 CHSIRQ<7:0> CFORCE CABORT PATEN

1200 DCH2INT
31:16 — — — — — — — — CHSDIE CHSHIE CHDDIE

15:0 — — — — — — — — CHSDIF CHSHIF CHDDIF

1210 DCH2SSA
31:16

CHSSA<31:0>
15:0

1220 DCH2DSA
31:16

CHDSA<31:0>
15:0

1230 DCH2SSIZ
31:16 — — — — — — — — — — —

15:0 CHSSIZ<15:0>

1240 DCH2DSIZ
31:16 — — — — — — — — — — —

15:0 CHDSIZ<15:0>

1250 DCH2SPTR
31:16 — — — — — — — — — — —

15:0 CHSPTR<15:0>

1260 DCH2DPTR
31:16 — — — — — — — — — — —

15:0 CHDPTR<15:0>

1270 DCH2CSIZ
31:16 — — — — — — — — — — —

15:0 CHCSIZ<15:0>
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Bits

31/15 30/14 29/13 28/12 27/11 26/10 25/9 24/8 23/7 22/6 21/5

Legend: x = unknown value on Reset; — = unimplemented, read as ‘0’. Reset values are shown in hexadecimal.

Note 1: All registers in this table have corresponding CLR, SET and INV registers at their virtual addresses, plus offsets of 0x4, 0x8 and 0xC, respe
more information.
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REGISTER 11-16: USBINFO: USB INFORMATION REGISTER  

Bit 
Range

Bit
31/23/15/7

Bit
30/22/14/6

Bit
29/21/13/5

Bit
28/20/12/4

Bit
27/19/11/3

Bit
26/18/10/2

Bit
25/17/9/1

Bit
24/16/8/0

31:24
R/W-0 R/W-0 R/W-1 R/W-1 R/W-1 R/W-1 R/W-0 R/W-0

VPLEN<7:0>

23:16
R/W-0 R/W-1 R/W-0 R/W-1 R/W-1 R/W-1 R/W-0 R/W-0

WTCON<3:0> WTID<3:0>

15:8
R-1 R-0 R-0 R-0 R-1 R-1 R-0 R-0

DMACHANS<3:0> RAMBITS<3:0>

7:0
R-0 R-1 R-1 R-1 R-0 R-1 R-1 R-1

RXENDPTS<3:0> TXENDPTS<3:0>

Legend:

R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’

-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 31-24 VPLEN<7:0>: VBUS pulsing charge length bits

Sets the duration of the VBUS pulsing charge in units of 546.1 µs. (The default setting corresponds to 32.77 
ms.)

bit 23-20 WTCON<3:0>: Connect/Disconnect filter control bits

Sets the wait to be applied to allow for the connect/disconnect filter in units of 533.3 ns. The default setting 
corresponds to 2.667 µs.

bit 19-6 WTID<3:0>: ID delay valid control bits

Sets the delay to be applied from IDPULLUP being asserted to IDDIG being considered valid in units of 
4.369ms. The default setting corresponds to 52.43ms.

bit 15-12 DMACHANS<3:0>: DMA Channels bits

These read-only bits provide the number of DMA channels in the USB module. For the PIC32MZ DA family, 
this number is 8.

bit 11-8 RAMBITS<3:0>: RAM address bus width bits

These read-only bits provide the width of the RAM address bus. For the PIC32MZ DA family, this number is 
12.

bit 7-4 RXENDPTS<3:0>: Included RX Endpoints bits

This read-only register gives the number of RX endpoints in the design. For the PIC32MZ DA family, this 
number is 7.

bit 3-0 TXENDPTS<3:0>: Included TX Endpoints bits

These read-only bits provide the number of TX endpoints in the design. For the PIC32MZ DA family, this 
number is 7.
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20.0 REAL-TIME CLOCK AND 
CALENDAR (RTCC)

The RTCC module is intended for applications in which 
accurate time must be maintained for extended periods 
of time with minimal or no CPU intervention. Low-
power optimization provides extended battery lifetime 
while keeping track of time.

The RTCC module can operate in VBAT mode when 
there is a power loss on the VDDIO pin. The RTCC will 
continue to operate if the VBAT pin is powered on (it is 
usually connected to the battery).

Key features of the RTCC module include:

• Time: hours, minutes and seconds
• 24-hour format (military time)
• Visibility of one-half second period
• Provides calendar: Weekday, date, month and year
• Alarm intervals are configurable for half of a second, 

one second, 10 seconds, one minute, 10 minutes, 
one hour, one day, one week, one month, and one 
year

• Alarm repeat with decrementing counter
• Alarm with indefinite repeat: Chime
• Year range: 2000 to 2099

• Leap year correction
• BCD format for smaller firmware overhead
• Optimized for long-term battery operation
• Fractional second synchronization
• User calibration of the clock crystal frequency with 

auto-adjust
• Calibration range: 0.66 seconds error per month
• Calibrates up to 260 ppm of crystal error
• Uses external crystal or internal oscillator
• Alarm pulse, seconds clock, or internal clock output 

on RTCC pin

FIGURE 20-1: RTCC BLOCK DIAGRAM

Note: This data sheet summarizes the 
features of the PIC32MZ Graphics (DA) 
Family of devices. It is not intended to 
be a comprehensive reference source. 
To complement the information in this 
data sheet, refer to Section 29. “Real-
Time Clock and Calendar (RTCC)”
(DS60001125), which is available from 
the Documentation > Reference Manual 
section of the Microchip PIC32 web site 
(www.microchip.com/pic32).

Note: RTCC pin function is not available during 
VBAT operation.

RTCC Prescalers

RTCC Timer

Comparator

Compare Registers

Repeat Counter

YEAR, MTH, DAY

WKDAY

HR, MIN, SEC

MTH, DAY

WKDAY

HR, MIN, SEC
with Masks

RTCC Interrupt Logic

Alarm
Event

Secondary Oscillator (SOSC)

0.5 seconds

RTCC Interrupt

RTCVAL

ALRMVAL

RTCC Pin

RTCOE

Internal Oscillator (LPRC)

RTCCLKSEL<1:0>

TRTC

Seconds Pulse

TRTC

Alarm Pulse

RTCOUTSEL<1:0>
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REGISTER 22-13: SQI1STAT2: SQI STATUS REGISTER 2 

Bit 
Range

Bit
31/23/15/7

Bit
30/22/14/6

Bit
29/21/13/5

Bit
28/20/12/4

Bit
27/19/11/3

Bit
26/18/10/2

Bit
25/17/9/1

Bit
24/16/8/0

31:24
U-0 U-0 U-0 U-0 U-0 U-0 U-0 U-0

— — — — — — — —

23:16
U-0 U-0 U-0 U-0 U-0 U-0 R-0 R-0

— — — — — — CMDSTAT<1:0>

15:8
U-0 U-0 U-0 U-0 U-0 R-0 R-0 R-0

— — — — — CONAVAIL<3:1>

7:0
R-0 R-0 R-0 R-0 R-0 U-0 R-0 R-0

CONAVAIL<0> SQID3 SQID2 SQID1 SQID0 — RXUN TXOV

Legend:

R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’

-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 31-18 Unimplemented: Read as ‘0’

bit 17-16 CMDSTAT<1:0>: Current Command Status bits

These bits indicate the current command status.
11 = Reserved
10 = Receive
01 = Transmit
00 = Idle

bit 15-11 Unimplemented: Read as ‘0’

bit 10-7 CONAVAIL<3:0>: Control buffer Space Available bits

These bits indicate the available control word space.

1000 = 8 words are available
0111 = 7 words are available
•
•
•

0001 = 1 word is available
0000 = No words are available

bit 6 SQID3: SQID3 Status bit

1 = Data is present on SQID3
0 = Data is not present on SQID3

bit 5 SQID2: SQID2 Status bit

1 = Data is present on SQID2
0 = Data is not present on SQID2

bit 4 SQID1: SQID1 Status bit

1 = Data is present on SQID1
0 = Data is not present on SQID1

bit 3 SQID0: SQID0 Status bit

1 = Data is present on SQID0
0 = Data is not present on SQID0

bit 2 Unimplemented: Read as ‘0’

bit 1 RXUN: Receive buffer Underflow Status bit

1 = Receive buffer Underflow has occurred
0 = Receive buffer underflow has not occurred

bit 0 TXOV: Transmit buffer Overflow Status bit

1 = Transmit buffer overflow has occurred
0 = Transmit buffer overflow has not occurred
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Table 27-12 shows the Security Association control 
word structure. 

The Crypto Engine fetches different structures for dif-
ferent flows and ensures that hardware fetches mini-
mum words from SA required for processing. The 
structure is ready for hardware optimal data fetches.

FIGURE 27-12: FORMAT OF SA_CTRL

Bit 
Range

Bit
31/23/15/7

Bit
30/22/14/6

Bit
29/21/13/5

Bit
28/20/12/4

Bit
27/19/11/3

Bit
26/18/10/2

Bit
25/17/9/1

Bit
24/16/8/0

31-24 — — VERIFY — NO_RX OR_EN ICVONLY IRFLAG

23-16 LNC LOADIV FB FLAGS — — — ALGO<6>

15-8 ALGO<5:0> ENC
KEY

SIZE<1>

7-0
KEY

SIZE<0>
MULTITASK<2:0> CRYPTOALGO<3:0>

bit 31-30 Reserved: Do not use

bit 29 VERIFY: NIST Procedure Verification Setting
1 = NIST procedures are to be used
0 = Do not use NIST procedures

bit 28 Reserved: Do not use

bit 27 NO_RX: Receive DMA Control Setting
1 = Only calculate ICV for authentication calculations
0 = Normal processing

bit 26 OR_EN: OR Register Bits Enable Setting
1 = OR the register bits with the internal value of the CSR register
0 = Normal processing

bit 25 ICVONLY: Incomplete Check Value Only Flag
This affects the SHA-1 algorithm only. It has no effect on the AES algorithm.
1 = Only three words of the HMAC result are available
0 = All results from the HMAC result are available

bit 24 IRFLAG: Immediate Result of Hash Setting
This bit is set when the immediate result for hashing is requested.
1 = Save the immediate result for hashing
0 = Do not save the immediate result

bit 23 LNC: Load New Keys Setting
1 = Load a new set of keys for encryption and authentication
0 = Do not load new keys

bit 22 LOADIV: Load IV Setting
1 = Load the IV from this Security Association
0 = Use the next IV

bit 21 FB: First Block Setting
This bit indicates that this is the first block of data to feed the IV value.
1 = Indicates this is the first block of data
0 = Indicates this is not the first block of data

bit 20 FLAGS: Incoming/Outgoing Flow Setting
1 = Security Association is associated with an outgoing flow
0 = Security Association is associated with an incoming flow

bit 19-17 Reserved: Do not use
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REGISTER 30-19: CiFIFOBA: CAN MESSAGE BUFFER BASE ADDRESS REGISTER

Bit 
Range

Bit
31/23/15/7

Bit
30/22/14/6

Bit
29/21/13/5

Bit
28/20/12/4

Bit
27/19/11/3

Bit
26/18/10/2

Bit
25/17/9/1

Bit
24/16/8/0

31:24
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

CiFIFOBA<31:24>

23:16
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

CiFIFOBA<23:16>

15:8
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

CiFIFOBA<15:8>

7:0
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R-0(1) R-0(1)

CiFIFOBA<7:0>

Legend:

R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’

-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 31-0 CiFIFOBA<31:0>: CAN FIFO Base Address bits

These bits define the base address of all message buffers. Individual message buffers are located based 
on the size of the previous message buffers. This address is a physical address. Note that bits <1:0> are 
read-only and read ‘0’, forcing the messages to be 32-bit word-aligned in device RAM.

Note 1: This bit is unimplemented and will always read ‘0’, which forces word-alignment of messages.

Note: This register can only be modified when the CAN module is in Configuration mode (OPMOD<2:0> 
(CiCON<23:21>) = 100).
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19/3 18/2 17/1 16/0

0000

C — — — BUFCDEC 0000

— — — — 0000

— — — — 0000

0000

— — 0000

0000

— — 0000

0000

0000

0000

0000

0000

0000

0000

0000

— — — — 0000

0000

— — — — 0000

0000

— — — — 0000

N UCEN
NOT

MEEN
MCEN BCEN 0000

FWM<7:0> 0000

EWM<7:0> 0000

— — — — 0000

TX
DONEIE

TX
ABORTIE

RX
BUFNAIE

RX
OVFLWIE

0000

— — — — 0000

TXDONE TXABORT RXBUFNA RXOVFLW 0000

FCNT<7:0> 0000

— — — — 0000

— — — — 0000

0000

L
N 8 and 0xC, respectively. See Section 12.2 “CLR, SET, and 
1.1 Ethernet Control Registers

ABLE 31-3: ETHERNET CONTROLLER REGISTER SUMMARY 

V
ir

tu
a

l A
d

d
re

s
s

(B
F

8
8_

#)

R
eg

is
te

r
N

am
e(1

)

B
it

 R
a

n
g

e

Bits

31/15 30/14 29/13 28/12 27/11 26/10 25/9 24/8 23/7 22/6 21/5 20/4

2000 ETHCON1
31:16 PTV<15:0>

15:0 ON — SIDL — — — TXRTS RXEN AUTOFC — — MANF

2010 ETHCON2
31:16 — — — — — — — — — — — —

15:0 — — — — — RXBUFSZ<6:0>

2020 ETHTXST
31:16 TXSTADDR<31:16>

15:0 TXSTADDR<15:2>

2030 ETHRXST
31:16 RXSTADDR<31:16>

15:0 RXSTADDR<15:2>

2040 ETHHT0
31:16

HT<31:0>
15:0

2050 ETHHT1
31:16

HT<63:32>
15:0

2060 ETHPMM0
31:16

PMM<31:0>
15:0

2070 ETHPMM1
31:16

PMM<63:32>
15:0

2080 ETHPMCS
31:16 — — — — — — — — — — — —

15:0 PMCS<15:0>

2090 ETHPMO
31:16 — — — — — — — — — — — —

15:0 PMO<15:0>

20A0 ETHRXFC
31:16 — — — — — — — — — — — —

15:0 HTEN MPEN — NOTPM PMMODE<3:0>
CRC

ERREN
CRC

OKEN
RUNT

ERREN
RUNTE

20B0 ETHRXWM
31:16 — — — — — — — — RX

15:0 — — — — — — — — RX

20C0 ETHIEN
31:16 — — — — — — — — — — — —

15:0 —
TX

BUSEIE
RX

BUSEIE
— — —

EW
MARKIE

FW
MARKIE

RX
DONEIE

PK
TPENDIE

RX
ACTIE

—

20D0 ETHIRQ
31:16 — — — — — — — — — — — —

15:0 — TXBUSE RXBUSE — — — EWMARK FWMARK RXDONE PKTPEND RXACT —

20E0 ETHSTAT
31:16 — — — — — — — — BU

15:0 — — — — — — — — BUSY TXBUSY RXBUSY —

2100
ETH

RXOVFLOW

31:16 — — — — — — — — — — — —

15:0 RXOVFLWCNT<15:0>

egend: x = unknown value on Reset; — = unimplemented, read as ‘0’. Reset values are shown in hexadecimal.
ote 1: All registers in this table (with the exception of ETHSTAT) have corresponding CLR, SET and INV registers at their virtual addresses, plus offsets of 0x4, 0x

INV Registers” for more information.
2: Reset values default to the factory programmed value.
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TABLE 31-4: PAD OPERATION

bit 6 VLANPAD: VLAN Pad Enable bit(1,2)

1 = The MAC will pad all short frames to 64 bytes and append a valid CRC
0 = The MAC does not perform padding of short frames

bit 5 PADENABLE: Pad/CRC Enable bit(1,3)

1 = The MAC will pad all short frames
0 = The frames presented to the MAC have a valid length

bit 4 CRCENABLE: CRC Enable1 bit

1 = The MAC will append a CRC to every frame whether padding was required or not. Must be set if the 
PADENABLE bit is set.

0 = The frames presented to the MAC have a valid CRC

bit 3 DELAYCRC: Delayed CRC bit

This bit determines the number of bytes, if any, of proprietary header information that exist on the front of the 
IEEE 802.3 frames.

1 = Four bytes of header (ignored by the CRC function)
0 = No proprietary header

bit 2 HUGEFRM: Huge Frame enable bit

1 = Frames of any length are transmitted and received
0 = Huge frames are not allowed for receive or transmit

bit 1 LENGTHCK: Frame Length checking bit

1 = Both transmit and receive frame lengths are compared to the Length/Type field. If the Length/Type field 
represents a length then the check is performed. Mismatches are reported on the transmit/receive 
statistics vector.

0 = Length/Type field check is not performed

bit 0 FULLDPLX: Full-Duplex Operation bit

1 = The MAC operates in Full-Duplex mode
0 = The MAC operates in Half-Duplex mode

REGISTER 31-24: EMAC1CFG2: ETHERNET CONTROLLER MAC CONFIGURATION 2 REGISTER  

Note 1: Table 31-4 provides a description of the pad function based on the configuration of this register.

2: This bit is ignored if the PADENABLE bit is cleared.

3: This bit is used in conjunction with the AUTOPAD and VLANPAD bits.

Note: Both 16-bit and 32-bit accesses are allowed to these registers (including the SET, CLR and INV registers). 
8-bit accesses are not allowed and are ignored by the hardware

Type AUTOPAD VLANPAD PADENABLE Action

Any x x 0 No pad, check CRC

Any 0 0 1 Pad to 60 Bytes, append CRC

Any x 1 1 Pad to 64 Bytes, append CRC

Any 1 0 1 If untagged: Pad to 60 Bytes, append CRC
If VLAN tagged: Pad to 64 Bytes, append CRC
DS60001361F-page  558  2015-2018 Microchip Technology Inc.
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REGISTER 35-1: CTMUCON: CTMU CONTROL REGISTER 
Bit 

Range
Bit

31/23/15/7
Bit

30/22/14/6
Bit

29/21/13/5
Bit

28/20/12/4
Bit

27/19/11/3
Bit

26/18/10/2
Bit

25/17/9/1
Bit

24/16/8/0

31:24
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

EDG1MOD EDG1POL EDG1SEL<3:0> EDG2STAT EDG1STAT

23:16
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 U-0 U-0

EDG2MOD EDG2POL EDG2SEL<3:0> — —

15:8
R/W-0 U-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

ON — CTMUSIDL TGEN(1) EDGEN EDGSEQEN IDISSEN(2) CTTRIG

7:0
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

ITRIM<5:0> IRNG<1:0>

Legend:
R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’
-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 31 EDG1MOD: Edge1 Edge Sampling Select bit

1 = Input is edge-sensitive
0 = Input is level-sensitive

bit 30 EDG1POL: Edge 1 Polarity Select bit

1 = Edge1 programmed for a positive edge response
0 = Edge1 programmed for a negative edge response

bit 29-26 EDG1SEL<3:0>: Edge 1 Source Select bits

1111 = Reserved
1110 = C2OUT pin is selected
1101 = C1OUT pin is selected
1100 = IC6 Capture Event is selected
1011 = IC5 Capture Event is selected
1010 = IC4 Capture Event is selected
1001 = IC3 Capture Event is selected
1000 = IC2 Capture Event is selected
0111 = IC1 Capture Event is selected
0110 = OC4 Capture Event is selected
0101 = OC3 Capture Event is selected
0100 = OC2 Capture Event is selected
0011 = CTED1 pin is selected
0010 = CTED2 pin is selected
0001 = OC1 Compare Event is selected
0000 = Timer1 Event is selected

bit 25 EDG2STAT: Edge2 Status bit 

Indicates the status of Edge2 and can be written to control edge source

1 = Edge2 has occurred
0 = Edge2 has not occurred

Note 1: When this bit is set for Pulse Delay Generation, the EDG2SEL<2:0> bits must be set to ‘1110’ to select 
the C2OUT pin.

2: The ADC module Sample and Hold capacitor is not automatically discharged between sample/conversion 
cycles. Software using the ADC as part of a capacitive measurement, must discharge the ADC capacitor 
before conducting the measurement. The IDISSEN bit, when set to ‘1’, performs this function. The ADC 
module must be sampling while the IDISSEN bit is active to connect the discharge sink to the capacitor 
array.

3: Refer to the CTMU Current Source Specifications (Table 44-20) in Section 44.0 “Electrical 
Characteristics” for current values.

4: This bit setting is not available for the CTMU temperature diode.
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bit 2-0 CLKDLYDELTA<2:0>: DDR Clock Delay Delta bits

These bits indicate the SCL latency setting programmed per byte lane.

111 = 7 DDR clocks
110 = 6 DDR clocks
•
•
•

000 = 0 DDR clocks

These bits are automatically programmed by the SCL logic and can also be programmed by the user, and 
are specifically useful for SCL retires.

Note 1: These bits indicate the same status as the SCLLBPASS (DDRSCLSTART<0>) and 
SCLUBPASS (DDRSCLSTART<0>) bits.
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NOTES:
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FIGURE 45-5: VOH – 12x DRIVER PINS FIGURE 45-7: TYPICAL TEMPERATURE SENSOR VOLTAGE
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FIGURE 45-6: VOL – 12x DRIVER PINS
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