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What is "Embedded - Microcontrollers"?

"Embedded - Microcontrollers" refer to small, integrated
circuits designed to perform specific tasks within larger
systems. These microcontrollers are essentially compact
computers on a single chip, containing a processor core,
memory, and programmable input/output peripherals.
They are called "embedded" because they are embedded
within electronic devices to control various functions,
rather than serving as standalone computers.
Microcontrollers are crucial in modern electronics,
providing the intelligence and control needed for a wide
range of applications.

Applications of "Embedded -
Microcontrollers"

Embedded microcontrollers are used in virtually every
sector of electronics, providing the necessary control and
processing power for a multitude of applications. In
consumer electronics, they manage the operations of
smartphones, home appliances, and wearable devices. In
automotive systems, microcontrollers control engine
functions, safety features, and infotainment systems.
Industrial applications rely on microcontrollers for
automation, robotics, and process control. Additionally,
microcontrollers are integral in medical devices, handling
functions such as monitoring, diagnostics, and control of
therapeutic equipment. Their versatility and
programmability make them essential components in
creating efficient, responsive, and intelligent electronic
systems.

Common Subcategories of "Embedded -
Microcontrollers"

Embedded microcontrollers can be categorized based on
their architecture, performance, and application focus.
Common subcategories include 8-bit, 16-bit, and 32-bit
microcontrollers, differentiated by their processing power
and memory capacity. 8-bit microcontrollers are typically
used in simple applications like basic control systems and
small devices. 16-bit microcontrollers offer a balance
between performance and complexity, suitable for
medium-scale applications like industrial automation. 32-
bit microcontrollers provide high performance and are
used in complex applications requiring advanced
processing, such as automotive systems and sophisticated
consumer electronics. Each subcategory serves a specific
range of applications, providing tailored solutions for
different performance and complexity needs.

Types of "Embedded - Microcontrollers"

There are various types of embedded microcontrollers,
each designed to meet specific application requirements.
General-purpose microcontrollers are versatile and used in
a wide range of applications, offering a balance of
performance, memory, and peripheral options. Special-
purpose microcontrollers are tailored for specific tasks,
such as automotive controllers, which include features like
built-in motor control peripherals and automotive-grade
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PIC24HJ32GP202/204 AND PIC24HJ16GP304

Pin Diagrams    

Note 1: The RPn pins can be used by any remappable peripheral. See Table 1 for the list of available peripherals.
2: The metal plane at the bottom of the device is not connected to any pins and is recommended to be connected to VSS externally.
3: Refer to Section 2.3 “CPU Logic Filter Capacitor Connection (VCAP)” for proper connection to this pin.
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TO OUR VALUED CUSTOMERS
It is our intention to provide our valued customers with the best documentation possible to ensure successful use of your Microchip
products. To this end, we will continue to improve our publications to better suit your needs. Our publications will be refined and
enhanced as new volumes and updates are introduced. 
If you have any questions or comments regarding this publication, please contact the Marketing Communications Department via
E-mail at docerrors@microchip.com or fax the Reader Response Form in the back of this data sheet to (480) 792-4150. We wel-
come your feedback.

Most Current Data Sheet
To obtain the most up-to-date version of this data sheet, please register at our Worldwide Web site at:

http://www.microchip.com
You can determine the version of a data sheet by examining its literature number found on the bottom outside corner of any page.
The last character of the literature number is the version number, (e.g., DS30000A is version A of document DS30000).

Errata
An errata sheet, describing minor operational differences from the data sheet and recommended workarounds, may exist for current
devices. As device/documentation issues become known to us, we will publish an errata sheet. The errata will specify the revision of
silicon and revision of document to which it applies.
To determine if an errata sheet exists for a particular device, please check with one of the following:
• Microchip’s Worldwide Web site; http://www.microchip.com
• Your local Microchip sales office (see last page)
When contacting a sales office, please specify which device, revision of silicon and data sheet (include literature number) you are
using.

Customer Notification System
Register on our web site at www.microchip.com to receive the most current information on all of our products.
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FIGURE 3-2: PIC24HJ32GP202/204 AND PIC24HJ16GP304 PROGRAMMER’S MODEL
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xxxx
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xxxx

xxxx

xxxx

xxxx

xxxx

xxxx

xxxx

xxxx

SIMSAM ASAM SAMP DONE 0000

3:0> BUFM ALTS 0000

<7:0> 0000

— CH123NA<1:0> CH123SA 0000

CH0SA<4:0> 0000

PCFG3 PCFG2 PCFG1 PCFG0 0000

CSS3 CSS2 CSS1 CSS0 0000
ABLE 4-15: ADC1 REGISTER MAP FOR PIC24HJ32GP202

File Name Addr Bit 15 Bit 14 Bit 13 Bit 12 Bit 11 Bit 10 Bit 9 Bit 8 Bit 7 Bit 6 Bit 5 Bit 4

ADC1BUF0 0300 ADC Data Buffer 0

ADC1BUF1 0302 ADC Data Buffer 1

ADC1BUF2 0304 ADC Data Buffer 2

ADC1BUF3 0306 ADC Data Buffer 3

ADC1BUF4 0308 ADC Data Buffer 4

ADC1BUF5 030A ADC Data Buffer 5

ADC1BUF6 030C ADC Data Buffer 6

ADC1BUF7 030E ADC Data Buffer 7

ADC1BUF8 0310 ADC Data Buffer 8

ADC1BUF9 0312 ADC Data Buffer 9

ADC1BUFA 0314 ADC Data Buffer 10

ADC1BUFB 0316 ADC Data Buffer 11

ADC1BUFC 0318 ADC Data Buffer 12

ADC1BUFD 031A ADC Data Buffer 13

ADC1BUFE 031C ADC Data Buffer 14

ADC1BUFF 031E ADC Data Buffer 15

AD1CON1 0320 ADON — ADSIDL — — AD12B FORM<1:0> SSRC<2:0> —

AD1CON2 0322 VCFG<2:0> — — CSCNA CHPS<1:0> BUFS — SMPI<

AD1CON3 0324 ADRC — — SAMC<4:0> ADCS

AD1CHS123 0326 — — — — — CH123NB<1:0> CH123SB — — — —

AD1CHS0 0328 CH0NB — — CH0SB<4:0> CH0NA — —

AD1PCFGL 032C — — — PCFG12 PCFG11 PCFG10 PCFG9 — — — PCFG5 PCFG4

AD1CSSL 0330 — — — CSS12 CSS11 CSS10 CSS9 — — — CSS5 CSS4

Legend: x = unknown value on Reset, — = unimplemented, read as ‘0’. Reset values are shown in hexadecimal.
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REGISTER 7-11: IPC0: INTERRUPT PRIORITY CONTROL REGISTER 0

U-0 R/W-1 R/W-0 R/W-0 U-0 R/W-1 R/W-0 R/W-0
— T1IP<2:0> — OC1IP<2:0>

bit 15 bit 8

U-0 R/W-1 R/W-0 R/W-0 U-0 R/W-1 R/W-0 R/W-0
— IC1IP<2:0> — INT0IP<2:0>

bit 7 bit 0

Legend:
R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’
-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 15 Unimplemented: Read as ‘0’
bit 14-12 T1IP<2:0>: Timer1 Interrupt Priority bits

111 = Interrupt is priority 7 (highest priority interrupt)
•
•
•
001 = Interrupt is priority 1
000 = Interrupt source is disabled

bit 11 Unimplemented: Read as ‘0’
bit 10-8 OC1IP<2:0>: Output Compare Channel 1 Interrupt Priority bits

111 = Interrupt is priority 7 (highest priority interrupt)
•
•
•
001 = Interrupt is priority 1
000 = Interrupt source is disabled

bit 7 Unimplemented: Read as ‘0’
bit 6-4 IC1IP<2:0>: Input Capture Channel 1 Interrupt Priority bits

111 = Interrupt is priority 7 (highest priority interrupt)
•
•
•
001 = Interrupt is priority 1
000 = Interrupt source is disabled

bit 3 Unimplemented: Read as ‘0’
bit 2-0 INT0IP<2:0>: External Interrupt 0 Priority bits

111 = Interrupt is priority 7 (highest priority interrupt)
•
•
•
001 = Interrupt is priority 1
000 = Interrupt source is disabled
© 2007-2011 Microchip Technology Inc. DS70289J-page 79
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REGISTER 7-13: IPC2: INTERRUPT PRIORITY CONTROL REGISTER 2

U-0 R/W-1 R/W-0 R/W-0 U-0 R/W-1 R/W-0 R/W-0
— U1RXIP<2:0> — SPI1IP<2:0>

bit 15 bit 8

U-0 R/W-1 R/W-0 R/W-0 U-0 R/W-1 R/W-0 R/W-0
— SPI1EIP<2:0> — T3IP<2:0>

bit 7 bit 0

Legend:
R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’
-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 15 Unimplemented: Read as ‘0’
bit 14-12 U1RXIP<2:0>: UART1 Receiver Interrupt Priority bits

111 = Interrupt is priority 7 (highest priority interrupt)
•
•
•
001 = Interrupt is priority 1
000 = Interrupt source is disabled

bit 11 Unimplemented: Read as ‘0’
bit 10-8 SPI1IP<2:0>: SPI1 Event Interrupt Priority bits

111 = Interrupt is priority 7 (highest priority interrupt)
•
•
•
001 = Interrupt is priority 1
000 = Interrupt source is disabled

bit 7 Unimplemented: Read as ‘0’
bit 6-4 SPI1EIP<2:0>: SPI1 Error Interrupt Priority bits

111 = Interrupt is priority 7 (highest priority interrupt)
•
•
•
001 = Interrupt is priority 1
000 = Interrupt source is disabled

bit 3 Unimplemented: Read as ‘0’
bit 2-0 T3IP<2:0>: Timer3 Interrupt Priority bits

111 = Interrupt is priority 7 (highest priority interrupt)
•
•
•
001 = Interrupt is priority 1
000 = Interrupt source is disabled
© 2007-2011 Microchip Technology Inc. DS70289J-page 81
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8.1 CPU Clocking System
The PIC24HJ32GP202/204 and PIC24HJ16GP304
devices provide the following seven system clock
options. 

• Fast RC (FRC) Oscillator
• FRC Oscillator with PLL
• Primary (XT, HS or EC) Oscillator
• Primary Oscillator with PLL
• Secondary (LP) Oscillator 
• Low-Power RC (LPRC) Oscillator
• FRC Oscillator with postscaler

8.1.1 SYSTEM CLOCK SOURCES

8.1.1.1 Fast RC
The Fast RC (FRC) internal oscillator runs at a nominal
frequency of 7.37 MHz. User software can tune the
FRC frequency. User software can optionally specify a
factor (ranging from 1:2 to 1:256) by which the FRC
clock frequency is divided. This factor is selected using
the FRCDIV<2:0> bits (CLKDIV<10:8>).

8.1.1.2 Primary
The primary oscillator can use one of the following as
its clock source:

• Crystal (XT): Crystals and ceramic resonators in 
the range of 3.5 MHz to 10 MHz. The crystal is 
connected to the OSC1 and OSC2 pins.

• HS (High-Speed Crystal): Crystals in the range of 
10 MHz to 40 MHz. The crystal is connected to 
the OSC1 and OSC2 pins.

• EC (External Clock): The external clock signal is 
directly applied to the OSC1 pin.

8.1.1.3 Secondary
The secondary (LP) oscillator is designed for low power
and uses a 32.768 kHz crystal or ceramic resonator.
The LP oscillator uses SOSCI and SOSCO pins.

8.1.1.4 Low-Power RC
The Low-Power RC (LPRC) internal oscIllator runs at a
nominal frequency of 32.768 kHz. It is also used as a
reference clock by the Watchdog Timer (WDT) and
Fail-Safe Clock Monitor (FSCM).

8.1.1.5 FRC
The clock signals generated by the FRC and primary
oscillators can be optionally applied to an on-chip
Phase-Locked Loop (PLL) to provide a wide range of
output frequencies for device operation. PLL
configuration is described in Section 8.1.3 “PLL
Configuration”. 

The FRC frequency depends on the FRC accuracy
(see Table 22-18) and the value of the FRC Oscillator
Tuning register (see Register 8-4).

8.1.2 SYSTEM CLOCK SELECTION
The oscillator source used at a device Power-on Reset
event is selected using Configuration bit settings. The
oscillator Configuration bit settings are located in the
Configuration registers in the program memory. (Refer to
Section 19.1 “Configuration Bits” for further details.)
The Initial Oscillator Selection Configuration bits,
FNOSC<2:0> (FOSCSEL<2:0>), and the Primary
Oscillator Mode Select Configuration bits,
POSCMD<1:0> (FOSC<1:0>), select the oscillator
source that is used at a Power-on Reset. The FRC
primary oscillator is the default (unprogrammed)
selection.

The Configuration bits allow users to choose among 12
different clock modes, shown in Table 8-1.

The output of the oscillator (or the output of the PLL if
a PLL mode has been selected) FOSC is divided by 2 to
generate the device instruction clock (FCY) and the
peripheral clock time base (FP). FCY defines the
operating speed of the device, and speeds up to 40
MHz are supported by the PIC24HJ32GP202/204 and
PIC24HJ16GP304 architecture.

Instruction execution speed or device operating
frequency, FCY, is given by: 

EQUATION 8-1: DEVICE OPERATING 
FREQUENCY

8.1.3 PLL CONFIGURATION
The primary oscillator and internal FRC oscillator can
optionally use on-chip PLL to obtain higher speeds of
operation. The PLL provides significant flexibility in
selecting the device operating speed. A block diagram
of the PLL is shown in Figure 8-2.

The output of the primary oscillator or FRC, denoted as
‘FIN’ is divided down by a prescale factor (N1) of 2, 3,
... or 33 before it is being provided to the PLL’s Voltage
Controlled Oscillator (VCO). The input to the VCO must
be selected in the range of 0.8 MHz to 8 MHz. The
prescale factor ‘N1’ is selected using the
PLLPRE<4:0> bits (CLKDIV<4:0>).

The PLL Feedback Divisor, selected using the
PLLDIV<8:0> bits (PLLFBD<8:0>), provides a factor ‘M’,
by which the input to the VCO is multiplied. This factor
must be selected such that the resulting VCO output
frequency is in the range of 100 MHz to 200 MHz.

The VCO output is further divided by a postscale factor
‘N2.’ This factor is selected using the PLLPOST<1:0>
bits (CLKDIV<7:6>). ‘N2’ can be 2, 4 or 8, and must be
selected such that the PLL output frequency (FOSC) is
in the range of 12.5 MHz to 80 MHz, which generates
device operating speeds of 6.25-40 MIPS.

FCY FOSC
2

-------------=
DS70289J-page 90 © 2007-2011 Microchip Technology Inc.
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REGISTER 10-15: RPOR5: PERIPHERAL PIN SELECT OUTPUT REGISTER 5

U-0 U-0 U-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0
— — — RP11R<4:0>

bit 15 bit 8

U-0 U-0 U-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0
— — — RP10R<4:0>

bit 7 bit 0

Legend:
R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’
-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 15-13 Unimplemented: Read as ‘0’ 
bit 12-8 RP11R<4:0>: Peripheral Output Function is Assigned to RP11 Output Pin (see Table 10-2 for 

peripheral function numbers)
bit 7-5 Unimplemented: Read as ‘0’ 
bit 4-0 RP10R<4:0>: Peripheral Output Function is Assigned to RP10 Output Pin (see Table 10-2 for 

peripheral function numbers)

REGISTER 10-16: RPOR6: PERIPHERAL PIN SELECT OUTPUT REGISTER 6

U-0 U-0 U-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0
— — — RP13R<4:0>

bit 15 bit 8

U-0 U-0 U-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0
— — — RP12R<4:0>

bit 7 bit 0

Legend:
R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’
-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 15-13 Unimplemented: Read as ‘0’ 
bit 12-8 RP13R<4:0>: Peripheral Output Function is Assigned to RP13 Output Pin (see Table 10-2 for 

peripheral function numbers)
bit 7-5 Unimplemented: Read as ‘0’ 
bit 4-0 RP12R<4:0>: Peripheral Output Function is Assigned to RP12 Output Pin (see Table 10-2 for 

peripheral function numbers)
DS70289J-page 122 © 2007-2011 Microchip Technology Inc.
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12.0 TIMER2/3 FEATURE

The Timer2/3 feature has 32-bit timers that can also be
configured as two independent 16-bit timers with
selectable operating modes. 

As a 32-bit timer, the Timer2/3 feature permits
operation in three modes:

• Two Independent 16-bit timers (Timer2 and 
Timer3) with all 16-bit operating modes (except 
Asynchronous Counter mode)

• Single 32-bit timer (Timer2/3)
• Single 32-bit synchronous counter (Timer2/3)

The Timer2/3 feature also supports:

• Timer gate operation
• Selectable Prescaler Settings
• Timer operation during Idle and Sleep modes
• Interrupt on a 32-bit Period Register Match
• Time Base for Input Capture and Output Compare 

Modules (Timer2 and Timer3 only)
• ADC1 Event Trigger (Timer2/3 only)

Individually, all eight of the 16-bit timers can function as
synchronous timers or counters. They also offer the
features that are listed above, except for the event
trigger. The operating modes and enabled features are
determined by setting the appropriate bit(s) in the
T2CON and T3CON registers. T2CON registers are
shown in generic form in Register 12-1. T3CON
registers are shown in Register 12-2.

For 32-bit timer/counter operation, Timer2 is the least
significant word (lsw), and Timer3 is the most
significant word (msw) of the 32-bit timers. 

12.1 32-bit Operation
To configure the Timer2/3 feature for 32-bit operation:

1. Set the corresponding T32 control bit.
2. Select the prescaler ratio for Timer2 using the

TCKPS<1:0> bits.
3. Set the Clock and Gating modes using the

corresponding TCS and TGATE bits.
4. Load the timer period value. PR3 contains the

most significant word of the value, while PR2
contains the least significant word.

5. Set the interrupt enable bit T3IE, if interrupts are
required. Use the priority bits T3IP<2:0> to set
the interrupt priority. While Timer2 controls the
timer, the interrupt appears as a Timer3
interrupt.

6. Set the corresponding TON bit.

The timer value at any point is stored in the register pair
TMR3:TMR2. TMR3 always contains the most
significant word of the count, while TMR2 contains the
least significant word.

To configure any of the timers for individual 16-bit
operation:

1. Clear the T32 bit corresponding to that timer.
2. Select the timer prescaler ratio using the

TCKPS<1:0> bits.
3. Set the Clock and Gating modes using the TCS

and TGATE bits.
4. Load the timer period value into the PRx

register.
5. If interrupts are required, set the interrupt enable

bit, TxIE. Use the priority bits, TxIP<2:0>, to set
the interrupt priority.

6. Set the TON bit.

Note 1: This data sheet summarizes the features
of the PIC24HJ32GP202/204 and
PIC24HJ16GP304 family of devices. It is
not intended to be a comprehensive ref-
erence source. To complement the infor-
mation in this data sheet, refer to
“Section 11. Timers” (DS70205) of the
“dsPIC33F/PIC24H Family Reference
Manual”, which is available from the
Microchip website (www.microchip.com).

2: Some registers and associated bits
described in this section may not be
available on all devices. Refer to
Section 4.0 “Memory Organization” in
this data sheet for device-specific register
and bit information.

Note: For 32-bit operation, T3CON control bits
are ignored. Only T2CON control bit is
used for setup and control. Timer2 clock
and gate inputs are used for the 32-bit
timer modules, but an interrupt is
generated with the Timer3 interrupt flags.
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12.2 Timer2/3 Resources
Many useful resources are provided on the main prod-
uct page of the Microchip web site for the devices listed
in this data sheet. This product page, which can be
accessed using this link, contains the latest updates
and additional information.

12.2.1 KEY RESOURCES
• Section 11. “Timers” (DS70205)
• Code Samples
• Application Notes
• Software Libraries
• Webinars
• All related dsPIC33F/PIC24H Family Reference 

Manuals Sections
• Development Tools

Note: In the event you are not able to access
the product page using the link above,
enter this URL in your browser:
http://www.microchip.com/wwwproducts/
Devices.aspx?dDocName=en530271
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NOTES:
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14.2 Output Compare Resources
Many useful resources are provided on the main prod-
uct page of the Microchip web site for the devices listed
in this data sheet. This product page, which can be
accessed using this link, contains the latest updates
and additional information.

14.2.1 KEY RESOURCES
• Section 13. “Output Compare” (DS70209)
• Code Samples
• Application Notes
• Software Libraries
• Webinars
• All related dsPIC33F/PIC24H Family Reference 

Manuals Sections
• Development Tools

Note: In the event you are not able to access
the product page using the link above,
enter this URL in your browser:
http://www.microchip.com/wwwproducts/
Devices.aspx?dDocName=en530271
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REGISTER 15-3: SPIxCON2: SPIx CONTROL REGISTER 2

R/W-0 R/W-0 R/W-0 U-0 U-0 U-0 U-0 U-0
FRMEN SPIFSD FRMPOL — — — — —

bit 15 bit 8

U-0 U-0 U-0 U-0 U-0 U-0 R/W-0 U-0
— — — — — — FRMDLY —

bit 7 bit 0

Legend:
R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’
-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 15 FRMEN: Framed SPIx Support bit
1 = Framed SPIx support enabled (SSx pin used as frame sync pulse input/output)
0 = Framed SPIx support disabled

bit 14 SPIFSD: Frame Sync Pulse Direction Control bit
1 = Frame sync pulse input (slave)
0 = Frame sync pulse output (master)

bit 13 FRMPOL: Frame Sync Pulse Polarity bit
1 = Frame sync pulse is active-high
0 = Frame sync pulse is active-low

bit 12-2 Unimplemented: Read as ‘0’
bit 1 FRMDLY: Frame Sync Pulse Edge Select bit

1 = Frame sync pulse coincides with first bit clock
0 = Frame sync pulse precedes first bit clock

bit 0 Unimplemented: This bit must not be set to ‘1’ by the user application
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bit 2-1 CH123NA<1:0>: Channel 1, 2, 3 Negative Input Select for Sample A bits
PIC24HJ32GP202 devices only:
If AD12B = 1:
11 = Reserved
10 = Reserved
01 = Reserved
00 = Reserved

If AD12B = 0:
11 = CH1 negative input is AN9, CH2 negative input is AN10, CH3 negative input is AN11
10 = Reserved
01 = CH1, CH2, CH3 negative input is VREF-
00 = CH1, CH2, CH3 negative input is VREF-

PIC24HJ32GP204 and PIC24HJ16GP304 devices only:
If AD12B = 1:
11 = Reserved
10 = Reserved
01 = Reserved
00 = Reserved

If AD12B = 0:
11 = CH1 negative input is AN9, CH2 negative input is AN10, CH3 negative input is AN11
10 = CH1 negative input is AN6, CH2 negative input is AN7, CH3 negative input is AN8
01 = CH1, CH2, CH3 negative input is VREF-
00 = CH1, CH2, CH3 negative input is VREF-

bit 0 CH123SA: Channel 1, 2, 3 Positive Input Select for Sample A bit
If AD12B = 1:
1 = Reserved
0 = Reserved

If AD12B = 0:
1 = CH1 positive input is AN3, CH2 positive input is AN4, CH3 positive input is AN5
0 = CH1 positive input is AN0, CH2 positive input is AN1, CH3 positive input is AN2

REGISTER 18-4: AD1CHS123: ADC1 INPUT CHANNEL 1, 2, 3 SELECT REGISTER (CONTINUED)
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19.5 JTAG Interface
PIC24HJ32GP202/204 and PIC24HJ16GP304
devices implement a JTAG interface, which supports
boundary scan device testing, as well as in-circuit
programming. Detailed information on this interface will
be provided in future revisions of the document.

19.6 Code Protection and 
CodeGuard™ Security

The PIC24HJ32GP202/204 and PIC24HJ16GP304
product family offers the intermediate implementation
of CodeGuard Security. CodeGuard Security allows
multiple parties to securely share resources (memory,

interrupts and peripherals) on a single chip. This
feature helps to protect individual Intellectual Property
in collaborative system designs.

When coupled with software encryption libraries,
CodeGuard Security can be used to securely update
Flash even when multiple IPs reside on the single chip. 

The code protection features are controlled by the
Configuration registers: FBS and FGS. The Secure
segment and RAM is not implemented.

TABLE 19-3: CODE FLASH SECURITY 
SEGMENT SIZES FOR 
32 KBYTE DEVICES 

TABLE 19-4: CODE FLASH SECURITY 
SEGMENT SIZES FOR 
16 KBYTE DEVICES 

Note: Refer to Section 23. “CodeGuard™
Security” (DS70199) in the
“dsPIC33F/PIC24H Family Reference
Manual” for further information on
usage, configuration and operation of
CodeGuard Security.

CONFIG BITS

BSS<2:0>=x11

0K

BSS<2:0>=x10

256

BSS<2:0>=x01

768

BSS<2:0>=x00

1792

0x0057FE

0x0001FE
0x000200

0x000000VS = 256 IW

0x0007FE
0x000800
0x001FFE
0x002000

GS = 11008 IW 0x003FFE
0x004000

0x0057FE

0x0001FE
0x000200

0x000000VS = 256 IW

0x0007FE
0x000800
0x001FFE
0x002000
0x003FFE
0x004000

GS = 10240 IW

BS = 768 IW

0x0057FE

0x0001FE
0x000200

0x000000VS = 256 IW

0x0007FE
0x000800
0x001FFE
0x002000
0x003FFE
0x004000

GS = 7168 IW

BS = 3840 IW

0x0057FE

0x0001FE
0x000200

0x000000VS = 256 IW

0x0007FE
0x000800
0x001FFE
0x002000

GS = 3072 IW

0x003FFE
0x004000

BS = 7936 IW

CONFIG BITS

BSS<2:0>=x11

0K

BSS<2:0>=x10

256

BSS<2:0>=x01

768

BSS<2:0>=x00

1792

0x002BFE

0x0001FE
0x000200

0x000000VS = 256 IW

0x0007FE
0x000800
0x001FFE
0x002000

GS = 5376 IW

0x002BFE

0x0001FE
0x000200

0x000000VS = 256 IW

0x0007FE
0x000800
0x001FFE
0x002000

GS = 4608 IW

BS = 768 IW

0x002BFE

0x0001FE
0x000200

0x000000VS = 256 IW

0x0007FE
0x000800
0x001FFE
0x002000

GS = 1536 IW

BS = 3840 IW

0x002BFE

0x0001FE
0x000200

0x000000VS = 256 IW

0x0007FE
0x000800
0x001FFE
0x002000

BS = 5376 IW
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47 RCALL RCALL Expr Relative Call 1 2 None

RCALL Wn Computed Call 1 2 None

48 REPEAT REPEAT #lit14 Repeat Next Instruction lit14 + 1 times 1 1 None

REPEAT Wn Repeat Next Instruction (Wn) + 1 times 1 1 None

49 RESET RESET Software device Reset 1 1 None

50 RETFIE RETFIE Return from interrupt 1 3 (2) None

51 RETLW RETLW #lit10,Wn Return with literal in Wn 1 3 (2) None

52 RETURN RETURN Return from Subroutine 1 3 (2) None

53 RLC RLC f f = Rotate Left through Carry f 1 1 C,N,Z

RLC f,WREG WREG = Rotate Left through Carry f 1 1 C,N,Z

RLC Ws,Wd Wd = Rotate Left through Carry Ws 1 1 C,N,Z

54 RLNC RLNC f f = Rotate Left (No Carry) f 1 1 N,Z

RLNC f,WREG WREG = Rotate Left (No Carry) f 1 1 N,Z

RLNC Ws,Wd Wd = Rotate Left (No Carry) Ws 1 1 N,Z

55 RRC RRC f f = Rotate Right through Carry f 1 1 C,N,Z

RRC f,WREG WREG = Rotate Right through Carry f 1 1 C,N,Z

RRC Ws,Wd Wd = Rotate Right through Carry Ws 1 1 C,N,Z

56 RRNC RRNC f f = Rotate Right (No Carry) f 1 1 N,Z

RRNC f,WREG WREG = Rotate Right (No Carry) f 1 1 N,Z

RRNC Ws,Wd Wd = Rotate Right (No Carry) Ws 1 1 N,Z

57 SE SE Ws,Wnd Wnd = sign-extended Ws 1 1 C,N,Z

58 SETM SETM f f = 0xFFFF 1 1 None

SETM WREG WREG = 0xFFFF 1 1 None

SETM Ws Ws = 0xFFFF 1 1 None

59 SL SL f f = Left Shift f 1 1 C,N,OV,Z

SL f,WREG WREG = Left Shift f 1 1 C,N,OV,Z

SL Ws,Wd Wd = Left Shift Ws 1 1 C,N,OV,Z

SL Wb,Wns,Wnd Wnd = Left Shift Wb by Wns 1 1 N,Z

SL Wb,#lit5,Wnd Wnd = Left Shift Wb by lit5 1 1 N,Z

60 SUB SUB f f = f - WREG 1 1 C,DC,N,OV,Z

SUB f,WREG WREG = f - WREG 1 1 C,DC,N,OV,Z

SUB #lit10,Wn Wn = Wn - lit10 1 1 C,DC,N,OV,Z

SUB Wb,Ws,Wd Wd = Wb - Ws 1 1 C,DC,N,OV,Z

SUB Wb,#lit5,Wd Wd = Wb - lit5 1 1 C,DC,N,OV,Z

61 SUBB SUBB f f = f - WREG - (C) 1 1 C,DC,N,OV,Z

SUBB f,WREG WREG = f - WREG - (C) 1 1 C,DC,N,OV,Z

SUBB #lit10,Wn Wn = Wn - lit10 - (C) 1 1 C,DC,N,OV,Z

SUBB Wb,Ws,Wd Wd = Wb - Ws - (C) 1 1 C,DC,N,OV,Z

SUBB Wb,#lit5,Wd Wd = Wb - lit5 - (C) 1 1 C,DC,N,OV,Z

62 SUBR SUBR f f = WREG - f 1 1 C,DC,N,OV,Z

SUBR f,WREG WREG = WREG - f 1 1 C,DC,N,OV,Z

SUBR Wb,Ws,Wd Wd = Ws - Wb 1 1 C,DC,N,OV,Z

SUBR Wb,#lit5,Wd Wd = lit5 - Wb 1 1 C,DC,N,OV,Z

63 SUBBR SUBBR f f = WREG - f - (C) 1 1 C,DC,N,OV,Z

SUBBR f,WREG WREG = WREG - f - (C) 1 1 C,DC,N,OV,Z

SUBBR Wb,Ws,Wd Wd = Ws - Wb - (C) 1 1 C,DC,N,OV,Z

SUBBR Wb,#lit5,Wd Wd = lit5 - Wb - (C) 1 1 C,DC,N,OV,Z

64 SWAP SWAP.b Wn Wn =  nibble swap Wn 1 1 None

SWAP Wn Wn = byte swap Wn 1 1 None

65 TBLRDH TBLRDH Ws,Wd Read Prog<23:16> to Wd<7:0> 1 2 None

TABLE 20-2: INSTRUCTION SET OVERVIEW (CONTINUED)   
Base
Instr

#
Assembly
Mnemonic Assembly Syntax Description # of 

Words
# of 

Cycles
Status Flags 

Affected
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21.7 MPLAB SIM Software Simulator
The MPLAB SIM Software Simulator allows code
development in a PC-hosted environment by simulat-
ing the PIC MCUs and dsPIC® DSCs on an instruction
level. On any given instruction, the data areas can be
examined or modified and stimuli can be applied from
a comprehensive stimulus controller. Registers can be
logged to files for further run-time analysis. The trace
buffer and logic analyzer display extend the power of
the simulator to record and track program execution,
actions on I/O, most peripherals and internal registers. 

The MPLAB SIM Software Simulator fully supports
symbolic debugging using the MPLAB C Compilers,
and the MPASM and MPLAB Assemblers. The soft-
ware simulator offers the flexibility to develop and
debug code outside of the hardware laboratory envi-
ronment, making it an excellent, economical software
development tool. 

21.8 MPLAB REAL ICE In-Circuit 
Emulator System

MPLAB REAL ICE In-Circuit Emulator System is
Microchip’s next generation high-speed emulator for
Microchip Flash DSC and MCU devices. It debugs and
programs PIC® Flash MCUs and dsPIC® Flash DSCs
with the easy-to-use, powerful graphical user interface of
the MPLAB Integrated Development Environment (IDE),
included with each kit. 

The emulator is connected to the design engineer’s PC
using a high-speed USB 2.0 interface and is connected
to the target with either a connector compatible with in-
circuit debugger systems (RJ11) or with the new high-
speed, noise tolerant, Low-Voltage Differential Signal
(LVDS) interconnection (CAT5). 

The emulator is field upgradable through future firmware
downloads in MPLAB IDE. In upcoming releases of
MPLAB IDE, new devices will be supported, and new
features will be added. MPLAB REAL ICE offers
significant advantages over competitive emulators
including low-cost, full-speed emulation, run-time
variable watches, trace analysis, complex breakpoints, a
ruggedized probe interface and long (up to three meters)
interconnection cables.

21.9 MPLAB ICD 3 In-Circuit Debugger 
System

MPLAB ICD 3 In-Circuit Debugger System is Micro-
chip's most cost effective high-speed hardware
debugger/programmer for Microchip Flash Digital Sig-
nal Controller (DSC) and microcontroller (MCU)
devices. It debugs and programs PIC® Flash microcon-
trollers and dsPIC® DSCs with the powerful, yet easy-
to-use graphical user interface of MPLAB Integrated
Development Environment (IDE).

The MPLAB ICD 3 In-Circuit Debugger probe is con-
nected to the design engineer's PC using a high-speed
USB 2.0 interface and is connected to the target with a
connector compatible with the MPLAB ICD 2 or MPLAB
REAL ICE systems (RJ-11). MPLAB ICD 3 supports all
MPLAB ICD 2 headers.

21.10 PICkit 3 In-Circuit Debugger/
Programmer and 
PICkit 3 Debug Express

The MPLAB PICkit 3 allows debugging and program-
ming of PIC® and dsPIC® Flash microcontrollers at a
most affordable price point using the powerful graphical
user interface of the MPLAB Integrated Development
Environment (IDE). The MPLAB PICkit 3 is connected
to the design engineer's PC using a full speed USB
interface and can be connected to the target via an
Microchip debug (RJ-11) connector (compatible with
MPLAB ICD 3 and MPLAB REAL ICE). The connector
uses two device I/O pins and the reset line to imple-
ment in-circuit debugging and In-Circuit Serial Pro-
gramming™.

The PICkit 3 Debug Express include the PICkit 3, demo
board and microcontroller, hookup cables and CDROM
with user’s guide, lessons, tutorial, compiler and
MPLAB IDE software.
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FIGURE 22-14: SPIx SLAVE MODE (FULL-DUPLEX, CKE = 1, CKP = 1, SMP = 0) TIMING 

CHARACTERISTICS

SSx

SCKx
(CKP = 0)

SCKx
(CKP = 1)

SDOx

SDI

SP50

SP60

SDIx

SP30,SP31

MSb Bit 14 - - - - - -1 LSb

SP51

MSb In Bit 14 - - - -1 LSb In

SP35

SP52

SP52

SP73SP72

SP72SP73SP70

SP40
SP41

Note: Refer to Figure 22-1 for load conditions.
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