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What is "Embedded - Microcontrollers"?

"Embedded - Microcontrollers" refer to small, integrated
circuits designed to perform specific tasks within larger
systems. These microcontrollers are essentially compact
computers on a single chip, containing a processor core,
memory, and programmable input/output peripherals.
They are called "embedded" because they are embedded
within electronic devices to control various functions,
rather than serving as standalone computers.
Microcontrollers are crucial in modern electronics,
providing the intelligence and control needed for a wide
range of applications.

Applications of "Embedded -
Microcontrollers"

Embedded microcontrollers are used in virtually every
sector of electronics, providing the necessary control and
processing power for a multitude of applications. In
consumer electronics, they manage the operations of
smartphones, home appliances, and wearable devices. In
automotive systems, microcontrollers control engine
functions, safety features, and infotainment systems.
Industrial applications rely on microcontrollers for
automation, robotics, and process control. Additionally,
microcontrollers are integral in medical devices, handling
functions such as monitoring, diagnostics, and control of
therapeutic equipment. Their versatility and
programmability make them essential components in
creating efficient, responsive, and intelligent electronic
systems.

Common Subcategories of "Embedded -
Microcontrollers"

Embedded microcontrollers can be categorized based on
their architecture, performance, and application focus.
Common subcategories include 8-bit, 16-bit, and 32-bit
microcontrollers, differentiated by their processing power
and memory capacity. 8-bit microcontrollers are typically
used in simple applications like basic control systems and
small devices. 16-bit microcontrollers offer a balance
between performance and complexity, suitable for
medium-scale applications like industrial automation. 32-
bit microcontrollers provide high performance and are
used in complex applications requiring advanced
processing, such as automotive systems and sophisticated
consumer electronics. Each subcategory serves a specific
range of applications, providing tailored solutions for
different performance and complexity needs.

Types of "Embedded - Microcontrollers"

There are various types of embedded microcontrollers,
each designed to meet specific application requirements.
General-purpose microcontrollers are versatile and used in
a wide range of applications, offering a balance of
performance, memory, and peripheral options. Special-
purpose microcontrollers are tailored for specific tasks,
such as automotive controllers, which include features like
built-in motor control peripherals and automotive-grade
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The device provides a PLL to generate clock frequencies up to 
50 MHz from the IMO, external crystal, or external reference 
clock. It also contains a separate, very low-power Internal 
low-speed oscillator (ILO) for the sleep and watchdog timers. A 
32.768-kHz external watch crystal is also supported for use in 
RTC applications. The clocks, together with programmable clock 
dividers, provide the flexibility to integrate most timing 
requirements.

The CY8C34 family supports a wide supply operating range from 
1.71 V to 5.5 V. This allows operation from regulated supplies 
such as 1.8 V ± 5 percent, 2.5 V ±10 percent, 3.3 V ± 10 percent, 
or 5.0 V ± 10 percent, or directly from a wide range of battery 
types. In addition, it provides an integrated high efficiency 
synchronous boost converter that can power the device from 
supply voltages as low as 0.5 V. This enables the device to be 
powered directly from a single battery or solar cell. In addition, 
you can use the boost converter to generate other voltages 
required by the device, such as a 3.3-V supply for LCD glass 
drive. The boost’s output is available on the VBOOST pin, allowing 
other devices in the application to be powered from the PSoC.

PSoC supports a wide range of low-power modes. These include 
a 200-nA hibernate mode with RAM retention and a 1-µA sleep 
mode with RTC. In the second mode the optional 32.768-kHz 
watch crystal runs continuously and maintains an accurate RTC.

Power to all major functional blocks, including the programmable 
digital and analog peripherals, can be controlled independently 
by firmware. This allows low-power background processing 
when some peripherals are not in use. This, in turn, provides a 
total device current of only 1.2 mA when the CPU is running at 
6 MHz, or 0.8 mA running at 3 MHz.

The details of the PSoC power modes are covered in the “Power 
System” section on page 30 of this data sheet.

PSoC uses JTAG (4-wire) or SWD (2-wire) interfaces for 
programming, debug, and test. The 1-wire SWV may also be 
used for ‘printf’ style debugging. By combining SWD and SWV, 
you can implement a full debugging interface with just three pins. 
Using these standard interfaces enables you to debug or 
program the PSoC with a variety of hardware solutions from 
Cypress or third party vendors. PSoC supports on-chip break 
points and 4 KB instruction and data race memory for debug. 
Details of the programming, test, and debugging interfaces are 
discussed in the “Programming, Debug Interfaces, Resources” 
section on page 65 of this data sheet.

2.  Pinouts

Each VDDIO pin powers a specific set of I/O pins. (The USBIOs 
are powered from VDDD.) Using the VDDIO pins, a single PSoC 
can support multiple voltage levels, reducing the need for 
off-chip level shifters. The black lines drawn on the pinout 
diagrams in Figure 2-3 through Figure 2-6, as well as Table 2-1, 
show the pins that are powered by each VDDIO.

Each VDDIO may source up to 100 mA total to its associated I/O 
pins, as shown in Figure 2-1.

Figure 2-1. VDDIO Current Limit

Conversely, for the 100-pin and 68-pin devices, the set of I/O 
pins associated with any VDDIO may sink up to 100 mA total, as 
shown in Figure 2-2.

Figure 2-2. I/O Pins Current Limit

For the 48-pin devices, the set of I/O pins associated with 
VDDIO0 plus VDDIO2 may sink up to 100 mA total. The set of 
I/O pins associated with VDDIO1 plus VDDIO3 may sink up to a 
total of 100 mA.
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4.4  DMA and PHUB

The PHUB and the DMA controller are responsible for data 
transfer between the CPU and peripherals, and also data 
transfers between peripherals. The PHUB and DMA also control 
device configuration during boot. The PHUB consists of:

 A central hub that includes the DMA controller, arbiter, and 
router

Multiple spokes that radiate outward from the hub to most 
peripherals

There are two PHUB masters: the CPU and the DMA controller. 
Both masters may initiate transactions on the bus. The DMA 
channels can handle peripheral communication without CPU 
intervention. The arbiter in the central hub determines which 
DMA channel is the highest priority if there are multiple requests. 

4.4.1  PHUB Features

 CPU and DMA controller are both bus masters to the PHUB

 Eight Multi-layer AHB Bus parallel access paths (spokes) for 
peripheral access

 Simultaneous CPU and DMA access to peripherals located on 
different spokes

 Simultaneous DMA source and destination burst transactions 
on different spokes

 Supports 8, 16, 24, and 32-bit addressing and data

4.4.2  DMA Features

 Twenty-four DMA channels

 Each channel has one or more Transaction Descriptors (TDs) 
to configure channel behavior. Up to 128 total TDs can be 
defined

 TDs can be dynamically updated

 Eight levels of priority per channel

 Any digitally routable signal, the CPU, or another DMA channel, 
can trigger a transaction

 Each channel can generate up to two interrupts per transfer

 Transactions can be stalled or canceled

 Supports transaction size of infinite or 1 to 64 KB

 TDs may be nested and/or chained for complex transactions

4.4.3  Priority Levels

The CPU always has higher priority than the DMA controller 
when their accesses require the same bus resources. Due to the 
system architecture, the CPU can never starve the DMA. DMA 
channels of higher priority (lower priority number) may interrupt 
current DMA transfers. In the case of an interrupt, the current 
transfer is allowed to complete its current transaction. To ensure 
latency limits when multiple DMA accesses are requested 
simultaneously, a fairness algorithm guarantees an interleaved 
minimum percentage of bus bandwidth for priority levels 2 
through 7. Priority levels 0 and 1 do not take part in the fairness 
algorithm and may use 100 percent of the bus bandwidth. If a tie 
occurs on two DMA requests of the same priority level, a simple 
round robin method is used to evenly share the allocated 
bandwidth. The round robin allocation can be disabled for each 
DMA channel, allowing it to always be at the head of the line. 
Priority levels 2 to 7 are guaranteed the minimum bus bandwidth 
shown in Table 4-7 after the CPU and DMA priority levels 0 and 
1 have satisfied their requirements. 

When the fairness algorithm is disabled, DMA access is granted 
based solely on the priority level; no bus bandwidth guarantees 
are made.

4.4.4  Transaction Modes Supported

The flexible configuration of each DMA channel and the ability to 
chain multiple channels allow the creation of both simple and 
complex use cases. General use cases include, but are not 
limited to:

Table 4-6.  PHUB Spokes and Peripherals

PHUB Spokes Peripherals

0 SRAM

1 IOs, PICU, EMIF

2 PHUB local configuration, Power manager, 
Clocks, IC, SWV, EEPROM, Flash 
programming interface

3 Analog interface and trim, Decimator

4 USB, CAN, I2C, Timers, Counters, and PWMs

5 Reserved

6 UDBs group 1

7 UDBs group 2

Table 4-7.  Priority Levels

Priority Level % Bus Bandwidth

0 100.0

1 100.0

2 50.0

3 25.0

4 12.5

5 6.2

6 3.1

7 1.5
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6: CPU acknowledges the interrupt request

7: ISR address is read by CPU for branching

8, 9: PEND and POST bits are cleared respectively after receiving the IRA from core

10: IRA bit is cleared after completing the current instruction and starting the instruction execution from ISR location (takes 7 cycles)

11: IRC is set to indicate the completion of ISR, Active int. status is restored with previous status

The total interrupt latency (ISR execution)
= POST + PEND + IRQ + IRA + Completing current instruction and branching

= 1+1+1+2+7 cycles

= 12 cycles

Figure 4-3. Interrupt Structure
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5.  Memory

5.1  Static RAM

CY8C34 Static RAM (SRAM) is used for temporary data storage. 
Up to 8 KB of SRAM is provided and can be accessed by the 
8051 or the DMA controller. See Memory Map on page 25. 
Simultaneous access of SRAM by the 8051 and the DMA 
controller is possible if different 4-KB blocks are accessed.

5.2  Flash Program Memory 

Flash memory in PSoC devices provides nonvolatile storage for 
user firmware, user configuration data, bulk data storage, and 
optional ECC data. The main flash memory area contains up to 
64 KB of user program space. 

Up to an additional 8 KB of flash space is available for Error 
Correcting Codes (ECC). If ECC is not used this space can store 
device configuration data and bulk user data. User code may not 
be run out of the ECC flash memory section. ECC can correct 
one bit error and detect two bit errors per 8 bytes of firmware 
memory; an interrupt can be generated when an error is 
detected. 

The CPU reads instructions located in flash through a cache 
controller. This improves instruction execution rate and reduces 
system power consumption by requiring less frequent flash 
access. The cache has 8 lines at 64 bytes per line for a total of 
512 bytes. It is fully associative, automatically controls flash 
power, and can be enabled or disabled. If ECC is enabled, the 
cache controller also performs error checking and correction, 
and interrupt generation.

Flash programming is performed through a special interface and 
preempts code execution out of flash. The flash programming 
interface performs flash erasing, programming and setting code 
protection levels. Flash in-system serial programming (ISSP), 
typically used for production programming, is possible through 
both the SWD and JTAG interfaces. In-system programming, 
typically used for bootloaders, is also possible using serial 
interfaces such as I2C, USB, UART, and SPI, or any 
communications protocol. 

5.3  Flash Security

All PSoC devices include a flexible flash-protection model that 
prevents access and visibility to on-chip flash memory. This 
prevents duplication or reverse engineering of proprietary code. 
Flash memory is organized in blocks, where each block contains 
256 bytes of program or data and 32 bytes of ECC or 
configuration data. A total of up to 256 blocks is provided on 
64-KB flash devices.

The device offers the ability to assign one of four protection 
levels to each row of flash. Table 5-1 lists the protection modes 
available. Flash protection levels can only be changed by 
performing a complete flash erase. The Full Protection and Field 
Upgrade settings disable external access (through a debugging 
tool such as PSoC Creator, for example). If your application 
requires code update through a boot loader, then use the Field 
Upgrade setting. Use the Unprotected setting only when no 
security is needed in your application. The PSoC device also 
offers an advanced security feature called Device Security which 
permanently disables all test, programming, and debug ports, 
protecting your application from external access (see the 

“Device Security” section on page 68). For more information 
about how to take full advantage of the security features in 
PSoC, see the PSoC 3 TRM.

Disclaimer 

Note the following details of the flash code protection features on 
Cypress devices.

Cypress products meet the specifications contained in their 
particular Cypress data sheets. Cypress believes that its family 
of products is one of the most secure families of its kind on the 
market today, regardless of how they are used. There may be 
methods, unknown to Cypress, that can breach the code 
protection features. Any of these methods, to our knowledge, 
would be dishonest and possibly illegal. Neither Cypress nor any 
other semiconductor manufacturer can guarantee the security of 
their code. Code protection does not mean that we are 
guaranteeing the product as “unbreakable.” 

Cypress is willing to work with the customer who is concerned 
about the integrity of their code. Code protection is constantly 
evolving. We at Cypress are committed to continuously 
improving the code protection features of our products.

5.4  EEPROM

PSoC EEPROM memory is a byte-addressable nonvolatile 
memory. The CY8C34 has up to 2 KB of EEPROM memory to 
store user data. Reads from EEPROM are random access at the 
byte level. Reads are done directly; writes are done by sending 
write commands to an EEPROM programming interface. CPU 
code execution can continue from flash during EEPROM writes. 
EEPROM is erasable and writeable at the row level. The 
EEPROM is divided into 128 rows of 16 bytes each. The factory 
default values of all EEPROM bytes are 0.

Because the EEPROM is mapped to the 8051 xdata space, the 
CPU cannot execute out of EEPROM. There is no ECC 
hardware associated with EEPROM. If ECC is required it must 
be handled in firmware.

It can take as much as 20 milliseconds to write to EEPROM or 
flash. During this time the device should not be reset, or 
unexpected changes may be made to portions of EEPROM or 
flash. Reset sources (see Section 6.3.1) include XRES pin, 
software reset, and watchdog; care should be taken to make 
sure that these are not inadvertently activated. In addition, the 
low voltage detect circuits should be configured to generate an 
interrupt instead of a reset.

Table 5-1.  Flash Protection

Protection
Setting Allowed Not Allowed

Unprotected External read and write 
+ internal read and write

-

Factory 
Upgrade

External write + internal 
read and write

External read

Field Upgrade Internal read and write External read and 
write

Full Protection Internal read External read and 
write + internal write

http://www.cypress.com/?rID=35180 
http://www.cypress.com/?rID=35180 
http://www.cypress.com/?rID=35180 
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5.6  External Memory Interface

CY8C34 provides an External Memory Interface (EMIF) for 
connecting to external memory devices. The connection allows 
read and write accesses to external memories. The EMIF 
operates in conjunction with UDBs, I/O ports, and other 
hardware to generate external memory address and control 
signals. At 33 MHz, each memory access cycle takes four bus 
clock cycles.

Figure 5-1 is the EMIF block diagram. The EMIF supports 
synchronous and asynchronous memories. The CY8C34 
supports only one type of external memory device at a time. 

External memory can be accessed via the 8051 xdata space; up 
to 24 address bits can be used. See “xdata Space” section on 
page 26. The memory can be 8 or 16 bits wide. 

Figure 5-1. EMIF Block Diagram
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6.4.1  Drive Modes

Each GPIO and SIO pin is individually configurable into one of 
the eight drive modes listed in Table 6-6. Three configuration bits 
are used for each pin (DM[2:0]) and set in the PRTxDM[2:0] 
registers. Figure 6-12 depicts a simplified pin view based on 
each of the eight drive modes. Table 6-6 shows the I/O pin’s drive 
state based on the port data register value or digital array signal 

if bypass mode is selected. Note that the actual I/O pin voltage 
is determined by a combination of the selected drive mode and 
the load at the pin. For example, if a GPIO pin is configured for 
resistive pull-up mode and driven high while the pin is floating, 
the voltage measured at the pin is a high logic state. If the same 
GPIO pin is externally tied to ground then the voltage 
unmeasured at the pin is a low logic state.

Figure 6-12. Drive Mode

Table 6-6.  Drive Modes

Diagram Drive Mode PRT×DM2 PRT×DM1 PRT×DM0 PRT×DR = 1 PRT×DR = 0

0 High impedence analog 0 0 0 High Z High Z

1 High Impedance digital 0 0 1 High Z High Z

2 Resistive pull-up[14] 0 1 0 Res High (5K) Strong Low

3 Resistive pull-down[14] 0 1 1 Strong High Res Low (5K)

4 Open drain, drives low 1 0 0 High Z Strong Low

5 Open drain, drive high 1 0 1 Strong High High Z

6 Strong drive 1 1 0 Strong High Strong Low

7 Resistive pull-up and pull-down[14] 1 1 1 Res High (5K) Res Low (5K)

Out
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Pin
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Pin Out
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4. Open Drain,
    Drives Low

5. Open Drain,
    Drives High

6. Strong Drive 7. Resistive Pull-Up
    and Pull-Down
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The ‘Out’ connection is driven from either the Digital System (when the Digital Output terminal is connected) or the Data Register 
(when HW connection is disabled). 
The ‘In’ connection drives the Pin State register, and the Digital System if the Digital Input terminal is enabled and connected. 
The ‘An’ connection connects to the Analog System.

Note
14. Resistive pull-up and pull-down are not available with SIO in regulated output mode.
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7.1.3  Example System Function Components

The following is a sample of the system function components 
available in PSoC Creator for the CY8C34 family. The exact 
amount of hardware resources (UDBs, SC/CT blocks, routing, 
RAM, flash) used by a component varies with the features 
selected in PSoC Creator for the component. 

 CapSense

 LCD Drive

 LCD Control

7.1.4  Designing with PSoC Creator

7.1.4.1 More Than a Typical IDE

A successful design tool allows for the rapid development and 
deployment of both simple and complex designs. It reduces or 
eliminates any learning curve. It makes the integration of a new 
design into the production stream straightforward. 

PSoC Creator is that design tool. 

PSoC Creator is a full featured Integrated Development 
Environment (IDE) for hardware and software design. It is 
optimized specifically for PSoC devices and combines a modern, 
powerful software development platform with a sophisticated 
graphical design tool. This unique combination of tools makes 
PSoC Creator the most flexible embedded design platform 
available.

Graphical design entry simplifies the task of configuring a 
particular part. You can select the required functionality from an 
extensive catalog of components and place it in your design. All 
components are parameterized and have an editor dialog that 
allows you to tailor functionality to your needs.

PSoC Creator automatically configures clocks and routes the I/O 
to the selected pins and then generates APIs to give the 
application complete control over the hardware. Changing the 
PSoC device configuration is as simple as adding a new 
component, setting its parameters, and rebuilding the project.

At any stage of development you are free to change the 
hardware configuration and even the target processor. To 
retarget your application (hardware and software) to new 
devices, even from 8- to 32-bit families, just select the new 
device and rebuild.

You also have the ability to change the C compiler and evaluate 
an alternative. Components are designed for portability and are 
validated against all devices, from all families, and against all 
supported tool chains. Switching compilers is as easy as editing 
the from the project options and rebuilding the application with 
no errors from the generated APIs or boot code. 

7.1.4.2 Component Catalog

The component catalog is a repository of reusable design 
elements that select device functionality and customize your 
PSoC device. It is populated with an impressive selection of 
content; from simple primitives such as logic gates and device 
registers, through the digital timers, counters and PWMs, plus 
analog components such as ADC, DACs, and filters, and 
communication protocols, such as I2C, USB, and CAN. See 
Example Peripherals on page 43 for more details about available 
peripherals. All content is fully characterized and carefully 
documented in data sheets with code examples, AC/DC 
specifications, and user code ready APIs. 

7.1.4.3 Design Reuse

The symbol editor gives you the ability to develop reusable 
components that can significantly reduce future design time. Just 
draw a symbol and associate that symbol with your proven 
design. PSoC Creator allows for the placement of the new 
symbol anywhere in the component catalog along with the 
content provided by Cypress. You can then reuse your content 
as many times as you want, and in any number of projects, 
without ever having to revisit the details of the implementation.

7.1.4.4 Software Development

Anchoring the tool is a modern, highly customizable user 
interface. It includes project management and integrated editors 
for C and assembler source code, as well the design entry tools.

Project build control leverages compiler technology from top 
commercial vendors such as ARM® Limited, Keil™, and  
CodeSourcery (GNU). Free versions of Keil C51 and GNU C 
Compiler (GCC) for ARM, with no restrictions on code size or end 
product distribution, are included with the tool distribution. 
Upgrading to more optimizing compilers is a snap with support 
for the professional Keil C51 product and ARM RealView™ 
compiler.

7.1.4.5 Nonintrusive Debugging

With JTAG (4-wire) and SWD (2-wire) debug connectivity 
available on all devices, the PSoC Creator debugger offers full 
control over the target device with minimum intrusion. 
Breakpoints and code execution commands are all readily 
available from toolbar buttons and an impressive lineup of 
windows—register, locals, watch, call stack, memory and 
peripherals—make for an unparalleled level of visibility into the 
system.

PSoC Creator contains all the tools necessary to complete a 
design, and then to maintain and extend that design for years to 
come. All steps of the design flow are carefully integrated and 
optimized for ease-of-use and to maximize productivity.
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Figure 7-8. Function Mapping Example in a Bank of UDBs

7.4  DSI Routing Interface Description

The DSI routing interface is a continuation of the horizontal and 
vertical routing channels at the top and bottom of the UDB array 
core. It provides general purpose programmable routing 
between device peripherals, including UDBs, I/Os, analog 
peripherals, interrupts, DMA and fixed function peripherals.

Figure 7-9 illustrates the concept of the digital system 
interconnect, which connects the UDB array routing matrix with 
other device peripherals. Any digital core or fixed function 
peripheral that needs programmable routing is connected to this 
interface.

Signals in this category include:

 Interrupt requests from all digital peripherals in the system.

 DMA requests from all digital peripherals in the system.

 Digital peripheral data signals that need flexible routing to I/Os.

 Digital peripheral data signals that need connections to UDBs.

 Connections to the interrupt and DMA controllers.

 Connection to I/O pins.

 Connection to analog system digital signals.

Figure 7-9. Digital System Interconnect

Interrupt and DMA routing is very flexible in the CY8C34 
programmable architecture. In addition to the numerous fixed 
function peripherals that can generate interrupt requests, any 
data signal in the UDB array routing can also be used to generate 
a request. A single peripheral may generate multiple 
independent interrupt requests simplifying system and firmware 
design. Figure 7-10 shows the structure of the IDMUX 
(Interrupt/DMA Multiplexer).

Figure 7-10. Interrupt and DMA Processing in the IDMUX 
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7.4.1  I/O Port Routing

There are a total of 20 DSI routes to a typical 8-bit I/O port, 16 
for data and four for drive strength control.

When an I/O pin is connected to the routing, there are two 
primary connections available, an input and an output. In 
conjunction with drive strength control, this can implement a 
bidirectional I/O pin. A data output signal has the option to be 
single synchronized (pipelined) and a data input signal has the 
option to be double synchronized. The synchronization clock is 
the master clock (see Figure 6-1). Normally all inputs from pins 
are synchronized as this is required if the CPU interacts with the 
signal or any signal derived from it. Asynchronous inputs have 
rare uses. An example of this is a feed through of combinational 
PLD logic from input pins to output pins.

Figure 7-11. I/O Pin Synchronization Routing

Figure 7-12. I/O Pin Output Connectivity 

There are four more DSI connections to a given I/O port to 
implement dynamic output enable control of pins. This 
connectivity gives a range of options, from fully ganged 8-bits 
controlled by one signal, to up to four individually controlled pins. 
The output enable signal is useful for creating tri-state 
bidirectional pins and buses.

Figure 7-13. I/O Pin Output Enable Connectivity

7.5  CAN

The CAN peripheral is a fully functional Controller Area Network 
(CAN) supporting communication baud rates up to 1 Mbps. The 
CAN controller implements the CAN2.0A and CAN2.0B 
specifications as defined in the Bosch specification and 
conforms to the ISO-11898-1 standard. The CAN protocol was 
originally designed for automotive applications with a focus on a 
high level of fault detection. This ensures high communication 
reliability at a low cost. Because of its success in automotive 
applications, CAN is used as a standard communication protocol 
for motion oriented machine control networks (CANOpen) and 
factory automation applications (DeviceNet). The CAN controller 
features allow the efficient implementation of higher level 
protocols without affecting the performance of the 
microcontroller CPU. Full configuration support is provided in 
PSoC Creator.
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7.8  I2C

PSoC includes a single fixed-function I2C peripheral. Additional 
I2C interfaces can be instantiated using Universal Digital Blocks 
(UDBs) in PSoC Creator, as required.

The I2C peripheral provides a synchronous two-wire interface 
designed to interface the PSoC device with a two-wire I2C serial 
communication bus. It is compatible[16] with I2C Standard-mode, 
Fast-mode, and Fast-mode Plus devices as defined in the NXP 
I2C-bus specification and user manual (UM10204). The I2C bus 
I/O may be implemented with GPIO or SIO in open-drain modes.

To eliminate the need for excessive CPU intervention and 
overhead, I2C specific support is provided for status detection 
and generation of framing bits. I2C operates as a slave, a master, 
or multimaster (Slave and Master)[17]. In slave mode, the unit 
always listens for a start condition to begin sending or receiving 
data. Master mode supplies the ability to generate the Start and 
Stop conditions and initiate transactions. Multimaster mode 
provides clock synchronization and arbitration to allow multiple 
masters on the same bus. If Master mode is enabled and Slave 
mode is not enabled, the block does not generate interrupts on 
externally generated Start conditions. I2C interfaces through DSI 
routing and allows direct connections to any GPIO or SIO pins.

I2C provides hardware address detect of a 7-bit address without 
CPU intervention. Additionally the device can wake from 
low-power modes on a 7-bit hardware address match. If wakeup 
functionality is required, I2C pin connections are limited to one of 
two specific pairs of SIO pins. See descriptions of SCL and SDA 
pins in Pin Descriptions on page 11.

I2C features include:

 Slave and Master, Transmitter, and Receiver operation

 Byte processing for low CPU overhead

 Interrupt or polling CPU interface

 Support for bus speeds up to 1 Mbps 

 7 or 10-bit addressing (10-bit addressing requires firmware 
support)

 SMBus operation (through firmware support – SMBus 
supported in hardware in UDBs)

 7-bit hardware address compare

Wake from low-power modes on address match

Glitch filtering (active and alternate-active modes only)

Data transfers follow the format shown in Figure 7-18. After the 
START condition (S), a slave address is sent. This address is 7 
bits long followed by an eighth bit which is a data direction bit 
(R/W) - a 'zero' indicates a transmission (WRITE), a 'one' 
indicates a request for data (READ). A data transfer is always 
terminated by a STOP condition (P) generated by the master. 

Figure 7-18. I2C Complete Transfer Timing

7.8.1  External Electrical Connections 

As Figure 7-19 shows, the I2C bus requires external pull-up
resistors (RP). These resistors are primarily determined by the
supply voltage, bus speed, and bus capacitance. For detailed
information on how to calculate the optimum pull-up resistor
value for your design, we recommend using the UM10204
I2C-bus specification and user manual Rev 6, or newer, available
from the NXP website at www.nxp.com.

Figure 7-19. Connection of Devices to the I2C Bus

Notes
16. The I2C peripheral is non-compliant with the NXP I2C specification in the following areas: analog glitch filter, I/O VOL/IOL, I/O hysteresis. The I2C Block has a digital 

glitch filter (not available in sleep mode). The Fast-mode minimum fall-time specification can be met by setting the I/Os to slow speed mode. See the I/O Electrical 
Specifications in “Inputs and Outputs” section on page 79 for details.

17. Fixed-block I2C does not support undefined bus conditions, nor does it support Repeated Start in Slave mode. These conditions should be avoided, or the UDB-based 
I2C component should be used instead.

SDA

SCL 1 - 7
8 9 1 - 7 8 9 1 - 7 8 9

START 
Condition

ADDRESS R/W ACK DATA ACK DATA ACK
STOP 

Condition

www.nxp.com
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9.3  Debug Features

Using the JTAG or SWD interface, the CY8C34 supports the 
following debug features:

 Halt and single-step the CPU

 View and change CPU and peripheral registers, and RAM 
addresses

 Eight program address breakpoints

One memory access breakpoint—break on reading or writing 
any memory address and data value

 Break on a sequence of breakpoints (non recursive)

 Debugging at the full speed of the CPU

 Compatible with PSoC Creator and MiniProg3 programmer and 
debugger

 Standard JTAG programming and debugging interfaces make 
CY8C34 compatible with other popular third-party tools (for 
example, ARM / Keil)

9.4  Trace Features

The CY8C34 supports the following trace features when using 
JTAG or SWD:

 Trace the 8051 program counter (PC), accumulator register 
(ACC), and one SFR / 8051 core RAM register

 Trace depth up to 1000 instructions if all registers are traced, 
or 2000 instructions if only the PC is traced (on devices that 
include trace memory)

 Program address trigger to start tracing

 Trace windowing, that is, only trace when the PC is within a 
given range

 Two modes for handling trace buffer full: continuous (overwriting 
the oldest trace data) or break when trace buffer is full

9.5  Single Wire Viewer Interface

The SWV interface is closely associated with SWD but can also 
be used independently. SWV data is output on the JTAG 
interface’s TDO pin. If using SWV, you must configure the device 
for SWD, not JTAG. SWV is not supported with the JTAG 
interface.

SWV is ideal for application debug where it is helpful for the 
firmware to output data similar to 'printf' debugging on PCs. The 
SWV is ideal for data monitoring, because it requires only a 
single pin and can output data in standard UART format or 
Manchester encoded format. For example, it can be used to tune 
a PID control loop in which the output and graphing of the three 
error terms greatly simplifies coefficient tuning.

The following features are supported in SWV:

 32 virtual channels, each 32 bits long

 Simple, efficient packing and serializing protocol

 Supports standard UART format (N81)

9.6  Programming Features
The JTAG and SWD interfaces provide full programming 
support. The entire device can be erased, programmed, and 

verified. You can increase flash protection levels to protect 
firmware IP. Flash protection can only be reset after a full device 
erase. Individual flash blocks can be erased, programmed, and 
verified, if block security settings permit. 

9.7  Device Security
PSoC 3 offers an advanced security feature called device 
security, which permanently disables all test, programming, and 
debug ports, protecting your application from external access. 
The device security is activated by programming a 32-bit key 
(0x50536F43) to a Write Once Latch (WOL).
The WOL is a type of nonvolatile latch (NVL). The cell itself is an 
NVL with additional logic wrapped around it. Each WOL device 
contains four bytes (32 bits) of data. The wrapper outputs a ‘1’ if 
a super-majority (28 of 32) of its bits match a pre-determined 
pattern (0×50536F43); it outputs a ‘0’ if this majority is not 
reached. When the output is 1, the Write Once NV latch locks the 
part out of Debug and Test modes; it also permanently gates off 
the ability to erase or alter the contents of the latch. Matching all 
bits is intentionally not required, so that single (or few) bit failures 
do not deassert the WOL output. The state of the NVL bits after 
wafer processing is truly random with no tendency toward 1 or 0.
The WOL only locks the part after the correct 32-bit key 
(0×50536F43) is loaded into the NVL's volatile memory, 
programmed into the NVL's nonvolatile cells, and the part is 
reset. The output of the WOL is only sampled on reset and used 
to disable the access. This precaution prevents anyone from 
reading, erasing, or altering the contents of the internal memory.
The user can write the key into the WOL to lock out external 
access only if no flash protection is set (see “Flash Security” on 
page 22). However, after setting the values in the WOL, a user 
still has access to the part until it is reset. Therefore, a user can 
write the key into the WOL, program the flash protection data, 
and then reset the part to lock it.
If the device is protected with a WOL setting, Cypress cannot 
perform failure analysis and, therefore, cannot accept RMAs 
from customers. The WOL can be read out via SWD port to 
electrically identify protected parts. The user can write the key in 
WOL to lock out external access only if no flash protection is set. 
For more information on how to take full advantage of the 
security features in PSoC see the PSoC 3 TRM.
Disclaimer

Note the following details of the flash code protection features on 
Cypress devices. 
Cypress products meet the specifications contained in their 
particular Cypress data sheets. Cypress believes that its family 
of products is one of the most secure families of its kind on the 
market today, regardless of how they are used. There may be 
methods, unknown to Cypress, that can breach the code 
protection features. Any of these methods, to our knowledge, 
would be dishonest and possibly illegal. Neither Cypress nor any 
other semiconductor manufacturer can guarantee the security of 
their code. Code protection does not mean that we are 
guaranteeing the product as “unbreakable.” 
Cypress is willing to work with the customer who is concerned 
about the integrity of their code. Code protection is constantly 
evolving. We at Cypress are committed to continuously 
improving the code protection features of our products.
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Figure 11-4. FCPU vs. VDD

Table 11-3.  AC Specifications[33]

Parameter Description Conditions Min Typ Max Units

FCPU CPU frequency 1.71 V  VDDD  5.5 V DC – 50.01 MHz

FBUSCLK Bus frequency 1.71 V  VDDD  5.5 V DC – 50.01 MHz

Svdd VDD ramp rate – – – 0.066 V/µs

TIO_INIT Time from VDDD/VDDA/VCCD/VCCA 
IPOR to I/O ports set to their reset 
states

– – – 10 µs

TSTARTUP Time from VDDD/VDDA/VCCD/VCCA  
PRES to CPU executing code at 
reset vector

VCCA/VCCD = regulated from 
VDDA/VDDD, no PLL used, IMO boot 
mode (12 MHz typ.)

– – 74 µs

TSLEEP Wakeup from sleep mode – 
Application of non-LVD interrupt to 
beginning of execution of next CPU 
instruction

– – 15 µs

THIBERNATE Wakeup from hibernate mode – 
Application of external interrupt to 
beginning of execution of next CPU 
instruction

– – 100 µs

Note
33. Based on device characterization (Not production tested).
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11.3  Power Regulators

Specifications are valid for –40 °C  TA  85 °C and TJ  100 °C, except where noted. Specifications are valid for 1.71 V to 5.5 V, 
except where noted.

11.3.1  Digital Core Regulator 

Figure 11-5. Regulators VCC vs VDD Figure 11-6. Digital Regulator PSRR vs Frequency and VDD

11.3.2  Analog Core Regulator 

Figure 11-7. Analog Regulator PSRR vs Frequency and VDD

Table 11-4.  Digital Core Regulator DC Specifications

Parameter Description Conditions Min Typ Max Units

VDDD Input voltage 1.8 – 5.5 V

VCCD Output voltage – 1.80 – V

Regulator output capacitor ±10%, X5R ceramic or better. The two 
VCCD pins must be shorted together, with 
as short a trace as possible, see Power 
System on page 30

0.9 1 1.1 µF

Table 11-5.  Analog Core Regulator DC Specifications

Parameter Description Conditions Min Typ Max Units

VDDA Input voltage 1.8 – 5.5 V

VCCA Output voltage – 1.80 – V

Regulator output capacitor ±10%, X5R ceramic or better 0.9 1 1.1 µF



PSoC® 3: CY8C34 Family Datasheet

Document Number: 001-53304 Rev. *Y Page 77 of 137

Figure 11-8. TA range over VBAT  and VOUT Figure 11-9. IOUT range over VBAT and VOUT

Figure 11-10. LBOOST values over VBAT and VOUT

Table 11-7.  Recommended External Components for Boost Circuit

Parameter Description Conditions Min Typ Max Units

LBOOST Boost inductor 4.7 µH nominal 3.7 4.7 5.7 µH

10 µH nominal 8.0 10.0 12.0 µH

22 µH nominal 17.0 22.0 27.0 µH

CBOOST Total capacitance sum of 
VDDD, VDDA, VDDIO

[37]
17.0 26.0 31.0 µF

CBAT Battery filter capacitor 17.0 22.0 27.0 µF

IF Schottky diode average 
forward current

1.0 – – A

VR Schottky reverse voltage 20.0 – – V

Note
37. Based on device characterization (Not production tested).
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11.4.2  SIO 

Notes
42. See Figure 6-10 on page 38 and Figure 6-13 on page 42 for more information on SIO reference.
43. Based on device characterization (Not production tested).

Table 11-11.  SIO DC Specifications

Parameter Description Conditions Min Typ Max Units
Vinmax Maximum input voltage All allowed values of VDDIO and 

VDDD, see Section 11.1
– – 5.5 V

Vinref Input voltage reference (Differential 
input mode)

0.5 – 0.52 VDDIO V

Voutref
Output voltage reference (Regulated output mode)

VDDIO > 3.7 1 – VDDIO – 1 V
VDDIO < 3.7 1 – VDDIO – 0.5 V

VIH

Input voltage high threshold
GPIO mode CMOS input 0.7  VDDIO – – V
Differential input mode[42] Hysteresis disabled SIO_ref + 0.2 – – V

VIL

Input voltage low threshold
GPIO mode CMOS input – – 0.3 VDDIO V
Differential input mode[42] Hysteresis disabled – – SIO_ref – 0.2 V

VOH

Output voltage high
Unregulated mode IOH = 4 mA, VDDIO = 3.3 V VDDIO – 0.4 – – V
Regulated mode[42] IOH = 1 mA SIO_ref – 0.65 – SIO_ref + 0.2 V
Regulated mode[42] IOH = 0.1 mA SIO_ref – 0.3 – SIO_ref + 0.2 V

VOL

Output voltage low VDDIO = 3.30 V, IOL = 25 mA – – 0.8 V
VDDIO = 3.30 V, IOL = 20 mA – – 0.4 V
VDDIO = 1.80 V, IOL = 4 mA – – 0.4 V

Rpullup Pull-up resistor 3.5 5.6 8.5 k
Rpulldown Pull-down resistor 3.5 5.6 8.5 k
IIL Input leakage current (absolute 

value)[43]

VIH < Vddsio 25 °C, Vddsio = 3.0 V, VIH = 3.0 V – – 14 nA
VIH > Vddsio 25 °C, Vddsio = 0 V, VIH = 3.0 V – – 10 µA

CIN Input capacitance[43] – – 7 pF

VH
Input voltage hysteresis 
(Schmitt-Trigger)[43]

Single ended mode (GPIO mode) – 40 – mV
Differential mode – 35 – mV

Idiode
Current through protection diode to 
VSSIO

– – 100 µA
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Figure 11-30. Opamp Noise vs Frequency, Power Mode = 
High, VDDA = 5V

Figure 11-31. Opamp Step Response, Rising

Figure 11-32. Opamp Step Response, Falling
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Figure 11-50. VDAC INL vs Temperature, 1 V Mode Figure 11-51. VDAC DNL vs Temperature, 1 V Mode

Figure 11-52. VDAC Full Scale Error vs Temperature, 1 V 
Mode

Figure 11-53. VDAC Full Scale Error vs Temperature, 4 V 
Mode

Figure 11-54. VDAC Operating Current vs Temperature, 1V 
Mode, Low speed mode

Figure 11-55. VDAC Operating Current vs Temperature, 1 V 
Mode, High speed mode
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11.6  Digital Peripherals

Specifications are valid for –40 °C  TA  85 °C and TJ  100 °C, except where noted. Specifications are valid for 1.71 V to 5.5 V, 
except where noted.

11.6.1  Timer

The following specifications apply to the Timer/Counter/PWM peripheral in timer mode. Timers can also be implemented in UDBs; for 
more information, see the Timer component data sheet in PSoC Creator.  

11.6.2  Counter

The following specifications apply to the Timer/Counter/PWM peripheral, in counter mode. Counters can also be implemented in 
UDBs; for more information, see the Counter component data sheet in PSoC Creator. 

Table 11-41.  Timer DC Specifications

Parameter Description Conditions Min Typ Max Units

Block current consumption 16-bit timer, at listed input clock 
frequency

– – – µA

3 MHz – 15 – µA

12 MHz – 60 – µA

50 MHz – 260 – µA

Table 11-42.  Timer AC Specifications

Parameter Description Conditions Min Typ Max Units

Operating frequency DC – 50.01 MHz

Capture pulse width (Internal) 21 – – ns

Capture pulse width (external) 42 – – ns

Timer resolution 21 – – ns

Enable pulse width 21 – – ns

Enable pulse width (external) 42 – – ns

Reset pulse width 21 – – ns

Reset pulse width (external) 42 – – ns

Table 11-43.  Counter DC Specifications

Parameter Description Conditions Min Typ Max Units

Block current consumption 16–bit counter, at listed input clock 
frequency

– – – µA

3 MHz – 15 – µA

12 MHz – 60 – µA

50 MHz – 260 – µA

Table 11-44.  Counter AC Specifications

Parameter Description Conditions Min Typ Max Units

Operating frequency DC – 50.01 MHz

Capture pulse 21 – – ns

Resolution 21 – – ns

Pulse width 21 – – ns

Pulse width (external) 42 ns

Enable pulse width 21 – – ns

Enable pulse width (external) 42 – – ns

Reset pulse width 21 – – ns

Reset pulse width (external) 42 – – ns
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11.7.5  External Memory Interface 

Figure 11-64. Asynchronous Write and Read Cycle Timing, No Wait States

Notes
60. Based on device characterization (Not production tested).
61. EMIF signal timings are limited by GPIO frequency limitations. See “GPIO” section on page 79.
62. EMIF output signals are generally synchronized to bus clock, so EMIF signal timings are dependent on bus clock frequency.

Table 11-61.  Asynchronous Write and Read Timing Specifications[60]

Parameter Description Conditions Min Typ Max Units

Fbus_clock Bus clock frequency[61] – – 33 MHz

Tbus_clock Bus clock period[62] 30.3 – – ns

Twr_Setup Time from EM_data valid to rising edge of 
EM_WE and EM_CE

Tbus_clock – 10 – – ns

Trd_setup Time that EM_data must be valid before rising 
edge of EM_OE

5 – – ns

Trd_hold Time that EM_data must be valid after rising 
edge of EM_OE

5 – – ns

Tbus_clock

Bus Clock

EM_Addr

EM_CE

EM_WE

EM_OE

EM_Data

Write Cycle Read Cycle

Minimum of 4 bus clock cycles between successive EMIF accesses

Trd_setup Trd_hold

Twr_setup
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Figure 11-71. IMO Frequency Variation vs. Temperature Figure 11-72. IMO Frequency Variation vs. VCC

11.9.2  Internal Low-Speed Oscillator  

Table 11-75.  ILO DC Specifications

Parameter Description Conditions Min Typ Max Units

ICC

Operating current[74] FOUT = 1 kHz – – 1.7 µA

FOUT = 33 kHz – – 2.6 µA

FOUT = 100 kHz – – 2.6 µA

Leakage current[74] Power down mode – – 15 nA

Table 11-76.  ILO AC Specifications

Parameter Description Conditions Min Typ Max Units

Startup time, all frequencies Turbo mode – – 2 ms

FILO ILO frequencies

100 kHz 45 100 200 kHz

1 kHz 0.5 1 2 kHz

Note
74. This value is calculated, not measured.


