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Table 1-13. Interrupt Vector Locations

Vector Address Interrupt Source
CCR 
Mask

Local Enable
Wake up 

from STOP
Wake up 

from WAIT

Vector base + 0x1F8 Unimplemented page1 op-code trap
(SPARE)

None None – –

Vector base + 0x1F4 Unimplemented page 2 op-code trap
(TRAP)

None None – –

Vector base + 0x1F0 Software interrupt instruction (SWI) None None – –

Vector base + 0x1EC System call interrupt instruction
(SYS)

None None – –

Vector base + 0x1E8 Machine exception None None – –

Vector base + 0x1E4 Reserved

Vector base + 0x1E0 Reserved

Vector base + 0x1DC Spurious interrupt – None – –

Vector base + 0x1D8 XIRQ interrupt request X bit None Yes Yes

Vector base + 0x1D4 IRQ interrupt request I bit IRQCR (IRQEN) Yes Yes

Vector base + 0x1D0 RTI timeout interrupt I bit CPMUINT (RTIE) Yes Yes

Vector base + 0x1CC TIM0 timer channel 0 I bit TIE (C0I) No Yes

Vector base + 0x1C8 TIM0 timer channel 1 I bit TIM0TIE (C1I) No Yes

Vector base + 0x1C4 TIM0 timer channel 2 I bit TIM0TIE (C2I) No Yes

Vector base + 0x1C0 TIM0 timer channel 3 I bit TIM0TIE (C3I) No Yes

Vector base + 0x1BC TIM0 timer channel 4 I bit TIM0TIE (C4I) No Yes

Vector base + 0x1B8 TIM0 timer channel 5 I bit TIM0TIE (C5I) No Yes

Vector base + 0x1B4 TIM0 timer channel 6 I bit TIM0TIE (C6I) No Yes

Vector base + 0x1B0 TIM0 timer channel 7 I bit TIM0TIE (C7I) No Yes

Vector base + 0x1AC TIM0 timer overflow I bit TIM0TSCR2 (TOF) No Yes

Vector base + 0x1A8 TIM0 pulse accumulator A overflow I bit TIM0PACTL(PAOVI) No Yes

Vector base + 0x1A4 TIM0 pulse accumulator input edge I bit TIM0PACTL (PAI) No Yes

Vector base + 0x1A0 SPI0 I bit SPI0CR1
(SPIE, SPTIE)

No Yes

Vector base + 0x19C SCI0 I bit SCI0CR2
(TIE, TCIE, RIE, ILIE)

Yes Yes

Vector base + 0x198 SCI1 I bit SCI1CR2
(TIE, TCIE, RIE, ILIE)

Yes Yes

Vector base + 0x194 Reserved

Vector base + 0x190 Reserved

Vector base + 0x18C ADC0 error interrupt I bit ADC0EIE(IA_EIE, 
CMD_EIE, EOL_EIE, 

TRIG_EIE,RSTAR_EIE, 
LDOK_EIE)

No Yes
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Vector base + 0x188 ADC0 conversion sequence abort I bit ADCIE(SEQAR_IE, 
CONIF_OIE)

No Yes

Vector base + 0x184 ADC0 conversion complete interrupt I bit ADCCONIE[9:0] No Yes

Vector base + 0x180 Oscillator status interrupt I bit CPMUINT(OSCIE) No Yes

Vector base + 0x17C PLL lock interrupt I bit CPMUINT(LOCKIE) No Yes

Vector base + 0x178 ACMP0 I bit ACMP0C(ACIE) No Yes

Vector base + 0x174 ACMP1 I bit ACMP1C(ACIE) No Yes

Vector base + 0x170 RAM error I bit EECIE (SBEEIE) No Yes

Vector base + 0x16C SPI1 I bit SPI1CR1(SPIE,SPTIE) No Yes

Vector base + 0x168 Reserved

Vector base + 0x164 FLASH error I bit FERCNFG (SFDIE) No No

Vector base + 0x160 FLASH command I bit FCNFG (CCIE) No Yes

Vector base + 0x15C CAN wake-up I bit CANRIER (WUPIE) Yes Yes

Vector base + 0x158 CAN error I bit CANRIER (CSCIE, 
OVRIE)

No Yes

Vector base + 0x154 CAN receive I bit CANRIER (RXFIE) No Yes

Vector base + 0x150 CAN transmit I bit CANRIER (TXEIE[2:0]) No Yes

Vector base + 0x14C
to 

Vector base + 0x144

Reserved

Vector base + 0x140 BATS supply voltage monitor interrupt I bit BATIE(BVHIE, BVLIE) No Yes

Vector base + 0x13C
to

Vector base + 0x12C

Reserved

Vector base + 0x128 CAN Physical Layer I bit CPIE(CPVFIE,
CPOCIE)

No Yes

Vector base + 0x124 Port S interrupt (Key Wakeup) I bit PIES(PIES[7..0]) Yes Yes

Vector base + 0x120
to

Vector base + 0x110

Reserved

Vector base + 0x10C Port P interrupt I bit PIEP(PIEP[7..0]) Yes Yes

Vector base + 0x108 EVDD and NGPIO over-current interrupt I bit OCPEP(OCPEP[6,4,2:0]) No Yes

Vector base + 0x104 Low-voltage interrupt (LVI) I bit CPMUCTRL (LVIE) No Yes

Vector base + 0x100 Autonomous periodical interrupt (API) I bit CPMUAPICTRL(APIE) Yes Yes

Vector base + 0x0FC High temperature interrupt I bit CPMUHTCTL (HTIE) No Yes

Vector base + 0x0F8 Reserved

Vector base + 0x0F4 Port AD interrupt (Key Wakeup) I bit PIEADH(PIEADH[7..0])
PIEADL(PIEADL[7..0])

Yes Yes

Vector Address Interrupt Source
CCR 
Mask

Local Enable
Wake up 

from STOP
Wake up 

from WAIT
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Chapter 3  
Background Debug Controller (S12ZBDCV2)

3.1 Introduction

The background debug controller (BDC) is a single-wire, background debug system implemented in 
on-chip hardware for minimal CPU intervention. The device BKGD pin interfaces directly to the BDC.

The S12ZBDC maintains the standard S12 serial interface protocol but introduces an enhanced handshake 
protocol and enhanced BDC command set to support the linear instruction set family of S12Z devices and 
offer easier, more flexible internal resource access over the BDC serial interface.

Table 3-1. Revision History

Revision 
Number

Revision Date Sections Affected Description of Changes

V2.04 03.Dec.2012 Section 3.1.3.3, 
“Low-Power Modes

Included BACKGROUND/ Stop mode dependency

V2.05 22.Jan.2013 Section 3.3.2.2, 
“BDC Control 

Status Register Low 
(BDCCSRL)

Improved NORESP description and added STEP1/ Wait mode dependency 

V2.06 22.Mar.2013 Section 3.3.2.2, 
“BDC Control 

Status Register Low 
(BDCCSRL)

Improved NORESP description of STEP1/ Wait mode dependency 

V2.07 11.Apr.2013 Section 3.1.3.3.1, 
“Stop Mode

Improved STOP and BACKGROUND interdepency description

V2.08 31.May.2013 Section 3.4.4.4, 
“BACKGROUND

Section 3.4.7.1, 
“Long-ACK 

Hardware 
Handshake Protocol

Removed misleading WAIT and BACKGROUND interdepency description
Added subsection dedicated to Long-ACK

V2.09 29.Aug.2013 Section 3.4.4.12, 
“READ_DBGTB

Noted that READ_DBGTB is only available for devices featuring a trace buffer.

V2.10 21.Oct.2013 Section 3.1.3.3.2, 
“Wait Mode

Improved description of NORESP dependence on WAIT and BACKROUND 
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4
OVRUN

Overrun Flag — Indicates unexpected host activity before command completion.
This occurs if a new command is received before the current command completion.
With ACK enabled this also occurs if the host drives the BKGD pin low whilst a target ACK pulse is pending
To protect internal resources from misinterpreted BDC accesses following an overrun, internal accesses are suppressed 
until a SYNC clears this bit. 
A SYNC clears the bit. 

0 No overrun detected. 
1 Overrun detected when issuing a BDC command.

3
NORESP

No Response Flag — Indicates that the BDC internal action or data access did not complete. This occurs in the following 
scenarios:

a) If no free cycle for an access is found within 512 core clock cycles. This could typically happen if a code loop without 
free cycles is executing with ACK enabled and STEAL clear.

b) With ACK disabled or STEAL set, when an internal access is not complete before the host starts data/BDCCSRL 
retrieval or an internal write access is not complete before the host starts the next BDC command. 

c) Attempted internal memory or SYNC_PC accesses during STOP mode set NORESP if BDCCIS is clear. 
In the above cases, on setting NORESP, the BDC aborts the access if permitted. (For devices supporting EWAIT, BDC 
external accesses with EWAIT assertions, prevent a command from being aborted until EWAIT is deasserted).

d) If a BACKGROUND command is issued whilst the device is in wait mode the NORESP bit is set but the command is 
not aborted. The active BDM request is completed when the device leaves wait mode. Furthermore subsequent CPU 
register access commands during wait mode set the NORESP bit, should it have been cleared.

e) If a command is issued whilst awaiting return from Wait mode. This can happen when using STEP1 to step over a CPU 
WAI instruction, if the CPU has not returned from Wait mode before the next BDC command is received.

f) If STEP1 is issued with the BDC enabled as the device enters Wait mode regardless of the BDMACT state. 

When NORESP is set a value of 0xEE is returned for each data byte associated with the current access.
Writing a “1” to this bit, clears the bit.

0 Internal action or data access completed.
1 Internal action or data access did not complete.

2
RDINV

Read Data Invalid Flag — Indicates invalid read data due to an ECC error during a BDC initiated read access. 
The access returns the actual data read from the location.
Writing a “1” to this bit, clears the bit.

0 No invalid read data detected.
1 Invalid data returned during a BDC read access.

1
ILLACC

Illegal Access Flag — Indicates an attempted illegal access. This is set in the following cases:
When the attempted access addresses unimplemented memory
When the access attempts to write to the flash array
When a CPU register access is attempted with an invalid CRN (Section 3.4.5.1, “BDC Access Of CPU Registers).
Illegal accesses return a value of 0xEE for each data byte

Writing a “1” to this bit, clears the bit.
0 No illegal access detected.
1 Illegal BDC access detected.

0
ILLCMD

Illegal Command Flag — Indicates an illegal BDC command. This bit is set in the following cases:
When an unimplemented BDC command opcode is received. 
When a DUMP_MEM{_WS}, FILL_MEM{_WS} or READ_SAME{_WS} is attempted in an illegal sequence.
When an active BDM command is received whilst BDM is not active
When a non Always-available command is received whilst the BDC is disabled or a flash mass erase is ongoing.
When a non Always-available command is received whilst the device is secure
Read commands return a value of 0xEE for each data byte
Writing a “1” to this bit, clears the bit.
0 No illegal command detected.
1 Illegal BDC command detected.

Table 3-6. BDCCSRL Field Descriptions (continued)

Field Description
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The handshake protocol is enabled by the ACK_ENABLE command. The BDC sends an ACK pulse when 
the ACK_ENABLE command has been completed. This feature can be used by the host to evaluate if the 
target supports the hardware handshake protocol. If an ACK pulse is issued in response to this command, 
the host knows that the target supports the hardware handshake protocol.

Unlike the normal bit transfer, where the host initiates the transmission by issuing a negative edge on the 
BKGD pin, the serial interface ACK handshake pulse is initiated by the target MCU by issuing a negative 
edge on the BKGD pin. Figure 3-9 specifies the timing when the BKGD pin is being driven. The host must 
follow this timing constraint in order to avoid the risk of an electrical conflict at the BKGD pin. 

When the handshake protocol is enabled, the STEAL bit in BDCCSR selects if bus cycle stealing is used 
to gain immediate access. If STEAL is cleared, the BDC is configured for low priority bus access using 
free cycles, without stealing cycles. This guarantees that BDC accesses remain truly non-intrusive to not 
affect the system timing during debugging. If STEAL is set, the BDC gains immediate access, if necessary 
stealing an internal bus cycle. 

NOTE

If bus steals are disabled then a loop with no free cycles cannot allow access. 
In this case the host must recognize repeated NORESP messages and then 
issue a BACKGROUND command to stop the target and access the data. 

Figure 3-10 shows the ACK handshake protocol without steal in a command level timing diagram. The 
READ_MEM.B command is used as an example. First, the 8-bit command code is sent by the host, 
followed by the address of the memory location to be read. The target BDC decodes the command. Then 
an internal access is requested by the BDC. When a free bus cycle occurs the READ_MEM.B operation 
is carried out. If no free cycle occurs within 512 core clock cycles then the access is aborted, the NORESP 
flag is set and the target generates a Long-ACK pulse.

Having retrieved the data, the BDC issues an ACK pulse to the host controller, indicating that the 
addressed byte is ready to be retrieved. After detecting the ACK pulse, the host initiates the data read part 
of the command. 

Figure 3-10. Handshake Protocol at Command Level

Alternatively, setting the STEAL bit configures the handshake protocol to make an immediate internal 
access, independent of free bus cycles. 

READ_MEM.B
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BYTE IS NEW BDC COMMANDBKGD PIN ADDRESS[23–0]

MCU EXECUTES THE
READ_MEM.B
COMMAND

RETRIEVED

HOST TARGET

HOST TARGET

HOST TARGET

BDC DECODES
THE COMMAND

ACK PULSE (NOT TO SCALE)
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4.1.4.2 Power modes

The S12ZMMC module is only active in run and wait mode.There is no bus activity in stop mode.

4.1.5 Block Diagram
e

Figure 4-1. S12ZMMC Block Diagram

4.2 External Signal Description

The S12ZMMC uses two external pins to determine the devices operating mode: RESET and MODC 
(Table 4-3)
See device overview for the mapping of these signals to device pins.

4.3 Memory Map and Register Definition

4.3.1 Memory Map

A summary of the registers associated with the MMC block is shown in Figure 4-2. Detailed descriptions 
of the registers and bits are given in the subsections that follow.

Table 4-3. External System Pins Associated With S12ZMMC 

Pin Name Description

RESET External reset signal. The RESET signal is active low.

MODC This input is captured in bit MODC of the MODE register when the external RESET pin deasserts.
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When COP is enabled, the program must write $55 and $AA (in this order) to the CPMUARMCOP 
register during the selected time-out period. Once this is done, the COP time-out period is restarted. If the 
program fails to do this and the COP times out, a COP reset is generated. Also, if any value other than $55 
or $AA is written, a COP reset is generated.

Windowed COP operation is enabled by setting WCOP in the CPMUCOP register. In this mode, writes to 
the CPMUARMCOP register to clear the COP timer must occur in the last 25% of the selected time-out 
period. A premature write will immediately reset the part.

In MCU Normal Mode the COP time-out period (CR[2:0]) and COP window (WCOP) setting can be 
automatically pre-loaded at reset release from NVM memory (if values are defined in the NVM by the 
application). By default the COP is off and no window COP feature is enabled after reset release via NVM 
memory. The COP control register CPMUCOP can be written once in an application in MCU Normal 
Mode to update the COP time-out period (CR[2:0]) and COP window (WCOP) setting loaded from NVM 
memory at reset release. Any value for the new COP time-out period and COP window setting is allowed 
except COP off value if the COP was enabled during pre-load via NVM memory. 
The COP clock source select bits can not be pre-loaded via NVM memory at reset release. The IRC clock 
is the default COP clock source out of reset. 
The COP clock source select bits (COPOSCSEL0/1) and ACLK clock control bit in Stop Mode (CSAD) 
can be modified until the CPMUCOP register write once has taken place. Therefore these control bits 
should be modified before the final COP time-out period and window COP setting is written. 
The CPMUCOP register access to modify the COP time-out period and window COP setting in MCU 
Normal Mode after reset release must be done with the WRTMASK bit cleared otherwise the update is 
ignored and this access does not count as the write once.

8.5.6 Power-On Reset (POR)

The on-chip POR circuitry detects when the internal supply VDD drops below an appropriate voltage 
level. The POR is deasserted, if the internal supply VDD exceeds an appropriate voltage level (voltage 
levels not specified, because the internal supply can not be monitored externally). The POR circuitry is 
always active. It acts as LVR in Stop Mode.

8.5.7 Low-Voltage Reset (LVR)

The on-chip LVR circuitry detects when one of the supply voltages VDD, VDDX and VDDF drops below 
an appropriate voltage level. If LVR is deasserted the MCU is fully operational at the specified maximum 
speed. The LVR assert and deassert levels for the supply voltage VDDX are VLVRXA and VLVRXD and are 
specified in the device Reference Manual.The LVR circuitry is active in Run- and Wait Mode.
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14.4.6 Receiver

Figure 14-20. SCI Receiver Block Diagram

14.4.6.1 Receiver Character Length

The SCI receiver can accommodate either 8-bit or 9-bit data characters. The state of the M bit in SCI 
control register 1 (SCICR1) determines the length of data characters. When receiving 9-bit data, bit R8 in 
SCI data register high (SCIDRH) is the ninth bit (bit 8). 

14.4.6.2 Character Reception

During an SCI reception, the receive shift register shifts a frame in from the RXD pin. The SCI data 
register is the read-only buffer between the internal data bus and the receive shift register.

After a complete frame shifts into the receive shift register, the data portion of the frame transfers to the 
SCI data register. The receive data register full flag, RDRF, in SCI status register 1 (SCISR1) becomes set, 
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85 112 36 44 64

86 128 40 52 72

87 152 40 64 84

88 112 28 40 60

89 128 28 48 68

8A 144 36 56 76

8B 160 36 64 84

8C 176 44 72 92

8D 192 44 80 100

8E 224 52 96 116

8F 272 52 120 140

90 192 36 72 100

91 224 36 88 116

92 256 52 104 132

93 288 52 120 148

94 320 68 136 164

95 352 68 152 180

96 416 84 184 212

97 512 84 232 260

98 320 36 152 164

99 384 36 184 196

9A 448 68 216 228

9B 512 68 248 260

9C 576 100 280 292

9D 640 100 312 324

9E 768 132 376 388

9F 960 132 472 484

A0 640 68 312 324

A1 768 68 376 388

A2 896 132 440 452

A3 1024 132 504 516

A4 1152 196 568 580

A5 1280 196 632 644

A6 1536 260 760 772

A7 1920 260 952 964

A8 1280 132 632 644

A9 1536 132 760 772

AA 1792 260 888 900

AB 2048 260 1016 1028

AC 2304 388 1144 1156

AD 2560 388 1272 1284

AE 3072 516 1528 1540

AF 3840 516 1912 1924

B0 2560 260 1272 1284

B1 3072 260 1528 1540

Table 16-7. IIC Divider and Hold Values (Sheet 5 of 6)

IBC[7:0]
(hex)

SCL Divider
(clocks)

SDA Hold
(clocks)

SCL Hold 
(start)

SCL Hold 
(stop)
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condition instantaneously disappears as soon as the transmit driver is automatically being turned off. This 
state is locked and the application software must account for re-enabling the driver. 

The recommended procedure to handle an over-current related bus error is:

1. On interrupt abort any scheduled transmissions

2. Read interrupt flag register to determine over-current source(s)

3. Clear related interrupt flag(s)

4. Retry CAN transmission

5. On interrupt abort any scheduled transmissions

6. Read interrupt flag register to determine over-current source(s)

7. If the same over-current error persists do not retry and run appropriate custom diagnostics

17.6.4 CPTXD-Dominant Timeout Recovery

Recovery from a CPTXD-dominant timeout error is attempted with the following sequence:

1. On CPTXD-dominant timeout interrupt set CPTXD input to recessive state

2. Wait until CPDT clear; exit loop if waiting for longer than 3 s and report malfunction

3. Clear CPDTIF

4. Wait for min. 2 s before attempting new transmission
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NOTE

The CANCTL0 register, except WUPE, INITRQ, and SLPRQ, is held in the 
reset state when the initialization mode is active (INITRQ = 1 and 
INITAK = 1). This register is writable again as soon as the initialization 
mode is exited (INITRQ = 0 and INITAK = 0).

1 Read: Anytime
Write: Anytime when out of initialization mode; exceptions are read-only RXACT and SYNCH, RXFRM (which is set by the module 
only), and INITRQ (which is also writable in initialization mode)

Table 18-2. CANCTL0 Register Field Descriptions

Field Description

7
RXFRM

Received Frame Flag — This bit is read and clear only. It is set when a receiver has received a valid message correctly, 
independently of the filter configuration. After it is set, it remains set until cleared by software or reset. Clearing is done by 
writing a 1. Writing a 0 is ignored. This bit is not valid in loopback mode.
0 No valid message was received since last clearing this flag
1 A valid message was received since last clearing of this flag

6
RXACT

Receiver Active Status — This read-only flag indicates the MSCAN is receiving a message1. The flag is controlled by the 
receiver front end. This bit is not valid in loopback mode.
0 MSCAN is transmitting or idle
1 MSCAN is receiving a message (including when arbitration is lost)

5
CSWAI2

CAN Stops in Wait Mode — Enabling this bit allows for lower power consumption in wait mode by disabling all the clocks 
at the CPU bus interface to the MSCAN module.
0 The module is not affected during wait mode
1 The module ceases to be clocked during wait mode

4
SYNCH

Synchronized Status — This read-only flag indicates whether the MSCAN is synchronized to the CAN bus and able to 
participate in the communication process. It is set and cleared by the MSCAN.
0 MSCAN is not synchronized to the CAN bus
1 MSCAN is synchronized to the CAN bus

3
TIME

Timer Enable — This bit activates an internal 16-bit wide free running timer which is clocked by the bit clock rate. If the 
timer is enabled, a 16-bit time stamp will be assigned to each transmitted/received message within the active TX/RX buffer. 
Right after the EOF of a valid message on the CAN bus, the time stamp is written to the highest bytes (0x000E, 0x000F) in 
the appropriate buffer (see Section 18.3.3, “Programmer’s Model of Message Storage”). In loopback mode no receive 
timestamp is generated. The internal timer is reset (all bits set to 0) when disabled. This bit is held low in initialization mode.
0 Disable internal MSCAN timer
1 Enable internal MSCAN timer

2
WUPE3

Wake-Up Enable — This configuration bit allows the MSCAN to restart from sleep mode or from power down mode 
(entered from sleep) when traffic on CAN is detected (see Section 18.4.5.5, “MSCAN Sleep Mode”). This bit must be 
configured before sleep mode entry for the selected function to take effect.
0 Wake-up disabled — The MSCAN ignores traffic on CAN
1 Wake-up enabled — The MSCAN is able to restart



Chapter 18 Scalable Controller Area Network (S12MSCANV3)

MC9S12ZVC Family Reference Manual , Rev. 2.0

NXP Semiconductors 571
 

NOTE

Reading this register when in any other mode other than sleep or 
initialization mode may return an incorrect value. For MCUs with dual 
CPUs, this may result in a CPU fault condition.

18.3.2.16 MSCAN Transmit Error Counter (CANTXERR)

This register reflects the status of the MSCAN transmit error counter.

NOTE

Reading this register when in any other mode other than sleep or 
initialization mode, may return an incorrect value. For MCUs with dual 
CPUs, this may result in a CPU fault condition.

Module Base + 0x000E Access: User read/write1

1 Read: Only when in sleep mode (SLPRQ = 1 and SLPAK = 1) or initialization mode (INITRQ = 1 and INITAK = 1)
Write: Unimplemented

 7 6 5 4 3 2 1 0

R RXERR7 RXERR6 RXERR5 RXERR4 RXERR3 RXERR2 RXERR1 RXERR0

W

Reset: 0 0 0 0 0 0 0 0

= Unimplemented

Figure 18-18. MSCAN Receive Error Counter (CANRXERR)

Module Base + 0x000F Access: User read/write1

1 Read: Only when in sleep mode (SLPRQ = 1 and SLPAK = 1) or initialization mode (INITRQ = 1 and INITAK = 1)
Write: Unimplemented

 7 6 5 4 3 2 1 0

R TXERR7 TXERR6 TXERR5 TXERR4 TXERR3 TXERR2 TXERR1 TXERR0

W

Reset: 0 0 0 0 0 0 0 0

= Unimplemented

Figure 18-19. MSCAN Transmit Error Counter (CANTXERR)
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1 Read: or transmit buffers: Anytime when TXEx flag is set (see Section 18.3.2.7, “MSCAN Transmitter Flag Register (CANTFLG)”) and 
the corresponding transmit buffer is selected in CANTBSEL (see Section 18.3.2.11, “MSCAN Transmit Buffer Selection Register 
(CANTBSEL)”). For receive buffers: Anytime when RXF is set.
Write: Unimplemented
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18.5 Initialization/Application Information

18.5.1 MSCAN initialization

The procedure to initially start up the MSCAN module out of reset is as follows:

1. Assert CANE

2. Write to the configuration registers in initialization mode

3. Clear INITRQ to leave initialization mode

If the configuration of registers which are only writable in initialization mode shall be changed:

1. Bring the module into sleep mode by setting SLPRQ and awaiting SLPAK to assert after the CAN 
bus becomes idle.

2. Enter initialization mode: assert INITRQ and await INITAK

3. Write to the configuration registers in initialization mode

4. Clear INITRQ to leave initialization mode and continue

18.5.2 Bus-Off Recovery

The bus-off recovery is user configurable. The bus-off state can either be left automatically or on user 
request. 

For reasons of backwards compatibility, the MSCAN defaults to automatic recovery after reset. In this 
case, the MSCAN will become error active again after counting 128 occurrences of 11 consecutive 
recessive bits on the CAN bus (see the Bosch CAN 2.0 A/B specification for details).

If the MSCAN is configured for user request (BORM set in MSCAN Control Register 1 (CANCTL1)), the 
recovery from bus-off starts after both independent events have become true:

• 128 occurrences of 11 consecutive recessive bits on the CAN bus have been monitored 

• BOHOLD in MSCAN Miscellaneous Register (CANMISC) has been cleared by the user

These two events may occur in any order.
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22.3.2.7 Flash Status Register (FSTAT)

The FSTAT register reports the operational status of the Flash module.

CCIF, ACCERR, and FPVIOL bits are readable and writable, MGBUSY and MGSTAT bits are readable 
but not writable, while remaining bits read 0 and are not writable.

Table 22-15. FERCNFG Field Descriptions

Field Description

0
SFDIE

Single Bit Fault Detect Interrupt Enable — The SFDIE bit controls interrupt generation when a single bit fault is detected 
during a Flash block read operation.
0 SFDIF interrupt disabled whenever the SFDIF flag is set (see <st-blue>Section 22.3.2.8 Flash Error Status Register 

(FERSTAT))
1 An interrupt will be requested whenever the SFDIF flag is set (see <st-blue>Section 22.3.2.8 Flash Error Status Register 

(FERSTAT))

Offset Module Base + 0x0006

 7 6 5 4 3 2 1 0

R
CCIF

0
ACCERR FPVIOL

MGBUSY RSVD MGSTAT[1:0]

W

Reset 1 0 0 0 0 0 01

1 Reset value can deviate from the value shown if a double bit fault is detected during the reset sequence (see <st-blue>Section 22.6 
Initialization).

01

= Unimplemented or Reserved

Figure 22-11. Flash Status Register (FSTAT)

Table 22-16. FSTAT Field Descriptions

Field Description

7
CCIF

Command Complete Interrupt Flag — The CCIF flag indicates that a Flash command has completed. The CCIF flag 
is cleared by writing a 1 to CCIF to launch a command and CCIF will stay low until command completion or command 
violation.
0 Flash command in progress
1 Flash command has completed

5
ACCERR

Flash Access Error Flag — The ACCERR bit indicates an illegal access has occurred to the Flash memory caused by 
either a violation of the command write sequence (see <st-blue>Section 22.4.5.2 Command Write Sequence) or issuing 
an illegal Flash command. While ACCERR is set, the CCIF flag cannot be cleared to launch a command. The ACCERR 
bit is cleared by writing a 1 to ACCERR. Writing a 0 to the ACCERR bit has no effect on ACCERR. 
0 No access error detected
1 Access error detected

4
FPVIOL

Flash Protection Violation Flag —The FPVIOL bit indicates an attempt was made to program or erase an address in a 
protected area of P-Flash or EEPROM memory during a command write sequence. The FPVIOL bit is cleared by writing 
a 1 to FPVIOL. Writing a 0 to the FPVIOL bit has no effect on FPVIOL. While FPVIOL is set, it is not possible to launch 
a command or start a command write sequence.
0 No protection violation detected
1 Protection violation detected
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in the Flash memory via the Memory Controller. If the keys presented in the Verify Backdoor Access Key 
command match the backdoor keys stored in the Flash memory, the SEC bits in the FSEC register (see 
Table 22-10) will be changed to unsecure the MCU. Key values of 0x0000 and 0xFFFF are not permitted 
as backdoor keys. While the Verify Backdoor Access Key command is active, P-Flash memory and 
EEPROM memory will not be available for read access and will return invalid data.

The user code stored in the P-Flash memory must have a method of receiving the backdoor keys from an 
external stimulus. This external stimulus would typically be through one of the on-chip serial ports.

If the KEYEN[1:0] bits are in the enabled state (see <st-blue>Section 22.3.2.2 Flash Security Register 
(FSEC)), the MCU can be unsecured by the backdoor key access sequence described below:

1. Follow the command sequence for the Verify Backdoor Access Key command as explained in 
<st-blue>Section 22.4.7.11 Verify Backdoor Access Key Command

2. If the Verify Backdoor Access Key command is successful, the MCU is unsecured and the 
SEC[1:0] bits in the FSEC register are forced to the unsecure state of 10

The Verify Backdoor Access Key command is monitored by the Memory Controller and an illegal key will 
prohibit future use of the Verify Backdoor Access Key command. A reset of the MCU is the only method 
to re-enable the Verify Backdoor Access Key command. The security as defined in the Flash security byte 
(0xFF_FE0F) is not changed by using the Verify Backdoor Access Key command sequence. The backdoor 
keys stored in addresses 0xFF_FE00-0xFF_FE07 are unaffected by the Verify Backdoor Access Key 
command sequence. The Verify Backdoor Access Key command sequence has no effect on the program 
and erase protections defined in the Flash protection register, FPROT.

After the backdoor keys have been correctly matched, the MCU will be unsecured. After the MCU is 
unsecured, the sector containing the Flash security byte can be erased and the Flash security byte can be 
reprogrammed to the unsecure state, if desired. In the unsecure state, the user has full control of the 
contents of the backdoor keys by programming addresses 0xFF_FE00-0xFF_FE07 in the Flash 
configuration field.

22.5.2 Unsecuring the MCU in Special Single Chip Mode using BDM

A secured MCU can be unsecured in special single chip mode using an automated procedure described in 
Section 22.4.7.7.1, “Erase All Pin”, For a complete description about how to activate that procedure please 
look into the Reference Manual. 

22.5.3 .Mode and Security Effects on Flash Command Availability

The availability of Flash module commands depends on the MCU operating mode and security state as 
shown in Table 22-28.

22.6 Initialization

On each system reset the flash module executes an initialization sequence which establishes initial values 
for the Flash Block Configuration Parameters, the FPROT and DFPROT protection registers, and the 
FOPT and FSEC registers. The initialization routine reverts to built-in default values that leave the module 
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Figure D-3. SPI Master Timing (CPHA=1)

In Table D-1. the timing characteristics for master mode are listed.

D.0.2 Slave Mode

In Figure D-4. the timing diagram for slave mode with transmission format CPHA=0 is depicted.

Table D-1. SPI Master Mode Timing Characteristics (Junction Temperature From –40C To +175C)

Num Characteristic Symbol Unit
Min Typ Max

1 SCK Frequency fsck 1/2048 — 12 fbus

1 SCK Period tsck 2 — 2048 tbus

2 Enable Lead Time tlead — 1/2 — tsck

3 Enable Lag Time tlag — 1/2 — tsck

4 Clock (SCK) High or Low Time twsck — 1/2 — tsck

5 Data Setup Time (Inputs) tsu 8 — — ns

6 Data Hold Time (Inputs) thi 8 — — ns

9 Data Valid after SCK Edge tvsck — — 15 ns

10 Data Valid after SS fall (CPHA=0) tvss — — 15 ns

11 Data Hold Time (Outputs) tho 0 — — ns

12 Rise and Fall Time Inputs trfi — — 8 ns

13 Rise and Fall Time Outputs trfo — — 8 ns

SCK

(OUTPUT)

SCK

(OUTPUT)

MISO
(INPUT)

MOSI
(OUTPUT)

1

5 6

MSB IN2

BIT 6 . . . 1

LSB IN

MASTER MSB OUT2 MASTER LSB OUT

BIT 6 . . . 1

44

9

12 13

11

(CPOL  0)

(CPOL  1)

SS1

(OUTPUT)

2 12 13 3

1. If enabled.

2. LSBFE = 0. For LSBFE = 1, bit order is LSB, bit 1, ..., bit 6, MSB.


