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dsPIC30F Flash Programming Specification

3.0 PROGRAMMING EXECUTIVE
APPLICATION

31 Programming Executive Overview

The programming executive resides in executive
memory and is executed when Enhanced ICSP
Programming mode is entered. The programming exec-
utive provides the mechanism for the programmer (host
device) to program and verify the dsPIC30F, using a
simple command set and communication protocol.

The following capabilities are provided by the
programming executive:
* Read memory
- Code memory and data EEPROM
- Configuration registers
- Device ID
» Erase memory
- Bulk Erase by segment
- Code memory (by row)
- Data EEPROM (by row)
* Program memory
- Code memory
- Data EEPROM
- Configuration registers
* Query
- Blank Device
- Programming executive software version
The programming executive performs the low-level
tasks required for erasing and programming. This

allows the programmer to program the device by
issuing the appropriate commands and data.

The programming procedure is outlined in Section 5.0
“Device Programming”.

3.2 Programming Executive Code
Memory

The programming executive is stored in executive code
memory and executes from this reserved region of
memory. It requires no resources from user code
memory or data EEPROM.

3.3 Programming Executive Data RAM

The programming executive uses the device’s data
RAM for variable storage and program execution. Once
the programming executive has run, no assumptions
should be made about the contents of data RAM.

4.0 CONFIRMING THE CONTENTS
OF EXECUTIVE MEMORY

Before programming can begin, the programmer must
confirm that the programming executive is stored in exec-
utive memory. The procedure for this task is illustrated in
Figure 4-1.

First, ICSP mode is entered. The unique application ID
word stored in executive memory is then read. If the
programming executive is resident, the application ID
word is 0xBB, which means programming can resume
as normal. However, if the application ID word is not
0xBB, the programming executive must be
programmed to Executive Code memory using the
method described in Section 12.0 “Programming the
Programming Executive to Memory”.

Section 11.0 “ICSP™ Mode” describes the process
for the ICSP programming method. Section 11.13
“Reading the Application ID Word” describes the
procedure for reading the application ID word in ICSP
mode.
FIGURE 4-1: CONFIRMING PRESENCE
OF THE PROGRAMMING
EXECUTIVE
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5.5.3 PROGRAMMING VERIFICATION

Once code memory is programmed, the contents of
memory can be verified to ensure that programming
was successful. Verification requires code memory to
be read back and compared against the copy held in
the programmer’s buffer.

The READP command can be used to read back all the
programmed code memory.

Alternatively, you can have the programmer perform
the verification once the entire device is programmed
using a checksum computation, as described in
Section 6.8 “Checksum Computation”.

5.6 Data EEPROM Programming

5.6.1 OVERVIEW

The panel architecture for the data EEPROM memory
array consists of 128 rows of sixteen 16-bit data words.
Each panel stores 2K words. All devices have either
one or no memory panels. Devices with data EEPROM
provide either 512 words, 1024 words or 2048 words of
memory on the one panel (see Table 5-3).

TABLE 5-3: DATA EEPROM SIZE
Device Da!ta EEPROM | Number of
Size (Words) Rows

dsPIC30F2010 512 32
dsPIC30F2011 0 0
dsPIC30F2012 0 0
dsPIC30F3010 512 32
dsPIC30F3011 512 32
dsPIC30F3012 512 32
dsPIC30F3013 512 32
dsPIC30F3014 512 32
dsPIC30F4011 512 32
dsPIC30F4012 512 32
dsPIC30F4013 512 32
dsPIC30F5011 512 32
dsPIC30F5013 512 32
dsPIC30F5015 512 32
dsPIC30F5016 512 32
dsPIC30F6010 2048 128
dsPIC30F6010A 2048 128
dsPIC30F6011 1024 64
dsPIC30F6011A 1024 64
dsPIC30F6012 2048 128
dsPIC30F6012A 2048 128
dsPIC30F6013 1024 64
dsPIC30F6013A 1024 64
dsPIC30F6014 2048 128
dsPIC30F6014A 2048 128
dsPIC30F6015 2048 128

5.6.2 PROGRAMMING METHODOLOGY

The programming executive uses the PROGD command
to program the data EEPROM. Figure 5-4 illustrates
the flowchart of the process. Firstly, the number of rows
to program (RemainingRows) is based on the device
size, and the destination address (DestAddress) is set
to ‘0’. In this example, 128 rows (2048 words) of data
EEPROM will be programmed.

The first PROGD command programs the first row of
data EEPROM. Once the command completes
successfully, ‘RemainingRows’ is decremented by 1
and compared with 0. Since there are 127 more rows
to program, ‘BaseAddress’ is incremented by 0x20 to
point to the next row of data EEPROM. This process is
then repeated until all 128 rows of data EEPROM are
programmed.
FIGURE 5-4: FLOWCHART FOR
PROGRAMMING
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TABLE 5-5: FOSC CONFIGURATION BITS DESCRIPTION FOR dsPIC30F4011/4012 AND

dsPIC30F5011/5013
Bit Field Register Description
FCKSM<1:0> |FOSC Clock Switching Mode

1x = Clock switching is disabled, Fail-Safe Clock Monitor is disabled
01 = Clock switching is enabled, Fail-Safe Clock Monitor is disabled
00 = Clock switching is enabled, Fail-Safe Clock Monitor is enabled

FOS<1:0> FOSC Oscillator Source Selection on POR

11 = Primary Oscillator

10 = Internal Low-Power RC Oscillator

01 = Internal Fast RC Oscillator

00 = Low-Power 32 kHz Oscillator (Timer1 Oscillator)

FPR<3:0> FOSC Primary Oscillator Mode

1111 = ECIO w/PLL 16X — External Clock mode with 16X PLL. OSC2 pin is I/O

1110 = ECIO w/PLL 8X — External Clock mode with 8X PLL. OSC2 pin is I/O

1101 = ECIO w/PLL 4X — External Clock mode with 4X PLL. OSC2 pin is /O

1100 = ECIO - External Clock mode. OSC2 pin is I/O

1011 = EC — External Clock mode. OSC2 pin is system clock output (FOsc/4)

1010 = FRC w/PLL 8x — Internal fast RC oscillator with 8x PLL. OSC2 pin is I/O

1001 = ERC - External RC Oscillator mode. OSC2 pin is system clock output
(Foscl/4)

1000 = ERCIO - External RC Oscillator mode. OSC2 pin is /O

0111 = XT w/PLL 16X — XT Crystal Oscillator mode with 16X PLL

0110 = XT w/PLL 8X — XT Crystal Oscillator mode with 8X PLL

0101 = XT w/PLL 4X — XT Crystal Oscillator mode with 4X PLL

0100 = XT — XT Crystal Oscillator mode (4 MHz-10 MHz crystal)

0011 = FRC w/PLL 16x — Internal fast RC oscillator with 16x PLL. OSC2 pin is I/O

0010 = HS — HS Crystal Oscillator mode (10 MHz-25 MHz crystal)

0001 = FRC w/PLL 4x — Internal fast RC oscillator with 4x PLL. OSC2 pin is I/O

0000 = XTL — XTL Crystal Oscillator mode (200 kHz-4 MHz crystal)

DS70102K-page 10 © 2010 Microchip Technology Inc.
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TABLE 5-6: FOSC CONFIGURATION BITS DESCRIPTION FOR dsPIC30F2011/2012,
dsPIC30F3010/3011/3012/3013/3014, dsPIC30F4013, dsPIC30F5015/5016,
dsPIC30F6010A/6011A/6012A/6013A/6014A AND dsPIC30F6015

Bit Field Register Description
FCKSM<1:0> |FOSC Clock Switching Mode
1x = Clock switching is disabled, Fail-Safe Clock Monitor is disabled
01 = Clock switching is enabled, Fail-Safe Clock Monitor is disabled
00 = Clock switching is enabled, Fail-Safe Clock Monitor is enabled
FOS<2:0> FOSC Oscillator Source Selection on POR
111 = Primary Oscillator
110 = Reserved
101 = Reserved
100 = Reserved
011 = Reserved
010 = Internal Low-Power RC Oscillator
001 = Internal Fast RC Oscillator (no PLL)
000 = Low-Power 32 kHz Oscillator (Timer1 Oscillator)
FPR<4:0> FOSC Primary Oscillator Mode (when FOS<2:0> = 111b)

11xxx = Reserved (do not use)
10111 = HS/3 w/PLL 16X — HS/3 crystal oscillator with 16X PLL
(10 MHz-25 MHz crystal)
10110 = HS/3 w/PLL 8X — HS/3 crystal oscillator with 8X PLL
(10 MHz-25 MHz crystal)
10101 = HS/3 w/PLL 4X — HS/3 crystal oscillator with 4X PLL
(10 MHz-25 MHz crystal)
10100 = Reserved (do not use)
10011 = HS/2 w/PLL 16X — HS/2 crystal oscillator with 16X PLL
(10 MHz-25 MHz crystal)
10010 = HS/2 w/PLL 8X — HS/2 crystal oscillator with 8X PLL
(10 MHz-25 MHz crystal
10001 = HS/2 w/PLL 4X — HS/2 crystal oscillator with 4X PLL
(10 MHz-25 MHz crystal)
10000 = Reserved (do not use)
01111 = ECIO w/PLL 16x — External clock with 16x PLL. OSC2 pin is I/O
01110 = ECIO w/PLL 8x — External clock with 8x PLL. OSC2 pin is I/0
01101 = ECIO w/PLL 4x — External clock with 4x PLL. OSC2 pin is I/O
01100 = Reserved (do not use)
01011 = Reserved (do not use)
01010 = FRC w/PLL 8x — Internal fast RC oscillator with 8x PLL. OSC2 pin is I/O
01001 = Reserved (do not use)
01000 = Reserved (do not use)
00111 = XT w/PLL 16X — XT crystal oscillator with 16X PLL
00110 = XT w/PLL 8X — XT crystal oscillator with 8X PLL
00101 = XT w/PLL 4X — XT crystal oscillator with 4X PLL
00100 = Reserved (do not use)
00011 = FRC w/PLL 16x — Internal fast RC oscillator with 8x PLL. OSC2 pin is I/O
00010 = Reserved (do not use)
00001 = FRC w/PLL 4x — Internal fast RC oscillator with 4x PLL. OSC2 pin is I/O
00000 = Reserved (do not use)

© 2010 Microchip Technology Inc. DS70102K-page 11
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TABLE 5-6: FOSC CONFIGURATION BITS DESCRIPTION FOR dsPIC30F2011/2012,
dsPIC30F3010/3011/3012/3013/3014, dsPIC30F4013, dsPIC30F5015/5016,
dsPIC30F6010A/6011A/6012A/6013A/6014A AND dsPIC30F6015 (CONTINUED)

Bit Field Register Description
FPR<4:0> FOSC Alternate Oscillator Mode (when FOS<2:0> = 011b)

1xxxx = Reserved (do not use)

0111x = Reserved (do not use)

01101 = Reserved (do not use)

01100 = ECIO — External clock. OSC2 pin is I/O

01011 = EC — External clock. OSC2 pin is system clock output (FOsc/4)
01010 = Reserved (do not use)

01001 = ERC — External RC oscillator. OSC2 pin is system clock output (Fosc/4)
01000 = ERCIO - External RC oscillator. OSC2 pin is I/O

00111 = Reserved (do not use)

00110 = Reserved (do not use)

00101 = Reserved (do not use)

00100 = XT — XT crystal oscillator (4 MHz-10 MHz crystal)

00010 = HS — HS crystal oscillator (10 MHz-25 MHz crystal)

00001 = Reserved (do not use)

00000 = XTL — XTL crystal oscillator (200 kHz-4 MHz crystal)

DS70102K-page 12
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TABLE 5-7:

CONFIGURATION BITS DESCRIPTION (CONTINUED)

Bit Field

Register

Description

EBS

FBS

Boot Segment Data EEPROM Code Protection (only present in dsPIC30F5011/

5013/6010A/6011A/6012A/6013A/6014A/6015)

1 =No Data EEPROM is reserved for Boot Segment

0 = 128 bytes of Data EEPROM are reserved for Boot Segment in dsPIC30F5011/
5013, and 256 bytes in dsPIC30F6010A/6011A/6012A/6013A/6014A/6015

BSS<2:0>

FBS

Boot Segment Program Memory Code Protection (only present in
dsPIC30F5011/5013/6010A/6011A/6012A/6013A/6014A/6015)
111 = No Boot Segment
110 = Standard security; Small-sized Boot Program Flash
[Boot Segment starts after BS and ends at 0x0003FF]
101 = Standard security; Medium-sized Boot Program Flash
[Boot Segment starts after BS and ends at 0x000FFF]
100 = Standard security; Large-sized Boot Program Flash
[Boot Segment starts after BS and ends at 0x001FF]
011 = No Boot Segment
010 = High security; Small-sized Boot Program Flash
[Boot Segment starts after BS and ends at 0Ox0003FF]
001 = High security; Medium-sized Boot Program Flash
[Boot Segment starts after BS and ends at 0xO00FFF]
000 = High security; Large-sized Boot Program Flash
[Boot Segment starts after BS and ends at 0x001FFF]

BWRP

FBS

Boot Segment Program Memory Write Protection (only present in
dsPIC30F5011/5013/6010A/6011A/6012A/6013A/6014A/6015)

1 = Boot Segment program memory is not write-protected

0 = Boot Segment program memory is write-protected

RSS<1:0>

FSS

Secure Segment Data RAM Code Protection (only present in dsPIC30F5011/

5013/6010A/6011A/6012A/6013A/6014A/6015)

11 = No Data RAM is reserved for Secure Segment

10 = Small-sized Secure RAM
[(256 — N) bytes of RAM are reserved for Secure Segment]

01 = Medium-sized Secure RAM
[(768 — N) bytes of RAM are reserved for Secure Segment in dsPIC30F5011/
5013, and (2048 — N) bytes in dsPIC30F6010A/6011A/6012A/6013A/6014A/
6015]

00 = Large-sized Secure RAM
[(1024 — N) bytes of RAM are reserved for Secure Segment in dsPIC30F5011/
5013, and (4096 — N) bytes in dsPIC30F6010A/6011A/6012A/6013A/6014A/
6015]
where N = Number of bytes of RAM reserved for Boot Sector.

ESS<1:0>

FSS

Secure Segment Data EEPROM Code Protection (only present in

dsPIC30F5011/5013/6010A/6011A/6012A/6013A/6014A/6015)

11 = No Data EEPROM is reserved for Secure Segment

10 = Small-sized Secure Data EEPROM
[(128 — N) bytes of Data EEPROM are reserved for Secure Segment in
dsPIC30F5011/5013, and (256 — N) bytes in dsPIC30F6010A/6011A/6012A/
6013A/6014A/6015]

01 = Medium-sized Secure Data EEPROM
[(256 — N) bytes of Data EEPROM are reserved for Secure Segment in
dsPIC30F5011/5013, and (512 — N) bytes in dsPIC30F6010A/6011A/6012A/
6013A/6014A/6015]

00 = Large-sized Secure Data EEPROM
[(512 — N) bytes of Data EEPROM are reserved for Secure Segment in
dsPIC30F5011/5013, (1024 — N) bytes in dsPIC30F6011A/6013A, and (2048 —
N) bytes in dsPIC30F6010A/6012A/6014A/6015]
where N = Number of bytes of Data EEPROM reserved for Boot Sector.

DS70102K-page 14
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8.5 Command Descriptions

All commands that are supported by the programming
executive are described in Section 8.5.1 “SCHECK
Command”  through  Section 8.5.11 “QVER
Command”.

8.5.1 SCHECK COMMAND

15 12 11 0
Opcode Length
Field Description
Opcode 0x0
Length 0x1

The SCHECK command instructs the programming
executive to do nothing, but generate a response. This
command is used as a “sanity check” to verify that the
programming executive is operational.

Expected Response (2 words):
0x1000
0x0002

Note: This instruction is not required for
programming, but is provided for
development purposes only.

8.5.2 READD COMMAND

15 12 1" 8 7 0
Opcode Length
Reserved0 N
Reserved1 Addr_MSB
Addr_LS
Field Description
Opcode 0x1
Length 0x4
Reserved0 |0x0
N Number of 16-bit words to read
(max of 2048)
Reserved1 |0x0
Addr MSB | MSB of 24-bit source address
Addr_LS LS 16 bits of 24-bit source address

The READD command instructs the programming
executive to read N 16-bit words of memory starting
from the 24-bit address specified by Addr_MSB and
Addr_LS. This command can only be used to read
16-bit data. It can be used to read data EEPROM,
Configuration registers and the device ID.

Expected Response (2+N words):
0x1100

N+2

Data word 1

Data word N

Note: Reading unimplemented memory will
cause the programming executive to
reset.

© 2010 Microchip Technology Inc.
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8.56.5 PROGP COMMAND

15 12 11 8 7 0
Opcode Length
Reserved Addr_MSB
Addr_LS
D 1
D 2
D N
Field Description
Opcode 0x5
Length 0x33
Reserved 0x0
Addr_MSB | MSB of 24-bit destination address
Addr_LS LS 16 bits of 24-bit destination address
D_1 16-bit data word 1
D 2 16-bit data word 2
16-bit data word 3 through 47
D_48 16-bit data word 48

8.5.6 PROGC COMMAND

15 12 1" 8 7 0
Opcode Length
Reserved Addr_MSB
Addr_LS
Data
Field Description
Opcode 0x6
Length 0x4
Reserved 0x0
Addr_MSB MSB of 24-bit destination address
Addr_LS LS 16 bits of 24-bit destination
address

Data Data to program

The PROGP command instructs the programming
executive to program one row of code memory
(32 instruction words) to the specified memory
address. Programming begins with the row address
specified in the command. The destination address
should be a multiple of 0x40.

The data to program to memory, located in command
words D_1 through D_48, must be arranged using the
packed instruction word format shown in Figure 8-2.

After all data has been programmed to code memory,
the programming executive verifies the programmed
data against the data in the command.

Expected Response (2 words):
0x1500
0x0002

Note:  Refer to Table 5-2 for code memory size
information.

The PROGC command programs data to the specified
Configuration register and verifies the programming.
Configuration registers are 16 bits wide, and this
command allows one Configuration register to be
programmed.

Expected Response (2 words):
0x1600
0x0002

Note: This command can only be used forI

programming Configuration registers.

© 2010 Microchip Technology Inc.
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8.5.7 ERASEB COMMAND

15 12 11 2 0
Opcode Length
Reserved MS
Field Description
Opcode | 0x7
Length 0x2

Reserved | 0x0

MS Select memory to erase:

0x0 = All Code in General Segment
0x1 = All Data EEPROM in General
Segment

0x2 = All Code and Data EEPROM in
General Segment, interrupt vectors and
FGS Configuration register

0x3 = Full Chip Erase

0x4 = All Code and Data EEPROM in
Boot, Secure and General Segments,
and FBS, FSS and FGS Configuration
registers

0x5 = All Code and Data EEPROM in
Secure and General Segments, and
FSS and FGS Configuration registers
0x6 = All Data EEPROM in Boot
Segment

0x7 = All Data EEPROM in Secure
Segment

The ERASEB command performs a Bulk Erase. The MS
field selects the memory to be bulk erased, with options
for erasing Code and/or Data EEPROM in individual
memory segments.

When Full Chip Erase is selected, the following
memory regions are erased:

» All code memory (even if code-protected)
+ All data EEPROM
» All code-protect Configuration registers

Only the executive code memory, Unit ID, device ID
and Configuration registers that are not code-protected
remain intact after a Chip Erase.

Expected Response (2 words):
0x1700
0x0002

8.5.8 ERASED COMMAND

15 12 1" 8 7 0
Opcode Length
Num_Rows Addr_MSB
Addr_LS
Field Description
Opcode 0x8
Length 0x3

Num_Rows | Number of rows to erase (max of 128)

Addr MSB | MSB of 24-bit base address

Addr_LS LS 16 bits of 24-bit base address

The ERASED command erases the specified number of
rows of data EEPROM from the specified base
address. The specified base address must be a
multiple of 0x20. Since the data EEPROM is mapped
to program space, a 24-bit base address must be
specified.

After the erase is performed, all targeted bytes of data
EEPROM will contain OxFF.

Expected Response (2 words):
0x1800
0x0002

Note: The ERASED command cannot be used to
erase the Configuration registers or
device ID. Code-protect Configuration
registers can only be erased with the
ERASEB command, while the device ID is

read-only.

Note: A Full Chip Erase cannot be performed in
low-voltage programming systems (VDD
less than 4.5 volts). ERASED and ERASEP
must be used to erase code memory,
executive memory and data memory.
Alternatively, individual Segment Erase
operations may be performed.

DS70102K-page 28
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TABLE 10-3: DEVICE ID BITS DESCRIPTION
Bit Field Register Description
DEVID<15:0> DEVID Encodes the device ID.
PROC<3:0> DEVREV Encodes the process of the device (always read as 0x001).
REV<5:0> DEVREV Encodes the major revision number of the device.
000000 =A
000001 =B
000010=C
DOT<5:0> DEVREV Encodes the minor revision number of the device.
000000=0
000001 =1
000010=2
000011 =3
Examples:
Rev A.1=0000 0000 0000 0001

Rev A.2=0000 0000 0000 0010
Rev B.0=0000 0000 0100 0000
This formula applies to all dsPIC30F devices, with the exception of the following:
« dsPIC30F6010
+ dsPIC30F6011
+ dsPIC30F6012
+ dsPIC30F6013
+ dsPIC30F6014
Refer to Table 10-1 for the actual revision IDs.

© 2010 Microchip Technology Inc.
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11.3 Entering ICSP Mode

The ICSP mode is entered by holding PGC and PGD
low, raising MCLR/VPP to VIHH (high voltage), and then
performing additional steps as illustrated in Figure 11-
4.

Note 1: The sequence that places the device into
ICSP mode places all unused I/O pins to
the high-impedance state.

2: Once ICSP mode is entered, the PC is
set to 0x0 (the Reset vector).

3: Before leaving the Reset vector, execute
two GOTO instructions, followed by a
single NOP instruction must be executed.

FIGURE 11-4: ENTERING ICSP™ MODE

. " P .. Ams | ,10“.5 © 4ms .

-~ - ——»'
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11.4 Flash Memory Programming in
ICSP Mode

Programming in ICSP mode is described in
Section 11.4.1 “Programming Operations” through
Section 11.4.3 “Starting and Stopping a Program-
ming Cycle”. Step-by-step procedures are described
in Section 11.5 “Erasing Program Memory in
Normal-Voltage Systems” through Section 11.13
“Reading the Application ID Word”. All programming
operations must use serial execution, as described in
Section 11.2 “ICSP Operation”.

11.4.1 PROGRAMMING OPERATIONS

Flash memory write and erase operations are
controlled by the NVMCON register. Programming is
performed by setting NVMCON to select the type of
erase operation (Table 11-2) or write operation
(Table 11-3), writing a key sequence to enable the
programming and initiating the programming by setting
the WR control bit, NVMCON<15>.

In ICSP mode, all programming operations are
externally timed. An external 2 ms delay must be used

between setting the WR control bit and clearing the WR
control bit to complete the programming operation.

TABLE 11-2: NVMCON ERASE

OPERATIONS
NVMCON .
Value Erase Operation
0x407F Erase all code memory, data memory
(does not erase UNIT ID).
0x4075 Erase 1 row (16 words) of data
EEPROM.
0x4074 Erase 1 word of data EEPROM.
0x4072 Erase all executive memory.
0x4071 Erase 1 row (32 instruction words)
from 1 panel of code memory.
0x406E Erase Boot Secure and General

Segments, then erase FBS, FSS and
FGS configuration registers.

0x4066 Erase all Data EEPROM allocated to
Boot Segment.

0x405E Erase Secure and General Segments,
then erase FSS and FGS configuration
registers.

0x4056 Erase all Data EEPROM allocated to
Secure Segment.

0x404E Erase General Segment, then erase
FGS configuration register.

0x4046 Erase all Data EEPROM allocated to

General Segment.

TABLE 11-3: NVMCON WRITE
OPERATIONS

NVMCON

Value Write Operation

0x4008 Write 1 word to configuration

memory.
0x4005 Write 1 row (16 words) to data memory.
0x4004 Write 1 word to data memory.

0x4001 Write 1 row (32 instruction words) into

1 panel of program memory.

11.4.2 UNLOCKING NVMCON FOR
PROGRAMMING

Writes to the WR bit (NVMCON<15>) are locked to
prevent accidental programming from taking place.
Writing a key sequence to the NVMKEY register
unlocks the WR bit and allows it to be written to. The
unlock sequence is performed as follows:

MOV #0x55, W8
MOV W8, NVMKEY
MOV #0xAA, W9
MOV W9, NVMKEY

Note:  Any working register, or working register
pair, can be used to write the unlock
sequence.

11.4.3 STARTING AND STOPPING A
PROGRAMMING CYCLE

Once the unlock key sequence has been written to the
NVMKEY register, the WR bit (NVMCON<15>) is used
to start and stop an erase or write cycle. Setting the WR
bit initiates the programming cycle. Clearing the WR bit
terminates the programming cycle.

All erase and write cycles must be externally timed. An
external delay must be used between setting and
clearing the WR bit. Starting and stopping a
programming cycle is performed as follows:

BSET NVMCON, #WR
<Wait 2 ms>
BCLR NVMCON, #WR

11.5 Erasing Program Memory in
Normal-Voltage Systems

The procedure for erasing program memory (all code
memory, data memory, executive memory and code-
protect bits) consists of setting NVMCON to 0x407F,
unlocking NVMCON for erasing and then executing the
programming cycle. This method of bulk erasing pro-
gram memory only works for systems where VDD is
between 4.5 volts and 5.5 volts. The method for erasing
program memory for systems with a lower VbD (3.0
volts-4.5 volts) is described in Section 6.1 “Erasing
Memory”.
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Table 11-4 shows the ICSP programming process for
bulk-erasing program memory. This process includes
the ICSP command code, which must be transmitted
(for each instruction) to the Least Significant bit first
using the PGC and PGD pins (see Figure 11-2).

If an individual Segment Erase operation is required,
the NVMCON value must be replaced by the value for
the corresponding Segment Erase operation.

Note:  Program memory must be erased before
writing any data to program memory.

TABLE 11-4:  SERIAL INSTRUCTION EXECUTION FOR BULK ERASING PROGRAM MEMORY

(ONLY IN NORMAL-VOLTAGE SYSTEMS)

Command Data
(Binary) (Hexadecimal)

Description

Step 1: Exit the Reset vector.

0000 040100 GOTO 0x100
0000 040100 GOTO 0x100
0000 000000 NOP

Step 2: Set NVMCON to program the FBS Configuration register.(")

0000 24008A MOV #0x4008,

w10

0000 883B0A MOV W10, NVMCON

Step 3: Initialize the TBLPAG and write pointer (W7) for TBLWT instruction for Configuration register.“)

0000 200F80 MOV #0xF8, WO
0000 880190 MOV W0, TBLPAG
0000 200067 MOV #0x6, W7
Step 4: Load the Configuration Register data to W6.(1)
0000 EB0300 CLR W6

0000 000000 NOP

Step 5: Load the Configuration Register write latch. Advance W7 to point to next Configuration register.“)

0000 BB1B86 TBLWTL W6, [W7++

]

Step 6: Unlock the NVMCON for programming the Configuration register.m

0000 200558 MOV  #0x55, W8
0000 200AA9 MOV  #0xAA, W9
0000 883B38 MOV W8, NVMKEY
0000 883B39 MOV W9, NVMKEY

Step 7: Initiate the programming cycle.“)

0000 ABET761 BSET NVMCON, #WR
0000 000000 NOP

0000 000000 NOP

— - Externally time 2 ms
0000 000000 NOP

0000 000000 NOP

0000 A9E761 BCLR NVMCON, #WR
0000 000000 NOP

0000 000000 NOP

Step 8: Repeat steps 5-7 one time to program 0x0000 to RESERVED2 Configuration register.m

Step 9: Set the NVMCON to erase all Program Memory.

00000 2407FA MOV #0x407F, W10
0000 883B0A MOV W10, NVMCON

Step 10: Unlock the NVMCON for programming.

Note 1: Steps 2-8 are only required for the dsPIC30F5011/5013 devices. These steps may be skipped for all other

devices in the dsPIC30F family.
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TABLE 11-5: SERIAL INSTRUCTION EXECUTION FOR ERASING PROGRAM MEMORY
(EITHER IN LOW-VOLTAGE OR NORMAL-VOLTAGE SYSTEMS) (CONTINUED)
Command Data Description
(Binary) (Hexadecimal) P
Step 6: Update the row address stored in NVMADRU:NVMADR. When W6 rolls over to 0x0, NVMADRU must be
incremented.

0000 430307 ADD W6, W7, W6

0000 AF0042 BTSC SR, #C

0000 EC2764 INC NVMADRU

0000 883B16 MOV W6, NVMADR

Step 7: Reset device internal PC.

0000 040100 GOTO 0x100

0000 000000 NOP

Step 8: Repeat Steps 3-7 until all rows of code memory are erased.

Step 9: Initialize NVMADR and NVMADRU to erase executive memory and initialize W7 for row address updates.

0000
0000
0000
0000
0000

EB0300
883B16
200807
883B27
200407

Step 10: Set NVMCON to erase 1

0000
0000

24071A
883B0A

CLR W6
MOV W6, NVMADR
MOV #0x80, W7
MOV W7, NVMADRU
MOV #0x40, W7
row of executive memory.
MOV #0x4071, W10
MOV W10, NVMCON

Step 11: Unlock the NVMCON to erase 1 row of executive memory.

0000 200558 MOV #0x55, W8

0000 883B38 MOV W8, NVMKEY

0000 200AA9 MOV #0xAA, W9

0000 883B39 MOV W9, NVMKEY

Step 12: Initiate the erase cycle.

0000 ABE761 BSET NVMCON, #WR

0000 000000 NOP

0000 000000 NOP

- - Externally time ‘P13a’ ms (see Section 13.0 “AC/DC Characteristics and
Timing Requirements”)

0000 000000 NOP

0000 000000 NOP

0000 A9E761 BCLR NVMCON, #WR

0000 000000 NOP

0000 000000 NOP

Step 13: Update the row address stored in NVMADR.

0000 430307 ADD W6, W7, W6
0000 883B16 MOV W6, NVMADR
Step 14: Reset device internal PC.

0000 040100 GOTO 0x100

0000 000000 NOP

Step 15: Repeat Steps 10-14 until

all 24 rows of executive memory are erased.

Step 16: Initialize NVMADR and NVMADRU to erase data memory and initialize W7 for row address updates.
0000 2XXXX6 MOV #<lower 16-bits of starting Data EEPROM address>, W6
0000 883B16 MOV W6, NVMADR

0000 2007F6 MOV #0x7F, W6

0000 883B16 MOV W6, NVMADRU

0000 200207 MOV #0x20, W7

Step 17: Set NVMCON to erase 1 row of data memory.

0000 24075A MOV #0x4075, W10

0000 883B0A MOV W10, NVMCON
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11.13 Reading the Application ID Word

The application ID word is stored at address 0x8005BE
in executive code memory. To read this memory
location, you must use the SIX control code to move
this program memory location to the VISI register. The
REGOUT control code must then be used to clock the
contents of the VISI register out of the device. The
corresponding control and instruction codes that must
be serially transmitted to the device to perform this
operation are shown in Table 11-13.

Once the programmer has clocked-out the application
ID word, it must be inspected. If the application ID has
the value 0xBB, the programming executive is resident
in memory and the device can be programmed using
the mechanism described in Section 5.0 “Device
Programming”. However, if the application ID has any
other value, the programming executive is not resident
in memory. It must be loaded to memory before the
device can be programmed. The procedure for loading
the programming executive to the memory is described
in Section 12.0 “Programming the Programming
Executive to Memory”.

11.14 Exiting ICSP Mode

After confirming that the programming executive is
resident in memory, or loading the programming
executive, ICSP mode is exited by removing power to
the device or bringing MCLR to VIL. Programming can
then take place by following the procedure outlined in
Section 5.0 “Device Programming”.

TABLE 11-13: SERIAL INSTRUCTION EXECUTION FOR READING THE APPLICATION ID WORD

Command Data Describtion
(Binary) (Hexadecimal) P

Step 1: Exit the Reset vector.

0000 040100 GOTO 0x100

0000 040100 GOTO 0x100

0000 000000 NOP

Step 2: Initialize TBLPAG and the read pointer (W0) for TBLRD instruction.

0000 200800 MOV #0x80, WO
0000 880190 MOV WO, TBLPAG
0000 205BEO MOV #0x5BE, WO
0000 207841 MOV VISI, Wl
0000 000000 NOP

0000 BA0890 TBLRDL [WO], [W1]
0000 000000 NOP

0000 000000 NOP

Step 3: Output the VISI register using the REGOUT command.

0001 <VISI>
0000 000000 NOP

Clock out contents of the VISI register

© 2010 Microchip Technology Inc.
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12.0 PROGRAMMING THE
PROGRAMMING EXECUTIVE
TO MEMORY

12.1 Overview

If it is determined that the programming executive does
not reside in executive memory (as described in
Section 4.0 “Confirming the Contents of Executive
Memory”), it must be programmed into executive
memory using ICSP and the techniques described in
Section 11.0 “ICSP™ Mode”.

Storing the programming executive to executive
memory is similar to normal programming of code
memory. The executive memory must first be erased,
and then the programming executive must be
programmed 32 words at a time. This control flow is
summarized in Table 12-1.

TABLE 12-1: PROGRAMMING THE PROGRAMMING EXECUTIVE
Command Data Descriotion
(Binary) | (Hexadecimal) P
Step 1: Exit the Reset vector and erase executive memory.
0000 040100 GOTO 0x100
0000 040100 GOTO 0x100
0000 000000 NOP

Step 2: Initialize the NVMCON to erase executive memory.

0000 24072A MOV #0x4072, W10
0000 883B0A MOV W10, NVMCON
Step 3: Unlock the NVMCON for programming.

0000 200558 MOV #0x55, W8
0000 883B38 MOV W8, NVMKEY
0000 200ARA9 MOV #0xAA, WO
0000 883B39 MOV W9, NVMKEY

Step 4: Initiate the erase cycle.

0000 A8ET61 BSET NVMCON, #15

0000 000000 NOP

0000 000000 NOP

- - Externally time ‘P13a’ ms (see Section 13.0 “AC/DC Characteristics and
Timing Requirements”)

0000 000000 NOP

0000 000000 NOP

0000 AIET61 BCLR NVMCON, #15

0000 000000 NOP

0000 000000 NOP

Step 5: Initialize the TBLPAG and the write pointer (W7).

0000 200800 MOV #0x80, WO

0000 880190 MOV W0, TBLPAG

0000 EB0380 CLR W7

0000 000000 NOP

0000 000000 NOP

Step 6: Initialize the NVMCON to program 32 instruction words.

0000 24001A MOV #0x4001, W10

0000 883B0A MOV W10, NVMCON

pointer and W7 as a write pointer.

Step 7: Load W0:WS5 with the next 4 words of packed programming executive code and initialize W6 for
programming. Programming starts from the base of executive memory (0x800000) using W6 as a read

0000 2<LSW0>0 MOV #<LSWO>, WO
0000 2<MSB1:MSBO>1 MOV #<MSB1:MSB0>,
0000 2<LSW1>2 MOV #<LSW1>, W2
0000 2<LSW2>3 MOV #<LSW2>, W3
0000 2<MSB3:MSB2>4 MOV #<MSB3:MSB2>,
0000 2<LSW3>5 MOV #<LSW3>, W5

Wl

w4
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13.0 AC/DC CHARACTERISTICS AND TIMING REQUIREMENTS
TABLE 13-1: AC/DC CHARACTERISTICS

Standard Operating Conditions
AC/DC CHARACTERISTICS (unless otherwise stated)
Operating Temperature: 25° C is recommended
Paerm. Sym Characteristic Min Max Units Conditions
D110 VIHH High Programming Voltage on MCLR/VPP 9.00 13.25 \% —
D112 IpP Programming Current on MCLR/VPP — 300 PA —
D113 IDDP Supply Current during programming — 30 mA Row Erase
Program
memory
— 30 mA Row Erase
Data EEPROM
— 30 mA Bulk Erase
D001 VDD Supply voltage 25 5.5 \Y —
D002 VDDBULK | Supply voltage for Bulk Erase 4.5 5.5 \Y —
programming
D031 ViL Input Low Voltage Vss 0.2 Vss \Y, —
D041 VIH Input High Voltage 0.8 Vbb VDD Vv —
D080 VoL Output Low Voltage — 0.6 \% loL=8.5mA
D090 VOH Output High Voltage VoD - 0.7 — \Y, IoH =-3.0 mA
D012 Cio Capacitive Loading on I/O Pin (PGD) — 50 pF To meet AC
specifications
P1 TSCLK Serial Clock (PGC) period 50 — ns ICSP™ mode
1 — us Enhanced
ICSP mode
P1a TscLKL | Serial Clock (PGC) low time 20 — ns ICSP mode
400 — ns Enhanced
ICSP mode
P1b TscLkH | Serial Clock (PGC) high time 20 — ns ICSP mode
400 — ns Enhanced
ICSP mode
P2 TSET1 Input Data Setup Timer to PGC | 15 — ns —
P3 THLD1 Input Data Hold Time from PGC | 15 — ns —
P4 ToLY1 Delay between 4-bit command and 20 — ns —
command operand
P4a ToLy1la | Delay between 4-bit command operand 20 — ns —
and next 4-bit command
P5 TDLY2 Delay between last PGC lof command to 20 — ns —
first PGC T of VISI output
P6 TSET2 vop T setup time to MCLR/VPP 100 — ns —
P7 THLD2 Input data hold time from MCLR/Vep T 2 — us ICSP mode
5 — ms Enhanced
ICSP mode
P8 TDLY3 Delay between last PGC { of command 20 — us —
word to PGD driven T by programming
executive
P9a TDLY4 Programming Executive Command 10 — us —
processing time
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TABLE 13-1:

AC/DC CHARACTERISTICS (CONTINUED)

AC/DC CHARACTERISTICS

Standard Operating Conditions

(unless otherwise stated)

Operating Temperature: 25°C is recommended

Par‘;'zm. Sym Characteristic Min Max Units Conditions
P9b TDLY5S Delay between PGD | by programming 15 — us —
executive to PGD released by
programming executive
P10 TDLY6 Delay between PGD released by 5 — us —
programming executive to first PGC T of
response
P11 TDLY7 Delay between clocking out response 10 — us —
words
P12a TPROG Row Programming cycle time 1 4 ms ICSP mode
P12b TPROG Row Programming cycle time 0.8 2.6 ms Enhanced
ICSP mode
P13a TERA Bulk/Row Erase cycle time 1 4 ms ICSP mode
P13b TERA Bulk/Row Erase cycle time 0.8 2.6 ms Enhanced
ICSP mode
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intended manner and under normal conditions.

. There are dishonest and possibly illegal methods used to breach the code protection feature. All of these methods, to our
knowledge, require using the Microchip products in a manner outside the operating specifications contained in Microchip’s Data
Sheets. Most likely, the person doing so is engaged in theft of intellectual property.

. Microchip is willing to work with the customer who is concerned about the integrity of their code.

. Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their code. Code protection does not
mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the code protection features of our
products. Attempts to break Microchip’s code protection feature may be a violation of the Digital Millennium Copyright Act. If such acts
allow unauthorized access to your software or other copyrighted work, you may have a right to sue for relief under that Act.

Information contained in this publication regarding device
applications and the like is provided only for your convenience
and may be superseded by updates. It is your responsibility to
ensure that your application meets with your specifications.
MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR
IMPLIED, WRITTEN OR ORAL, STATUTORY OR
OTHERWISE, RELATED TO THE INFORMATION,
INCLUDING BUT NOT LIMITED TO ITS CONDITION,
QUALITY, PERFORMANCE, MERCHANTABILITY OR
FITNESS FOR PURPOSE. Microchip disclaims all liability
arising from this information and its use. Use of Microchip
devices in life support and/or safety applications is entirely at
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