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Welcome to E-XFL.COM

What is "Embedded - Microcontrollers"?

"Embedded - Microcontrollers" refer to small, integrated
circuits designed to perform specific tasks within larger
systems. These microcontrollers are essentially compact
computers on a single chip, containing a processor core,
memory, and programmable input/output peripherals.
They are called "embedded" because they are embedded
within electronic devices to control various functions,
rather than serving as standalone computers.
Microcontrollers are crucial in modern electronics,
providing the intelligence and control needed for a wide
range of applications.

Applications of "Embedded -
Microcontrollers"

Embedded microcontrollers are used in virtually every
sector of electronics, providing the necessary control and
processing power for a multitude of applications. In
consumer electronics, they manage the operations of
smartphones, home appliances, and wearable devices. In
automotive systems, microcontrollers control engine
functions, safety features, and infotainment systems.
Industrial applications rely on microcontrollers for
automation, robotics, and process control. Additionally,
microcontrollers are integral in medical devices, handling
functions such as monitoring, diagnostics, and control of
therapeutic equipment. Their versatility and
programmability make them essential components in
creating efficient, responsive, and intelligent electronic
systems.

Common Subcategories of "Embedded -
Microcontrollers"

Embedded microcontrollers can be categorized based on
their architecture, performance, and application focus.
Common subcategories include 8-bit, 16-bit, and 32-bit
microcontrollers, differentiated by their processing power
and memory capacity. 8-bit microcontrollers are typically
used in simple applications like basic control systems and
small devices. 16-bit microcontrollers offer a balance
between performance and complexity, suitable for
medium-scale applications like industrial automation. 32-
bit microcontrollers provide high performance and are
used in complex applications requiring advanced
processing, such as automotive systems and sophisticated
consumer electronics. Each subcategory serves a specific
range of applications, providing tailored solutions for
different performance and complexity needs.

Types of "Embedded - Microcontrollers"

There are various types of embedded microcontrollers,
each designed to meet specific application requirements.
General-purpose microcontrollers are versatile and used in
a wide range of applications, offering a balance of
performance, memory, and peripheral options. Special-
purpose microcontrollers are tailored for specific tasks,
such as automotive controllers, which include features like
built-in motor control peripherals and automotive-grade
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Data Converters A/D 10x10b/12b
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PIC24FJ128GA204 FAMILY
TABLE 1-2: DEVICE FEATURES FOR THE PIC24FJ128GA204 FAMILY: 28-PIN DEVICES
Features PIC24FJ64GA202 PIC24FJ128GA202

Operating Frequency DC – 32 MHz
Program Memory (bytes) 64K 128K
Program Memory (instructions) 22,016 44,032
Data Memory (bytes) 8K
Interrupt Sources (soft vectors/
NMI traps)

71 (67/4) 

I/O Ports Ports A, B
Total I/O Pins 21
Remappable Pins 16 (15 I/Os, 1 Input only)
Timers: 
 Total Number (16-bit) 5(1)

 32-Bit (from paired 16-bit timers) 2
Input Capture w/Timer Channels 6(1)

Output Compare/PWM Channels 6(1)

Input Change Notification Interrupt 21
Serial Communications: 
 UART 4(1)

 SPI (3-wire/4-wire) 3(1)

 I2C™ 2
Digital Signal Modulator (DSM) Yes
JTAG Boundary Scan Yes
12-Bit SAR Analog-to-Digital 
Converter (A/D) (input channels) 

10

Analog Comparators 3
CTMU Interface 10 Channels
Resets (and Delays) Core POR, VDD POR, VBAT POR, BOR, RESET Instruction, 

MCLR, WDT, Illegal Opcode, REPEAT Instruction, 
Hardware Traps, Configuration Word Mismatch 

(OST, PLL Lock)
Instruction Set 76 Base Instructions, Multiple Addressing Mode Variations
Packages 28-Pin SPDIP, SSOP, SOIC and QFN-S
Cryptographic Engine Supports AES with 128, 192 and 256-Bit Key, DES and TDES, 

True Random and Pseudorandom Number Generator, 
On-Chip OTP Storage

RTCC Yes
Note 1: Peripherals are accessible through remappable pins.
DS30010038C-page 12  2013-2015 Microchip Technology Inc.
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 4 Bit 3 Bit 2 Bit 1 Bit 0 All 
Resets

GO LENDIAN — — — 0040

N4 PLEN3 PLEN2 PLEN1 PLEN0 0000

— 0000

0000

xxxx

xxxx

xxxx

xxxx

Bit 3 Bit 2 Bit 1 Bit 0 All 
Resets

OCTRIG1R3 OCTRIG1R2 OCTRIG1R1 OCTRIG1R0 3F3F

INT2R3 INT2R2 INT2R1 INT2R0 3F3F

INT4R3 INT4R2 INT4R1 INT4R0 3F3F

IC1R3 IC1R2 IC1R1 IC1R0 3F3F

IC3R3 IC3R2 IC3R1 IC3R0 3F3F

IC5R3 IC5R2 IC5R1 IC5R0 3F3F

OCFAR3 OCFAR2 OCFAR1 OCFAR0 3F3F

— — — — 3F00

U1RXR3 U1RXR2 U1RXR1 U1RXR0 3F3F

U2RXR3 U2RXR2 U2RXR1 U2RXR0 3F3F

SDI1R3 SDI1R2 SDI1R1 SDI1R0 3F3F

SS1R3 SS1R2 SS1R1 SS1R0 3F3F

SDI2R3 SDI2R2 SDI2R1 SDI2R0 3F3F

SS2R3 SS2R2 SS2R1 SS2R0 3F3F

U4RXR3 U4RXR2 U4RXR1 U4RXR0 3F3F

SDI3R3 SDI3R2 SDI3R1 SDI3R0 3F3F

SS3R<5:0> 003F

MDMIR<5:0> 003F

MDC1R3 MDC1R2 MDC1R1 MDC1R0 3F3F
 
TABLE 4-26: CRC REGISTER MAP

File 
Name Addr Bit 15 Bit 14 Bit 13 Bit 12 Bit 11 Bit 10 Bit 9 Bit 8 Bit 7 Bit 6 Bit 5 Bit

CRCCON1 0158 CRCEN — CSIDL VWORD4 VWORD3 VWORD2 VWORD1 VWORD0 CRCFUL CRCMPT CRCISEL CRC

CRCCON2 015A — — — DWIDTH4 DWIDTH3 DWIDTH2 DWIDTH1 DWIDTH0 — — — PLE

CRCXORL 015C X<15:1>

CRCXORH 015E X<31:16>

CRCDATL 0160 CRC Data Input Register Low

CRCDATH 0162 CRC Data Input Register High

CRCWDATL 0164 CRC Result Register Low

CRCWDATH 0166 CRC Result Register High

Legend: — = unimplemented, read as ‘0’; x = unknown value on Reset. Reset values are shown in hexadecimal.

TABLE 4-27: PERIPHERAL PIN SELECT REGISTER MAP
File 

Name Addr Bit 15 Bit 14 Bit 13 Bit 12 Bit 11 Bit 10 Bit 9 Bit 8 Bit 7 Bit 6 Bit 5 Bit 4

RPINR0 038C — — INT1R5 INT1R4 INT1R3 INT1R2 INT1R1 INT1R0 — — OCTRIG1R5 OCTRIG1R4

RPINR1 038E — — INT3R5 INT3R4 INT3R3 INT3R2 INT3R1 INT3R0 — — INT2R5 INT2R4

RPINR2 0390 — — OCTRIG2R5 OCTRIG2R4 OCTRIG2R3 OCTRIG2R2 OCTRIG2R1 OCTRIG2R0 — — INT4R5 INT4R4

RPINR7 039A — — IC2R5 IC2R4 IC2R3 IC2R2 IC2R1 IC2R0 — — IC1R5 IC1R4

RPINR8 039C — — IC4R5 IC4R4 IC4R3 IC4R2 IC4R1 IC4R0 — — IC3R5 IC3R4

RPINR9 039E — — IC6R5 IC6R4 IC6R3 IC6R2 IC6R1 IC6R0 — — IC5R5 IC5R4

RPINR11 03A2 — — OCFBR5 OCFBR4 OCFBR3 OCFBR2 OCFBR1 OCFBR0 — — OCFAR5 OCFAR4

RPINR17 03AE — — U3RXR5 U3RXR4 U3RXR3 U3RXR2 U3RXR1 U3RXR0 — — — —

RPINR18 03B0 — — U1CTSR5 U1CTSR4 U1CTSR3 U1CTSR2 U1CTSR1 U1CTSR0 — — U1RXR5 U1RXR4

RPINR19 03B2 — — U2CTSR5 U2CTSR4 U2CTSR3 U2CTSR2 U2CTSR1 U2CTSR0 — — U2RXR5 U2RXR4

RPINR20 03B4 — — SCK1R5 SCK1R4 SCK1R3 SCK1R2 SCK1R1 SCK1R0 — — SDI1R5 SDI1R4

RPINR21 03B6 — — U3CTSR5 U3CTSR4 U3CTSR3 U3CTSR2 U3CTSR1 U3CTSR0 — — SS1R5 SS1R4

RPINR22 03B8 — — SCK2R5 SCK2R4 SCK2R3 SCK2R2 SCK2R1 SCK2R0 — — SDI2R5 SDI2R4

RPINR23 03BA — — TMRCKR5 TMRCKR4 TMRCKR3 TMRCKR2 TMRCKR1 TMRCKR0 — — SS2R5 SS2R4

RPINR27 03C2 — — U4CTSR5 U4CTSR4 U4CTSR3 U4CTSR2 U4CTSR1 U4CTSR0 — — U4RXR5 U4RXR4

RPINR28 03C4 — — SCK3R5 SCK3R4 SCK3R3 SCK3R2 SCK3R1 SCK3R0 — — SDI3R5 SDI3R4

RPINR29 03C6 — — — — — — — — — —

RPINR30 03C8 — — — — — — — — — —

RPINR31 03CA — — MDC2R5 MDC2R4 MDC2R3 MDC2R2 MDC2R1 MDC2R0 — — MDC1R5 MDC1R4

Legend: — = unimplemented, read as ‘0’. Reset values are shown in hexadecimal.



PIC24FJ128GA204 FAMILY
SPI1 General 17 9 000026h 000126h IFS0<9> IEC0<9> IPC2<6:4>
SPI1 Transmit 18 10 000028h 000128h IFS0<10> IEC0<10> IPC2<10:8>
SPI1 Receive 66 58 000088h 000188h IFS3<10> IEC3<10> IPC14<10:8>
SPI2 General 40 32 000054h 000154h IFS2<0> IEC2<0> IPC8<2:0>
SPI2 Transmit 41 33 000056h 000156h IFS2<1> IEC2<1> IPC8<6:4>
SPI2 Receive 67 59 00008Ah 00018Ah IFS3<11> IEC3<11> IPC14<14:12>
SPI3 General 98 90 0000C8h 0001C8h IFS5<10> IEC5<10> IPC22<10:8>
SPI3 Transmit 99 91 0000CAh 0001CAh IFS5<11> IEC5<11> IPC22<14:12>
SPI3 Receive 68 60 000054h 000154h IFS3<12> IEC3<12> IPC15<2:0>
Timer1 11 3 00001Ah 00011Ah IFS0<3> IEC0<3> IPC0<14:12>
Timer2 15 7 000022h 000122h IFS0<7> IEC0<7> IPC1<14:12>
Timer3 16 8 000024h 000124h IFS0<8> IEC0<8> IPC2<2:0>
Timer4 35 27 00004Ah 00014Ah IFS1<11> IEC1<11> IPC6<14:12>
Timer5 36 28 00004Ch 00014Ch IFS1<12> IEC1<12> IPC7<2:0>
UART1 Error 73 65 000096h 000196h IFS4<1> IEC4<1> IPC16<6:4>
UART1 Receiver 19 11 00002Ah 00012Ah IFS0<11> IEC0<11> IPC2<14:12>
UART1 Transmitter 20 12 00002Ch 00012Ch IFS0<12> IEC0<12> IPC3<2:0>
UART2 Error 74 66 000098h 000198h IFS4<2> IEC4<2> IPC16<10:8>
UART2 Receiver 38 30 000050h 000150h IFS1<14> IEC1<14> IPC7<10:8>
UART2 Transmitter 39 31 000052h 000152h IFS1<15> IEC1<15> IPC7<14:12>
UART3 Error 89 81 0000B6h 0001B6h IFS5<1> IEC5<1> IPC20<6:4>
UART3 Receiver 90 82 0000B8h 0001B8h IFS5<2> IEC5<2> IPC20<10:8>
UART3 Transmitter 91 83 0000BAh 0001BAh IFS5<3> IEC5<3> IPC20<14:12>
UART4 Error 95 87 0000C2h 0001C2h IFS5<7> IEC5<7> IPC21<14:12>
UART4 Receiver 96 88 0000C4h 0001C4h IFS5<8> IEC5<8> IPC22<2:0>
UART4 Transmitter 97 89 0000C6h 0001C6h IFS5<9> IEC5<9> IPC22<6:4>

TABLE 8-2: IMPLEMENTED INTERRUPT VECTORS (CONTINUED)

Interrupt Source Vector 
#

IRQ 
#

IVT 
Address

AIVT 
Address

Interrupt Bit Locations

Flag Enable Priority
DS30010038C-page 90  2013-2015 Microchip Technology Inc.



PIC24FJ128GA204 FAMILY
REGISTER 8-2: CORCON: CPU CORE CONTROL REGISTER

U-0 U-0 U-0 U-0 U-0 U-0 U-0 U-0
— — — — — — — —

bit 15 bit 8

U-0 U-0 U-0 U-0 R/C-0 r-1 U-0 U-0
— — — — IPL3(1) — — —

bit 7 bit 0

Legend: r = Reserved bit C = Clearable bit
R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’
-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 15-4 Unimplemented: Read as ‘0’
bit 3 IPL3: CPU Interrupt Priority Level Status bit(1)

1 = CPU Interrupt Priority Level is greater than 7
0 = CPU Interrupt Priority Level is 7 or less

bit 2 Reserved: Read as PSV bit
bit 1-0 Unimplemented: Read as ‘0’

Note 1: The IPL3 bit is concatenated with the IPL<2:0> bits (SR<7:5>) to form the CPU Interrupt Priority Level; 
see Register 3-2 for bit description.
 2013-2015 Microchip Technology Inc. DS30010038C-page 93
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bit 2 OC1IF: Output Compare Channel 1 Interrupt Flag Status bit
1 = Interrupt request has occurred
0 = Interrupt request has not occurred

bit 1 IC1IF: Input Capture Channel 1 Interrupt Flag Status bit
1 = Interrupt request has occurred
0 = Interrupt request has not occurred

bit 0 INT0IF: External Interrupt 0 Flag Status bit
1 = Interrupt request has occurred
0 = Interrupt request has not occurred

REGISTER 8-5: IFS0: INTERRUPT FLAG STATUS REGISTER 0 (CONTINUED)
 2013-2015 Microchip Technology Inc. DS30010038C-page 97
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bit 1 SPI2TXIF: SPI2 Transmit Interrupt Flag Status bit
1 = Interrupt request has occurred
0 = Interrupt request has not occurred

bit 0 SPI2IF: SPI2 General Interrupt Flag Status bit
1 = Interrupt request has occurred
0 = Interrupt request has not occurred

REGISTER 8-7: IFS2: INTERRUPT FLAG STATUS REGISTER 2 (CONTINUED)
 2013-2015 Microchip Technology Inc. DS30010038C-page 101



PIC24FJ128GA204 FAMILY
REGISTER 8-14: IEC1: INTERRUPT ENABLE CONTROL REGISTER 1

R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0
U2TXIE U2RXIE INT2IE(1) T5IE T4IE OC4IE OC3IE DMA2IE

bit 15 bit 8

U-0 U-0 U-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0
— — — INT1IE(1) CNIE CMIE MI2C1IE SI2C1IE

bit 7 bit 0

Legend:
R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’
-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 15 U2TXIE: UART2 Transmitter Interrupt Enable bit
1 = Interrupt request is enabled
0 = Interrupt request is not enabled

bit 14 U2RXIE: UART2 Receiver Interrupt Enable bit
1 = Interrupt request is enabled
0 = Interrupt request is not enabled

bit 13 INT2IE: External Interrupt 2 Enable bit(1)

1 = Interrupt request is enabled
0 = Interrupt request is not enabled

bit 12 T5IE: Timer5 Interrupt Enable bit
1 = Interrupt request is enabled
0 = Interrupt request is not enabled

bit 11 T4IE: Timer4 Interrupt Enable bit
1 = Interrupt request is enabled
0 = Interrupt request is not enabled

bit 10 OC4IE: Output Compare Channel 4 Interrupt Enable bit
1 = Interrupt request is enabled
0 = Interrupt request is not enabled

bit 9 OC3IE: Output Compare Channel 3 Interrupt Enable bit
1 = Interrupt request is enabled
0 = Interrupt request is not enabled

bit 8 DMA2IE: DMA Channel 2 Interrupt Enable bit
1 = Interrupt request is enabled
0 = Interrupt request is not enabled

bit 7-5 Unimplemented: Read as ‘0’ 
bit 4 INT1IE: External Interrupt 1 Enable bit(1)

1 = Interrupt request is enabled
0 = Interrupt request is not enabled

bit 3 CNIE: Input Change Notification Interrupt Enable bit
1 = Interrupt request is enabled
0 = Interrupt request is not enabled

Note 1: If an external interrupt is enabled, the interrupt input must also be configured to an available RPn or RPIn 
pin. For more information, see Section 11.4 “Peripheral Pin Select (PPS)”.
DS30010038C-page 108  2013-2015 Microchip Technology Inc.
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REGISTER 8-42: IPC22: INTERRUPT PRIORITY CONTROL REGISTER 22

U-0 R/W-1 R/W-0 R/W-0 U-0 R/W-1 R/W-0 R/W-0
— SPI3TXIP2 SPI3TXIP1 SPI3TXIP0 — SPI3IP2 SPI3IP1 SPI3IP0

bit 15 bit 8

U-0 R/W-1 R/W-0 R/W-0 U-0 R/W-1 R/W-0 R/W-0
— U4TXIP2 U4TXIP1 U4TXIP0 — U4RXIP2 U4RXIP1 U4RXIP0

bit 7 bit 0

Legend:
R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’
-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 15 Unimplemented: Read as ‘0’
bit 14-12 SPI3TXIP<2:0>: SPI3 Transmit Interrupt Priority bits

111 =  Interrupt is Priority 7 (highest priority interrupt)
•
•
•
001 =  Interrupt is Priority 1
000 = Interrupt source is disabled

bit 11 Unimplemented: Read as ‘0’
bit 10-8 SPI3IP<2:0>: SPI3 General Interrupt Priority bits

111 =  Interrupt is Priority 7 (highest priority interrupt)
•
•
•
001 =  Interrupt is Priority 1
000 = Interrupt source is disabled

bit 7 Unimplemented: Read as ‘0’
bit 6-4 U4TXIP<2:0>: UART4 Transmitter Interrupt Priority bits

111 = Interrupt is Priority 7 (highest priority interrupt)
•
•
•
001 = Interrupt is Priority 1
000 = Interrupt source is disabled

bit 3 Unimplemented: Read as ‘0’
bit 2-0 U4RXIP<2:0>: UART4 Receiver Interrupt Priority bits

111 = Interrupt is Priority 7 (highest priority interrupt)
•
•
•
001 = Interrupt is Priority 1
000 = Interrupt source is disabled
 2013-2015 Microchip Technology Inc. DS30010038C-page 137
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bit 6 LPBACK: UARTx Loopback Mode Select bit
1 = Enables Loopback mode
0 = Loopback mode is disabled

bit 5 ABAUD: Auto-Baud Enable bit
1 = Enables baud rate measurement on the next character – requires reception of a Sync field (55h);

cleared in hardware upon completion
0 = Baud rate measurement is disabled or completed

bit 4 URXINV: UARTx Receive Polarity Inversion bit 
1 = UxRX Idle state is ‘0’
0 = UxRX Idle state is ‘1’

bit 3 BRGH: High Baud Rate Enable bit
1 = High-Speed mode (4 BRG clock cycles per bit)
0 = Standard Speed mode (16 BRG clock cycles per bit)

bit 2-1 PDSEL<1:0>: Parity and Data Selection bits
11 = 9-bit data, no parity
10 = 8-bit data, odd parity
01 = 8-bit data, even parity
00 = 8-bit data, no parity

bit 0 STSEL: Stop Bit Selection bit
1 = Two Stop bits
0 = One Stop bit

REGISTER 18-1: UxMODE: UARTx MODE REGISTER (CONTINUED)

Note 1: If UARTEN = 1, the peripheral inputs and outputs must be configured to an available RPn/RPIn pin. For 
more information, see Section 11.4 “Peripheral Pin Select (PPS)”.

2: This feature is only available for the 16x BRG mode (BRGH = 0).
 2013-2015 Microchip Technology Inc. DS30010038C-page 251
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REGISTER 19-2: MDSRC: DATA SIGNAL MODULATOR SOURCE CONTROL REGISTER

U-0 U-0 U-0 U-0 U-0 U-0 U-0 U-0
— — — — — — — —

bit 15 bit 8

R/W-x U-0 U-0 U-0 R/W-x R/W-x R/W-x R/W-x
SODIS(1) — — — MS3(2) MS2(2) MS1(2) MS0(2)

bit 7 bit 0

Legend:
R = Readable bit W = Writable bit U = Unimplemented bit, read as ‘0’
-n = Value at POR ‘1’ = Bit is set ‘0’ = Bit is cleared x = Bit is unknown

bit 15-8 Unimplemented: Read as ‘0’
bit 7 SODIS: DSM Source Output Disable bit(1)

1 = Output signal driving the peripheral output pin (selected by MS<3:0>) is disabled
0 = Output signal driving the peripheral output pin (selected by MS<3:0>) is enabled

bit 6-4 Unimplemented: Read as ‘0’
bit 3-0 MS<3:0> DSM Source Selection bits(2)

1111 = Unimplemented
1110 = SPI3 module output (SDO3)
1101 = Output Compare/PWM Module 6 output
1100 = Output Compare/PWM Module 5 output
1011 = Output Compare/PWM Module 4 output
1010 = Output Compare/PWM Module 3 output
1001 = Output Compare/PWM Module 2 output
1000 = Output Compare/PWM Module 1 output
0111 = UART4 TX output
0110 = UART3 TX output
0101 = UART2 TX output
0100 = UART1 TX output
0011 = SPI2 module output (SDO2)
0010 = SPI1 module output (SDO1)
0001 = Input on MDMIN pin
0000 = Manual modulation using MDBIT (MDCON<0>)

Note 1: This bit is only affected by a POR.
2: These bits are not affected by a POR.
 2013-2015 Microchip Technology Inc. DS30010038C-page 259
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22.10 Generating a Pseudorandom 

Number (PRN) 
For operations that require a Pseudorandom Number
(PRN), the method outlined in NIST SP800-90 can be
adapted for efficient use with the Cryptographic
Engine. This method uses the AES algorithm in CTR
mode to create PRNs with minimal CPU overhead.
PRNs generated in this manner can be used for cryp-
tographic purposes or any other purpose that the host
application may require.
The random numbers used as initial seeds can be
taken from any source convenient to the user’s applica-
tion. If possible, a non-deterministic random number
source should be used.

To perform the initial reseeding operation, and subse-
quent reseedings after the reseeding interval has
expired:
1. Store a random number (128 bits) in CRYTXTA.
2. For the initial generation ONLY, use a key value

of 0h (128 bits) and a counter value of 0h.
3. Configure the engine for AES encryption, CTR

mode (OPMOD<3:0> = 0000, CPHRSEL = 1,
CPHMOD<2:0> = 100).

4. Perform an encrypt operation by setting
CRYGO.

5. Move the results in CRYTXTC to RAM. This is
the new key value (NEW_KEY).

6. Store another random number (128 bits) in
CRYTXTA.

7. Configure the module for encryption as in Step 3.
8. Perform an encrypt operation by setting

CRYGO.
9. Store this value in RAM. This is the new counter

value (NEW_CTR).
10. For subsequent reseeding operations, use

NEW_KEY and NEW_CTR for the starting key and
counter values.

To generate the pseudorandom number:
1. Load NEW_KEY value from RAM into CRYKEY.
2. Load NEW_CTR value from RAM into CRYTXTB.
3. Load CRYTXTA with 0h (128 bits).
4. Configure the engine for AES encryption, CTR

mode (OPMOD<3:0> = 0000, CPHRSEL = 1,
CPHMOD<2:0> = 100).

5. Perform an encrypt operation by setting CRYGO.
6. Copy the generated PRN in CRYTXTC

(PRNG_VALUE) to RAM.
7. Repeat the encrypt operation.
8. Store the value of CRYTXTC from this round as

the new value of NEW_KEY.
9. Repeat the encrypt operation.
10. Store the value of CRYTXTC from this round as

the new value of NEW_CTR.
Subsequent PRNs can be generated by repeating this
procedure until the reseeding interval has expired. At
that point, the reseeding operation is performed using
the stored values of NEW_KEY and NEW_CTR.

22.11 Generating a Random Number 
1. Enable the Cryptographic mode (CRYON

(CRYCONL<0>) = 1).
2. Set the OPMOD<3:0> bits to ‘1010’.
3. Start the request by setting the CRYGO bit

(CRYCONL<8>) to ‘1’.
4. Wait for the CRYGO bit to be cleared to ‘0’ by

the hardware.
5. Read the random number from the CRYTXTA

registers.

22.12 Testing the Key Source 
Configuration

The validity of the key source configuration can always
be tested by writing the appropriate register bits and
then reading the KEYFAIL register bit. No operation
needs to be started to perform this check; the module
does not even need to be enabled.

Note: PRN generation is not available when
software keys are disabled (SWKYDIS = 1).
 2013-2015 Microchip Technology Inc. DS30010038C-page 293
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FIGURE 24-4: 12-BIT A/D TRANSFER FUNCTION 
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0000 0000 0000 (0)
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TABLE 31-2: INSTRUCTION SET OVERVIEW
Assembly
Mnemonic Assembly Syntax Description # of 

Words
# of 

Cycles
Status Flags 

Affected

ADD ADD f f = f + WREG 1 1 C, DC, N, OV, Z

ADD f,WREG WREG = f + WREG 1 1 C, DC, N, OV, Z

ADD #lit10,Wn Wd = lit10 + Wd 1 1 C, DC, N, OV, Z

ADD Wb,Ws,Wd Wd = Wb + Ws 1 1 C, DC, N, OV, Z

ADD Wb,#lit5,Wd Wd = Wb + lit5 1 1 C, DC, N, OV, Z

ADDC ADDC f f = f + WREG + (C) 1 1 C, DC, N, OV, Z

ADDC f,WREG WREG = f + WREG + (C) 1 1 C, DC, N, OV, Z

ADDC #lit10,Wn Wd = lit10 + Wd + (C) 1 1 C, DC, N, OV, Z

ADDC Wb,Ws,Wd Wd = Wb + Ws + (C) 1 1 C, DC, N, OV, Z

ADDC Wb,#lit5,Wd Wd = Wb + lit5 + (C) 1 1 C, DC, N, OV, Z

AND AND f f = f.AND. WREG 1 1 N, Z

AND f,WREG WREG = f.AND. WREG 1 1 N, Z

AND #lit10,Wn Wd = lit10 .AND. Wd 1 1 N, Z

AND Wb,Ws,Wd Wd = Wb .AND. Ws 1 1 N, Z

AND Wb,#lit5,Wd Wd = Wb .AND. lit5 1 1 N, Z

ASR ASR f f = Arithmetic Right Shift f 1 1 C, N, OV, Z

ASR f,WREG WREG = Arithmetic Right Shift f 1 1 C, N, OV, Z

ASR Ws,Wd Wd = Arithmetic Right Shift Ws 1 1 C, N, OV, Z

ASR Wb,Wns,Wnd Wnd = Arithmetic Right Shift Wb by Wns 1 1 N, Z

ASR Wb,#lit5,Wnd Wnd = Arithmetic Right Shift Wb by lit5 1 1 N, Z

BCLR BCLR f,#bit4 Bit Clear f 1 1 None

BCLR Ws,#bit4 Bit Clear Ws 1 1 None

BRA BRA C,Expr Branch if Carry 1 1 (2) None

BRA GE,Expr Branch if Greater than or Equal 1 1 (2) None

BRA GEU,Expr Branch if Unsigned Greater than or Equal 1 1 (2) None

BRA GT,Expr Branch if Greater than 1 1 (2) None

BRA GTU,Expr Branch if Unsigned Greater than 1 1 (2) None

BRA LE,Expr Branch if Less than or Equal 1 1 (2) None

BRA LEU,Expr Branch if Unsigned Less than or Equal 1 1 (2) None

BRA LT,Expr Branch if Less than 1 1 (2) None

BRA LTU,Expr Branch if Unsigned Less than 1 1 (2) None

BRA N,Expr Branch if Negative 1 1 (2) None

BRA NC,Expr Branch if Not Carry 1 1 (2) None

BRA NN,Expr Branch if Not Negative 1 1 (2) None

BRA NOV,Expr Branch if Not Overflow 1 1 (2) None

BRA NZ,Expr Branch if Not Zero 1 1 (2) None

BRA OV,Expr Branch if Overflow 1 1 (2) None

BRA Expr Branch Unconditionally 1 2 None

BRA Z,Expr Branch if Zero 1 1 (2) None

BRA Wn Computed Branch 1 2 None

BSET BSET f,#bit4 Bit Set f 1 1 None

BSET Ws,#bit4 Bit Set Ws 1 1 None

BSW BSW.C Ws,Wb Write C bit to Ws<Wb> 1 1 None

BSW.Z Ws,Wb Write Z bit to Ws<Wb> 1 1 None

BTG BTG f,#bit4 Bit Toggle f 1 1 None

BTG Ws,#bit4 Bit Toggle Ws 1 1 None

BTSC BTSC f,#bit4 Bit Test f, Skip if Clear 1 1 
(2 or 3)

None

BTSC Ws,#bit4 Bit Test Ws, Skip if Clear 1 1 
(2 or 3)

None
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32.1 DC Characteristics 

FIGURE 32-1: PIC24FJ128GA204 FAMILY VOLTAGE-FREQUENCY GRAPH (INDUSTRIAL)

TABLE 32-1: THERMAL OPERATING CONDITIONS
Rating Symbol Min Typ Max Unit

PIC24FJ128GA204:
    Operating Junction Temperature Range TJ -40 — +125 °C
    Operating Ambient Temperature Range TA -40 — +85 °C
Power Dissipation:
    Internal Chip Power Dissipation:

PINT = VDD x (IDD –  IOH) PD PINT + PI/O W
    I/O Pin Power Dissipation:

PI/O =  ({VDD – VOH} x IOH) +  (VOL x IOL)
Maximum Allowed Power Dissipation PDMAX (TJ – TA)/JA W

Frequency

Vo
lta

ge
 (V

D
D

)

(Note 1)

32 MHz

3.6V 3.6V

(Note 1)

Note: Lower operating boundary is 2.0V or VBOR (when BOR is enabled), whichever is lower. For best
analog performance, operation above 2.2V is suggested, but not required.

PIC24FJXXXGA2XX

TABLE 32-2: THERMAL PACKAGING CHARACTERISTICS
Characteristic Symbol Typ Max Unit Notes

Package Thermal Resistance, 7.50 mm 28-Pin SOIC JA 49 — °C/W (Note 1)
Package Thermal Resistance, 6x6x0.9 mm 28-Pin QFN-S JA 33.7 — °C/W (Note 1)
Package Thermal Resistance, 8x8 mm 44-Pin QFN JA 28 — °C/W (Note 1)
Package Thermal Resistance, 10x10x1 mm 44-Pin TQFP JA 39.3 — °C/W (Note 1)
Package Thermal Resistance, 5.30 mm 28-Pin SSOP JA — — °C/W (Note 1)
Package Thermal Resistance, 300 mil 28-Pin SPDIP JA — — °C/W (Note 1)
Note 1: Junction to ambient thermal resistance; Theta-JA (JA) numbers are achieved by package simulations.
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TABLE 32-11: INTERNAL VOLTAGE REGULATOR SPECIFICATIONS

TABLE 32-12: HIGH/LOW-VOLTAGE DETECT CHARACTERISTICS 

Operating Conditions: -40°C  TA  +85°C for Industrial 
-40°C  TA  +125°C for Extended

Param
No. Symbol Characteristics Min Typ Max Units Comments

DVR TVREG Voltage Regulator Start-up Time — 10 — s VREGS = 1 with any POR or 
BOR

DVR10 VBG Internal Band Gap Reference — 1.2 — V
DVR11 TBG Band Gap Reference 

Start-up Time
— 1 — ms

DVR20 VRGOUT Regulator Output Voltage — 1.8 — V VDD > 1.9V
DVR21 CEFC External Filter Capacitor Value 4.7 10 — F Series resistance < 3

recommended; < 5 required

DVR30 VLVR Low-Voltage Regulator 
Output Voltage

— 1.2 — V RETEN = 1, LPCFG = 0

Operating Conditions: -40°C  TA  +85°C for Industrial 
-40°C  TA  +125°C for Extended

Param 
No. Symbol Characteristic Min Typ Max Units Conditions

DC18 VHLVD HLVD Voltage on VDD 
Transition

HLVDL<3:0> = 0100(1) 3.45 3.59 3.74 V
HLVDL<3:0> = 0101 3.33 3.45 3.58 V
HLVDL<3:0> = 0110 3.0 3.125 3.25 V
HLVDL<3:0> = 0111 2.8 2.92 3.04 V
HLVDL<3:0> = 1000 2.7 2.81 2.93 V
HLVDL<3:0> = 1001 2.50 2.6 2.70 V
HLVDL<3:0> = 1010 2.4 2.52 2.64 V
HLVDL<3:0> = 1011 2.30 2.4 2.50 V
HLVDL<3:0> = 1100 2.20 2.29 2.39 V
HLVDL<3:0> = 1101 2.1 2.19 2.28 V
HLVDL<3:0> = 1110 2.0 2.08 2.17 V

DC101 VTHL HLVD Voltage on 
HLVDIN Pin Transition

HLVDL<3:0> = 1111 — 1.2 — V

Note 1: Trip points for values of HLVD<3:0> from ‘0000’ to ‘0011’ are not implemented.
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TABLE 32-15: VBAT OPERATING VOLTAGE SPECIFICATIONS
Param 

No. Symbol Characteristic Min Typ Max Units Comments

DVB01 VBT Operating Voltage 1.6 — 3.6 V Battery connected to the VBAT pin
DVB10 VBTADC VBAT A/D Monitoring 

Voltage Specification(1)
1.6 — 3.6 V A/D monitoring the VBAT pin using 

the internal A/D channel
Note 1: Measuring the A/D value using the A/D is represented by the equation: 

Measured Voltage = ((VBAT/2)/VDD) * 4096) for 12-bit A/D

TABLE 32-16: CTMU CURRENT SOURCE SPECIFICATIONS

DC CHARACTERISTICS
Standard Operating Conditions: 2.0V to 3.6V (unless otherwise stated)
Operating temperature -40°C  TA  +85°C for Industrial

-40°C  TA  +125°C for Extended

Param
No. Sym Characteristic Min Typ(1) Max(3) Units Comments Conditions

DCT10 IOUT1 CTMU Current 
Source, Base Range

208 550 797 nA CTMUICON<9:8> = 00

2.5V < VDD < VDDMAX

DCT11 IOUT2 CTMU Current 
Source, 10x Range

3.32 5.5 7.67 A CTMUICON<9:8> = 01

DCT12 IOUT3 CTMU Current 
Source, 100x Range

32.22 55 77.78 A CTMUICON<9:8> = 10

DCT13 IOUT4 CTMU Current 
Source, 1000x Range

322 550 777 A CTMUICON<9:8> = 11(2)

DCT21 V Temperature Diode 
Voltage Change per 
Degree Celsius

— -3 — mV/°C

Note 1: Nominal value at the center point of the current trim range (CTMUICON<15:10> = 000000).
2: Do not use this current range with a temperature sensing diode.
3: Maximum values are tested at +85°C.
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FIGURE 32-4: I2C™ BUS START/STOP BITS TIMING CHARACTERISTICS (MASTER MODE) 

TABLE 32-22: I2C™ BUS START/STOP BIT TIMING REQUIREMENTS (MASTER MODE) 

AC CHARACTERISTICS

Standard Operating Conditions: 2.0V to 3.6V 
(unless otherwise stated)
Operating temperature -40°C  TA  +85°C for Industrial 

-40°C  TA  +125°C for Extended

Param
No. Symbol Characteristic Min(1) Max Units Conditions

IM30 TSU:STA Start Condition
Setup Time

100 kHz mode TCY (BRG + 1) — s Only relevant for 
Repeated Start
condition

400 kHz mode TCY (BRG + 1) — s
1 MHz mode(2) TCY (BRG + 1) — s

IM31 THD:STA Start Condition 
Hold Time 

100 kHz mode TCY (BRG + 1) — s After this period, the
first clock pulse is
generated

400 kHz mode TCY (BRG + 1) — s
1 MHz mode(2) TCY (BRG + 1) — s

IM33 TSU:STO Stop Condition 
Setup Time

100 kHz mode TCY (BRG + 1) — s
400 kHz mode TCY (BRG + 1) — s
1 MHz mode(2) TCY (BRG + 1) — s

IM34 THD:STO Stop Condition
Hold Time

100 kHz mode TCY (BRG + 1) — ns
400 kHz mode TCY (BRG + 1) — ns
1 MHz mode(2) TCY (BRG + 1) — ns

Note 1: BRG is the value of the I2C Baud Rate Generator. Refer to Section 17.2 “Setting Baud Rate when 
Operating as a Bus Master” for details. 

2: Maximum Pin Capacitance = 10 pF for all I2C pins (for 1 MHz mode only).

SCLx

SDAx

Start
Condition

Stop
Condition

Note: Refer to Figure 32-2 for load conditions.

IM31

IM30

IM34

IM33
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