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Welcome to E-XFL.COM

What is "Embedded - Microcontrollers"?

"Embedded - Microcontrollers" refer to small, integrated
circuits designed to perform specific tasks within larger
systems. These microcontrollers are essentially compact
computers on a single chip, containing a processor core,
memory, and programmable input/output peripherals.
They are called "embedded" because they are embedded
within electronic devices to control various functions,
rather than serving as standalone computers.
Microcontrollers are crucial in modern electronics,
providing the intelligence and control needed for a wide
range of applications.

Applications of "Embedded -
Microcontrollers"

Embedded microcontrollers are used in virtually every
sector of electronics, providing the necessary control and
processing power for a multitude of applications. In
consumer electronics, they manage the operations of
smartphones, home appliances, and wearable devices. In
automotive systems, microcontrollers control engine
functions, safety features, and infotainment systems.
Industrial applications rely on microcontrollers for
automation, robotics, and process control. Additionally,
microcontrollers are integral in medical devices, handling
functions such as monitoring, diagnostics, and control of
therapeutic equipment. Their versatility and
programmability make them essential components in
creating efficient, responsive, and intelligent electronic
systems.

Common Subcategories of "Embedded -
Microcontrollers"

Embedded microcontrollers can be categorized based on
their architecture, performance, and application focus.
Common subcategories include 8-bit, 16-bit, and 32-bit
microcontrollers, differentiated by their processing power
and memory capacity. 8-bit microcontrollers are typically
used in simple applications like basic control systems and
small devices. 16-bit microcontrollers offer a balance
between performance and complexity, suitable for
medium-scale applications like industrial automation. 32-
bit microcontrollers provide high performance and are
used in complex applications requiring advanced
processing, such as automotive systems and sophisticated
consumer electronics. Each subcategory serves a specific
range of applications, providing tailored solutions for
different performance and complexity needs.

Types of "Embedded - Microcontrollers"

There are various types of embedded microcontrollers,
each designed to meet specific application requirements.
General-purpose microcontrollers are versatile and used in
a wide range of applications, offering a balance of
performance, memory, and peripheral options. Special-
purpose microcontrollers are tailored for specific tasks,
such as automotive controllers, which include features like
built-in motor control peripherals and automotive-grade
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ST72324Jx ST72324Kx
Table 2. Hardware Register Map  

Address Block
Register 

Label
Register Name

Reset 
Status

Remarks

0000h
0001h
0002h

Port A 2)
PADR
PADDR
PAOR

Port A Data Register
Port A Data Direction Register
Port A Option Register

00h1)

00h
00h

R/W
R/W
R/W

0003h
0004h
0005h

Port B 2)
PBDR
PBDDR
PBOR

Port B Data Register
Port B Data Direction Register
Port B Option Register

00h1)

00h
00h

R/W
R/W
R/W

0006h
0007h
0008h

Port C
PCDR
PCDDR
PCOR

Port C Data Register
Port C Data Direction Register
Port C Option Register

00h1)

00h
00h

R/W
R/W
R/W

0009h
000Ah
000Bh

Port D 2)
PDADR
PDDDR
PDOR

Port D Data Register
Port D Data Direction Register
Port D Option Register

00h1)

00h
00h

R/W
R/W
R/W

000Ch
000Dh
000Eh

Port E 2)
PEDR
PEDDR
PEOR

Port E Data Register
Port E Data Direction Register
Port E Option Register

00h1)

00h
00h

R/W
R/W2)

R/W2)

000Fh
0010h
0011h

Port F 2)
PFDR
PFDDR
PFOR

Port F Data Register
Port F Data Direction Register
Port F Option Register

00h1)

00h
00h

R/W
R/W
R/W

0012h
to

0020h
Reserved Area (15 Bytes)

0021h
0022h
0023h

SPI
SPIDR
SPICR
SPICSR

SPI Data I/O Register
SPI Control Register
SPI Control/Status Register

xxh
0xh
00h

R/W 
R/W 
R/W 

0024h
0025h
0026h
0027h

ITC

ISPR0
ISPR1
ISPR2
ISPR3

Interrupt Software Priority Register 0
Interrupt Software Priority Register 1
Interrupt Software Priority Register 2
Interrupt Software Priority Register 3

FFh
FFh
FFh
FFh

R/W
R/W
R/W
R/W

0028h EICR External Interrupt Control Register 00h R/W

0029h FLASH FCSR Flash Control/Status Register 00h R/W

002Ah WATCHDOG WDGCR Watchdog Control Register 7Fh R/W

002Bh SI SICSR System Integrity Control Status Register xxh R/W

002Ch
002Dh

MCC
MCCSR
MCCBCR

Main Clock Control / Status Register
Main Clock Controller: Beep Control Register

00h
00h

R/W
R/W

002Eh
to

0030h
Reserved Area (3 Bytes)
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ST72324Jx ST72324Kx
4 FLASH PROGRAM MEMORY 

4.1 Introduction

The ST7 dual voltage High Density Flash 
(HDFlash) is a non-volatile memory that can be
electrically erased as a single block or by individu-
al sectors and programmed on a Byte-by-Byte ba-
sis using an external VPP supply.

The HDFlash devices can be programmed and
erased off-board (plugged in a programming tool)
or on-board using ICP (In-Circuit Programming) or
IAP (In-Application Programming).

The array matrix organisation allows each sector
to be erased and reprogrammed without affecting
other sectors.

4.2 Main Features

■ Three Flash programming modes:
– Insertion in a programming tool. In this mode,

all sectors including option bytes can be pro-
grammed or erased.

– ICP (In-Circuit Programming). In this mode, all
sectors including option bytes can be pro-
grammed or erased without removing the de-
vice from the application board.

– IAP (In-Application Programming) In this
mode, all sectors except Sector 0, can be pro-
grammed or erased without removing the de-
vice from the application board and while the
application is running.

■ ICT (In-Circuit Testing) for downloading and
executing user application test patterns in RAM

■ Read-out protection 
■ Register Access Security System (RASS) to

prevent accidental programming or erasing

4.3 Structure

The Flash memory is organised in sectors and can
be used for both code and data storage.

Depending on the overall Flash memory size in the
microcontroller device, there are up to three user
sectors (see Table 3). Each of these sectors can
be erased independently to avoid unnecessary
erasing of the whole Flash memory when only a
partial erasing is required.

The first two sectors have a fixed size of 4 Kbytes
(see Figure 6). They are mapped in the upper part
of the ST7 addressing space so the reset and in-
terrupt vectors are located in Sector 0 (F000h-
FFFFh).

Table 3. Sectors available in Flash devices

4.3.1 Read-out Protection
Read-out protection, when selected, provides a
protection against Program Memory content ex-
traction and against write access to Flash memo-
ry. Even if no protection can be considered as to-
tally unbreakable, the feature provides a very high
level of protection for a general purpose microcon-
troller.

In flash devices, this protection is removed by re-
programming the option. In this case, the entire
program memory is first automatically erased.

Read-out protection selection depends on the de-
vice type: 

– In Flash devices it is enabled and removed 
through the FMP_R bit in the option byte.

– In ROM devices it is enabled by mask option 
specified in the Option List.

Figure 6. Memory Map and Sector Address

Flash Size (bytes) Available Sectors 

4K Sector 0

8K Sectors 0,1

> 8K Sectors 0,1, 2

4 Kbytes

4 Kbytes

2 Kbytes

SECTOR 1

SECTOR 0

16 Kbytes

SECTOR 2

8K 16K 32K 60K FLASH

FFFFh

EFFFh

DFFFh

3FFFh

7FFFh

1000h

24 Kbytes

MEMORY SIZE

8 Kbytes 40 Kbytes 52 Kbytes

9FFFh

BFFFh

D7FFh

4K 10K 24K 48K
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ST72324Jx ST72324Kx
SYSTEM INTEGRITY MANAGEMENT (Cont’d)

6.4.3 Low Power Modes 

6.4.3.1 Interrupts
The AVD interrupt event generates an interrupt if
the AVDIE bit is set and the interrupt mask in the
CC register is reset (RIM instruction). 

Mode Description 

WAIT
No effect on SI. AVD interrupt causes the 
device to exit from Wait mode.

HALT The CRSR register is frozen.

Interrupt Event
Event
Flag

Enable 
Control 

Bit

Exit 
from
Wait

Exit 
from 
Halt

AVD event AVDF AVDIE Yes No 
29/164
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ST72324Jx ST72324Kx
9 I/O PORTS

9.1 INTRODUCTION

The I/O ports offer different functional modes:
– transfer of data through digital inputs and outputs

and for specific pins:
– external interrupt generation
– alternate signal input/output for the on-chip pe-

ripherals.

An I/O port contains up to 8 pins. Each pin can be
programmed independently as digital input (with or
without interrupt generation) or digital output.

9.2 FUNCTIONAL DESCRIPTION

Each port has 2 main registers:

– Data Register (DR)

– Data Direction Register (DDR)

and one optional register:

– Option Register (OR)

Each I/O pin may be programmed using the corre-
sponding register bits in the DDR and OR regis-
ters: bit X corresponding to pin X of the port. The
same correspondence is used for the DR register.

The following description takes into account the
OR register, (for specific ports which do not pro-
vide this register refer to the I/O Port Implementa-
tion section). The generic I/O block diagram is
shown in Figure 29

9.2.1 Input Modes
The input configuration is selected by clearing the
corresponding DDR register bit.

In this case, reading the DR register returns the
digital value applied to the external I/O pin.

Different input modes can be selected by software
through the OR register.
Notes:
1. Writing the DR register modifies the latch value
but does not affect the pin status.
2. When switching from input to output mode, the
DR register has to be written first to drive the cor-
rect level on the pin as soon as the port is config-
ured as an output.
3. Do not use read/modify/write instructions (BSET
or BRES) to modify the DR register
External interrupt function
When an I/O is configured as Input with Interrupt,
an event on this I/O can generate an external inter-
rupt request to the CPU.

Each pin can independently generate an interrupt
request. The interrupt sensitivity is independently
programmable using the sensitivity bits in the
EICR register.

Each external interrupt vector is linked to a dedi-
cated group of I/O port pins (see pinout description
and interrupt section). If several input pins are se-
lected simultaneously as interrupt sources, these
are first detected according to the sensitivity bits in
the EICR register and then logically ORed. 

The external interrupts are hardware interrupts,
which means that the request latch (not accessible
directly by the application) is automatically cleared
when the corresponding interrupt vector is
fetched. To clear an unwanted pending interrupt
by software, the sensitivity bits in the EICR register
must be modified.

9.2.2 Output Modes
The output configuration is selected by setting the
corresponding DDR register bit. In this case, writ-
ing the DR register applies this digital value to the
I/O pin through the latch. Then reading the DR reg-
ister returns the previously stored value.

Two different output modes can be selected by
software through the OR register: Output push-pull
and open-drain.

DR register value and output pin status: 

9.2.3 Alternate Functions
When an on-chip peripheral is configured to use a
pin, the alternate function is automatically select-
ed. This alternate function takes priority over the
standard I/O programming.

When the signal is coming from an on-chip periph-
eral, the I/O pin is automatically configured in out-
put mode (push-pull or open drain according to the
peripheral).

When the signal is going to an on-chip peripheral,
the I/O pin must be configured in input mode. In
this case, the pin state is also digitally readable by
addressing the DR register.

Note: Input pull-up configuration can cause unex-
pected value at the input of the alternate peripheral
input. When an on-chip peripheral use a pin as in-
put and output, this pin has to be configured in in-
put floating mode.

DR Push-pull Open-drain
0 VSS Vss
1 VDD Floating
45/164
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ST72324Jx ST72324Kx
I/O PORTS (Cont’d)

CAUTION: The alternate function must not be ac-
tivated as long as the pin is configured as input
with interrupt, in order to avoid generating spurious
interrupts.
Analog alternate function 
When the pin is used as an ADC input, the I/O
must be configured as floating input. The analog
multiplexer (controlled by the ADC registers)
switches the analog voltage present on the select-
ed pin to the common analog rail which is connect-
ed to the ADC input.

It is recommended not to change the voltage level
or loading on any port pin while conversion is in
progress. Furthermore it is recommended not to
have clocking pins located close to a selected an-
alog pin.

WARNING: The analog input voltage level must
be within the limits stated in the absolute maxi-
mum ratings. 

9.3 I/O PORT IMPLEMENTATION

The hardware implementation on each I/O port de-
pends on the settings in the DDR and OR registers
and specific feature of the I/O port such as ADC In-
put or true open drain.

Switching these I/O ports from one state to anoth-
er should be done in a sequence that prevents un-
wanted side effects. Recommended safe transi-
tions are illustrated in Figure 30 Other transitions
are potentially risky and should be avoided, since
they are likely to present unwanted side-effects
such as spurious interrupt generation.

Figure 30. Interrupt I/O Port State Transitions 

9.4 LOW POWER MODES 

9.5 INTERRUPTS

The external interrupt event generates an interrupt
if the corresponding configuration is selected with
DDR and OR registers and the interrupt mask in
the CC register is not active (RIM instruction). 

Mode Description 

WAIT
No effect on I/O ports. External interrupts 
cause the device to exit from WAIT mode.

HALT
No effect on I/O ports. External interrupts 
cause the device to exit from HALT mode.

Interrupt Event
Event
Flag

Enable 
Control 

Bit

Exit 
from
Wait

Exit 
from 
Halt

External interrupt on 
selected external 
event

-
DDRx
ORx

Yes Yes

01

floating/pull-up
interrupt

INPUT

00

floating
(reset state)

INPUT

10

open-drain
OUTPUT

11

push-pull
OUTPUT

XX = DDR, OR
48/164

1



ST72324Jx ST72324Kx
WATCHDOG TIMER (Cont’d)

10.1.5 Low Power Modes

10.1.6 Hardware Watchdog Option
If Hardware Watchdog is selected by option byte,
the watchdog is always active and the WDGA bit in
the WDGCR is not used. Refer to the Option Byte
description.

10.1.7 Using Halt Mode with the WDG
(WDGHALT option)
The following recommendation applies if Halt
mode is used when the watchdog is enabled.

– Before executing the HALT instruction, refresh 
the WDG counter, to avoid an unexpected WDG 
reset immediately after waking up the microcon-
troller.

10.1.8 Interrupts
None.

10.1.9 Register Description
CONTROL REGISTER (WDGCR)
Read/Write

Reset Value: 0111 1111 (7Fh)

Bit 7 = WDGA Activation bit.
This bit is set by software and only cleared by
hardware after a reset. When WDGA = 1, the
watchdog can generate a reset.
0: Watchdog disabled
1: Watchdog enabled

Note: This bit is not used if the hardware watch-
dog option is enabled by option byte.

Bit 6:0 = T[6:0] 7-bit counter (MSB to LSB).
These bits contain the value of the watchdog
counter. It is decremented every 16384 fOSC2 cy-
cles (approx.). A reset is produced when it rolls
over from 40h to 3Fh (T6 becomes cleared).

Mode Description 
SLOW No effect on Watchdog. 
WAIT No effect on Watchdog. 

HALT

OIE bit in 
MCCSR 
register

WDGHALT bit 
in Option 

Byte

0 0

No Watchdog reset is generated. The MCU enters Halt mode. The Watch-
dog counter is decremented once and then stops counting and is no longer 
able to generate a watchdog reset until the MCU receives an external inter-
rupt or a reset.

If an external interrupt is received, the Watchdog restarts counting after 256 
or 4096 CPU clocks. If a reset is generated, the Watchdog is disabled (reset 
state) unless Hardware Watchdog is selected by option byte. For applica-
tion recommendations see Section 10.1.7 below.

0 1 A reset is generated. 

1 x

No reset is generated. The MCU enters Active Halt mode. The Watchdog 
counter is not decremented. It stop counting. When the MCU receives an 
oscillator interrupt or external interrupt, the Watchdog restarts counting im-
mediately. When the MCU receives a reset the Watchdog restarts counting 
after 256 or 4096 CPU clocks.

7 0

WDGA T6 T5 T4 T3 T2 T1 T0
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ST72324Jx ST72324Kx
16-BIT TIMER (Cont’d)

OUTPUT COMPARE 2 HIGH REGISTER
(OC2HR)
Read/Write
Reset Value: 1000 0000 (80h)

This is an 8-bit register that contains the high part
of the value to be compared to the CHR register.

Note: In Flash devices, the Timer A OC2HR regis-
ter is write-only.

OUTPUT COMPARE 2 LOW REGISTER
(OC2LR)
Read/Write
Reset Value: 0000 0000 (00h)

This is an 8-bit register that contains the low part of
the value to be compared to the CLR register. 

Note: In Flash devices, the Timer A OC2LR regis-
ter is write-only.

COUNTER HIGH REGISTER (CHR)
Read Only
Reset Value: 1111 1111 (FFh)

This is an 8-bit register that contains the high part
of the counter value.

COUNTER LOW REGISTER (CLR)
Read Only
Reset Value: 1111 1100 (FCh)

This is an 8-bit register that contains the low part of
the counter value. A write to this register resets the
counter. An access to this register after accessing
the CSR register clears the TOF bit.

7 0

MSB LSB

7 0

MSB LSB

7 0

MSB LSB

7 0

MSB LSB
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ST72324Jx ST72324Kx
SERIAL PERIPHERAL INTERFACE (Cont’d)

10.4.3.2 Slave Select Management
As an alternative to using the SS pin to control the
Slave Select signal, the application can choose to
manage the Slave Select signal by software. This
is configured by the SSM bit in the SPICSR regis-
ter (see Figure 49)

In software management, the external SS pin is
free for other application uses and the internal SS
signal level is driven by writing to the SSI bit in the
SPICSR register.

In Master mode:
– SS internal must be held high continuously

In Slave Mode:
There are two cases depending on the data/clock
timing relationship (see Figure 48):

If CPHA=1 (data latched on 2nd clock edge): 
– SS internal must be held low during the entire

transmission. This implies that in single slave
applications the SS pin either can be tied to
VSS, or made free for standard I/O by manag-
ing the SS function by software (SSM= 1 and
SSI=0 in the in the SPICSR register)

If CPHA=0 (data latched on 1st clock edge): 
– SS internal must be held low during byte

transmission and pulled high between each
byte to allow the slave to write to the shift reg-
ister. If SS is not pulled high, a Write Collision
error will occur when the slave writes to the
shift register (see Section 10.4.5.3).

Figure 48. Generic SS Timing Diagram

Figure 49. Hardware/Software Slave Select Management

MOSI/MISO

Master SS

Slave SS
(if CPHA=0)

Slave SS
(if CPHA=1)

Byte 1 Byte 2 Byte 3

1

0

SS internal

SSM bit

SSI bit

SS external pin
81/164

1



ST72324Jx ST72324Kx
SERIAL COMMUNICATIONS INTERFACE (Cont’d)

10.5.5 Low Power Modes 10.5.6 Interrupts
The SCI interrupt events are connected to the
same interrupt vector.

These events generate an interrupt if the corre-
sponding Enable Control Bit is set and the inter-
rupt mask in the CC register is reset (RIM instruc-
tion).

Mode Description

WAIT
No effect on SCI.

SCI interrupts cause the device to exit from 
Wait mode.

HALT
SCI registers are frozen.

In Halt mode, the SCI stops transmitting/re-
ceiving until Halt mode is exited. 

Interrupt Event
Event
Flag

Enable 
Control 

Bit

Exit 
from
Wait

Exit 
from 
Halt

Transmit Data Register 
Empty

TDRE TIE Yes No 

Transmission Com-
plete

TC TCIE Yes No 

Received Data Ready 
to be Read

RDRF
RIE

Yes No 

Overrun Error Detect-
ed

OR Yes No 

Idle Line Detected IDLE ILIE Yes No 
Parity Error PE PIE Yes No 
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ST72324Jx ST72324Kx
SERIAL COMMUNICATION INTERFACE (Cont’d)

Table 22. SCI Register Map and Reset Values 

Address
(Hex.)

Register
Label

7 6 5 4 3 2 1 0

0050h
SCISR
Reset Value

TDRE
1

TC
1

RDRF
0

IDLE
0

OR
0

NF
0

FE
0

PE
0

0051h
SCIDR
Reset Value

MSB
x x x x x x x

LSB
x

0052h
SCIBRR
Reset Value

SCP1
0

SCP0
0

SCT2
0

SCT1
0

SCT0
0

SCR2
0

SCR1
0

SCR0
0

0053h
SCICR1
Reset Value

R8
x

T8
0

SCID
0

M
0

WAKE
0

PCE
0

PS
0

PIE
0

0054h
SCICR2
Reset Value

TIE
0

TCIE
0

RIE
0

ILIE
0

TE
0

RE
0

RWU
0

SBK
0

0055h
SCIERPR
Reset Value

MSB
0 0 0 0 0 0 0

LSB
0

0057h
SCIPETPR
Reset Value

MSB
0 0 0 0 0 0 0

LSB
0
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ST72324Jx ST72324Kx
CLOCK AND TIMING CHARACTERISTICS (Cont’d)

12.6.3 Crystal and Ceramic Resonator Oscillators
The ST7 internal clock can be supplied with four
different Crystal/Ceramic resonator oscillators. All
the information given in this paragraph are based
on characterization results with specified typical
external components. In the application, the reso-
nator and the load capacitors have to be placed as

close as possible to the oscillator pins in order to
minimize output distortion and start-up stabiliza-
tion time. Refer to the crystal/ceramic resonator
manufacturer for more details (frequency, pack-
age, accuracy...).   

Figure 66. Typical Application with a Crystal or Ceramic Resonator

Notes:
1. The oscillator selection can be optimized in terms of supply current using an high quality resonator with small RS value.
Refer to crystal/ceramic resonator manufacturer for more details.
2. Data based on characterisation results, not tested in production.

Symbol Parameter Conditions Min Max Unit

fOSC Oscillator Frequency 1)

LP: Low power oscillator
MP: Medium power oscillator
MS: Medium speed oscillator
HS: High speed oscillator

1
>2
>4
>8

2
4
8
16

MHz

RF Feedback resistor2) 20 40 kΩ 

CL1

CL2

Recommended load capacitance ver-
sus equivalent serial resistance of the 
crystal or ceramic resonator (RS)

RS=200Ω LP oscillator
RS=200Ω MP oscillator
RS=200Ω MS oscillator
RS=100Ω HS oscillator

22
22
18
15

56
46
33
33

pF

Symbol Parameter Conditions Typ Max Unit

i2 OSC2 driving current

VIN=VSS LP oscillator
MP oscillator
MS oscillator
HS oscillator

80
160
310
610

150
250
460
910

µA

OSC2

OSC1
fOSC

CL1

CL2

i2

RF

ST72XXX

RESONATOR

WHEN RESONATOR WITH
INTEGRATED CAPACITORS
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ST72324Jx ST72324Kx
CLOCK CHARACTERISTICS (Cont’d)

12.6.5 PLL Characteristics 

Note:
1. Data characterized but not tested.

The user must take the PLL jitter into account in the application (for example in serial communication or
sampling of high frequency signals). The PLL jitter is a periodic effect, which is integrated over several
CPU cycles. Therefore the longer the period of the application signal, the less it will be impacted by the
PLL jitter.

Figure 68 shows the PLL jitter integrated on application signals in the range 125kHz to 2MHz. At frequen-
cies of less than 125KHz, the jitter is negligible.

Figure 68. Integrated PLL Jitter vs signal frequency1  

Note 1: Measurement conditions: fCPU = 8MHz.

Symbol Parameter Conditions Min Typ Max Unit

fOSC PLL input frequency range 2 4 MHz

∆ fCPU/ fCPU Instantaneous PLL jitter 1)

Flash ST72F324, 
fOSC = 4 MHz. 1.0 2.5

%
Flash ST72F324, 
fOSC = 2 MHz. 2.5 4.0

0

0.2

0.4

0.6

0.8

1

1.2

4 MHz 2 MHz 1 MHz 500 kHz 250 kHz 125 kHz
Application Frequency

+/-Jitter  (%)

FLASH typ
ROM max
ROM typ
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12.8 EMC CHARACTERISTICS

Susceptibility tests are performed on a sample ba-
sis during product characterization.

12.8.1 Functional EMS (Electro Magnetic
Susceptibility)
Based on a simple running application on the
product (toggling 2 LEDs through I/O ports), the
product is stressed by two electro magnetic events
until a failure occurs (indicated by the LEDs).
■ ESD: Electro-Static Discharge (positive and

negative) is applied on all pins of the device until
a functional disturbance occurs. This test
conforms with the IEC 1000-4-2 standard.

■ FTB: A Burst of Fast Transient voltage (positive
and negative) is applied to VDD and VSS through
a 100pF capacitor, until a functional disturbance
occurs. This test conforms with the IEC 1000-4-
4 standard.

A device reset allows normal operations to be re-
sumed. The test results are given in the table be-
low based on the EMS levels and classes defined
in application note AN1709.

12.8.1.1 Designing hardened software to avoid
noise problems
EMC characterization and optimization are per-
formed at component level with a typical applica-
tion environment and simplified MCU software. It

should be noted that good EMC performance is
highly dependent on the user application and the
software in particular.

Therefore it is recommended that the user applies
EMC software optimization and prequalification
tests in relation with the EMC level requested for
his application.

Software recommendations:
The software flowchart must include the manage-
ment of runaway conditions such as:

– Corrupted program counter

– Unexpected reset

– Critical Data corruption (control registers...)

Prequalification trials:
Most of the common failures (unexpected reset
and program counter corruption) can be repro-
duced by manually forcing a low state on the RE-
SET pin or the Oscillator pins for 1 second.

To complete these trials, ESD stress can be ap-
plied directly on the device, over the range of
specification values. When unexpected behaviour
is detected, the software can be hardened to pre-
vent unrecoverable errors occurring (see applica-
tion note AN1015)

.

Symbol Parameter Conditions
Level/
Class

VFESD
Voltage limits to be applied on any I/O pin to induce a 
functional disturbance

8 or 16K Flash device, VDD=5V, 
TA=+25°C, fOSC=8MHz conforms to IEC 
1000-4-2

4B

VFFTB

Fast transient voltage burst limits to be applied 
through 100pF on VDD and VDD pins to induce a func-
tional disturbance

VDD=5V, TA=+25°C, fOSC=8MHz
conforms to IEC 1000-4-4

4A
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I/O PORT PIN CHARACTERISTICS (Cont’d)

12.9.2 Output Driving Current 
Subject to general operating conditions for VDD, fCPU, and TA unless otherwise specified. 

Figure 71. Typical VOL at VDD=5V (std. ports)

Figure 72. Typ. VOL at VDD=5V (high-sink ports)

Figure 73. Typical VOH at VDD=5V

Notes:
1. The IIO current sunk must always respect the absolute maximum rating specified in Section 12.2.2 and the sum of IIO
(I/O ports and control pins) must not exceed IVSS.
2. The IIO current sourced must always respect the absolute maximum rating specified in Section 12.2.2 and the sum of
IIO (I/O ports and control pins) must not exceed IVDD. True open drain I/O pins do not have VOH.

Symbol Parameter Conditions Min Max Unit

VOL 
1)

Output low level voltage for a standard I/O pin 
when 8 pins are sunk at same time
(see Figure 71)

V
D

D
=

5V

IIO=+5mA 1.2

V

IIO=+2mA 0.5

Output low level voltage for a high sink I/O pin 
when 4 pins are sunk at same time
(see Figure 72 and Figure 74)

IIO=+20mA,TA≤85°C
TA>85°C

1.3
1.5

IIO=+8mA 0.6

VOH 
2)

Output high level voltage for an I/O pin
when 4 pins are sourced at same time
(see Figure 73 and Figure 76)

IIO=-5mA, TA≤85°C
TA>85°C

VDD-1.4
VDD-1.6

IIO=-2mA VDD-0.7
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COMMUNICATION INTERFACE CHARACTERISTICS (Cont’d)

Figure 81. SPI Slave Timing Diagram with CPHA=11)

Figure 82. SPI Master Timing Diagram 1)

Notes:
1. Measurement points are done at CMOS levels: 0.3xVDD and 0.7xVDD.
2. When no communication is on-going the data output line of the SPI (MOSI in master mode, MISO in slave mode) has
its alternate function capability released. In this case, the pin status depends of the I/O port configuration.
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ADC CHARACTERISTICS (Cont’d)

Figure 83. RAIN max. vs fADC with CAIN=0pF1) Figure 84. Recommended CAIN & RAIN values.
2)

Figure 85. Typical A/D Converter Application 

Notes:
1. CPARASITIC represents the capacitance of the PCB (dependent on soldering and PCB layout quality) plus the pad ca-
pacitance (3pF). A high CPARASITIC value will downgrade conversion accuracy. To remedy this, fADC should be reduced.
2. This graph shows that depending on the input signal variation (fAIN), CAIN can be increased for stabilization time and
decreased to allow the use of a larger serial resistor (RAIN). 
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ADC CHARACTERISTICS (Cont’d)

12.13.1 Analog Power Supply and Reference
Pins
Depending on the MCU pin count, the package
may feature separate VAREF and VSSA analog
power supply pins. These pins supply power to the
A/D converter cell and function as the high and low
reference voltages for the conversion. In some
packages, VAREF and VSSA pins are not available
(refer to Section 2 on page 8). In this case the an-
alog supply and reference pads are internally
bonded to the VDD and VSS pins. 

Separation of the digital and analog power pins al-
low board designers to improve A/D performance.
Conversion accuracy can be impacted by voltage
drops and noise in the event of heavily loaded or
badly decoupled power supply lines (see Section
12.13.2 General PCB Design Guidelines).

12.13.2 General PCB Design Guidelines
To obtain best results, some general design and
layout rules should be followed when designing
the application PCB to shield the noise-sensitive,
analog physical interface from noise-generating
CMOS logic signals.

– Use separate digital and analog planes. The an-
alog ground plane should be connected to the 

digital ground plane via a single point on the 
PCB. 

– Filter power to the analog power planes. It is rec-
ommended to connect capacitors, with good high 
frequency characteristics, between the power 
and ground lines, placing 0.1µF and optionally, if 
needed 10pF capacitors as close as possible to 
the ST7 power supply pins and a 1 to 10µF ca-
pacitor close to the power source (see Figure 
86). 

– The analog and digital power supplies should be 
connected in a star network. Do not use a resis-
tor, as VAREF is used as a reference voltage by 
the A/D converter and any resistance would 
cause a voltage drop and a loss of accuracy.

– Properly place components and route the signal 
traces on the PCB to shield the analog inputs. 
Analog signals paths should run over the analog 
ground plane and be as short as possible. Isolate 
analog signals from digital signals that may 
switch while the analog inputs are being sampled 
by the A/D converter. Do not toggle digital out-
puts on the same I/O port as the A/D input being 
converted.

Figure 86. Power Supply Filtering 

VSS

VDD

VDD

ST72XXX
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VSSA

POWER
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ST7
DIGITAL NOISE
FILTERING

EXTERNAL
NOISE
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14 ST72324 DEVICE CONFIGURATION AND ORDERING INFORMATION

14.1 FLASH OPTION BYTES 

The option bytes allows the hardware configura-
tion of the microcontroller to be selected. They
have no address in the memory map and can be
accessed only in programming mode (for example
using a standard ST7 programming tool). The de-
fault content of the FLASH is fixed to FFh. To pro-
gram directly the FLASH devices using ICP,
FLASH devices are shipped to customers with the
internal RC clock source.

OPTION BYTE 0
OPT7= WDG HALT Watchdog reset on HALT
This option bit determines if a RESET is generated
when entering HALT mode while the Watchdog is
active.
0: No Reset generation when entering Halt mode
1: Reset generation when entering Halt mode

OPT6= WDG SW Hardware or software watchdog 
This option bit selects the watchdog type.
0: Hardware (watchdog always enabled)
1: Software (watchdog to be enabled by software)

OPT5 = Reserved, must be kept at default value.

OPT4:3= VD[1:0] Voltage detection
These option bits enable the voltage detection
block (LVD, and AVD) with a selected threshold for
the LVD and AVD.

Caution: If the medium or low thresholds are se-
lected, the detection may occur outside the speci-
fied operating voltage range. Below 3.8V, device
operation is not guaranteed. For details on the
AVD and LVD threshold levels refer to Section
12.4.1 on page 119

OPT2:1 = Reserved, must be kept at default value.

OPT0= FMP_R Flash memory read-out protection
Read-out protection, when selected, provides a
protection against Program Memory content ex-
traction and against write access to Flash memo-
ry. 

Erasing the option bytes when the FMP_R option
is selected causes the whole user memory to be
erased first, and the device can be reprogrammed.
Refer to Section 7.3.1 on page 37 and the ST7
Flash Programming Reference Manual for more
details.
0: Read-out protection enabled
1: Read-out protection disabled

STATIC OPTION BYTE 0
7 0

STATIC OPTION BYTE 1
7 0

WDG
R

es
er

ve
d VD

R
es

er
ve

d

R
es

er
ve

d

F
M

P
_R

P
K

G
1

R
S

T
C

OSCTYPE OSCRANGE

P
LL

O
F

F

H
A

LT

S
W 1 0 1 0 2 1 0

Default 1 1 1 0 0 1 1 1 1 1 1 0 1 1 1 1

Selected Low Voltage Detector VD1 VD0

LVD and AVD Off 1 1
Lowest Voltage Threshold (VDD~3V) 1 0
Medium Voltage Threshold (VDD~3.5V) 0 1
Highest Voltage Threshold (VDD~4V) 0 0
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14.4 DEVELOPMENT TOOLS

STMicroelectronics offers a range of hardware
and software development tools for the ST7 micro-
controller family. Full details of tools available for
the ST7 from third party manufacturers can be ob-
tain from the STMicroelectronics Internet site:
➟ http//:mcu.st.com.

Tools from these manufacturers include C compli-
ers, emulators and gang programmers.

Emulators
Two types of emulators are available from ST for
the ST72324 family: 
■ ST7 DVP3 entry-level emulator offers a flexible

and modular debugging and programming
solution. SDIP42 & SDIP32 probes/adapters
are included, other packages need a specific
connection kit (refer to Table 28)

■ ST7 EMU3 high-end emulator is delivered with
everything (probes, TEB, adapters etc.) needed
to start emulating the ST72324 family. To
configure it to emulate other ST7 subfamily
devices, the active probe for the ST7EMU3 can
be changed and the ST7EMU3 probe is
designed for easy interchange of TEBs (Target
Emulation Board). See Table 28.

In-circuit Debugging Kit

Two configurations are available from ST:
■ STXF521-IND/USB: Low-cost In-Circuit

Debugging kit from Softec Microsystems.
Includes STX-InDART/USB board (USB port)
and a specific demo board for ST72521
(TQFP64)

■ STxF-INDART 

Flash Programming tools
■ ST7-STICK ST7 In-circuit Communication Kit, a

complete software/hardware package for
programming ST7 Flash devices. It connects to
a host PC parallel port and to the target board or
socket board via ST7 ICC connector.

■ ICC Socket Boards provide an easy to use and
flexible means of programming ST7 Flash
devices. They can be connected to any tool that
supports the ST7 ICC interface, such as ST7
EMU3, ST7-DVP3, inDART, ST7-STICK, or
many third-party development tools.

Evaluation board
■ ST7232x-EVAL with ICC connector for

programming capability. Provides direct
connection to ST7-DVP3 emulator. Supplied
with daughter boards (core module) for
ST72F321, ST72F324 & ST72F521 (the
ST72F321 & ST72F324 chips are not included)

Table 28. STMicroelectronics Development Tools 

Note 1: Add suffix /EU, /UK, /US for the power supply of your region.

Supported 
Products

 Emulation Programming

ST7 DVP3 Series ST7 EMU3 series
ICC Socket Board

Emulator Connection kit Emulator
Active Probe & 

T.E.B.

ST72324BJ,
ST72F324J, 
ST72F324BJ

ST7MDT20-DVP3
ST7MDT20-T44/

DVP
ST7MDT20J-

EMU3
ST7MDT20J-TEB ST7SB20J/xx1

ST72324BK,
ST72F324K, 
ST72F324BK

ST7MDT20-DVP3
ST7MDT20-T32/

DVP
155/164

1



ST72324Jx ST72324Kx
15 KNOWN LIMITATIONS

15.1 ALL DEVICES

15.1.1 External RC option 
The External RC clock source option described in
previous datasheet revisions is no longer support-
ed and has been removed from this specification.

15.1.2 CSS Function
The Clock Security System function has been re-
moved from the datasheet.

15.1.3 Safe Connection of OSC1/OSC2 Pins
The OSC1 and/or OSC2 pins must not be left un-
connected otherwise the ST7 main oscillator may
start and, in this configuration, could generate an
fOSC clock frequency in excess of the allowed
maximum (>16MHz.), putting the ST7 in an un-
safe/undefined state. Refer to Section 6.2 on page
24.

15.1.4 Unexpected Reset Fetch
If an interrupt request occurs while a “POP CC” in-
struction is executed, the interrupt controller does
not recognise the source of the interrupt and, by
default, passes the RESET vector address to the
CPU.

Workaround
To solve this issue, a “POP CC” instruction must
always be preceded by a “SIM” instruction.

15.1.5 Clearing active interrupts outside
interrupt routine
When an active interrupt request occurs at the
same time as the related flag is being cleared, an
unwanted reset may occur.

Note: clearing the related interrupt mask will not
generate an unwanted reset

Concurrent interrupt context
The symptom does not occur when the interrupts
are handled normally, i.e.

when:

– The interrupt flag is cleared within its own inter-
rupt routine

– The interrupt flag is cleared within any interrupt 
routine

– The interrupt flag is cleared in any part of the 
code while this interrupt is disabled

If these conditions are not met, the symptom can
be avoided by implementing the following se-
quence:

Perform SIM and RIM operation before and after
resetting an active interrupt request.

Example: 

SIM

reset interrupt flag

RIM

Nested interrupt context:
The symptom does not occur when the interrupts
are handled normally, i.e. 

when:

– The interrupt flag is cleared within its own inter-
rupt routine

– The interrupt flag is cleared within any interrupt 
routine with higher or identical priority level

– The interrupt flag is cleared in any part of the 
code while this interrupt is disabled

If these conditions are not met, the symptom can
be avoided by implementing the following se-
quence:

PUSH CC

SIM

reset interrupt flag

POP CC

15.1.6 External Interrupt Missed
To avoid any risk of generating a parasitic inter-
rupt, the edge detector is automatically disabled
for one clock cycle during an access to either DDR
and OR. Any input signal edge during this period
will not be detected and will not generate an inter-
rupt.

This case can typically occur if the application re-
freshes the port configuration registers at intervals
during runtime.

Workaround
The workaround is based on software checking
the level on the interrupt pin before and after writ-
ing to the PxOR or PxDDR registers. If there is a
level change (depending on the sensitivity pro-
grammed for this pin) the interrupt routine is in-
voked using the call instruction with three extra
PUSH instructions before executing the interrupt
routine (this is to make the call compatible with the
IRET instruction at the end of the interrupt service
routine).

But detection of the level change does ensure that
edge occurs during the critical 1 cycle duration and
the interrupt has been missed. This may lead to
occurrence of same interrupt twice (one hardware
and another with software call).
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