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24. CRC - Cyclic Redundancy Check Generator
241 Features
e Cyclic redundancy check (CRC) generation and checking for
e Communication data
e Program or data in flash memory
e Data in SRAM and I/O memory space
e Integrated with flash memory and CPU
e Automatic CRC of the complete or a selectable range of the flash memory
e CPU can load data to the CRC generator through the 1/O interface
e CRC polynomial software selectable to
e CRC-16 (CRC-CCITT)
e CRC-32 (IEEE 802.3)
e Zero remainder detection
24.2 Overview
A cyclic redundancy check (CRC) is an error detection technique test algorithm used to find accidental errors in data, and
it is commonly used to determine the correctness of a data transmission, and data present in the data and program
memories. A CRC takes a data stream or a block of data as input and generates a 16- or 32-bit output that can be
appended to the data and used as a checksum. When the same data are later received or read, the device or application
repeats the calculation. If the new CRC result does not match the one calculated earlier, the block contains a data error.
The application will then detect this and may take a corrective action, such as requesting the data to be sent again or
simply not using the incorrect data.
Typically, an n-bit CRC applied to a data block of arbitrary length will detect any single error burst not longer than n bits
(any single alteration that spans no more than n bits of the data), and will detect the fraction 1-2™ of all longer error
bursts. The CRC module in Atmel AVR XMEGA devices supports two commonly used CRC polynomials; CRC-16 (CRC-
CCITT) and CRC-32 (IEEE 802.3).
e CRC-16:
Polynomial: ~ x"®+x'2+x5+1
Hex value:  0x1021
e CRC-32:
Polynomial:  x32+x20+xZ3+x224+x 84124 x T x 104y By + x5+ x4+ x4+ x+1
Hex value: 0x04C11DB7
XMEGA D4 [DATASHEET 43
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TITLE GPC DRAWING NO. REV.
: . 49C2, 49-ball (7 x 7 array), 0.65mm pitch,
AtmeL Package Drawing Contact: 5 0% 5.0% 1.0mm. veryihi :
: . . . , very thin, fine-pitch CBD 49C2 A
packagedrawings@atmel.com ball grid array package (VFBGA)
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Table 32-10. Accuracy Characteristics

Parameter

Condition

Differential 12 12
RES Resolution 12-bit resolution Single ended signed 11 11 Bits
Single ended unsigned 12 12
16ksps, Vger = 3V 0.5 1
16ksps, all Vrer 0.8 2
Differential mode
200ksps, Vger = 3V 0.6 1
INL) Integral non-linearity
200ksps, all Vger 1 2
Single ended 16ksps, Vggr = 3.0V 0.5 1
igned mod
unsigned mode  16ksps, all Viger 1.3 2 "
S
16ksps, Vger = 3V 0.3 1
16ksps, all Vrer 0.5 1
Differential mode
200ksps, Vger = 3V 0.35 1
DNL™ Differential non-linearity
200ksps, all Vger 0.5 1
Single ended 16ksps, Vggr = 3.0V 0.6 1
igned mod
unsigned mode — 16ksps, all Vier 06 1
8 mV
Offset Error Differential mode = Temperature drift 0.01 mV/K
Operating voltage drift 0.25 mV/V
External reference -5
AVc/1.6 -5
mV
AVc/2.0 -6
Differential mode
Bandgap +10
Temperature drift 0.02 mV/K
Operating voltage drift 2 mV/V
Gain Error
External reference -8
AVc/1.6 -8
mV
Single ended AVcc/2.0 -8
unsigned mode Bandgap +10
Temperature drift 0.03 mV/K
Operating voltage drift 2 mV/V
Notes: 1. Maximum numbers are based on characterisation and not tested in production, and valid for 5% to 95% input voltage range.
2. Unless otherwise noted all linearity, offset and gain error numbers are valid under the condition that external VREF is used.
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32.2.5 1/0 Pin Characteristics

The 1/O pins complies with the JEDEC LVTTL and LVCMOS specification and the high- and low level input and output
voltage limits reflect or exceed this specification.

Table 32-35. /0O Pin Characteristics

Symbol | Parameter Condition
low 1/ . .
| H 2 I/0 pin source/sink current -20 20 mA
oL
Ve =2.4-3.6V 0.7*Vce Vect0.5
Viu High level input voltage
Vee = 1.6-2.4V 0.8*Vee Vect0.5
Vee = 2.4- 3.6V 0.5 0.3*Vee
Vi Low level input voltage
Voo =1.6-2.4V 0.5 0.2*Vee
Ve = 3.3V lop = -4mMA 26 2.9
\Y
Vou High level output voltage Ve = 3.0V lon = -3mMA 2.1 2.7
Ve = 1.8V low = -TmA 1.4 1.6
Ve = 3.3V loL = 8MA 0.4 0.76
VoL Low level output voltage Ve = 3.0V loL = 5mA 0.3 0.64
Vee = 1.8V lo, = 3mA 0.2 0.46
IN Input leakage current I/O pin T=25°C <0.01 1 A
Rp Pull/buss keeper resistor 25 kQ
Notes: 1. The sum of all |y for PORTA and PORTB must not exceed 100mA.
The sum of all I, for PORTC, PORTD, PORTE must for each port not exceed 200mA.
The sum of all |y for pins PF[0-5] on PORTF must not exceed 200mA.
The sum of all I, for pins PF[6-7] on PORTF, PORTR and PDI must not exceed 100mA.
2. The sum of all I, for PORTA and PORTB must not exceed 100mA.
The sum of all I, for PORTC, PORTD, PORTE must for each port not exceed 200mA.
The sum of all I, for pins PF[0-5] on PORTF must not exceed 200mA.
The sum of all |, for pins PF[6-7] on PORTF, PORTR and PDI must not exceed 100mA.
XMEGA D4 [DATASHEET] 88
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Symbol | Parameter

Rq Negative impedance

ESR

Start-up time

c Parasitic capacitance
XTALT XTAL1 pin

c Parasitic capacitance
XTAL2 XTAL2 pin

CLoap Parasitic capacitance load

Atmel

Condition
9MHz crystal 390
XOSCPWR=1,
FRQRANGE=0, 12MHz crystal 50
CL=20pF
16MHz crystal 10
9MHz crystal 1500
XOSCPWR=1,
FRQRANGE=1, 12MHz crystal 650
CL=20pF Q
16MHz crystal 270
XOSCPWR=1, 12MHz crystal 1000
FRQRANGE=2,
CL=20pF 16MHz crystal 440
XOSCPWR=1, 12MHz crystal 1300
FRQRANGE=3,
CL=20pF 16MHz crystal 590
SF = safety factor min(Rq)/SF kQ
XOSCPWR=0, 0.4MHz resonator, 10
FRQRANGE=0 CL=100pF '
XOSCPWR=0, _
FRQRANGE=1 2MHz crystal, CL=20pF 2.6
XOSCPWR=0, _
FRQRANGE=2 8MHz crystal, CL=20pF 0.8 ms
XOSCPWR=0, _
FRQRANGE=3 12MHz crystal, CL=20pF 1.0
XOSCPWR=1, _
FRQRANGE=3 16MHz crystal, CL=20pF 14
5.9
8.3 PF
3.5
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32.4 ATxmegai128D4

32.4.1 Absolute Maximum Ratings

Stresses beyond those listed in Table 32-86 under may cause permanent damage to the device. This is a stress rating
only and functional operation of the device at these or other conditions beyond those indicated in the operational sections
of this specification is not implied. Exposure to absolute maximum rating conditions for extended periods may affect
device reliability.

Table 32-86. Absolute Maximum Ratings

Symbol Parameter Condition

Vee Power supply voltage -0.3 4 \Y
lvee Current into a V¢ pin 200 A

lenp Current out of a Gnd pin 200

Vo aP:]r:j \((/)(I:t:ge with respect to Gnd 05 Voct0.5 Vv
Ioin I/0 pin sink/source current -25 25 mA
Ta Storage temperature -65 150 .
T Junction temperature 150 ¢

32.4.2 General Operating Ratings

The device must operate within the ratings listed in Table 32-87 in order for all other electrical characteristics and typical
characteristics of the device to be valid.

Table 32-87. General Operating Conditions

Symbol Parameter Condition
Vee Power supply voltage 1.60 3.6
\Y,
AV¢e Analog supply voltage 1.60 3.6
Ta Temperature range -40 85
°C
T; Junction temperature -40 105
Table 32-88. Operating Voltage and Frequency
Symbol Parameter Condition Min. Typ. Max. Units
Vee = 1.6V 0 12
Ve = 1.8V 0 12
Clkcpy CPU clock frequency MHz
Voo = 2.7V 0 32
Ve = 3.6V 0 32
XMEGA D4 [DATASHEET 123
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32.4.3 Current Consumption

Table 32-89. Current Consumption for Active Mode and Sleep Modes

Symbol | Parameter Condition Min. Typ. Max. | Units
Ve = 1.8V 55
32kHz, Ext. Clk
Ve = 3.0V 135
MHz. Ext. Cik Voo = 1.8V 255 uA
Active power 2, EXL.
consun‘:ption“) Vigg = S0 Sl
Ve = 1.8V 460 600
2MHz, Ext. Clk
1.0 14
Ve = 3.0V mA
32MHz, Ext. Clk 9.5 12
Vee = 1.8V 29
32kHz, Ext. Clk
Ve = 3.0V 3.9
Ve = 1.8V 62
Idle power 1MHz, Ext. Clk ~ uA
C ) Ve = 3.0V 118
consumption
Ve = 1.8V 125 225
2MHz, Ext. Clk
240 350
Ve = 3.0V
32MHz, Ext. Clk 3.8 5.5 mA
lec T=25°C 0.1 1.0
T =85°C Ve = 3.0V 1.5 4.5
T=105°C 0.1 8.6
Power-down power WDT and sampled BOD enabled, 14 3.0
consumption T =25°C c
WDT and sampled BOD enabled, _
T =85C Ve = 3.0V 2.8 6.0
WDT and sampled BOD enabled, 14 8.8
T=105°C . N
y
RTC from ULP clock, WDT and Vg =1.8V 1.2
sampled BOD enabled, T = 25°C Vg = 3.0V 15
Power-save power RTC from 1.024kHz low power Vee = 1.8V 06 20
ion®@ = o5°
consumption 32.768kHz TOSC, T = 25°C Voo = 3.0V 07 20
RTC from low power 32.768kHz Vo = 1.8V 0.8 3.0
TOSC, T = 25°C Vee = 3.0V 1.0 3.0
. Current through RESET pin _
Reset power consumption substracted Vee = 3.0V 300
Notes: 1. All Power Reduction Registers set.
2. Maximum limits are based on characterization, and not tested in production.
XMEGA D4 [DATASHEET 125
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Figure 33-25. 1/0 Pin Output Voltage vs. Source Current
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Figure 33-26. I/0 Pin Output Voltage vs. Source Current
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Figure 33-27. 1/0 Pin Output Voltage vs. Source Current
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Figure 33-28. I1/0 Pin Output Voltage vs. Sink Current
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Figure 33-45. Gain Error vs. Temperature
Vec = 3.0V, Ve = external 2.0V
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Figure 33-46. Offset Error vs. V¢
T = 25°C, Vgee = external 1.0V, ADC sample rate = 200ksps
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33.1.9 Oscillator Characteristics

33.1.9.1 Ultra Low-Power Internal Oscillator

Figure 33-65. Ultra Low-Power Internal Oscillator Frequency vs. Temperature
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33.1.9.2 32.768kHz Internal Oscillator

Figure 33-66. 32.768kHz Internal Oscillator Frequency vs. Temperature
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33.1.10 Two-Wire Interface Characteristics
Figure 33-77. SDA Hold Time vs. Temperature

500
450 - 3
400 -
350 - p
300 -
250 -
200 -
150 -
100
50 1
0 \
45 35 25 15 5 5 15 26 35 45 55 65 75 85

Hold time [ns]

Temperature [°C]

Figure 33-78. SDA Hold Time vs. Supply Voltage
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Figure 33-86. Active Mode Supply Current vs. V¢
fsys = 32MHz internal oscillator
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33.2.1.2 Idle Mode Supply Current

Figure 33-87. Idle Mode Supply Current vs. Frequency
fsys = 0 - 1MHz external clock, T = 25°C
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Figure 33-267. 1/0 Pin Output Voltage vs. Source Current
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Figure 33-268. 1/0 Pin Output Voltage vs. Source Current
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Figure 33-273. 1/0 Pin Output Voltage vs. Sink Current
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33.4.2.3 Thresholds and Hysteresis

Figure 33-274. 1/0 Pin Input Threshold Voltage vs. V¢
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Figure 33-283. DNL Error vs. Input Code
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T=25°%C, V¢ = 3.6V, ADC sampling speed = 500ksps

3
2 Single-ended Signe:
—  ° g g
T I —
> B . : —
Differential Mode —
% 0 I \\
[e]
Uél -1 T \\
3 T Single-ended Unsigned
2
\
\
-3
4
1 1.2 1.4 1.6 1.8 2 2.2 2.4 2.6 2.8 3
VrerV]
XMEGA D4 [DATASHEET 286
Atmel [ :

Atmel-8135S-AVR-ATxmega16D4-32D4-64D4-128D4-Datasheet-09/2016



Figure 33-309. Reset Pin Input Threshold Voltage vs. V¢

Vi - Reset pin read as “0”
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33.4.9 Power-on Reset Characteristics

Figure 33-310. Power-on Reset Current Consumption vs. V¢
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Problem fix/Workaround
For CWCM no workaround is required.

For PGM in latched mode, disable the DTI channels before returning from the fault condition. Then, set correct
OUTOVEN value and enable the DTI channels, before the direction (DIR) register is written to enable the correct
outputs again.

For PGM in cycle-by-cycle mode there is no workaround.

4. Erroneous interrupt when using Timer/Counter with QDEC

When the Timer/Counter is set in Dual Slope mode with QDEC enabled, an additional underflow interrupt (and
event) will be given when the counter counts from BOTTOM to one.

Problem fix/Workaround

When receiving underflow interrupt check direction and value of counter. If direction is UP and counter value is
zero, change the counter value to one. This will also remove the additional event. If the counter value is above
zero, clear the interrupt flag.

5. AC system status flags are only valid if AC-system is enabled

The status flags for the ac-output are updated even though the AC is not enabled which is invalid. Also, it is not
possible to clear the AC interrupt flags without enabling either of the Analog comparators.

Problem fix/Workaround

Software should clear the AC system flags once, after enabling the AC system before using the AC system status
flags.

6. Temperature sensor not calibrated

Temperature sensor factory calibration not implemented.
Problem fix/Workaround

None.

3414 Rev.C/D

Not sampled.
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