EXFL

Microchip Technology - ASPE3000L-1FG324| Datasheet

Details
Product Status

Number of LABs/CLBs

Number of Logic Elements/Cells

Total RAM Bits

Number of I/O

Number of Gates
Voltage - Supply
Mounting Type
Operating Temperature
Package / Case

Supplier Device Package

Purchase URL

Email: info@E-XFL.COM

Welcome to E-XFL.COM

Understanding Embedded - FPGAs (Field
Programmable Gate Array)

Embedded - FPGAs, or Field Programmable Gate Arrays,
are advanced integrated circuits that offer unparalleled
flexibility and performance for digital systems. Unlike
traditional fixed-function logic devices, FPGAs can be
programmed and reprogrammed to execute a wide array
of logical operations, enabling customized functionality
tailored to specific applications. This reprogrammability
allows developers to iterate designs quickly and implement
complex functions without the need for custom hardware.

Applications of Embedded - FPGAs

The versatility of Embedded - FPGAs makes them
indisnensahle in numerous fields. In telecommunications.

Active

516096

221

3000000

1.14V ~ 1.575V
Surface Mount
-40°C ~ 100°C (T))
324-BGA
324-FBGA (19x19)

https://www.e-xfl.com/product-detail/microchip-technology/a3pe3000I-1fg324i

Address: Room A, 16/F, Full Win Commercial Centre, 573 Nathan Road, Mongkok, Hong Kong


https://www.e-xfl.com/product/pdf/a3pe3000l-1fg324i-4493685
https://www.e-xfl.com
https://www.e-xfl.com/product/filter/embedded-fpgas-field-programmable-gate-array

& Microsemi

Flash*Freeze Technology and Low Power Modes

* Avoid using pull-ups and pull-downs on 1/Os because these resistors draw some current. Avoid
driving resistive loads or bipolar transistors, since these draw a continuous current, thereby
adding to the static current.

* When partitioning the design across multiple devices, minimize 1/0 usage among the devices.

Conclusion

Microsemi IGLOO, IGLOO nano, IGLOO PLUS, ProASIC3L, and RT ProASIC3 family architectures are
designed to achieve ultra-low power consumption based on enhanced nonvolatile and live-at-power-up
flash-based technology. Power consumption can be reduced further by using Flash*Freeze, Static (Idle),
Sleep, and Shutdown power modes. All these features result in a low power, cost-effective, single-chip
solution designed specifically for power-sensitive and battery-operated electronics applications.

Related Documents

Application Notes

Embedded SRAM Initialization Using External Serial EEPROM
http://www.microsemi.com/soc/documents/EmbeddedSRAMInit_ AN.pdf

List of Changes

The following table lists critical changes that were made in each version of the chapter.

Date Changes Page

July 2010 This chapter is no longer published separately with its own part number and version N/A
but is now part of several FPGA fabric user’s guides.

v2.3 The "Sleep Mode" section was revised to state the VJTAG and VPUMP, as well as 32
(November 2009) |VCC, are grounded during Sleep mode (SAR 22517).

Figure 2-6 » Controlling Power-On/-Off State Using Microprocessor and Power FET 33
and Figure 2-7 « Controlling Power-On/-Off State Using Microprocessor and Voltage
Regulator were revised to show that VJTAG and VPUMP are powered off during

Sleep mode.
v2.2 IGLOO nano devices were added as a supported family. N/A
(December 2008)
The "Prototyping for IGLOO and ProASIC3L Devices Using ProASIC3" section was N/A
removed, as these devices are now in production.
The "Additional Power Conservation Techniques" section was revised to add RT 41
ProASIC3 devices.
v2.0 The "Flash*Freeze Management FSM" section was updated with the following 37
(October 2008) information: The FSM also asserts Flash_Freeze Enabled whenever the device

enters Flash*Freeze mode. This occurs after all housekeeping and clock gating
functions have completed.
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Date Changes Page
v2.1 The title changed from "Flash*Freeze Technology and Low Power Modes in IGLOO, N/A
(October 2008) IGLOO PLUS, and ProASIC3L Devices" to Actel's Flash*Freeze Technology and

Low Power Modes."

The "Flash Families Support the Flash*Freeze Feature" section was updated. 22

Significant changes were made to this document to support Libero IDE v8.4 and
later functionality. RT ProASIC3 device support information is new. In addition to the
other major changes, the following tables and figures were updated or are new:

Figure 2-3 < Flash*Freeze Mode Type 2 — Controlled by Flash*Freeze Pin and

Internal Logic (LSICC signal) — updated 27
Figure 2-5 « Narrow Clock Pulses During Flash*Freeze Entrance and Exit — new
Figure 2-10 « Flash*Freeze Management IP Block Diagram — new 30
Figure 2-11 « FSM State Diagram — new 37
Table 2-6 + IGLOO nano and IGLOO PLUS Flash*Freeze Mode (type 1 and type 38
2)—I/O Pad State — updated 29
Please review the entire document carefully.
v1.3 The family description for ProASIC3L in Table 2-1 + Flash-Based FPGAs was 22
(June 2008) updated to include 1.5 V.
v1.2 The part number for this document was changed from 51700094-003-1 to N/A
(March 2008) 51700094-004-2.

The title of the document was changed to "Flash*Freeze Technology and Low N/A
Power Modes in IGLOO, IGLOO PLUS, and ProASIC3L Devices."

The "Flash*Freeze Technology and Low Power Modes" section was updated to 21
remove the parenthetical phrase, "from 25 yW," in the second paragraph. The
following sentence was added to the third paragraph: "IGLOO PLUS has an
additional feature when operating in Flash*Freeze mode, allowing it to retain 1/O
states as well as SRAM and register states."

The "Power Conservation Techniques" section was updated to add V ag to the 2-1
parenthetical list of power supplies that should be tied to the ground plane if unused.
Additional information was added regarding how the software configures unused
I/Os.

Table 2-1 « Flash-Based FPGAs and the accompanying text was updated to include 22
the IGLOO PLUS family. The "IGLOO Terminology" section and "ProASIC3
Terminology" section are new.

The "Flash*Freeze Mode" section was revised to include that I/O states are 24
preserved in Flash*Freeze mode for IGLOO PLUS devices. The last sentence in the
second paragraph was changed to, "If the FF pin is not used, it can be used as a
regular I/0." The following sentence was added for Flash*Freeze mode type 2:
"Exiting the mode is controlled by either the FF pin OR the user-defined LSICC
signal."

The "Flash*Freeze Type 1: Control by Dedicated Flash*Freeze Pin" section was 24
revised to change instructions for implementing this mode, including instructions for
implementation with Libero IDE v8.3.

Figure 2-1 « Flash*Freeze Mode Type 1 — Controlled by the Flash*Freeze Pin was 25
updated.

The "Flash*Freeze Type 2: Control by Dedicated Flash*Freeze Pin and Internal 26
Logic" section was renamed from "Type 2 Software Implementation."

The "Type 2 Software Implementation for Libero IDE v8.3" section is new. 2-6
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I/O Type Beginning of /O Name Notes

Single-Ended GAAO/IOuxwByVz |Only one of the I/Os can be directly connected to a
GAA1/I0uxwByVz quadrant global at a time
GAA2/I0uxwByVz
GABO/IOuxwByVz |Only one of the 1/Os can be directly connected to a
GAB1/I0uxwByVz quadrant global at a time.
GAB2/I0uxwByVz
GACO0/IOuxwByVz |Only one of the 1/Os can be directly connected to a
GAC1/I0uxwByVz quadrant global at a time.
GAC2/I0uxwByVz
GBAO/IOuxwByVz |Only one of the 1/Os can be directly connected to a global
GBA1/IOuxwByvz [ata time.
GBA2/I0uxwByVz
GBBO/IOuxwByVz |Only one of the 1/Os can be directly connected to a global
GBB1/IOuxwByvz [ata time.
GBB2/I0uxwByVz
GBCO0/IOuxwByVz  |Only one of the I/Os can be directly connected to a global
GBC1/I0uxwByVz [atatime.
GBC2/I0uxwByVz
GDAO/IOuxwByVz |Only one of the I/Os can be directly connected to a global
GDA1/I0uxwByVz [atatime.
GDA2/I0uxwByVz
GDBO/IOuxwByVz |Only one of the I/Os can be directly connected to a global
GDB1/IOuxwByVz [atatime.
GDB2/I0uxwByVz
GDCO0/IOuxwByVz  [Only one of the I/Os can be directly connected to a global
GDC1/I0uxwByVz [atatime.
GDC2/I0uxwByVz
GEAO/IOuxwByVz |Only one of the 1/Os can be directly connected to a global
GEA1/I0uxwByvz [atatime.
GEA2/I0uxwByVz
GEBO/IOuxwByVz |Only one of the 1/Os can be directly connected to a global
GEB1/I0uxwByvz [atatime.
GEB2/I0uxwByVz
GECO0/I0uxwByVz  |Only one of the 1/Os can be directly connected to a global
GEC1/I0uxwByVz [atatime.
GEC2/I0uxwByVz

Note: Only one of the I/Os can be directly connected to a quadrant at a time.
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—— CLKA GLA —
—— EXTFB LOCK ——
— POWERDOWN
—— OADIVRST
GLB |—
YB ——
GLC ——
YC |—

Note: OAVDIVRST exists only in the Fusion PLL.
Figure 3-15 « PLLs in Low Power Flash Devices

You can use the syn_global_buffers attribute in Synplify to specify a maximum number of global macros
to be inserted in the netlist. This can also be used to restrict the number of global buffers inserted. In the
Synplicity 8.1 version or newer, a new attribute, syn_global_minfanout, has been added for low power
flash devices. This enables you to promote only the high-fanout signal to global. However, be aware that
you can only have six signals assigned to chip global networks, and the rest of the global signals should
be assigned to quadrant global networks. So, if the netlist has 18 global macros, the remaining 12 global
macros should have fanout that allows the instances driven by these globals to be placed inside a
quadrant.

Global Promotion and Demotion Using PDC

The HDL source file or schematic is the preferred place for defining which signals should be assigned to
a clock network using clock macro instantiation. This method is preferred because it is guaranteed to be
honored by the synthesis tools and Designer software and stop any replication on this net by the
synthesis tool. Note that a signal with fanout may have logic replication if it is not promoted to global
during synthesis. In that case, the user cannot promote that signal to global using PDC. See Synplicity
Help for details on using this attribute. To help you with global management, Designer allows you to
promote a signal to a global network or demote a global macro to a regular macro from the user netlist
using the compile options and/or PDC commands.

The following are the PDC constraints you can use to promote a signal to a global network:
1. PDC syntax to promote a regular net to a chip global clock:
assign_global_clock —net netname
The following will happen during promotion of a regular signal to a global network:
— If the net is external, the net will be driven by a CLKINT inserted automatically by Compile.
— The I/O macro will not be changed to CLKBUF macros.

— If the net is an internal net, the net will be driven by a CLKINT inserted automatically by
Compile.

2. PDC syntax to promote a net to a quadrant clock:
assign_local_clock —net netname —type quadrant URJUL|LR]LL
This follows the same rule as the chip global clock network.
The following PDC command demotes the clock nets to regular nets.
unassign_global_clock -net netname

Revision 4 67



& Microsemi

ProASIC3L FPGA Fabric User’'s Guide

Global Buffers with PLL Function

Clocks requiring frequency synthesis or clock adjustments can utilize the PLL core before connecting to
the global / quadrant global networks. A maximum of 18 CCC global buffers can be instantiated in a
device—three per CCC and up to six CCCs per device. Each PLL core can generate up to three
global/quadrant clocks, while a clock delay element provides one.

The PLL functionality of the clock conditioning block is supported by the PLL macro.

Clock Source Clock Conditioning Output

Input LVDS/LVPECL Macro PLL Macro

GLA
CLKA GLA
EXTFB LOCK
POWERDOWN GLB
OADIVRST YB
GLC

YC

PADN—X]— Y
PADP—[—]

or

GLA and (GLB or YB)

iy

mn

or

INBUF* Macro OADIVHALF!

PAE'X E Y OADIV[4:0] 2

GLA and (GLC or YC)

OAMUX[2:0] 2
DLYGLA[4:0]
.N12
ggalglxﬁ;gr GLA and (GLB or YB) and
DLYYB[4:0]
DLYGLB[4:02 (GLC or YC)
OCDIV[4:0]?
oc|v|u><[2:032
DLYYC[4:0]
DLYGLC[4:02]2
FINDIV[6:0]
FBDIV[6:0]2
FBDLY[4:0]2
FBSEL[1:0f
XDLYSER
VCOSEL[2:0f

or

LT

Notes:
1. For Fusion only.
2. Refer to the IGLOO, ProASIC3, SmartFusion, and Fusion Macro Library Guide for more information.

3. For INBUF* driving a PLL macro or CLKDLY macro, the 1/0O will be hard-routed to the CCC; i.e., will be placed by
software to a dedicated Global I/O.

4. 1GLOO nano and ProASIC3 nano devices do not support differential inputs.
Figure 4-4 « CCC Options: Global Buffers with PLL

The PLL macro provides five derived clocks (three independent) from a single reference clock. The PLL
macro also provides power-down input and lock output signals. The additional inputs shown on the
macro are configuration settings, which are configured through the use of SmartGen. For manual setting
of these bits refer to the IGLOO, ProASIC3, SmartFusion, and Fusion Macro Library Guide for details.

Figure 4-6 on page 87 illustrates the various clock output options and delay elements.
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IGLOO and ProASIC3 devices support output slew rate control: high and low. Microsemi recommends
the high slew rate option to minimize the propagation delay. This high-speed option may introduce noise
into the system if appropriate signal integrity measures are not adopted. Selecting a low slew rate
reduces this kind of noise but adds some delays in the system. Low slew rate is recommended when bus
transients are expected.

Output Drive

The output buffers of IGLOO and ProASIC3 devices can provide multiple drive strengths to meet signal
integrity requirements. The LVTTL and LVCMOS (except 1.2 V LVCMOS) standards have selectable
drive strengths. Other standards have a preset value.

Drive strength should also be selected according to the design requirements and noise immunity of the
system.

The output slew rate and multiple drive strength controls are available in LVTTL/LVCMOS 3.3V,
LVCMOS 2.5V, LVCMOS 2.5V /5.0V input, LVCMOS 1.8V, and LVCMOS 1.5V. All other I/O
standards have a high output slew rate by default.

For 30 k gate devices, refer to Table 7-14. For other ProASIC3 and IGLOO devices, refer to Table 7-15
through Table 7-16 on page 203 for more information about the slew rate and drive strength
specification. Refer to Table 7-4 on page 178 for I/O bank type definitions.

There will be a difference in timing between the Standard Plus 1/0 banks and the Advanced I/O banks.
Refer to the 1/O timing tables in the datasheet for the standards supported by each device.

Table 7-14 « IGLOO and ProASIC3 Output Drive and Slew for Standard I/O Bank Type (for 30 k
gate devices)

I/O Standards 2 mA 4 mA 6 mA 8 mA Slew

LVTTL/LVCMOS 3.3V v v v v High Low
LVCMOS 2.5V v V4 v v High Low
LVCMOS 1.8V Ve V4 - - High Low
LVCMOS 1.5V v - - - High Low

Table 7-15 « IGLOO and ProASIC3 Output Drive and Slew for Standard Plus 1/0O Bank Type

I/O Standards 2mA | 4mA 6 mA 8 mA 12 mA 16 mA Slew

LVTTL v v v v v v High Low
LVCMOS 3.3V v v v v v v High Low
LVCMOS 2.5V v v v v v - High Low
LVCMOS 1.8V v v v v - - High Low
LVCMOS 1.5V v v - - - - High Low

Note: *Not available in Automotive devices.

Table 7-16 « IGLOO and ProASIC3 Output Drive and Slew for Advanced I/O Bank Type

I/O Standards 2mA | 4mA |6mA [ 8mA | 12mA [ 16 mA | 24 mA Slew

LVTTL V4 v V4 v V4 V4 v High Low
LVCMOS 3.3V v v Ve v v v High Low
LVCMOS 2.5V v v Ve v* v v v High Low
LVCMOS 2.5/5.0 V v v v v* v v v High Low
LVCMOS 1.8V v v v v v v - High Low
LVCMOS 1.5V v v v v v - - High Low

Note: Not available in Automotive devices.
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Table 7-19 shows some high-level interfacing examples using low power flash devices.

Table 7-19 « High-Level Interface Examples

Clock I/10

Interface Type Frequency Type Signals In Signals Out Data I/O
GM Src Sync 125 MHz LVTTL 8 8 125 Mbps
TBI Src Sync 125 MHz LVTTL 10 10 125 Mbps
XSBI Src Sync 644 MHz LVDS 16 16 644 Mbps
XGMI Src Sync DDR 156 MHz HSTL1 32 32 312 Mbps
FlexBus 3 Sys Sync 104 MHz LVTTL < 32 < 32 <104
Pos-PHY3/SPI-3 Sys Sync 104 LVTTL 8, 16, 32 8, 16, 32 <104 Mbps
FlexBus 4/SPI-4.1 Src Sync 200 MHz HSTL1 16,64 16,64 200 Mbps
Pos-PHY4/SPI-4.2 | Src Sync DDR >311 MHz LVDS 16 16 > 622 Mbps
SFI-4.1 Src Sync 622 MHz LVDS 16 16 622 Mbps
CsIX L1 Sys Sync <250 MHz HSTL1| 32,64,96,128 | 32,64,96,128 | <250 Mbps
Hyper Transport Sys Sync DDR <800 MHz LVDS 2,4,8,16 2,4,8,16 <1.6 Gbps
Rapid I/O Parallel | Sys Sync DDR | 250 MHz -1 GHz | LVDS 8,16 8,16 <2 Gbps
Star Fabric CDR LvDS 4 4 622 Mbps

Note: Sys Sync = System Synchronous Clocking, Src Sync = Source Synchronous Clocking, and CDR = Clock and
Data Recovery.

Conclusion

IGLOO and ProASIC3 support for multiple I/O standards minimizes board-level components and makes
possible a wide variety of applications. The Microsemi Designer software, integrated with Libero SoC,
presents a clear visual display of /0 assignments, allowing users to verify I/O and board-level design
requirements before programming the device. The IGLOO and ProASIC3 device I/O features and
functionalities ensure board designers can produce low-cost and low power FPGA applications fulfilling
the complexities of contemporary design needs.
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Low Power Flash Device I/O Support

The low power flash FPGAs listed in Table 8-1 support I/Os and the functions described in this
document.

Table 8-1 « Flash-Based FPGAs

Series Family” Description

IGLOO IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards

ProASIC3 ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and additional I/O standards
ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology
Military ProASIC3/EL | Military temperature ABPE600OL, A3P1000, and A3PE3000L
RT ProASIC3 Radiation-tolerant RT3PE600OL and RT3PE3000L

Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,
and packaging information.

IGLOO Terminology

In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 8-1. Where the information applies to only one product line or limited devices, these exclusions
will be explicitly stated.

ProASIC3 Terminology

In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 8-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.

To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGAs Portfolio.
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Date Changes Page
v1.3 The "Low Power Flash Device I/0 Support" section was revised to include new 214
(October 2008) families and make the information more concise.
v1.2 The following changes were made to the family descriptions in Table 8-1 - Flash- 214
(June 2008) Based FPGAs:

*  ProASIC3L was updated to include 1.5 V.

» The number of PLLs for ProASIC3E was changed from five to six.
v1.1 This document was previously part of I/O Structures in IGLOO and ProASIC3 N/A
(March 2008) Devices. To provide information specific to IGLOOe, ProASIC3E, and

ProASIC3EL, the content was separated and made into a new document.

For information on other low power flash family I/O structures, refer to the following

documents:

1/0 Structures in IGLOO and ProASIC3 Devices contains information specific to

IGLOO, ProASIC3, and ProASIC3L 1/O features.

1/O Structures in IGLOO PLUS Devices contains information specific to IGLOO

PLUS I/O features.
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Software-Controlled I/O Attributes

Users may modify these programmable I/O attributes using the 1/O Attribute Editor. Modifying an I/O
attribute may result in a change of state in Designer. Table 9-2 details which steps have to be re-run as a
function of modified 1/O attribute.

Table 9-2 « Designer State (resulting from 1/O attribute modification)

Designer States?!

I/O Attribute Compile Layout Fuse Timing Power
Slew Control? No No Yes Yes Yes
Output Drive (mA) No No Yes Yes Yes
Skew Control No No Yes Yes Yes
Resistor Pull No No Yes Yes Yes
Input Delay No No Yes Yes Yes
Schmitt Trigger No No Yes Yes Yes
OUT_LOAD No No No Yes Yes
COMBINE_REGISTER Yes Yes N/A N/A N/A
Notes:

1. No = Remains the same, Yes = Re-run the step, N/A = Not applicable
2. Skew control does not apply to IGLOO nano, IGLOO PLUS, and ProASIC3 nano devices.

3. Programmable input delay is applicable only for ProASIC3E, ProASIC3EL, RT ProASIC3, and
IGLOOe devices.
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Application 1: Trusted Environment

As illustrated in Figure 12-7, this application allows the programming of devices at design locations
where research and development take place. Therefore, encryption is not necessary and is optional to
the user. This is often a secure way to protect the design, since the design program files are not sent
elsewhere. In situations where production programming is not available at the design location,
programming centers (such as Microsemi In-House Programming) provide a way of programming
designs at an alternative, secure, and trusted location. In this scenario, the user generates a STAPL
programming file from the Designer software in plaintext format, containing information on the entire
design or the portion of the design to be programmed. The user can choose to employ the FlashLock
Pass Key feature with the design. Once the design is programmed to unprogrammed devices, the design
is protected by this FlashLock Pass Key. If no future programming is needed, the user can consider
permanently securing the IGLOO and ProASIC3 device, as discussed in the "Permanent FlashLock"
section on page 307.

Application 2: Nontrusted Environment—Unsecured Location

Often, programming of devices is not performed in the same location as actual design implementation, to
reduce manufacturing cost. Overseas programming centers and contract manufacturers are examples of
this scenario.

To achieve security in this case, the AES key and the FlashLock Pass Key can be initially programmed
in-house (trusted environment). This is done by generating a programming file with only the security
settings and no design contents. The design FPGA core, FlashROM, and (for Fusion) FB contents are
generated in a separate programming file. This programming file must be set with the same AES key that
was used to program to the device previously so the device will correctly decrypt this encrypted
programming file. As a result, the encrypted design content programming file can be safely sent off-site
to nontrusted programming locations for design programming. Figure 12-7 shows a more detailed flow
for this application.

OEM Trusted Environment
)
Generates Design D Generates and Programs Security Settings Only
Contents Encrypted (programming of the security keys)
with AES
l v Flash Device
Security Settings* Security Settings
AES and/or  [lash Device >
Pass Key FPGA/FlashROM/FBs FPGA/FlashROM/FBs
Protected
Programming File
Sends File(s) Ships Devices Returns Programmed Ships Programmed
to Manufacturer to Manufacturer Devices to Vendor Devices to End Customer
|
Security Settings
000
- P \FPGA/FlashROM/FBs
Programs Design COREE
Contents to Devices
Flash Device OEM
Customers
Nontrusted Manufacturing Environment

Notes:

1. Programmed portion indicated with dark gray.

2. Programming of FBs applies to Fusion only.

Figure 12-7 « Application 2: Device Programming in a Nontrusted Environment
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IEEE 1532 (JTAG) Interface

The supported industry-standard IEEE 1532 programming interface builds on the IEEE 1149.1 (JTAG)
standard. IEEE 1532 defines the standardized process and methodology for ISP. Both silicon and
software issues are addressed in IEEE 1532 to create a simplified ISP environment. Any IEEE 1532
compliant programmer can be used to program low power flash devices. Device serialization is not
supported when using the IEEE1532 standard. Refer to the standard for detailed information about IEEE
1532.

Security

Unlike SRAM-based FPGAs that require loading at power-up from an external source such as a
microcontroller or boot PROM, Microsemi nonvolatile devices are live at power-up, and there is no
bitstream required to load the device when power is applied. The unique flash-based architecture
prevents reverse engineering of the programmed code on the device, because the programmed data is
stored in nonvolatile memory cells. Each nonvolatile memory cell is made up of small capacitors and any
physical deconstruction of the device will disrupt stored electrical charges.

Each low power flash device has a built-in 128-bit Advanced Encryption Standard (AES) decryption core,
except for the 30 k gate devices and smaller. Any FPGA core or FlashROM content loaded into the
device can optionally be sent as encrypted bitstream and decrypted as it is loaded. This is particularly
suitable for applications where device updates must be transmitted over an unsecured network such as
the Internet. The embedded AES decryption core can prevent sensitive data from being intercepted
(Figure 13-1 on page 331). A single 128-bit AES Key (32 hex characters) is used to encrypt FPGA core
programming data and/or FlashROM programming data in the Microsemi tools. The low power flash
devices also decrypt with a single 128-bit AES Key. In addition, low power flash devices support a
Message Authentication Code (MAC) for authentication of the encrypted bitstream on-chip. This allows
the encrypted bitstream to be authenticated and prevents erroneous data from being programmed into
the device. The FPGA core, FlashROM, and Flash Memory Blocks (FBs), in Fusion only, can be updated
independently using a programming file that is AES-encrypted (cipher text) or uses plain text.

330
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Figure 13-2 shows different applications for ISP programming.

1. In a trusted programming environment, you can program the device using the unencrypted

(plaintext) programming file.

You can program the AES Key in a trusted programming environment and finish the final

programming in an untrusted environment using the AES-encrypted (cipher text) programming
file.

3. For the remote ISP updating/reprogramming, the AES Key stored in the device enables the
encrypted programming bitstream to be transmitted through the untrusted network connection.

Microsemi low power flash devices also provide the unique Microsemi FlashLock feature, which protects
the Pass Key and AES Key. Unless the original FlashLock Pass Key is used to unlock the device,
security settings cannot be modified. Microsemi does not support read-back of FPGA core-programmed
data; however, the FlashROM contents can selectively be read back (or disabled) via the JTAG port

based on the security settings established by the Microsemi Designer software. Refer to the "Security in
Low Power Flash Devices" section on page 301 for more information.

Source AES
Plain Text Encryption
Source

Encrypted Bitstream

Option 1
Option 2
Option 3

Y Y

FlashRoM| | . AES.
Decryption

IGLOO or ProASIC3 Device

Figure 13-2 « Different ISP Use Models
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FlashROM and Programming Files

Each low power flash device has 1 kbit of on-chip, nonvolatile flash memory that can be accessed from
the FPGA core. This nonvolatile FlashROM is arranged in eight pages of 128 bits (Figure 13-3). Each
page can be programmed independently, with or without the 128-bit AES encryption. The FlashROM can
only be programmed via the IEEE 1532 JTAG port and cannot be programmed from the FPGA core. In
addition, during programming of the FlashROM, the FPGA core is powered down automatically by the
on-chip programming control logic.

Byte Number in Page
15 /14 13 12 11 10 | 9 8 7

@
Qo
1S
>
z
o
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©
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Figure 13-3 » FlashROM Architecture

When using FlashROM combined with AES, many subscription-based applications or device
serialization applications are possible. The FROM configurator found in the Libero SoC Catalog supports
easy management of the FlashROM contents, even over large numbers of devices. The FROM
configurator can support FlashROM contents that contain the following:

+ Static values

* Random numbers

* Values read from a file

* Independent updates of each page
In addition, auto-incrementing of fields is possible. In applications where the FlashROM content is
different for each device, you have the option to generate a single STAPL file for all the devices or
individual serialization files for each device. For more information on how to generate the FlashROM
content for device serialization, refer to the "FlashROM in Microsemi’s Low Power Flash Devices" section
on page 133.

Libero SoC includes a unique tool to support the generation and management of FlashROM and FPGA
programming files. This tool is called FlashPoint.

Depending on the applications, designers can use the FlashPoint software to generate a STAPL file with
different contents. In each case, optional AES encryption and/or different security settings can be set.

In Designer, when you click the Programming File icon, FlashPoint launches, and you can generate
STAPL file(s) with four different cases (Figure 13-4 on page 334). When the serialization feature is used
during the configuration of FlashROM, you can generate a single STAPL file that will program all the
devices or an individual STAPL file for each device.

The following cases present the FPGA core and FlashROM programming file combinations that can be
used for different applications. In each case, you can set the optional security settings (FlashLock Pass
Key and/or AES Key) depending on the application.

1. Asingle STAPL file or multiple STAPL files with multiple FlashROM contents and the FPGA core
content. A single STAPL file will be generated if the device serialization feature is not used. You
can program the whole FlashROM or selectively program individual pages.

2. Asingle STAPL file for the FPGA core content
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ISP Programming Header Information

The FlashPro4/3/3X programming cable connector can be connected with a 10-pin, 0.1"-pitch
programming header. The recommended programming headers are manufactured by AMP (103310-1)
and 3M (2510-6002UB). If you have limited board space, you can use a compact programming header
manufactured by Samtec (FTSH-105-01-L-D-K). Using this compact programming header, you are
required to order an additional header adapter manufactured by Microsemi SoC Products Group (FP3-
10PIN-ADAPTER-KIT).

Existing ProASICELYS family customers who are using the Samtec Small Programming Header
(FTSH-113-01-L-D-K) and are planning to migrate to IGLOO or ProASIC3 devices can also use
FP3-10PIN-ADAPTER-KIT.

Table 13-3 « Programming Header Ordering Codes

Manufacturer Part Number Description

AMP 103310-1 10-pin, 0.1"-pitch cable header (right-angle PCB mount
angle)

3M 2510-6002UB 10-pin, 0.1"-pitch cable header (straight PCB mount
angle)

Samtec FTSH-113-01-L-D-K Small programming header supported by FlashPro and
Silicon Sculptor

Samtec FTSH-105-01-L-D-K Compact programming header

Samtec FFSD-05-D-06.00-01-N [ 10-pin cable with 50 mil pitch sockets; included in FP3-
10PIN-ADAPTER-KIT.

Microsemi FP3-10PIN-ADAPTER-KIT | Transition adapter kit to allow FP3 to be connected to a
micro 10-pin header (50 mil pitch). Includes a 6 inch
Samtec FFSD-05-D-06.00-01-N cable in the kit. The
transition adapter board was previously offered as
FP3-26PIN-ADAPTER and includes a 26-pin adapter for
design transitions from ProASICPLYS pased boards to
ProASIC3 based boards.

TCK
DO
™s [
VPUMP
DI

O N W -

2| GND

4 | NC (FlashPro3/3X); Prog_Mode* (FlashPro4)
6 | VUTAG

8| TRST

10 GND

Note: *Prog_Mode on FlashPro4 is an output signal that goes High during device programming and
returns to Low when programming is complete. This signal can be used to drive a system to provide
a 1.5V programming signal to IGLOO nano, ProASIC3L, and RT ProASIC3 devices that can run
with 1.2V core voltage but require 1.5V for programming. IGLOO nano V2 devices can be
programmed at 1.2 V core voltage (when using FlashPro4 only), but IGLOO nano V5 devices are
programmed with a VCC core voltage of 1.5 V.

Figure 13-5 « Programming Header (top view)
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List of Changes

The following table lists critical changes that were made in each revision of the chapter.

Date Changes Page
September 2012 The "Security" section was modified to clarify that Microsemi does not support 354
read-back of FPGA core-programmed data (SAR 41235).
July 2010 This chapter is no longer published separately with its own part number and N/A
version but is now part of several FPGA fabric user’s guides.
vi4 IGLOO nano and ProASIC3 nano devices were added to Table 15-1 < Flash- 350
(December 2008) Based FPGAs.
v1.3 The "Microprocessor Programming Support in Flash Devices" section was 350
(October 2008) revised to include new families and make the information more concise.
v1.2 The following changes were made to the family descriptions in Table 15-1 350
(June 2008) Flash-Based FPGAs:
* ProASIC3L was updated to include 1.5 V.
* The number of PLLs for ProASIC3E was changed from five to six.
v1.1 The "Microprocessor Programming Support in Flash Devices" section was 350
(March 2008) updated to include information on the IGLOO PLUS family. The "IGLOO
Terminology" section and "ProASIC3 Terminology" section are new.
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Power-Up/-Down Behavior of Low Power Flash Devices

Power-On Inrush m— SRAM
<+—— SRAM FPGAs

m=_ Microsemi
FPGAs
System Active

Y Supply . Frequency ,
o Voltage Dependent
|

Configuration

SRAM FPGAs

Static l
Y,

Time (or frequency)

Figure 18-1 « Types of Power Consumption in SRAM FPGAs and Microsemi Nonvolatile FPGAs

Transient Current on VCC

The characterization of the transient current on VCC is performed on nearly all devices within the
IGLOO, ProASIC3L, and ProASIC3 families. A sample size of five units is used from each device family
member. All the device I/Os are internally pulled down while the transient current measurements are
performed. For ProASIC3 devices, the measurements at typical conditions show that the maximum
transient current on VCC, when the power supply is powered at ramp-rates ranging from 15 V/ms to
0.15 V/ms, does not exceed the maximum standby current specified in the device datasheets. Refer to
the DC and Switching Characteristics chapters of the ProASIC3 Flash Family FPGAS datasheet and
ProASIC3E Flash Family FPGAs datasheet for more information.

Similarly, IGLOO, IGLOO nano, IGLOO PLUS, and ProASIC3L devices exhibit very low transient current
on VCC. The transient current does not exceed the typical operating current of the device while in active
mode. For example, the characterization of AGL600-FG256 V2 and V5 devices has shown that the
transient current on VCC is typically in the range of 1-5 mA.

Transient Current on VCCI

The characterization of the transient current on VCCI is performed on devices within the IGLOO, IGLOO
nano, IGLOO PLUS, ProASIC3, ProASIC3 nano, and ProASIC3L groups of devices, similarly to VCC
transient current measurements. For ProASIC3 devices, the measurements at typical conditions show
that the maximum transient current on VCCI, when the power supply is powered at ramp-rates ranging
from 33 V/ms to 0.33 V/ms, does not exceed the maximum standby current specified in the device
datasheet. Refer to the DC and Switching Characteristics chapters of the ProASIC3 Flash Family
FPGAS datasheet and ProASIC3E Flash Family FPGAs datasheet for more information.

Similarly, IGLOO, IGLOO PLUS, and ProASIC3L devices exhibit very low transient current on VCCI. The
transient current does not exceed the typical operating current of the device while in active mode. For
example, the characterization of AGL600-FG256 V2 and V5 devices has shown that the transient current
on VCCl is typically in the range of 1-2 mA.
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vCcC

VCC=1575V _p

VCC=1425V _p

Activation trip point:

Va=085V£025V

Deactivation trip point:
Vg=0.75VvV£0.25V

VCC =VCCI + VT

Where VT can be from 0.58 V to 0.9 V (typically 0.75 V)

\ Region 4: I/O
buffers are ON.

1/Os are functional
(except differential inputs)
but slower because VCCl is
below specifcation. For the
same reason, input buffers do not
meet VIH/VIL levels, and output
buffers do not meet VOH/VOL levels.

Region 1: 1/O Buffers are OFF

Region 5: I/0 buffers are ON
and power supplies are within
specification.

1/Os meet the entire datasheet
and timer specifications for
speed, VIH/VIL , VOH /VOL , etc.

Region 2: 1/0 buffers are ON.

1/Os are functional (except differential inputs)
but slower because VCCI / VCC are below
specification. For the same reason, input
buffers do not meet VIH / VIL levels, and
output buffers do not meet VOH / VOL levels.

Region 3: I/O buffers are ON.
1/Os are functional; 1/0 DC
specifications are met,

but I/Os are slower because
the VCC is below specification

Region 1: 1/0 buffers are OFF

Activation trip point:
Va=09VvV£03V
Deactivation trip point:
Vg=08VvV+03V

Min VCCI datasheet specification
voltage at a selected /O
standard; i.e., 1.425Vor 1.7V
or2.3Vor3.0V

VCCI

Figure 18-4 « 1/O State as a Function of VCCI and VCC Voltage Levels for IGLOO V5, IGLOO nano V5,
IGLOO PLUS V5, ProASIC3L, and ProASIC3 Devices Running at VCC =15V £ 0.075 V
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The following devices and families do not support cold-sparing:
+ IGLOO: AGL060, AGL125, AGL250, AGL600, AGL1000
+ ProASIC3: A3P060, A3P125, A3P250, A3P400, A3P600, A3P1000
*  ProASIC3L: A3P250L, A3P600L, A3P1000L
+ Military ProASIC3: A3P1000

Hot-Swapping

Hot-swapping is the operation of hot insertion or hot removal of a card in a powered-up system. The 1/Os
need to be configured in hot-insertion mode if hot-swapping compliance is required. For more details on
the levels of hot-swap compatibility in low power flash devices, refer to the "Hot-Swap Support” section in
the 1/0 Structures chapter of the user’s guide for the device you are using.

The following devices and families support hot-swapping:
+ IGLOO: AGL0O15 and AGL030
+ Al IGLOO nano
* AIlIGLOO PLUS
+ AllIGLOOe
*  ProASIC3L: A3PE3000L
*  ProASIC3: A3P015 and A3P030
* Al ProASIC3 nano
+ Al ProASIC3E
» Military ProASIC3EL: A3PE6OOL and A3PE3000L
*  RT ProASIC3: RT3PE600OL and RT3PE3000L
The following devices and families do not support hot-swapping:
+ IGLOO: AGL060, AGL125, AGL250, AGL400, AGL600, AGL1000
*  ProASIC3: A3P060, A3P125, A3P250, A3P400, A3P600, A3P1000
*  ProASIC3L: A3P250L, A3P600L, A3P1000L
» Military ProASIC3: A3P1000

Conclusion

Microsemi's low power flash FPGAs provide an excellent programmable logic solution for a broad range
of applications. In addition to high performance, low cost, security, nonvolatility, and single chip, they are
live at power-up (meet Level 0 of the LAPU classification) and offer clear and easy-to-use power-up/-
down characteristics. Unlike SRAM FPGAs, low power flash devices do not require any specific power-
up/-down sequencing and have extremely low power-up inrush current in any power-up sequence.
Microsemi low power flash FPGAs also support both cold-sparing and hot-swapping for applications
requiring these capabilities.
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