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Flash*Freeze Technology and Low Power Modes

Flash*Freeze Type 2: Control by Dedicated Flash*Freeze Pin and
Internal Logic

The device can be made to enter Flash*Freeze mode by activating the FF pin together with Microsemi's
Flash*Freeze management IP core (refer to the "Flash*Freeze Management IP" section on page 36 for
more information) or user-defined control logic (Figure 2-3 on page 27) within the FPGA core. This method
enables the design to perform important activities before allowing the device to enter Flash*Freeze mode,
such as transitioning into a safe state, completing the processing of a critical event. Designers are
encouraged to take advantage of Microsemi's Flash*Freeze Management IP to handle clean entry and exit
of Flash*Freeze mode (described later in this document). The device will only enter Flash*Freeze mode
when the Flash*Freeze pin is asserted (active Low) and the User Low Static Icc (ULSICC) macro input
signal, called the LSICC signal, is asserted (High). One condition is not sufficient to enter Flash*Freeze
mode type 2; both the FF pin and LSICC signal must be asserted.

When Flash*Freeze type 2 is implemented in the design, the ULSICC macro needs to be instantiated by
the user. There are no functional differences in the device whether the ULSICC macro is instantiated or
not, and whether the LSICC signal is asserted or deasserted. The LSICC signal is used only to control
entering Flash*Freeze mode. Figure 2-4 on page 27 shows the timing diagram for entering and exiting
Flash*Freeze mode type 2.

After exiting Flash*Freeze mode type 2 by deasserting the Flash*Freeze pin, the LSICC signal must be
deasserted by the user design. This will prevent entering Flash*Freeze mode by asserting the
Flash*Freeze pin only.

Refer to Table 2-3 for Flash*Freeze (FF) pin and LSICC signal assertion and deassertion values.

Table 2-3« Flash*Freeze Mode Type 1 and Type 2 — Signal Assertion and Deassertion Values

Signal Assertion Value Deassertion Value
Flash*Freeze (FF) pin Low High

LSICC signal High Low

Notes:

1. The Flash*Freeze (FF) pin is an active-Low signal, and LSICC is an active-High signal.
2. The LSICC signal is used only in Flash*Freeze mode type 2.
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Spine Access

The physical location of each spine is identified by the letter T (top) or B (bottom) and an accompanying
number (Tn or Bn). The number n indicates the horizontal location of the spine; 1 refers to the first spine
on the left side of the die. Since there are six chip spines in each spine tree, there are up to six spines
available for each combination of T (or B) and n (for example, six T1 spines). Similarly, there are three
quadrant spines available for each combination of T (or B) and n (for example, four T1 spines), as shown
in Figure 3-7.

Tn Tn+1 Tn+2 Tn+3 Tn+4
Global
Network l l l l
. ST T A

>

>

s . s -
B A ¢

M M

ey
=
- -

Global

Network

coall el el el el
Tn Tn+1 Tn+2 Tn+3 Tn+4

Figure 3-7 « Chip Global Aggregation

A spine is also called a local clock network, and is accessed by the dedicated global MUX architecture.
These MUXes define how a particular spine is driven. Refer to Figure 3-8 on page 60 for the global MUX
architecture. The MUXes for each chip global spine are located in the middle of the die. Access to the top
and bottom chip global spine is available from the middle of the die. There is no control dependency
between the top and bottom spines. If a top spine, T1, of a chip global network is assigned to a net, B1 is
not wasted and can be used by the global clock network. The signal assigned only to the top or bottom
spine cannot access the middle two rows of the architecture. However, if a spine is using the top and
bottom at the same time (T1 and B1, for instance), the previous restriction is lifted.

The MUXes for each quadrant global spine are located in the north and south sides of the die. Access to
the top and bottom quadrant global spines is available from the north and south sides of the die. Since
the MUXes for quadrant spines are located in the north and south sides of the die, you should not try to
drive T1 and B1 quadrant spines from the same signal.
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Global Buffers with PLL Function

Clocks requiring frequency synthesis or clock adjustments can utilize the PLL core before connecting to
the global / quadrant global networks. A maximum of 18 CCC global buffers can be instantiated in a
device—three per CCC and up to six CCCs per device. Each PLL core can generate up to three
global/quadrant clocks, while a clock delay element provides one.

The PLL functionality of the clock conditioning block is supported by the PLL macro.

Clock Source Clock Conditioning Output

Input LVDS/LVPECL Macro PLL Macro

GLA
CLKA GLA
EXTFB LOCK
POWERDOWN GLB
OADIVRST YB
GLC

YC

PADN—X]— Y
PADP—[—]

or

GLA and (GLB or YB)

iy

mn

or

INBUF* Macro OADIVHALF!

PAE'X E Y OADIV[4:0] 2

GLA and (GLC or YC)

OAMUX[2:0] 2
DLYGLA[4:0]
.N12
ggalglxﬁ;gr GLA and (GLB or YB) and
DLYYB[4:0]
DLYGLB[4:02 (GLC or YC)
OCDIV[4:0]?
oc|v|u><[2:032
DLYYC[4:0]
DLYGLC[4:02]2
FINDIV[6:0]
FBDIV[6:0]2
FBDLY[4:0]2
FBSEL[1:0f
XDLYSER
VCOSEL[2:0f

or

LT

Notes:
1. For Fusion only.
2. Refer to the IGLOO, ProASIC3, SmartFusion, and Fusion Macro Library Guide for more information.

3. For INBUF* driving a PLL macro or CLKDLY macro, the 1/0O will be hard-routed to the CCC; i.e., will be placed by
software to a dedicated Global I/O.

4. 1GLOO nano and ProASIC3 nano devices do not support differential inputs.
Figure 4-4 « CCC Options: Global Buffers with PLL

The PLL macro provides five derived clocks (three independent) from a single reference clock. The PLL
macro also provides power-down input and lock output signals. The additional inputs shown on the
macro are configuration settings, which are configured through the use of SmartGen. For manual setting
of these bits refer to the IGLOO, ProASIC3, SmartFusion, and Fusion Macro Library Guide for details.

Figure 4-6 on page 87 illustrates the various clock output options and delay elements.
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IGLOO and ProASIC3 CCC Locations

In all IGLOO and ProASIC3 devices (except 10 k through 30 k gate devices, which do not contain PLLs),
six CCCs are located in the same positions as the IGLOOe and ProASIC3E CCCs. Only one of the
CCCs has an integrated PLL and is located in the middle of the west (middle left) side of the device. The
other five CCCs are simplified CCCs and are located in the four corners and the middle of the east side
of the device (Figure 4-14).
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Figure 4-14 « CCC Locations in IGLOO and ProASIC3 Family Devices
(except 10 k through 30 k gate devices)

Note: The number and architecture of the banks are different for some devices.

10 k through 30 k gate devices do not support PLL features. In these devices, there are two CCC-GLs at
the lower corners (one at the lower right, and one at the lower left). These CCC-GLs do not have
programmable delays.
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Dynamic PLL Configuration

To generate a dynamically reconfigurable CCC, the user should select Dynamic CCC in the
configuration section of the SmartGen GUI (Figure 4-26). This will generate both the CCC core and the

configuration shift register / control bit MUX.
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Figure 4-26 « SmartGen GUI

Even if dynamic configuration is selected in SmartGen, the user must still specify the static configuration
data for the CCC (Figure 4-27). The specified static configuration is used whenever the MODE signal is
set to LOW and the CCC is required to function in the static mode. The static configuration data can be

used as the default behavior of the CCC where required.
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Figure 4-27 « Dynamic CCC Configuration in SmartGen
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SRAM and FIFO Memories in Microsemi's Low Power Flash Devices

//

addr_counter counter_1 (.Clock(data_update), -Q(wr_addr), .Aset(rst_n),
-Enable(enable));

addr_counter counter_2 (.Clock(test_clk), .Q(rd_addr), .Aset(rst_n),
-Enable( test_active));

endmodule

Interface Block / UJTAG Wrapper

This example is a sample wrapper, which connects the interface block to the UJTAG and the memory
blocks.

// WRAPPER
module top_init (TDl, TRSTB, TMS, TCK, TDO, test, test clk, test_ out);

input TDI, TRSTB, TMS, TCK;
output TDO;

input test, test clk;
output [3:0] test_out;

wire [7:0] IR;

wire reset, DR_shift, DR _cap, init_clk, DR_update, data_in, data_out;
wire clk_out, wen, ren;

wire [3:0] word_in, word_out;

wire [1:0] write_addr, read_addr;

UJTAG UJTAG_U1l (.UIREGO(IR[O]), -UIREGL(IR[1]). -UIREG2(IR[2]). -UIREG3(IR[3]),
-UIREG4A(IR[4]1), -UIREGS5(IR[5]), -UIREG6(IR[6]), -UIREG7(IR[71), -URSTB(reset),
.UDRSH(DR_shift), .UDRCAP(DR_cap), -UDRCK(init_clk), .UDRUPD(DR_update),
.UT-DI(data_in), -TDI(TDI), .TMS(TMS), .TCK(TCK), .TRSTB(TRSTB), .TDO(TDO),
-UT-DO(data_out));

mem_block RAM_block (.DO(word_out), .RCLOCK(clk_ out), _WCLOCK(clk_ out), .DI(word_in),
-WRB(wen), .RDB(ren), .WAD-DR(write_addr), .RADDR(read_addr));

interface init_block (.IR(IR), .rst_n(reset), .data_shift(DR_shift), .clk_in(init_clk),
.data_update(DR_update), .din_ser(data_in), .dout_ser(data_out), .test(test),
.test_out(test_out), .test _clk(test_clk), .clk out(clk_out), .wr_en(wen),
-rd_en(ren), .write_word(word_in), .read_word(word_out), .rd_addr(read_addr),
-wr_addr(write_addr));

endmodule

Address Counter
module addr_counter (Clock, Q, Aset, Enable);

input Clock;
output [1:0] Q;
input Aset;
input Enable;

reg [1:0] Qaux;
always @(posedge Clock or negedge Aset)
begin

if (JAset) Qaux <= 2%bll;

else if (Enable) Qaux <= Qaux + 1;
end

assign Q = Qaux;

endmodule
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Description

Cold-swap

Power Applied to Device

No

Bus State

Card Ground Connection

Device Circuitry Connected to Bus Pins

Example Application

System and card with Microsemi FPGA chip are
powered down, and the card is plugged into the
system. Then the power supplies are turned on for
the system but not for the FPGA on the card.

Compliance of IGLOO and ProASIC3 Devices

30 k gate devices: Compliant

Other IGLOO/ProASIC3 devices: Compliant if bus
switch used to isolate FPGA |/Os from rest of
system

IGLOOe/ProASIC3E devices: Compliant I/0Os can
but do not have to be set to hot-insertion mode.

Table 7-9 « Hot-Swap Level 2

Description

Hot-swap while reset

Power Applied to Device

Yes

Bus State

Held in reset state

Card Ground Connection

Reset must be maintained for 1 ms before, during,
and after insertion/removal.

Device Circuitry Connected to Bus Pins

Example Application

In the PCI hot-plug specification, reset control
circuitry isolates the card busses until the card
supplies are at their nominal operating levels and
stable.

Compliance of IGLOO and ProASIC3 Devices

30k gate devices, all IGLOOe/ProASIC3E
devices: Compliant I/0Os can but do not have to be
set to hot-insertion mode.

Other IGLOO/ProASIC3 devices: Compliant
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1/0O Structures in IGLOO and ProASIC3 Devices

* In Active and Static modes:
— Input buffers with pull-up, driven Low
— Input buffers with pull-down, driven High
— Bidirectional buffers with pull-up, driven Low
— Bidirectional buffers with pull-down, driven High
— Output buffers with pull-up, driven Low
— Output buffers with pull-down, driven High
— Tristate buffers with pull-up, driven Low
— Tristate buffers with pull-down, driven High
* In Flash*Freeze mode:
— Input buffers with pull-up, driven Low
— Input buffers with pull-down, driven High
— Bidirectional buffers with pull-up, driven Low
— Bidirectional buffers with pull-down, driven High

Electrostatic Discharge Protection

Low power flash devices are tested per JEDEC Standard JESD22-A114-B.

These devices contain clamp diodes at every 1/O, global, and power pad. Clamp diodes protect all device
pads against damage from ESD as well as from excessive voltage transients.

All IGLOO and ProASIC3 devices are tested to the Human Body Model (HBM) and the Charged Device
Model (CDM).

Each I/O has two clamp diodes. One diode has its positive (P) side connected to the pad and its negative
(N) side connected to VCCI. The second diode has its P side connected to GND and its N side
connected to the pad. During operation, these diodes are normally biased in the off state, except when
transient voltage is significantly above VCCI or below GND levels.

In 30K gate devices, the first diode is always off. In other devices, the clamp diode is always on and
cannot be switched off.

By selecting the appropriate I/O configuration, the diode is turned on or off. Refer to Table 7-12 on
page 193 for more information about the 1/0 standards and the clamp diode.

The second diode is always connected to the pad, regardless of the I/O configuration selected.
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Temporary overshoots are allowed according to the overshoot and undershoot table in the datasheet.

Solution 1

I/O Input

55V 3.3V

4Lt —
Rext1

_| | Rext2

Requires two board resistors,
LVCMOS 3.3V 1/Os

Figure 7-9 « Solution 1

Solution 2

The board-level design must ensure that the reflected waveform at the pad does not exceed the voltage
overshoot/undershoot limits provided in the datasheet. This is a requirement to ensure long-term
reliability.

This scheme will also work for a 3.3 V PCI/PCI-X configuration, but the internal diode should not be used
for clamping, and the voltage must be limited by the external resistors and Zener, as shown in
Figure 7-10. Relying on the diode clamping would create an excessive pad DC voltage of
33V+0.7V=4V.

Solution 2

I/0 Input

3.3V

Requires one board resistor, one
Zener 3.3 V diode, LVCMOS 3.3V I/Os

Figure 7-10 « Solution 2
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Table 7-13 « Comparison Table for 5 V-Compliant Receiver Solutions

Solution Board Components Speed Current Limitations

1 Two resistors Low to High1 Limited by transmitter's drive strength

2 Resistor and Zener 3.3 V Medium Limited by transmitter's drive strength

3 Bus switch High N/A

4 Minimum resistor valug?345 Medium Maximum diode current at 100% duty cycle, signal
R=47QatT;=70°C constantly at 1
R=150QatT,=85°C 52.7 mA at T;=70°C / 10-year lifetime
R =420 QatT,=100°C 16.5 mA at T; = 85°C / 10-year lifetime

5.9 mAat T;=100°C / 10-year lifetime

For duty cycles other than 100%, the currents can be
increased by a factor of 1/ (duty cycle).

Example: 20% duty cycle at 70°C

Maximum current = (1 /0.2) x 52.7 mA =5 x 52.7 mA =
263.5 mA

Notes:

1.

2.
3.
4

Speed and current consumption increase as the board resistance values decrease.
Resistor values ensure 1/0O diode long-term reliability.
At 70°C, customers could still use 420 2 on every /0.

. At 85°C, a 5V solution on every other 1/O is permitted, since the resistance is lower (150 ) and the current is

higher. Also, the designer can still use 420 Q2 and use the solution on every /0.
At 100°C, the 5 V solution on every I/O is permitted, since 420 Q2 are used to limit the current to 5.9 mA.

5V Output Tolerance

IGLOO and ProASIC3 I/Os must be set to 3.3 V LVTTL or 3.3 V LVCMOS mode to reliably drive 5V TTL
receivers. It is also critical that there be NO external 1/O pull-up resistor to 5V, since this resistor would
pull the I/O pad voltage beyond the 3.6 V absolute maximum value and consequently cause damage to
the 1/0.

When set to 3.3V LVTTL or 3.3V LVCMOS mode, the 1/Os can directly drive signals into 5V TTL
receivers. In fact, VOL=04V and VOH=24V in both 3.3V LVTTL and 3.3V LVCMOS modes
exceeds the VIL=0.8 V and VIH = 2 V level requirements of 5V TTL receivers. Therefore, level 1 and
level 0 will be recognized correctly by 5V TTL receivers.

Schmitt Trigger

A Schmitt trigger is a buffer used to convert a slow or noisy input signal into a clean one before passing it
to the FPGA. Using Schmitt trigger buffers guarantees a fast, noise-free input signal to the FPGA.

The Schmitt trigger is available for the LVTTL, LVCMOS, and 3.3 V PCI I/O standards.

This feature can be implemented by using a Physical Design Constraints (PDC) command (Table 7-5 on
page 179) or by selecting a check box in the 1/0 Attribute Editor in Designer. The check box is cleared by
default.
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1/0O Structures in IGLOO and ProASIC3 Devices

User I/O Naming Convention

IGLOO and ProASIC3

Due to the comprehensive and flexible nature of IGLOO and ProASIC3 device user |/Os, a naming
scheme is used to show the details of each I/O (Figure 7-19 on page 207 and Figure 7-20 on page 207).
The name identifies to which 1/0 bank it belongs, as well as pairing and pin polarity for differential 1/Os.

1/0 Nomenclature = FF/Gmn/IOuxwBy

Gmn is only used for I/Os that also have CCC access—i.e., global pins.

FF

G
m

Indicates the 1/O dedicated for the Flash*Freeze mode activation pin in IGLOO and ProASIC3L
devices only

Global

Global pin location associated with each CCC on the device: A (northwest corner), B (northeast
corner), C (east middle), D (southeast corner), E (southwest corner), and F (west middle)

Global input MUX and pin number of the associated Global location m—either A0, A1, A2, BO,
B1, B2, CO, C1, or C2. Refer to the "Global Resources in Low Power Flash Devices" section on
page 47 for information about the three input pins per clock source MUX at CCC location m.

I/O pair number in the bank, starting at 00 from the northwest 1/0O bank and proceeding in a
clockwise direction

P or U (Positive), N or V (Negative) for differential pairs, or R (Regular—single-ended) for the 1/0s
that support single-ended and voltage-referenced 1/O standards only. U (Positive) or V
(Negative)—for LVDS, DDR LVDS, B-LVDS, and M-LVDS only—restricts the 1/O differential pair
from being selected as an LVPECL pair.

D (Differential Pair), P (Pair), or S (Single-Ended). D (Differential Pair) if both members of the pair
are bonded out to adjacent pins or are separated only by one GND or NC pin; P (Pair) if both
members of the pair are bonded out but do not meet the adjacency requirement; or S (Single-
Ended) if the I/O pair is not bonded out. For Differential Pairs (D), adjacency for ball grid
packages means only vertical or horizontal. Diagonal adjacency does not meet the requirements
for a true differential pair.

Bank

Bank number (0-3). The Bank number starts at O from the northwest 1/0O bank and proceeds in a
clockwise direction.
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1/0 Structures in IGLOOe and ProASIC3E Devices

Features Supported on Every I/O

Table 8-6 lists all features supported by transmitter/receiver for single-ended and differential 1/Os.
Table 8-7 on page 219 lists the performance of each I/O technology.

Table 8-6 « IGLOOe and ProASIC3E I/O Features

Feature

Description

Alll/O

High performance (Table 8-7 on page 219)
Electrostatic discharge protection
I/O register combining option

Single-Ended and Voltage-Referenced
Transmitter Features

Hot-swap in every mode except PCl or 5 V—input—
tolerant (these modes use clamp diodes and do not
allow hot-swap)

Activation of hot-insertion (disabling the clamp diode)
is selectable by I/Os.

Output slew rate: 2 slew rates
Weak pull-up and pull-down resistors
Output drive: 5 drive strengths
Programmable output loading

Skew between output buffer enable/disable time: 2 ns
delay on rising edge and 0 ns delay on falling edge
(see "Selectable Skew between Output Buffer Enable
and Disable Times" section on page 236 for more
information)

LVTTL/LVCMOS 3.3 V outputs compatible with 5V
TTL inputs

Single-Ended Receiver Features

5 V—input-tolerant receiver (Table 8-13 on page 231)
Schmitt trigger option

Programmable delay: 0 ns if bypassed, 0.625 ns with
'000' setting, 6.575 ns with '111' setting, 0.85-ns
intermediate delay increments (at 25°C, 1.5 V)

Separate ground plane for GNDQ pin and power
plane for VMV pin are used for input buffer to reduce
output-induced noise.

Voltage-Referenced Differential Receiver
Features

Programmable delay: 0 ns if bypassed, 0.46 ns with
'000' setting, 4.66 ns with '111' setting, 0.6-ns
intermediate delay increments (at 25°C, 1.5 V)

Separate ground plane for GNDQ pin and power
plane for VMV pin are used for input buffer to reduce
output-induced noise.

CMOS-Style LVDS, B-LVDS, M-LVDS, or
LVPECL Transmitter

Two I/Os and external resistors are used to provide a
CMOS-style LVDS, DDR LVDS, B-LVDS, and M-
LVDS/LVPECL transmitter solution.

Activation of hot-insertion (disabling the clamp diode)
is selectable by 1/Os.

High slew rate
Weak pull-up and pull-down resistors
Programmable output loading

LVDS, DDR LVDS, B-LVDS, and
M-LVDS/LVPECL Differential Receiver
Features

Programmable delay: 0 ns if bypassed, 0.46 ns with
'000' setting, 4.66 ns with '111' setting, 0.6-ns
intermediate delay increments (at 25°C, 1.5 V)
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B-LVDS/M-LVDS

Bus LVDS (B-LVDS) refers to bus interface circuits based on LVDS technology. Multipoint LVDS
(M-LVDS) specifications extend the LVDS standard to high-performance multipoint bus applications.
Multidrop and multipoint bus configurations may contain any combination of drivers, receivers, and
transceivers. Microsemi LVDS drivers provide the higher drive current required by B-LVDS and M-LVDS
to accommodate the loading. The driver requires series terminations for better signal quality and to
control voltage swing. Termination is also required at both ends of the bus, since the driver can be
located anywhere on the bus. These configurations can be implemented using TRIBUF_LVDS and
BIBUF_LVDS macros along with appropriate terminations. Multipoint designs using Microsemi LVDS
macros can achieve up to 200 MHz with a maximum of 20 loads. A sample application is given in
Figure 8-9. The input and output buffer delays are available in the LVDS sections in the datasheet.

Example: For a bus consisting of 20 equidistant loads, the terminations given in EQ 8-1 provide the
required differential voltage, in worst case industrial operating conditions, at the farthest receiver:

Rg = 60 Q, Ry = 70 O, given Zg = 50 Q (2") and Zgy,p = 50 Q (~1.5").

EQ 8-1
Receiver Transceiver Driver Receiver Transceiver
EN EN EN EN E
x BIBUF_LVDS
Rs K Rs Rs < Rs Rs < Rs Rs < Rs Rs < Rs
Zstub Zstub Zstub Zstub Zstub Zstub Zstub Zstub Zstub Zstub
& 0 r—e 0 r—e 6  )—e
R R
T Z T
O 0 ) 9 ) —) e
Zy Zy Zy Zy Zy

Figure 8-9 « A B-LVDS/M-LVDS Multipoint Application Using LVDS 1/O Buffers
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1/0 Structures in IGLOOe and ProASIC3E Devices

5V Output Tolerance

IGLOO and ProASIC3 I/0s must be setto 3.3 V LVTTL or 3.3 V LVCMOS mode to reliably drive 5V TTL
receivers. It is also critical that there be NO external I/0 pull-up resistor to 5V, since this resistor would
pull the 1/0O pad voltage beyond the 3.6 V absolute maximum value and consequently cause damage to
the 1/0.

When set to 3.3 V LVTTL or 3.3 V LVCMOS mode, the I/Os can directly drive signals into 5V TTL
receivers. In fact, VOL = 0.4 V and VOH = 2.4 V in both 3.3 V LVTTL and 3.3 V LVCMOS modes
exceeds the VIL = 0.8 V and VIH = 2V level requirements of 5V TTL receivers. Therefore, level 1 and
level 0 will be recognized correctly by 5 V TTL receivers.

Schmitt Trigger

A Schmitt trigger is a buffer used to convert a slow or noisy input signal into a clean one before passing it
to the FPGA. Using Schmitt trigger buffers guarantees a fast, noise-free input signal to the FPGA.

ProASIC3E devices have Schmitt triggers built into their 1/O circuitry. The Schmitt trigger is available for
the LVTTL, LVCMOS, and 3.3 V PCI I/O standards.

This feature can be implemented by using a Physical Design Constraints (PDC) command (Table 8-6 on
page 218) or by selecting a check box in the 1/0 Attribute Editor in Designer. The check box is cleared by
default.

Selectable Skew between Output Buffer Enable and Disable Times

Low power flash devices have a configurable skew block in the output buffer circuitry that can be enabled
to delay output buffer assertion without affecting deassertion time. Since this skew block is only available
for the OE signal, the feature can be used in tristate and bidirectional buffers. A typical 1.2 ns delay is
added to the OE signal to prevent potential bus contention. Refer to the appropriate family datasheet for
detailed timing diagrams and descriptions.

The Skew feature is available for all I/O standards.

This feature can be implemented by using a PDC command (Table 8-6 on page 218) or by selecting a
check box in the 1/0 Attribute Editor in Designer. The check box is cleared by default.

The configurable skew block is used to delay output buffer assertion (enable) without affecting
deassertion (disable) time.

Output Enable |ENABLE (IN)
(from FPGA core)

\ 4

MUX ENABLE (OUT)

Y

Skew Circuit

I/0 Output
Buffers

Skew Select

Figure 8-14 « Block Diagram of Output Enable Path
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ProASIC3L FPGA Fabric User’'s Guide

I/O Register Combining

Every I/0O has several embedded registers in the 1/O tile that are close to the I/O pads. Rather than using
the internal register from the core, the user has the option of using these registers for faster clock-to-out
timing, and external hold and setup. When combining these registers at the 1/0 buffer, some architectural
rules must be met. Provided these rules are met, the user can enable register combining globally during
Compile (as shown in the "Compiling the Design" section on page 261).

This feature is supported by all /O standards.

Rules for Registered I/O Function
1. The fanout between an I/O pin (D, Y, or E) and a register must be equal to one for combining to be
considered on that pin.
2. Allregisters (Input, Output, and Output Enable) connected to an /O must share the same clear or
preset function:
— If one of the registers has a CLR pin, all the other registers that are candidates for combining
in the 1/0 must have a CLR pin.
— If one of the registers has a PRE pin, all the other registers that are candidates for combining
in the I/O must have a PRE pin.
— If one of the registers has neither a CLR nor a PRE pin, all the other registers that are
candidates for combining must have neither a CLR nor a PRE pin.
— If the clear or preset pins are present, they must have the same polarity.
— If the clear or preset pins are present, they must be driven by the same signal (net).
3. Registers connected to an 1/0 on the Output and Output Enable pins must have the same clock
and enable function:
— Both the Output and Output Enable registers must have an E pin (clock enable), or none at all.
— Ifthe E pins are present, they must have the same polarity. The CLK pins must also have the
same polarity.
In some cases, the user may want registers to be combined with the input of a bibuf while maintaining the
output as-is. This can be achieved by using PDC commands as follows:

set_io <signal name> -REGISTER yes -----—- register will combine
set_preserve <signal name> ----register will not combine

Weak Pull-Up and Weak Pull-Down Resistors

When the 1/O is pulled up, it is connected to the VCCI of its corresponding I/O bank. When it is pulled
down, it is connected to GND. Refer to the datasheet for more information.

For low power applications, configuration of the pull-up or pull-down of the I/O can be used to set the I/O
to a known state while the device is in Flash*Freeze mode. Refer to the "Flash*Freeze Technology and
Low Power Modes in IGLOO and ProASIC3L Devices" chapter in the IGLOOe FPGA Fabric User’s
Guide or ProASIC3E FPGA Fabric User’s Guide for more information.

The Flash*Freeze (FF) pin cannot be configured with a weak pull-down or pull-up I/O attribute, as the
signal needs to be driven at all times.

Output Slew Rate Control

The slew rate is the amount of time an input signal takes to get from logic LOW to logic HIGH or vice
versa.

It is commonly defined as the propagation delay between 10% and 90% of the signal's voltage swing.
Slew rate control is available for the output buffers of low power flash devices. The output buffer has a
programmable slew rate for both HIGH-to-LOW and LOW-to-HIGH transitions. Slew rate control is
available for LVTTL, LVCMOQOS, and PCI-X I/O standards. The other I/O standards have a preset slew
value.

The slew rate can be implemented by using a PDC command (Table 8-6 on page 218), setting it "High"
or "Low" in the 1/0 Attribute Editor in Designer, or instantiating a special /0 macro. The default slew rate
value is "High."
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1/0 Software Control in Low Power Flash Devices

X)

10 Bank Settings

Choose Bank: BankD h

Select all technologies that the bank should support

W LWTTL [v PCI [v PCl=

- r r

r v LWCMOS 3.3
M r

r

M [l

- - VREF for GTL+ 3.3V
r r

v LWPECL ™

v Use default pins for YREFs

] | Cancel | Apply Help

Figure 9-13 « Selecting VREF Voltage for the I/O Bank

Assigning VREF Pins for a Bank

The user can use default pins for VREF. In this case, select the Use default pins for VREFs check box
(Figure 9-13). This option guarantees full VREF coverage of the bank. The equivalent PDC command is
as follows:

set_vref_default [bank name]

To be able to choose VREF pins, adequate VREF pins must be created to allow legal placement of the
compatible voltage-referenced I/Os.

To assign VREF pins manually, the PDC command is as follows:
set_vref —bank [bank name] [package pin numbers]

For ChipPlanner/PinEditor to show the range of a VREF pin, perform the following steps:
1. Assign VCCI to a bank using MVN > Edit > I/O Bank Settings.
2. Open ChipPlanner. Zoom in on an I/O package pin in that bank.
3. Highlight the pin and then right-click. Choose Use Pin for VREF.
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- MultiView Navigator, [Top] - [ChipPlanner] @@
t}File Edit Wiew Logic Mets Region Tools ‘Window Help -8 x
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Figure 10-11 « DDR Input/Output Cells as Seen by ChipPlanner for IGLOO/e Devices

Verilog
module Inbuf_ddr(PAD,CLR,CLK,QR,QF);

input PAD, CLR, CLK;
output QR, QF;

wire Y;

DDR_REG DDR_REG_O_inst(.D(Y), .CLK(CLK), .CLR(CLR), -QR(QR). .QF(QF)):
INBUF INBUF_O_inst(.PAD(PAD), .Y(Y));

endmodule
module Outbuf_ddr(DataR,DataF,CLR,CLK,PAD);

input DataR, DataF, CLR, CLK;
output PAD;

wire Q, VCC;
VCC VCC_1_net(-Y(VCC));
DDR_OUT DDR_OUT_O_inst(.DR(DataR), .DF(DataF), .CLK(CLK), -CLR(CLR), -Q(Q));
OUTBUF OUTBUF_O_inst(.D(Q), -PAD(PAD));

endmodule
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12 — Security in Low Power Flash Devices

Security in Programmable Logic

The need for security on FPGA programmable logic devices (PLDs) has never been greater than today.
If the contents of the FPGA can be read by an external source, the intellectual property (IP) of the system
is vulnerable to unauthorized copying. Fusion, IGLOO, and ProASIC3 devices contain state-of-the-art
circuitry to make the flash-based devices secure during and after programming. Low power flash devices
have a built-in 128-bit Advanced Encryption Standard (AES) decryption core (except for 30 k gate
devices and smaller). The decryption core facilitates secure in-system programming (ISP) of the FPGA
core array fabric, the FlashROM, and the Flash Memory Blocks (FBs) in Fusion devices. The FlashROM,
Flash Blocks, and FPGA core fabric can be programmed independently of each other, allowing the
FlashROM or Flash Blocks to be updated without the need for change to the FPGA core fabric.

Microsemi has incorporated the AES decryption core into the low power flash devices and has also
included the Microsemi flash-based lock technology, FlashLock.® Together, they provide leading-edge
security in a programmable logic device. Configuration data loaded into a device can be decrypted prior
to being written to the FPGA core using the AES 128-bit block cipher standard. The AES encryption key
is stored in on-chip, nonvolatile flash memory.

This document outlines the security features offered in low power flash devices, some applications and
uses, as well as the different software settings for each application.

STAPL File
|
STAPL STAPL
Programming Security
Data Header
J, FlashLock

Key

Check
Security
Security
_Ij Settings
AES v

Di ti
eccrzgelon O Aeskey

-*

MAC

v

FPGA Array FlashROM

Pro
Fro.

Figure 12-1 « Overview on Security
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In-System Programming (ISP) of Microsemi’s Low Power Flash Devices Using FlashPro4/3/3X

Date

Changes

Page

July 2010
(continued)

The "Chain Integrity Test Error Analyze Chain Failure" section was renamed to the
"Scan Chain Failure" section, and the Analyze Chain command was changed to
Scan Chain. It was noted that occasionally a faulty programmer can cause scan
chain failures.

338

v1.5
(August 2009)

The "CoreMP7 Device Security" section was removed from "Security in ARM-
Enabled Low Power Flash Devices", since M7-enabled devices are no longer
supported.

331

v1.4
(December 2008)

The "ISP Architecture" section was revised to include information about core
voltage for IGLOO V2 and ProASIC3L devices, as well as 50 mV increments
allowable in Designer software.

327

IGLOO nano and ProASIC3 nano devices were added to Table 13-1 ¢ Flash-Based
FPGAs Supporting ISP.

328

A second capacitor was added to Figure 13-6  Board Layout and Programming
Header Top View.

337

v1.3
(October 2008)

The "ISP Support in Flash-Based Devices" section was revised to include new
families and make the information more concise.

328

v1.2
(June 2008)

The following changes were made to the family descriptions in Table 13-1 « Flash-
Based FPGAs Supporting ISP:

* ProASIC3L was updated to include 1.5 V.
* The number of PLLs for ProASIC3E was changed from five to six.

328

v1.1
(March 2008)

The "ISP Architecture" section was updated to included the IGLOO PLUS family in
the discussion of family-specific support. The text, "When 1.2 V is used, the device
can be reprogrammed in-system at 1.5 V only," was revised to state, "Although the
device can operate at 1.2V core voltage, the device can only be reprogrammed
when all supplies (VCC, VCCI, and VJTAG) are at 1.5 V."

327

The "ISP Support in Flash-Based Devices" section and Table 13-1 < Flash-Based
FPGAs Supporting ISP were updated to include the IGLOO PLUS family. The
"IGLOO Terminology" section and "ProASIC3 Terminology" section are new.

328

The "Security" section was updated to mention that 15 k gate devices do not have a
built-in 128-bit decryption core.

330

Table 13-2 « Power Supplies was revised to remove the Normal Operation column
and add a table note stating, "All supply voltages should be at 1.5V or higher,
regardless of the setting during normal operation."

329

The "ISP Programming Header Information" section was revised to change
FP3-26PIN-ADAPTER to FP3-10PIN-ADAPTER-KIT. Table 13-3 ¢ Programming
Header Ordering Codes was updated with the same change, as well as adding the
part number FFSD-05-D-06.00-01-N, a 10-pin cable with 50-mil-pitch sockets.

335

The "Board-Level Considerations" section was updated to describe connecting two
capacitors in parallel across VPUMP and GND for proper programming.

337

v1.0
(January 2008)

Information was added to the "Programming Voltage (VPUMP) and VJTAG" section
about the JTAG interface pin.

329

51900055-2/7.06

ACTgen was changed to SmartGen.

N/A

In Figure 13-6 < Board Layout and Programming Header Top View, the order of the
text was changed to:

VJTAG from the target board
VCCI from the target board
VCC from the target board

337
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Power-Up/-Down Behavior of Low Power Flash Devices

Vee

VCC = 1.575 V—

VCC =114V —

Activation trip point:
V,=085V+02V
Deactivation trip point:
Vyg=075V 02V

VCC =VCCI + VT
where VT can be from 0.58 V to 0.9 V (typically 0.75 V)

\

. \ Region 4: /0 Region 5: 1/0 buffers are ON
Region 1: 1/0O Buffers are OFF buffers are ON. and power supplies are within
1/Os are functional specification.

1/Os meet the entire datasheet
and timer specifications for

(except differential inputs)
but slower because VCCl is
below specification. For the
same reason, input buffers do not
meet VIH / VIL levels, and output
buffers do not meet VOH / VOL levels.

speed, VIH/VIL, VOH / VOL, etc.

Region 2: 1/0 buffers are ON.

1/0s are functional (except differential inputs)
but slower because VCCI/VCC are below
specification. For the same reason, input
buffers do not meet VIH/VIL levels, and
output buffers do not meet VOH/VOL levels.

Region 3: 1/0 buffers are ON.
1/Os are functional; I/O DC
specifications are met,

but I/Os are slower because
the VCC is below specification.

Region 1: 1/0 buffers are OFF

Y

f !

Activation trip point: Min VCCI datasheet specification
V,=09V+0.15V voltage at a selected 1/0
Deactivation trip point: standard; i.e., 1.14 V,1.425V, 1.7V,

Vy=08V+0.15V 23V,or3.0V

VCCI

Figure 18-5 « I/O State as a Function of VCCI and VCC Voltage Levels for IGLOO V2, IGLOO nano V2,

IGLOO PLUS V2, and ProASIC3L Devices Running at VCC =12V £ 0.06 V
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