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Flash*Freeze Technology and Low Power Modes

Sleep and Shutdown Modes

Sleep Mode

IGLOO, IGLOO nano, IGLOO PLUS, ProASIC3L, and RT ProASIC3 FPGAs support Sleep mode when
device functionality is not required. In Sleep mode, V¢ (core voltage), V j1ag (JTAG DC voltage), and
VPUMP (programming voltage) are grounded, resulting in the FPGA core being turned off to reduce
power consumption. While the device is in Sleep mode, the rest of the system can still be operating and
driving the input buffers of the device. The driven inputs do not pull up the internal power planes, and the
current draw is limited to minimal leakage current.

Table 2-7 shows the power supply status in Sleep mode.

Table 2-7 « Sleep Mode—Power Supply Requirement for IGLOO, IGLOO nano, IGLOO PLUS,
ProASIC3L, and RT ProASIC3 Devices

Power Supplies Power Supply State
VCC Powered off
VCCI = VMV Powered on
VJTAG Powered off
VPUMP Powered off

Refer to the "Power-Up/-Down Behavior" section on page 33 for more information about I/O states during
Sleep mode and the timing diagram for entering and exiting Sleep mode.

Shutdown Mode

Shutdown mode is supported for all IGLOO nano and IGLOO PLUS devices as well the following
IGLOO/e devices: AGL015, AGL030, AGLE600, AGLE3000, and A3PE3000L. Shutdown mode can be
used by turning off all power supplies when the device function is not needed. Cold-sparing and hot-
insertion features enable these devices to be powered down without turning off the entire system. When
power returns, the live-at-power-up feature enables operation of the device after reaching the voltage
activation point.
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Global Resources in Low Power Flash Devices

Design Recommendations

The following sections provide design flow recommendations for using a global network in a design.
* "Global Macros and I/0 Standards"
* "Global Macro and Placement Selections" on page 64
* "Using Global Macros in Synplicity" on page 66
* "Global Promotion and Demotion Using PDC" on page 67
+ "Spine Assignment" on page 68
« "Designer Flow for Global Assignment" on page 69
+ "Simple Design Example" on page 71
* "Global Management in PLL Design" on page 73
» "Using Spines of Occupied Global Networks" on page 74

Global Macros and 1/0O Standards

The larger low power flash devices have six chip global networks and four quadrant global networks.
However, the same clock macros are used for assigning signals to chip globals and quadrant globals.
Depending on the clock macro placement or assignment in the Physical Design Constraint (PDC) file or
MultiView Navigator (MVN), the signal will use the chip global network or quadrant network. Table 3-8
lists the clock macros available for low power flash devices. Refer to the IGLOO, ProASIC3,
SmartFusion, and Fusion Macro Library Guide for details.

Table 3-8 « Clock Macros

Macro Name Description Symbol
CLKBUF Input macro for Clock Network CLKBUF

o D>
CLKBUF_x Input macro for Clock Network CLKBUF_X

with specific 1/0 standard PAD & |: Y

CLKBUF_LVDS/LVPECL |LVDS or LVPECL input macro

for Clock  Network  (not
supported for IGLOO nano or
ProASIC3 nano devices)

CLKINT

Macro for internal clock interface A I: v

CLKINT

CLKBIBUF

Bidirectional macro with input o NE PAD
dedicated to routed Clock
Network Y CLKBIBUF

Use these available macros to assign a signal to the global network. In addition to these global macros,
PLL and CLKDLY macros can also drive the global networks. Use 1/0O—standard—specific clock macros
(CLKBUF_x) to instantiate a specific I/0 standard for the global signals. Table 3-9 on page 63 shows the
list of these I/O—standard—specific macros. Note that if you use these 1/O-standard—specific clock
macros, you cannot change the 1/0O standard later in the design stage. If you use the regular CLKBUF
macro, you can use MVN or the PDC file in Designer to change the I/O standard. The default 1/O
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Global Resources in Low Power Flash Devices

External I/O or Local signal as Clock Source

External I/O refers to regular I/O pins are labeled with the 1/0O convention |IOuxwByVz. You can allow the
external 1/O or internal signal to access the global. To allow the external I/O or internal signal to access
the global network, you need to instantiate the CLKINT macro. Refer to Figure 3-4 on page 51 for an
example illustration of the connections. Instead of using CLKINT, you can also use PDC to promote
signals from external 1/O or internal signal to the global network. However, it may cause layout issues
because of synthesis logic replication. Refer to the "Global Promotion and Demotion Using PDC" section
on page 67 for details.
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Figure 3-14 « CLKINT Macro

Using Global Macros in Synplicity

The Synplify® synthesis tool automatically inserts global buffers for nets with high fanout during
synthesis. By default, Synplicity® puts six global macros (CLKBUF or CLKINT) in the netlist, including
any global instantiation or PLL macro. Synplify always honors your global macro instantiation. If you have
a PLL (only primary output is used) in the design, Synplify adds five more global buffers in the netlist.
Synplify uses the following global counting rule to add global macros in the netlist:

1. CLKBUF: 1 global buffer

2. CLKINT: 1 global buffer

3. CLKDLY: 1 global buffer

4. PLL: 1 to 3 global buffers
— GLA, GLB, GLC, YB, and YC are counted as 1 buffer.
— GLB or YB is used or both are counted as 1 buffer.
— GLCor YC is used or both are counted as 1 buffer.
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Clock Conditioning Circuits in Low Power Flash Devices and Mixed Signal FPGAs

CLKDLY Macro Usage

When a CLKDLY macro is used in a CCC location, the programmable delay element is used to allow the
clock delays to go to the global network. In addition, the user can bypass the PLL in a CCC location
integrated with a PLL, but use the programmable delay that is associated with the global network by
instantiating the CLKDLY macro. The same is true when using programmable delay elements in a CCC
location with no PLLs (the user needs to instantiate the CLKDLY macro). There is no difference between
the programmable delay elements used for the PLL and the CLKDLY macro. The CCC will be configured
to use the programmable delay elements in accordance with the macro instantiated by the user.

As an example, if the PLL is not used in a particular CCC location, the designer is free to specify up to
three CLKDLY macros in the CCC, each of which can have its own input frequency and delay adjustment
options. If the PLL core is used, assuming output to only one global clock network, the other two global
clock networks are free to be used by either connecting directly from the global inputs or connecting from
one or two CLKDLY macros for programmable delay.

The programmable delay elements are shown in the block diagram of the PLL block shown in Figure 4-6
on page 87. Note that any CCC locations with no PLL present contain only the programmable delay
blocks going to the global networks (labeled "Programmable Delay Type 2"). Refer to the "Clock Delay
Adjustment" section on page 102 for a description of the programmable delay types used for the PLL.
Also refer to Table 4-14 on page 110 for Programmable Delay Type 1 step delay values, and Table 4-15
on page 110 for Programmable Delay Type 2 step delay values. CCC locations with a PLL present can
be configured to utilize only the programmable delay blocks (Programmable Delay Type 2) going to the
global networks A, B, and C.

Global network A can be configured to use only the programmable delay element (bypassing the PLL) if the

PLL is not used in the design. Figure 4-6 on page 87 shows a block diagram of the PLL, where the
programmable delay elements are used for the global networks (Programmable Delay Type 2).
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Each global buffer, as well as the PLL reference clock, can be driven from one of the following:
» 3 dedicated single-ended I/Os using a hardwired connection

» 2 dedicated differential I/Os using a hardwired connection (not applicable for IGLOO nano and
ProASIC3 nano devices)

* The FPGA core

Since the architecture of the devices varies as size increases, the following list details 1/O types
supported for globals:

IGLOO and ProASIC3

+ LVDS-based clock sources are available only on 250 k gate devices and above (IGLOO nano and
ProASIC3 nano devices do not support differential inputs).

» 60 k and 125 k gate devices support single-ended clock sources only.
» 15k and 30 k gate devices support these inputs for CCC only and do not contain a PLL.
* nano devices:

— 10Kk, 15k, and 20 k devices do not contain PLLs in the CCCs, and support only CLKBUF and
CLKINT.
— 60k, 125 k, and 250 k devices support one PLL in the middle left CCC position. In the

absence of the PLL, this CCC can be used by CLKBUF, CLKINT, and CLKDLY macros. The
corner CCCs support CLKBUF, CLKINT, and CLKDLY.

Fusion
» AFS600 and AFS1500: All single-ended, differential, and voltage-referenced 1/O standards (Pro
1/0).

» AFS090 and AFS250: All single-ended and differential I/O standards.

Clock Sources for PLL and CLKDLY Macros

The input reference clock (CLKA for a PLL macro, CLK for a CLKDLY macro) can be accessed from
different sources via the associated clock multiplexer tree. Each CCC has the option of choosing the
source of the input clock from one of the following:

+ Hardwired I/O

+ External I/O

+ Core Logic

* RC Oscillator (Fusion only)

» Crystal Oscillator (Fusion only)

The SmartGen macro builder tool allows users to easily create the PLL and CLKDLY macros with the
desired settings. Microsemi strongly recommends using SmartGen to generate the CCC macros.

Hardwired I/O Clock Source

Hardwired I/O refers to global input pins that are hardwired to the multiplexer tree, which directly
accesses the CCC global buffers. These global input pins have designated pin locations and are
indicated with the 1/0O naming convention Gmn (m refers to any one of the positions where the PLL core
is available, and n refers to any one of the three global input MUXes and the pin number of the
associated global location, m). Choosing this option provides the benefit of directly connecting to the
CCC reference clock input, which provides less delay. See Figure 4-9 on page 90 for an example
illustration of the connections, shown in red. If a CLKDLY macro is initiated to utilize the programmable
delay element of the CCC, the clock input can be placed at one of nine dedicated global input pin
locations. In other words, if Hardwired 1/O is chosen as the input source, the user can decide to place the
input pin in one of the GmAO, GmA1, GmA2, GmB0, GmB1, GmB2, GmCO0, GmC1, or GmC2 locations of
the low power flash devices. When a PLL macro is used to utilize the PLL core in a CCC location, the
clock input of the PLL can only be connected to one of three GmA* global pin locations: GmAQ, GmA1, or
GmA2.
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Phase Adjustment

The four phases available (0, 90, 180, 270) are phases with respect to VCO (PLL output). The
VCO is divided to achieve the user's CCC required output frequency (GLA, YB/GLB, YC/GLC). The
division happens after the selection of the VCO phase. The effective phase shift is actually the VCO
phase shift divided by the output divider. This is why the visual CCC shows both the actual achievable
phase and more importantly the actual delay that is equivalent to the phase shift that can be
achieved.

Dynamic PLL Configuration

The CCCs can be configured both statically and dynamically.

In addition to the ports available in the Static CCC, the Dynamic CCC has the dynamic shift register
signals that enable dynamic reconfiguration of the CCC. With the Dynamic CCC, the ports CLKB and
CLKC are also exposed. All three clocks (CLKA, CLKB, and CLKC) can be configured independently.

The CCC block is fully configurable. The following two sources can act as the CCC configuration bits.

Flash Configuration Bits
The flash configuration bits are the configuration bits associated with programmed flash switches. These

bits are used when the CCC is in static configuration mode. Once the device is programmed, these bits
cannot be modified. They provide the default operating state of the CCC.

Dynamic Shift Register Outputs

This source does not require core reprogramming and allows core-driven dynamic CCC reconfiguration.
When the dynamic register drives the configuration bits, the user-defined core circuit takes full control
over SDIN, SDOUT, SCLK, SSHIFT, and SUPDATE. The configuration bits can consequently be
dynamically changed through shift and update operations in the serial register interface. Access to the
logic core is accomplished via the dynamic bits in the specific tiles assigned to the PLLs.

Figure 4-21 illustrates a simplified block diagram of the MUX architecture in the CCCs.

SDIN > Flash
SDOUT -+——— . . <80:0>* )
SCLK Dynam_lc Shift Programming
SSHIFT ; Register Configuration
SUPDATE — <80> Bits

RESET _ENABLE <——]
<79:0> <79:0>*

Y Y

MODE —>\ /

Configuration Bits

Note: *For Fusion, bit <88:81> is also needed.
Figure 4-21 « The CCC Configuration MUX Architecture

The selection between the flash configuration bits and the bits from the configuration register is made
using the MODE signal shown in Figure 4-21. If the MODE signal is logic HIGH, the dynamic shift
register configuration bits are selected. There are 81 control bits to configure the different functions of the
CCC.
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Each group of control bits is assigned a specific location in the configuration shift register. For a list of the
81 configuration bits (C[80:0]) in the CCC and a description of each, refer to "PLL Configuration Bits
Description" on page 106. The configuration register can be serially loaded with the new configuration
data and programmed into the CCC using the following ports:

» SDIN: The configuration bits are serially loaded into a shift register through this port. The LSB of
the configuration data bits should be loaded first.

« SDOUT: The shift register contents can be shifted out (LSB first) through this port using the shift
operation.

+ SCLK: This port should be driven by the shift clock.

» SSHIFT: The active-high shift enable signal should drive this port. The configuration data will be
shifted into the shift register if this signal is HIGH. Once SSHIFT goes LOW, the data shifting will
be halted.

» SUPDATE: The SUPDATE signal is used to configure the CCC with the new configuration bits
when shifting is complete.

To access the configuration ports of the shift register (SDIN, SDOUT, SSHIFT, etc.), the user should
instantiate the CCC macro in his design with appropriate ports. Microsemi recommends that users
choose SmartGen to generate the CCC macros with the required ports for dynamic reconfiguration.

Users must familiarize themselves with the architecture of the CCC core and its input, output, and
configuration ports to implement the desired delay and output frequency in the CCC structure.
Figure 4-22 shows a model of the CCC with configurable blocks and switches.
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FlashROM in Microsemi’s Low Power Flash Devices

FlashROM Applications

The SmartGen core generator is used to configure FlashROM content. You can configure each page
independently. SmartGen enables you to create and modify regions within a page; these regions can be
1 to 16 bytes long (Figure 5-4).

Byte Number in Page
15 14 13 12 11 10 9 8 7
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Figure 5-4 « FlashROM Configuration

The FlashROM content can be changed independently of the FPGA core content. It can be easily
accessed and programmed via JTAG, depending on the security settings of the device. The SmartGen
core generator enables each region to be independently updated (described in the "Programming and
Accessing FlashROM" section on page 138). This enables you to change the FlashROM content on a
per-part basis while keeping some regions "constant" for all parts. These features allow the FlashROM to
be used in diverse system applications. Consider the following possible uses of FlashROM:

» Internet protocol (IP) addressing (wireless or fixed)

+ System calibration settings

» Restoring configuration after unpredictable system power-down
» Device serialization and/or inventory control

» Subscription-based business models (e.g., set-top boxes)

+ Secure key storage

+ Asset management tracking

+ Date stamping

* Version management
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SmartGen enables the user to configure the desired RAM element to use either a single clock for read
and write, or two independent clocks for read and write. The user can select the type of RAM as well as
the width/depth and several other parameters (Figure 6-13).
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Clock:

* Single Read it Clock
" Independent Read and rite Clocks

‘wiite/Fead Depth:

wiite/Read Width:

—write Clock —Read Clack.
{+ Rizing " Risitg
" Falling " Falling
— Rak Type — Reset
e et & Active Law
= Active High
" Dual Part RBIAIE
" Mane
Wit Enable —Read Enable
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 Fetair Dutput Data  Fetait Dutput Data
(" Fass Wiite Data to Dutmut (" Fass Wiite Data to Outmut

Fieset | Fort b apping | Help Cancel

Generate I

Figure 6-13 « SmartGen Memory Configuration Interface

SmartGen also has a Port Mapping option that allows the user to specify the names of the ports
generated in the memory block (Figure 6-14).

x|
Port Port Hame
Diata In DATA
Diata Out !
\Write Enable WWE
Read Enable RE
Write Address WADDRESS
Read Address RADDRESS
Clock CLCZH
Reset RESET
Cancel Help

Figure 6-14 « Port Mapping Interface for SmartGen-Generated Memory

SmartGen also configures the FIFO according to user specifications. Users can select no flags, static
flags, or dynamic flags. Static flag settings are configured using configuration flash and cannot be altered
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1/0O Structures in IGLOO and ProASIC3 Devices

/O Banks

Advanced |/Os are divided into multiple technology banks. Each device has two to four banks, and the
number of banks is device-dependent as described above. The bank types have different characteristics,
such as drive strength, the 1/0 standards supported, and timing and power differences.

There are three types of banks: Advanced I/O banks, Standard Plus I/O banks, and Standard 1/O banks.
Advanced I/O banks offer single-ended and differential capabilities. These banks are available on the
east and west sides of 250K, 400K, 600K, and 1M gate devices.

Standard Plus I/O banks offer LVTTL/LVCMOS and PCI single-ended 1/O standards. These banks are
available on the north and south sides of 250K, 400K, 600K, and 1M gate devices as well as all sides of
125K and 60K devices.

Standard 1/0 banks offer LVTTL/LVCMOS single-ended 1/O standards. These banks are available on all
sides of 30K gate devices.

Table 7-4 shows the I/O bank types, devices and bank locations supported, drive strength, slew rate
control, and supported standards.

All inputs and disabled outputs are voltage-tolerant up to 3.3 V.

For more information about I/O and global assignments to 1/0O banks in a device, refer to the specific pin
table for the device in the packaging section of the datasheet and the "User I1/O Naming Convention"
section on page 206.

Table 7-4 « IGLOO and ProASIC3 Bank Type Definitions and Differences

1/0 Standards Supported
LVPECL,
LVDS,
Device and Bank LVTTL/ B-LVDS,
I/O Bank Type Location Drive Strength LVCMOS | PCI/PCI-X M-LVDS
Standard 30 k gate devices (all |Refer to Table 7-14 v Not Not Supported
banks) on page 203 Supported
Standard Plus |60 k and 125k gate |Refer to Table 7-15 v v Not Supported
devices (all banks) on page 203
North and south banks | Refer to Table 7-15 v/ v Not Supported
of 250 k and 1 M gate | on page 203
devices
Advanced East and west banks of [ Refer to Table 7-16 v v v
250k and 1M gate|on page 203
devices
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1/0O Structures in IGLOO and ProASIC3 Devices

/O Bank Structure

Low power flash device I/Os are divided into multiple technology banks. The number of banks is device-
dependent. The IGLOOe, ProASIC3EL, and ProASIC3E devices have eight banks (two per side); and
IGLOO, ProASIC3L, and ProASIC3 devices have two to four banks. Each bank has its own VCCI power
supply pin. Multiple I/0 standards can co-exist within a single 1/0 bank.

In IGLOOe, ProASIC3EL, and ProASIC3E devices, each I/O bank is subdivided into VREF minibanks.
These are used by voltage-referenced 1/0s. VREF minibanks contain 8 to 18 I/Os. All I/Os in a given
minibank share a common VREF line (only one VREF pin is needed per VREF minibank). Therefore, if
an 1/0 in a VREF minibank is configured as a VREF pin, the remaining 1/Os in that minibank will be able
to use the voltage assigned to that pin. If the location of the VREF pin is selected manually in the
software, the user must satisfy VREF rules (refer to the "lI/O Software Control in Low Power Flash
Devices" section on page 251). If the user does not pick the VREg pin manually, the software
automatically assigns it.

Figure 7-3 is a snapshot of a section of the I/0 ring, showing the basic elements of an I/O tile, as viewed
from the Designer place-and-route tool’s MultiView Navigator (MVN).

I/0 Pad/Buffer /O Logic (assigned)

\ ~—=
e
A\
D> 4 >R >R >R
> 7 Other
Minibanks
N Sid > Psice o1
(assiglngd) | |<(Tnassilgﬁed) |

~+— Diffio Tile ———»

| < Minibank >

Figure 7-3 « Snapshot of an I/O Tile

Low power flash device 1/Os are implemented using two tile types: I/0 and differential I/O (diffio).

The diffio tile is built up using two /O tiles, which form an 1/O pair (P side and N side). These /O pairs are
used according to differential /0 standards. Both the P and N sides of the diffio tile include an 1/O buffer
and two /O logic blocks (auxiliary and main logic).

Every minibank (E devices only) is built up from multiple diffio tiles. The number of the minibank depends
on the different-size dies. Refer to the "I/O Architecture" section on page 181 for an illustration of the
minibank structure.

Figure 7-4 on page 183 shows a simplified diagram of the 1/O buffer circuitry. The Output Enable signal
(OE) enables the output buffer to pass the signal from the core logic to the pin. The output buffer contains
ESD protection circuitry, an n-channel transistor that shunts all ESD surges (up to the limit of the device
ESD specification) to GND. This transistor also serves as an output pull-down resistor.

Each output buffer also contains programmable slew rate, drive strength, programmable power-up state
(pull-up/-down resistor), hot-swap, 5V tolerance, and clamp diode control circuitry. Multiple flash
switches (not shown in Figure 7-4 on page 183) are programmed by user selections in the software to
activate different 1/O features.
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compatible, which means devices can operate at conventional PCI frequencies (33 MHz and 66 MHz).
PCI-X is more fault-tolerant than PCI. It also does not have programmable drive strength.

Voltage-Referenced Standards

I/Os using these standards are referenced to an external reference voltage (Vggg) and are supported on
E devices only.

HSTL Class | and Il (High-Speed Transceiver Logic)

These are general-purpose, high-speed 1.5V bus standards (EIA/JESD 8-6) for signaling between
integrated circuits. The signaling range is 0V to 1.5V, and signals can be either single-ended or
differential. HSTL requires a differential amplifier input buffer and a push-pull output buffer. The reference
voltage (VREF) is 0.75 V. These standards are used in the memory bus interface with data switching
capability of up to 400 MHz. The other advantages of these standards are low power and fewer EMI
concerns.

HSTL has four classes, of which low power flash devices support Class | and Il. These classes are
defined by standard EIA/JESD 8-6 from the Electronic Industries Alliance (EIA):

* Class | — Unterminated or symmetrically parallel-terminated
» Class Il — Series-terminated

+ Class Il — Asymmetrically parallel-terminated

* Class IV — Asymmetrically double-parallel-terminated

SSTL2 Class | and Il (Stub Series Terminated Logic 2.5 V)

These are general-purpose 2.5V memory bus standards (JESD 8-9) for driving transmission lines,
designed specifically for driving the DDR SDRAM modules used in computer memory. SSTL2 requires a
differential amplifier input buffer and a push-pull output buffer. The reference voltage (VREF) is 1.25 V.

SSTL3 Class | and Il (Stub Series Terminated Logic 3.3 V)

These are general-purpose 3.3 V memory bus standards (JESD 8-8) for driving transmission lines.
SSTL3 requires a differential amplifier input buffer and a push-pull output buffer. The reference voltage
(VREF)is 1.5 V.

VCCI
ouT IN veel
Device 1 Device 2
GND VREF GND VREF
4

Figure 7-6 « SSTL and HSTL Topology

GTL 2.5V (Gunning Transceiver Logic 2.5V)

This is a low power standard (JESD 8.3) for electrical signals used in CMOS circuits that allows for low
electromagnetic interference at high transfer speeds. It has a voltage swing between 0.4 V and 1.2 V and
typically operates at speeds of between 20 and 40 MHz. VCCI must be connected to 2.5V. The
reference voltage (VREF) is 0.8 V.

GTL 3.3V (Gunning Transceiver Logic 3.3 V)
This is the same as GTL 2.5 V above, except VCCI must be connected to 3.3 V.

Revision 4 185



& Microsemi

1/0O Structures in IGLOO and ProASIC3 Devices

* In Active and Static modes:
— Input buffers with pull-up, driven Low
— Input buffers with pull-down, driven High
— Bidirectional buffers with pull-up, driven Low
— Bidirectional buffers with pull-down, driven High
— Output buffers with pull-up, driven Low
— Output buffers with pull-down, driven High
— Tristate buffers with pull-up, driven Low
— Tristate buffers with pull-down, driven High
* In Flash*Freeze mode:
— Input buffers with pull-up, driven Low
— Input buffers with pull-down, driven High
— Bidirectional buffers with pull-up, driven Low
— Bidirectional buffers with pull-down, driven High

Electrostatic Discharge Protection

Low power flash devices are tested per JEDEC Standard JESD22-A114-B.

These devices contain clamp diodes at every 1/O, global, and power pad. Clamp diodes protect all device
pads against damage from ESD as well as from excessive voltage transients.

All IGLOO and ProASIC3 devices are tested to the Human Body Model (HBM) and the Charged Device
Model (CDM).

Each I/O has two clamp diodes. One diode has its positive (P) side connected to the pad and its negative
(N) side connected to VCCI. The second diode has its P side connected to GND and its N side
connected to the pad. During operation, these diodes are normally biased in the off state, except when
transient voltage is significantly above VCCI or below GND levels.

In 30K gate devices, the first diode is always off. In other devices, the clamp diode is always on and
cannot be switched off.

By selecting the appropriate I/O configuration, the diode is turned on or off. Refer to Table 7-12 on
page 193 for more information about the 1/0 standards and the clamp diode.

The second diode is always connected to the pad, regardless of the I/O configuration selected.

192

Revision 4



& Microsemi

ProASIC3L FPGA Fabric User’'s Guide

DDR Tristate Output Register

INV
Trien 3
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2
DDR_OUT =
DataR DR Q
DataF DF
CLK N TRIBUFF_F_8U
CLR
CI_R——————|

Figure 10-7 « DDR Tristate Output Register, LOW Enable, 8 mA, Pull-Up (LVTTL)

Verilog

module DDR_TriStateBuf_ LVTTL_8mA_HighSlew_LowEnb_PullUp(DataR, DataF, CLR, CLK, Trien,
PAD);

input DataR, DataF, CLR, CLK, Trien;
output PAD;

wire TrienAux, Q;

INV Inv_Tri(.A(Trien), .Y(TrienAux));
DDR_OUT DDR_OUT_O_inst(.DR(DataR), .DF(DataF), .CLK(CLK), .CLR(CLR), .Q(Q)):;
TRIBUFF_F_8U TRIBUFF_F_8U_0_inst(.D(Q), -E(TrienAux), .PAD(PAD));

endmodule

VHDL

library ieee;

use ieee.std_logic_1164.all;
library proasic3; use proasic3.all;

entity DDR_TriStateBuf LVTTL_8mA_HighSlew_LowEnb_PullUp is
port(DataR, DataF, CLR, CLK, Trien : in std_logic; PAD : out std_logic) ;
end DDR_TriStateBuf LVTTL_8mA_HighSlew_LowEnb_PullUp;

architecture DEF_ARCH of DDR_TriStateBuf_LVTTL_8mA_HighSlew_LowEnb_PullUp is
component INV
port(A : in std_logic := "U"; Y : out std_logic) ;
end component;
component DDR_OUT
port(DR, DF, CLK, CLR : in std_logic := "U"; Q : out std_logic) ;
end component;
component TRIBUFF_F_8U
port(D, E : in std_logic := "U"; PAD : out std_logic) ;
end component;
signal TrienAux, Q : std_logic ;

begin

Inv_Tri - INV
port map(A => Trien, Y => TrienAux);
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Security in Low Power Flash Devices

FlashPoint - Programming File Generator - Step 1 of 3

Output filename:

JPower_Management stp Browse. .,

Silicon feature(z] to be programmed:;

I Securty settings
v FPGA dmray

v FlazhROM
FlashROM configuration file;

1E:\.&ctelpri'\PwrM'\smartgen'\FHDM'\FHDM.ufc Browse.

v Embedded Flash Memary

irrtanee Harnie Instal}ce D anrAns Embeddexd Flas_h Memory
Location Configuration File
rvm_zystem_instivi N (1 | r ChbctelprPurhhiamatgentnym_sysm
=21 nvm_sysm.efc

¥ Programming previously secured device(z)

\i) Select Secunty settings above to program silicon signature:

| MHest | Firiizh Cancel Help

Note: The settings in this figure are used to show the generation of an AES-encrypted programming file for the FPGA

array, FlashROM, and FB contents. One or all locations may be selected for encryption.

Figure 12-17 « Settings to Program a Device Secured with FlashLock and using AES Encryption

Choose the High security level to reprogram devices using both the FlashLock Pass Key and AES key
protection (Figure 12-18 on page 321). Enter the AES key and click Next.

A device that has already been secured with FlashLock and has an AES key loaded must recognize the
AES key to program the device and generate a valid bitstream in authentication. The FlashLock Key is
only required to unlock the device and change the security settings.

This is what makes it possible to program in an untrusted environment. The AES key is protected inside
the device by the FlashLock Key, so you can only program if you have the correct AES key. In fact, the
AES key is not in the programming file either. It is the key used to encrypt the data in the file. The same
key previously programmed with the FlashLock Key matches to decrypt the file.

An AES-encrypted file programmed to a device without FlashLock would not be secure, since without

FlashLock to protect the AES key, someone could simply reprogram the AES key first, then program with
any AES key desired or no AES key at all. This option is therefore not available in the software.
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Security Settings - Step 2 of 3 [‘Zl

Set secuity level ta the previously programmed value:

& - High Pratect with 128-bit Advanced Encryption Standard [AES] key &
and Pazs Key

_ v b -ee AES key to write or verify the FPGA Aray.

- dee AES key to write or verify the FlaghROM via the JTAG
interface.

- _ HMone “

Drefault Lesvel
Paszz Key [max length iz 32 HEX charg]:

AES Fey [max length iz 32 HEX chars]:

IDDE 47EATA422DEBI0233FECEEDRE1CA|

-
1 J The 2ES Key must match the one
presiouzly programmed in this device,

< Back | Mext > | Finizh Cancel Help

Figure 12-18 « Security Level Set High to Reprogram Device with AES Key

Programming with this file is intended for an unsecured environment. The AES key encrypts the
programming file with the same AES key already used in the device and utilizes it to program the device.

Reprogramming Devices

Previously programmed devices can be reprogrammed using the steps in the "Generation of the
Programming File in a Trusted Environment—Application 1" section on page 313 and "Generation of
Security Header Programming File Only—Application 2" section on page 316. In the case where a
FlashLock Pass Key has been programmed previously, the user must generate the new programming file
with a FlashLock Pass Key that matches the one previously programmed into the device. The software
will check the FlashLock Pass Key in the programming file against the FlashLock Pass Key in the device.
The keys must match before the device can be unlocked to perform further programming with the new
programming file.

Figure 12-10 on page 314 and Figure 12-11 on page 314 show the option Programming previously
secured device(s), which the user should select before proceeding. Upon going to the next step, the
user will be notified that the same FlashLock Pass Key needs to be entered, as shown in Figure 12-19 on
page 322.
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UJTAG Applications in Microsemi’s Low Power Flash Devices

UJTAG Support in Flash-Based Devices

The flash-based FPGAs listed in Table 17-1 support the UJTAG feature and the functions described in

this document.

Table 17-1 « Flash-Based FPGAs

Series Family” Description
IGLOO IGLOO Ultra-low power 1.2 V to 1.5 V FPGAs with Flash*Freeze technology
IGLOOe Higher density IGLOO FPGAs with six PLLs and additional I/O standards
IGLOO nano The industry’s lowest-power, smallest-size solution
IGLOO PLUS IGLOO FPGAs with enhanced I/O capabilities
ProASIC3 ProASIC3 Low power, high-performance 1.5V FPGAs
ProASIC3E Higher density ProASIC3 FPGAs with six PLLs and additional I/O standards
ProASIC3 nano Lowest-cost solution with enhanced 1/O capabilities
ProASIC3L ProASIC3 FPGAs supporting 1.2 V to 1.5 V with Flash*Freeze technology
RT ProASIC3 Radiation-tolerant RT3PE600L and RT3PE3000L
Military ProASIC3/EL | Military temperature A3BPE600OL, A3P1000, and A3PE3000L
Automotive ProASIC3 | ProASIC3 FPGAs qualified for automotive applications
Fusion Fusion Mixed signal FPGA integrating ProASIC3 FPGA fabric, programmable
analog block, support for ARM® Cortex™-M1 soft processors, and flash
memory into a monolithic device
Note: *The device names link to the appropriate datasheet, including product brief, DC and switching characteristics,

and packaging information.

IGLOO Terminology

In documentation, the terms IGLOO series and IGLOO devices refer to all of the IGLOO devices as listed
in Table 17-1. Where the information applies to only one product line or limited devices, these exclusions
will be explicitly stated.

ProASIC3 Terminology

In documentation, the terms ProASIC3 series and ProASIC3 devices refer to all of the ProASIC3 devices
as listed in Table 17-1. Where the information applies to only one product line or limited devices, these
exclusions will be explicitly stated.

To further understand the differences between the IGLOO and ProASIC3 devices, refer to the Industry’s
Lowest Power FPGAs Portfolio.
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I/O Behavior at Power-Up/-Down

This section discusses the behavior of device 1/Os, used and unused, during power-up/-down of V¢ and
V- As mentioned earlier, VMVx and V¢ Bx are tied together, and therefore, inputs and outputs are
powered up/down at the same time.

I/O State during Power-Up/-Down

This section discusses the characteristics of I/O behavior during device power-up and power-down.
Before the start of power-up, all I/Os are in tristate mode. The I/Os will remain tristated during power-up
until the last voltage supply (VCC or VCCI) is powered to its functional level (power supply functional
levels are discussed in the "Power-Up to Functional Time" section on page 378). After the last supply
reaches the functional level, the outputs will exit the tristate mode and drive the logic at the input of the
output buffer. Similarly, the input buffers will pass the external logic into the FPGA fabric once the last
supply reaches the functional level. The behavior of user I/Os is independent of the VCC and VCCI
sequence or the state of other voltage supplies of the FPGA (VPUMP and VJTAG). Figure 18-2 shows
the output buffer driving HIGH and its behavior during power-up with 10 kQ external pull-down. In
Figure 18-2, VCC is powered first, and VCCI is powered 5 ms after VCC. Figure 18-3 on page 378
shows the state of the I/O when VCCI is powered about 5 ms before VCC. In the circuitry shown in
Figure 18-3 on page 378, the output is externally pulled down.

During power-down, device I/Os become tristated once the first power supply (VCC or VCCI) drops
below its brownout voltage level. The 1/O behavior during power-down is also independent of voltage
supply sequencing.

File Contral  Setup  Measure  Analyze  Utlities  Help

— VCC

3" OO | o <

Figure 18-2 « I/O State when VCC Is Powered before VCCI
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Related Documents

Datasheets

ProASIC3 Flash Family FPGAs
http://www.microsemi.com/soc/documents/PA3_DS.pdf
ProASIC3E Flash Family FPGAs
http://www.microsemi.com/soc/documents/PA3E_DS.pdf

List of Changes

The following table lists critical changes that were made in each revision of the chapter.

Date Changes Page
v1.2 IGLOO nano and ProASIC3 nano devices were added to the document as
(December 2008) supported device types.
v1.1 The "Introduction" section was updated to add Military ProASIC3EL and RT 373
(October 2008) ProASIC3 devices to the list of devices that can have inputs driven in while the
device is not powered.
The "Flash Devices Support Power-Up Behavior" section was revised to include 374
new families and make the information more concise.
The "Cold-Sparing" section was revised to add Military ProASIC3/EL and RT 382
ProASIC3 devices to the lists of devices with and without cold-sparing support.
The "Hot-Swapping" section was revised to add Military ProASIC3/EL and RT 383
ProASIC3 devices to the lists of devices with and without hot-swap support.
AGL400 was added to the list of devices that do not support hot-swapping.
v1.0 This document was revised, renamed, and assigned a new part number. It now N/A
(August 2008) includes data for the IGLOO and ProASIC3L families.
v1.3 The "List of Changes" section was updated to include the three different I/O 384
(March 2008) Structure handbook chapters.
v1.2 The first sentence of the "PLL Behavior at Brownout Condition" section was 381
(February 2008) updated to read, "When PLL power supply voltage and/or V¢ levels drop below the
VCC brownout levels (0.75 V + 0.25 V), the PLL output lock signal goes low and/or
the output clock is lost."
v1.1 The "PLL Behavior at Brownout Condition" section was added. 381
(January 2008)
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Product Support

My Cases

Microsemi SoC Products Group customers may submit and track technical cases online by going to My
Cases.

Outside the U.S.

Customers needing assistance outside the US time zones can either contact technical support via email
(soc_tech@microsemi.com) or contact a local sales office. Sales office listings can be found at
www.microsemi.com/soc/company/contact/default.aspx.

ITAR Technical Support

For technical support on RH and RT FPGAs that are regulated by International Traffic in Arms
Regulations (ITAR), contact us via soc_tech_itar@microsemi.com. Alternatively, within My Cases, select
Yes in the ITAR drop-down list. For a complete list of ITAR-regulated Microsemi FPGAs, visit the ITAR

web page.
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